ETSI TS 124 322 v19.0.0 (2026-01)

TECHNICAL SPECIFICATION

Universal Mobile Telecommunications System (UMTS);
LTE;
Tunnelling of IP Multimedia Subsystem (IMS)
services over restrictive access networks;
Stage 3
(3GPP TS 24.322 version 19.0.0 Release 19)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TS 24.322 version 19.0.0 Release 19 1 ETSI TS 124 322 V19.0.0 (2026-01)

Reference
RTS/TSGC-0124322vj00

Keywords
LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2026.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 24.322 version 19.0.0 Release 19 2 ETSI TS 124 322 v19.0.0 (2026-01)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 24.322 version 19.0.0 Release 19 3 ETSI TS 124 322 vV19.0.0 (2026-01)

Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
1= 11 o TSRS 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
3 Definitions and @DDreVILiONS..........coiieieeiee ettt 6
31 D= T aT] (0] TP P TR PRTUPTPPURRSI 6
3.2 ADDIEVIBLIONS ...ttt et bbbt a et e e e b e sh e e b e b e e he e s e e e e besheeb e e Rt e R e et e e e bt sheebenneeneennen 7
4 UE — NEIWOIK PIrOLOCOIS. ...ttt b e n s bbb nenn e 7
41 LT 0T - PSR 7
5 L I I 1 S oo (o TS 8
51 LTS 0T - PO U PPV ORRR 8
52 UE requested FTT-IMS establiShment ProCEAUNE..........uocieieeeiciesie ettt aesnaesreenean 8
521 GBINENEL ...ttt h b b e e R R R R R e e E e R e R e R e R e Rt b e e At e n e e R e R e be Rt ehe e enne s 8
5.2.2 L] o] 0= 1 == S PSUSRR 8
5221 UE requested FTT-IMS establishment procedure initiation............ccocvecvevsieneesece e 8
5222 UE requested FTT-IMS establishment procedure initiation via restrictive non-3GPP access

NEIWOTK TYPE | ettt bbbttt h e et h et s bt b e e e bt bt b e bt b e e e s e b et enens 8
5223 UE requested FTT-IM S establishment procedure initiation via restrictive non-3GPP access

NEIWOTK TYPE 1] .ttt bt b et b bbb bt bbb e e se b e s enens 8
5224 UE requested FTT-IM S establishment procedure aCCepted ............uoeerireirenrerieeee e 8
523 EFTF PIrOCEAUIES ...ttt bttt b bbbt e h e e b se ekt b e e e st b e se et eb et eb e se et eb e sbe e ebesrenebe s 8
5.3 IP packet transport FTT-IMS PrOCEAUIE .........ccveiee e seeesteeste ettt et e e sae e saeesreesaeensesnneenseenaesneenseennenn 9
531 GBINENEL ...ttt h b b e e R R R R R e e E e R e R e R e R e Rt b e e At e n e e R e R e be Rt ehe e enne s 9
5.3.2 L] o] 0= 1 == S PSSR 9
5321 L 7= o (= BRSSP 9
5.3.2.2 ] 7= o (N =01 Y/ oo S 9
533 L I o 000 (1= PSS 9
5331 [P PACKEL SENAING ...ttt et et e et b e et b e et b e s b et et ese et eb e sb e e ebesee e ere s 9
5332 [P PACKEL FECEIVING ....ccvetereeterteeet sttt ettt stttk b et b bbb se bt b se bt s b e s e e bt e b et eb e se et ebesbe e ebeseene b 9
54 UE requested FTT-IMS rel@ase PrOCEAUIE. ........c.couieeiriiieirieee ettt s 10
54.1 (€71 PR 10
542 UE PrOCEUUIES ...ttt ettt sttt ettt b et b e et b e et b e s b et e bt e et e bt s E et e bt e b e e e b e e et e b e st et eb e s b et eb e b 10
54.3 EFTF PIrOCEAUIES ..ottt ettt bbbt bbbt b e b e bt bt b e eb et b e st et eb e s b et b et 10
55 EFTF requested FTT-IMS rel€ase PrOCEOUIE...........ccverieeieee ettt et e e teeste e eneesneesnes 10
551 (C1c 07 - OSSO PSP PSP PURT PPN 10
5.5.2 I o] 000 (1= S 10
55.3 L] o 0= 1= 10
5.6 Procedure for unknown FTT-IMS €NVE OPE LYPES .....ccvieiieieseesieeeete st ste et et e et etesneesaesnee e 10
5.6.1 (€71 SO RS 10
56.2 UE PrOCEUUNES ...ttt sttt et b et b e et b e et b s b et e bt s b et e bt s E et e bt e b e e e b e s s e st e b e st et eb e st et eb e b e 10
56.3 EFTF PIrOCEAUIES ..ottt ettt bbbt bbbt b e b e bt bt b e eb et b e st et eb e s b et b et 10
6 IProlesand IP Dased PrOCEAUIES..........cceiui ettt sttt ste st st e e st e s raesaesreeneenbesreas 11
6.1 GBNENEL ...ttt b b h ek E R £ e R e R e R SR e R £ e A e ea £ e R e R e Ee AR e eb e e Reeh e e e e b e Rt ehe bt eneene e e enns 11
6.2 TP TOIES ...ttt ettt bt bt h et et e Ao E e bR e R e oA e e R e R e R e AR SR e e R e Rt R e e e R e Rt eh e bt Rt ene e e nrees 11
6.2.1 L] o 0= 1= 11
6.2.2 I o] (000 (1= 11
6.3 Inner |P address assignmeNt PrOCEAUIE ..........coiieiiieeiecee e steeste e e e e ae e sre e s e et e e tesnaeeseasreesteesseenseeneenneennes 11
6.3.1 UE PrOCEUUNES ...ttt sttt et b et b e et b e et b s b et e bt s b et e bt s E et e bt e b e e e b e s s e st e b e st et eb e st et eb e b e 11
6.3.2 EFTF PIrOCEAUIES ..ottt ettt bbbt bbbt b e b e bt bt b e eb et b e st et eb e s b et b et 11
7 PDUS N0 PAIAIMELENS......ccueeitiitietiite e sttt ee s e et et e s e etestesaeessesbeeseestesseessesteessessesseensesseensessesneensestesneens 12

ETSI



3GPP TS 24.322 version 19.0.0 Release 19 4 ETSI TS 124 322 V19.0.0 (2026-01)

7.1 PDUs and parameters Specific to FTT-IMS ProtoCOI ..........ccureeririeirinieirieieesieseeeseeeee s 12
711 GNETEL ...ttt ettt b b e b E b E e bR e R e R e e R e R e e R e AR e e Rt eh e e eb e R et ekt e b e e ebenbennenea 12
712 Message types Of FTT-IMS MESSAJES .....c.ciueieririeieie ettt sttt sttt b et s b e et b e et st n e 12
7121 GENENC FTT-IMS BNVEIOPE .....ccveeeee ettt ettt nn s 12
7122 [P PACKEL ENVEIOPE ...ttt b e e b e et b et b e bbb n e 12
Annex A (informative): ChangE NISLONY ..o 14
TS (0 RSOSSN 15

ETSI



3GPP TS 24.322 version 19.0.0 Release 19 5 ETSI TS 124 322 V19.0.0 (2026-01)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies procedures and protocol elements for tunnelling of IM S traffic over restrictive access
networks, specifically procedures and protocol elements for establishing, maintaining, and sending traffic via afirewall
traversal tunnel between the UE and an enhanced firewall traversal function (EFTF) in the network. The present
document is applicable to UE and EFTF.

The present document applies only to the case when the IM S traffic is not routed via EPC of a PLMN. Procedures for
tunnelling of IMS traffic that is routed via EPC are specified in 3GPP TS 24.302 [3] annex F.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[3] 3GPP TS 24.302: " Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks, Stage 3".

[4] 3GPP TS 33.203: "3G security; Access security for |P-based services'.

[5] IETF RFC 791 (September 1981): "Internet Protocol”.

[6] IETF RFC 2131 (March 1997): "Dynamic Host Configuration Protocol".

[7] IETF RFC 2460 (December 1998): "Internet Protocol, Version 6 (IPv6) Specification”.

[8] IETF RFC 2817 (May 2000): "Upgrading to TLS Within HTTP/1.1".

9 IETF RFC 8415 (November 2018): "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".

[10] IETF RFC 4291 (February 2006): "IP Version 6 Addressing Architecture”.

[171] IETF RFC 4862 (September 2007): "1Pv6 Stateless Address Autoconfiguration”.

[12] Voaid.

[13] Voaid.

[14] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply.
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A term defined in the present document takes precedence over the definition of the sameterm, if any, in
3GPP TR 21.905 [1].

Firewall traversal tunnel to IP network of IMS: a TCP connection with TL S connection enabling passing of
envel opes between UE in restrictive non-3GPP access network and EFTF, established in order to reach IP network of |P
multimedia core network subsystem.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.229 [2] apply:

I P multimedia cor e network subsystem

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [3] apply:

Restrictive non-3GPP access network type |
Restrictive non-3GPP access network typel|
Restrictive non-3GPP access networ k

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.203 [4] apply:

Enhanced firewall traversal function

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

EFTF Enhanced firewall traversal function
FTT-IMS Firewall traversal tunnel to IP network of IMS
HTTP Hypertext transfer protocol
IMS I P multimedia core network subsystem
TCP Transmission control protocol
TLS Transport layer security
URI Uniform resource identifier
4 UE — network protocols

4.1 General

In order to accessto IMS viarestrictive non-3GPP access network, the UE and the EFTF shall establish afirewall
traversal tunnel to IP network of IMS (FTT-IMS) using the UE requested FTT-IM S establishment procedure according
to subclause 5.2.

The UE and the EFTF shall send the | P packets using the | P packet transport FTT-IMS procedure according to
subclause 5.3.

The UE and the EFTF shall use the I P protocol according to clause 6.

When FTT-IMS is no longer needed (e.g. if the UE deregistered from IMS), the UE shall perform the UE requested
FTT-IMS release procedure according to subclause 5.4.

When FTT-IMSis no longer needed, the EFTF can perform the EFTF requested FTT-IMS rel ease procedure according
to subclause 5.5.

NOTE: Keep-aive functionality isnot defined in this document. Keep-alive functionality defined in
3GPP TS 24.229 [2] can be used to maintain the FTT-IM S between the UE and the EFTF.
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5 FTT-IMS protocol

5.1 General

The FTT-IMS protocol consists of the UE requested FTT-IM S establishment procedure, the I P packet transport FTT-
IMS procedure, the UE requested FTT-IM S rel ease procedure and the EFTF requested FTT-IM S rel ease procedure.

5.2 UE requested FTT-IMS establishment procedure

5.21  General
The purpose of the UE requested FTT-IM S establishment procedure is to establish an FTT-IM S between the UE and the
EFTF.

5.2.2 UE procedures

5.2.2.1 UE requested FTT-IMS establishment procedure initiation
If the UE is not configured with an HTTP proxy address, the UE shall follow the procedures in subclause 5.2.2.2.
If the UE is configured with an HTTP proxy address, the UE shall follow the proceduresin subclause 5.2.2.3.
NOTE: UE configuration of an HTTP proxy addressis out of scope of 3GPP.
5.2.2.2 UE requested FTT-IMS establishment procedure initiation via restrictive non-
3GPP access network type |

In order to establish an FTT-IMS, the UE shall establish a TCP connection to the EFTF address and destination
port 443.

If the TCP connection establishment is successful, the UE shall establish a TLS connection over the TCP connection
according to the TLS profile specified in 3GPP TS 33.310 [14] annex E. If the EFTF addressis a FQDN, the UE shall
include a TLS extension of type "server_name" inthe TLS client hello message according to the TLS profile specified
in 3GPP TS 33.310 [14] annex E.

5.2.2.3 UE requested FTT-IMS establishment procedure initiation via restrictive non-
3GPP access network type Il

If the UE is configured with HTTP proxy address, in order to establish an FTT-IMS, the UE shall send HTTP
CONNECT request to the HTTP proxy address according to IETF RFC 2817 [8]. The UE shall populate Reguest-URI
of the HTTP CONNECT request with the EFTF address and port 443.

Upon receiving HTTP 2xx response to HTTP CONNECT request, the UE shall establish TL S connection according to
the TLS profile specified in 3GPP TS 33.310 [14] annex E over the TCP connection used for the HTTP CONNECT
request transport. If the EFTF addressis a FQDN, the UE shall include a TLS extension of type "server_name" in the
TLS client hello message according to the TL S profile specified in 3GPP TS 33.310 [14] annex E.

5.2.2.4 UE requested FTT-IMS establishment procedure accepted

When valid TLS Finished message is received over the TCP connection, the UE shall use the connection asthe FTT-
IMS.

5.2.3 EFTF procedures

The EFTF shall handle the TCP connection setup and the TL'S connection establishment according to the TLS profile
specified in 3GPP TS 33.310 [14] annex E.
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When TLS Finished message is sent over the TCP connection according to the TLS profile specified in
3GPP TS 33.310 [14] annex E, the EFTF shall use the connection asthe FTT-IMS.

5.3 IP packet transport FTT-IMS procedure

531 General

The purpose of the IP packet transport FTT-IMS procedure is to transport an 1Pv4 packet or |Pv6 packet over an FTT-
IMS.

5.3.2 UE procedures

53.2.1 IP packet sending

In order to send an IPv4 packet or IPv6 packet, the UE shall create an IP packet envelope according to

subclause 7.1.2.2, and shall populate the I P packet field of the | P packet envelope with the IPv4 packet or the IPv6
packet and shall send the I P packet envelope as TLS application data over the FTT-IMS.

5.3.2.2 IP packet receiving

Upon receiving the IP packet envelope as TLS application data over the FTT-IMS, the UE shall:

- if the UE supports IPv4 and the field in the four most significant bits of the first octet of the |P packet field of the
I P packet envelope according to subclause 7.1.2.2 contains 4, handle the | P packet as an 1Pv4 packet according
to IETF RFC 791 [5];

- if the UE supports IPv6 and the field in the four most significant bits of the first octet of the I P packet field of the
I P packet envel ope according to subclause 7.1.2.2 contains 6, handle the 1P packet as an |Pv6 packet according
to IETF RFC 2460 [7]; and

- if thefield in the four most significant bits of the first octet of the IP packet field of the IP packet envelope
according to subclause 7.1.2.2 indicates not supported |P version, discard the | P packet envelope.

NOTE: Thefield inthe four most significant bits of the first octet of both the IPv4 packet and the | Pv6 packet
indicates the |P version.

5.3.3 EFTF procedures

5.3.3.1 IP packet sending

In order to send an |Pv4 packet or IPv6 packet, the EFTF shall create an | P packet envelope according to
subclause 7.1.2.2, and shall populate the IP packet field of the IP packet envelope with the | Pv4 packet or the IPv6
packet and shall send the IP packet envelope as TL S application data over the FTT-IMS.

5.3.3.2 IP packet receiving

Upon receiving the IP packet envelope as TL S application data over the FTT-IMS, the EFTF shall:

- if the EFTF supports IPv4 and the field in the four most significant bits of the first octet of the | P packet field of
the I P packet envel ope according to subclause 7.1.2.2 contains 4, handle the | P packet as an 1Pv4 packet
accordingto IETF RFC 791 [5];

- if the EFTF supports IPv6 and the field in the four most significant bits of the first octet of the IP packet field of
the I P packet envel ope according to subclause 7.1.2.2 contains 6, handle the | P packet as an I1Pv6 packet
according to IETF RFC 2460 [7]; and

- if thefield in the four most significant bits of the first octet of the IP packet field of the IP packet envelope
according to subclause 7.1.2.2 indicates not supported IP version, discard the | P packet envelope.

ETSI



3GPP TS 24.322 version 19.0.0 Release 19 10 ETSI TS 124 322 vV19.0.0 (2026-01)

NOTE: Thefield inthe four most significant bits of the first octet of both the IPv4 packet and the | Pv6 packet
indicates the |P version.

54 UE requested FTT-IMS release procedure

54.1 General

The purpose of the UE requested FTT-IMS release procedure isto release an FTT-IMS when FTT-IMS is no longer
needed.

5.4.2 UE procedures

In order toreleasethe FTT-IMS, the UE shall send TLS close_notify aert according to the TLS profile specified in
3GPP TS 33.310 [14] annex E

5.4.3 EFTF procedures

The EFTF shall handlethe TLS close _notify alert according to the TLS profile specified in 3GPP TS 33.310 [14]
annex E.

5.5 EFTF requested FTT-IMS release procedure

551 General

The purpose of the EFTF requested FTT-IMS release procedure isto release an FTT-IMS when FTT-IMSis no longer
needed.

5.5.2 EFTF procedures

In order to release the FTT-IMS, the EFTF shall send TLS close notify alert according to the TLS profile specified in
3GPP TS 33.310 [14] annex E.

5.5.3 UE procedures

The UE shall handlethe TLS close _notify alert according to the TLS profile specified in 3GPP TS 33.310 [14] annex E.

5.6 Procedure for unknown FTT-IMS envelope types

56.1 General

The purpose of this procedure is forward compatibility.

5.6.2 UE procedures

Upon receiving ageneric FTT-IM S envel ope with the type field indicating an envel ope type other than the envelope
types defined by this version of specification in subclause 7.1.2, the UE shall discard the generic FTT-IM S envel ope.

5.6.3 EFTF procedures

Upon receiving ageneric FTT-IM S envel ope with the type field indicating an envel ope type other than the envelope
types defined by this version of specification in subclause 7.1.2, the EFTF shall discard the generic FTT-IMS envelope.
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6 IP roles and IP based procedures

6.1 General

This subclause describes IP roles and | P based procedures.

6.2 IP roles

6.2.1 UE procedures
If 1Pv4 is supported, the UE shall support acting as host according to IETF RFC 791 [5].
If IPv6 is supported, the UE shall support acting as host according to IETF RFC 2460 [7].

6.2.2 EFTF procedures

If IPv4 is supported, the EFTF shall support acting as gateway according to IETF RFC 791 [5].
If 1Pv6 is supported, the EFTF shall support acting as router according to IETF RFC 2460 [7].

6.3 Inner IP address assignment procedure

6.3.1 UE procedures

If the UE has a network interface with a universally administered MAC address, the UE shall use a universally
administered MAC address of a network interface of the UE asthe UE FTT-IMS MAC address. If the UE does not have
a network interface with a universally administered MAC address, the UE shall use alocally administered MAC
address where the |east significant bit of the last octet is set to zero asthe UE FTT-IMS MAC address.

If IPv4 is supported, the UE shall support acting as DHCPv4 client according to IETF RFC 2131 [6].

If IPv6 is supported, the UE shall support acting as host supporting the I1Pv6 stateless address autoconfiguration
according to IETF RFC 4862 [11].

Oncethe FTT-IMSis established, the UE shall:

1) if the UE needs | Pv4 connectivity, request 1Pv4 address using DHCPv4 according to IETF RFC 2131 [6]. The
UE shall use the htype, hlen, chaddr according to the UE FTT-IMS MAC address; and

2) if the UE needs | Pv6 connectivity, generate | Pv6 address using |Pv6 statel ess address autoconfiguration
according to IETF RFC 4862 [11]. The UE shall create alink-local address according to IETF RFC 4291 [10]
using the UE FTT-IMS MAC address.

NOTE 1: Further IPv6 configuration can be done using stateless DHCPv6 according to IETF RFC 8415 [9].

NOTE 2: DHCPv4 uses IPv4 as transport; | Pv6 statel ess address autoconfiguration uses IPv6 as transport and
DHCPv6 uses IPv6 as transport. Thus, the DHCPv4 messages, |Pv6 statel ess address autoconfiguration
messages and DHCPv6 messages are transported viathe FTT-IMS using the | P packet transport FTT-
IMS procedure according to subclause 5.3.

6.3.2 EFTF procedures

If IPv4 is supported, the EFTF shall support acting as DHCPv4 server according to IETF RFC 2131 [6]. When acting as
DHCPv4 server, the EFTF shall handle each existing FTT-IMS as a different subnet.

If the EFTF has a network interface with a universally administered MAC address, the EFTF shall use a universally
administered MAC address of a network interface of the EFTF asthe EFTF FTT-IMS MAC address. If the EFTF does
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not have a network interface with a universally administered MAC address, the EFTF shall use alocally administered
MAC address where the least significant bit of the last octet is set to one asthe EFTF FTT-IMS MAC address.

If IPv6 is supported, the EFTF shall support acting as router supporting the |Pv6 statel ess address autoconfiguration
according to IETF RFC 4862 [11]. The EFTF shall create alink-local address according to IETF RFC 4291 [10] using
the EFTF FTT-IMS MAC address.

7 PDUs and parameters

7.1 PDUs and parameters specific to FTT-IMS protocol

7.1.1 General

Theleast significant bit of afield is represented by the lowest numbered bit of the highest numbered octet of the field.
When the field extends over more than one octet, the order of bit values progressively decreases as the octet number
increases.

Figure 7.1.1-1 shows an example of afield where the most significant bit of the field is marked MSB and the |east
significant bit of the field is marked LSB.

7 6 5 4 3 2 1 0

MSB X X X X X X X octet 1
X X X X X X X X
X X X X X X X LSB |octet N

Figure 7.1.1-1: Example of bit ordering of a field

7.1.2 Message types of FTT-IMS messages

7121 Generic FTT-IMS envelope
Generic FTT-IMS envelope defines structure of messages passed viaFTT-IMS.
Generic FTT-IMS envelope is coded according to figure 7.1.2.1-1 and table 7.1.2.1-1.

7 6 5 4 3 2 1 0
octet 1
Type
octet 2
Length octet 3
octet 4
Payload octetn

Figure 7.1.2.1-1: Generic FTT-IMS envelope

Table 7.1.2.1-1: Generic FTT-IMS envelope

Type field indicates the envelope type.
Length field indicates the length of the generic FTT-IMS envelope in octets.

Payload field is an optional field and its value depends on the envelope type.

7.1.2.2 IP packet envelope
I P packet envelope is coded according to figure 7.1.2.2-1 and table 7.1.2.2-1.

ETSI



3GPP TS 24.322 version 19.0.0 Release 19 13 ETSI TS 124 322 vV19.0.0 (2026-01)

7 6 5 4 3 2 1 0
octet 1
Type
octet 2
Length octet 3
octet 4
IP packet octet n

Figure 7.1.2.2-1: IP packet envelope

Table 7.1.2.2-1: IP packet envelope

Type field is according to subclause 7.1.2.1 and is set to 1.
Length field is according to subclause 7.1.2.1. The Length field value is bigger than 3.

IP packet field contains an IPv4 packet according to IETF RFC 791 [5] or IPv6 packet according to
IETF RFC 2460 [7].
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