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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the protocol aspects for the group management capability of SEAL to support vertical
applications (e.g. V2X) over the 3GPP system.

The present document is applicable to the User Equipment (UE) supporting the group management client functionality
as described in 3GPP TS 23.434 [2], to the application server supporting the group management server functionality as
described in 3GPP TS 23.434 [2] and to the application server supporting the vertical application server (VAL server)
functionality as defined in specific vertical application service (VAL service) specification.

NOTE: The specification of the VAL server for aspecific VAL service isout of scope for present document.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.434: " Service Enabler Architecture Layer for Verticals (SEAL); Functional
architecture and information flows;".

[3] IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol
(XCAP)".

[4] OMA OMA-TS-XDM_Group-V1_1 1-20170124-A: "Group XDM Specification”.

[5] 3GPP TS 24.547: "ldentity management - Service Enabler Architecture Layer for Verticals
(SEAL); Protocol specification;".

[6] IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage'".

[7] OMA OMA-SUP-XSD_poc_listService-V1 _0: "PoC - List Service", version 1.0.

[8] OMA OMA-SUP-XSD_xdm_extensions-V1 0: "XML Schema Definition: XDM Extensions",
version 1.0.

[9] OMA OMA-SUP-XSD_xdm2_1 extensions-V1 0: "XML Schema Definition: XDM 2.1 —
Extensions', version 1.0.

[10] IETF RFC 7159: "The JavaScript Object Notation (JSON) Data I nterchange Format”.

[17] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)

and Session Description Protocol (SDP); Stage 3".

[12] IETF RFC 5875: "An Extensible Markup Language (XML) Configuration Access Protocol
(XCAP) Diff Event Package".

[13] IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the
I dentification of Services'.

[14] IETF RFC 6665 (July 2012): "SI P-Specific Event Notification".
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[14A] 3GPP TS 24.545: "L ocation Management - Service Enabler Architecture Layer for Verticals
(SEAL); Protocol specification".

[15] IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

[16] IETF RFC 7959: "Block-Wise Transfers in the Constrained Application Protocol (CoAP) ".

[17] IETF RFC 7641: "Observing Resources in the Constrained Application Protocol (CoAP)".

[18] IETF RFC 8323: "CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets'.

[19] IETF RFC 8949: "Concise Binary Object Representation (CBOR)".

[20] IETF RFC 9177: "Constrained Application Protocol (CoAP) Block- Wise Transfer Options

Supporting Robust Transmission”.

[21] IETF RFC 8610: "Concise Data Definition Language (CDDL): A Notational Convention to
Express Concise Binary Object Representation (CBOR) and JSON Data Structures'.

[22] Constrained RESTful Environments (CoRE) Parameters at IANA,
https://www.iana.org/assignments/core-parameters/core-parameters.xhtml.

[23] 3GPP TS 24.546: " Configuration management - Service Enabler Architecture Layer for Verticals
(SEAL); Protocol specification”.

3 Definitions of terms and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term
defined in the present document takes precedence over the definition of the sameterm, if any, in 3GPP TR 21.905 [1].

SEAL group management client: An entity that provides the client side functionalities corresponding to the SEAL
group management service.

SEAL group management server: An entity that provides the server side functionalities corresponding to the SEAL
group management service.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:

SEAL client

SEAL server

SEAL service

VAL group

VAL group member
VAL server

VAL service

VAL user

Vertical

Vertical application

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

MIME Multipurpose Internet Mail Extensions

SEAL Service Enabler Architecture Layer for verticals
SGM-C SEAL Group Management Client

SGM-S SEAL Group Management Server
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4 General description

Group management is a SEAL service that provides the group management related capabilities to one or more vertical
applications. The present document enables a SEAL group management client (SGM-C) and a VAL server to manage
group documentsin a SEAL group management server (SGM-S).

5 Functional entities

5.1 SEAL group management client (SGM-C)

The SGM-C isafunctional entity that acts as the application client for management of groups.
To be compliant with the HT TP proceduresin the present document, a SGM-C:
- shall support the role of XCAP client as specified in IETF RFC 4825 [3];
- shall support the role of XDMC as specifiedin OMA OMA-TS-XDM_Group-V1 1 11[4];
- shall support the procedure in clause 6.2.2;
- shall support the procedure in clause 6.2.3;
- shall support the procedure in clause 6.2.4;
- shall support the procedure in clause 6.2.5;
- shall support the procedure in clause 6.2.6;
- shall support the procedure in clause 6.2.7;
- shall support the procedure in clause 6.2.8;
- shall support the procedure in clause 6.2.9.
- shall support the procedurein clause 6.2.10; and
- shall support the procedure in clause 6.2.11.
To be compliant with the CoAP procedures in the present document the SGM-C:
- shall support the role of CoAP client as specified in IETF RFC 7252 [15];
- shall support the capability to observe resources as specified in IETF RFC 7641 [17];
- shall support the block-wise transfer as specified in IETF RFC 7959 [16];
- may support the robust block transfer as specified in IETF RFC 9177 [20];
- should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
- shall support CBOR encoding as specified in IETF RFC 8949 [19];
- shall support the proceduresin clause 6.2.2;
- shall support the procedure in clause 6.2.3;
- shall support the procedure in clause 6.2.4;
- shall support the procedure in clause 6.2.5;
- shall support the procedure in clause 6.2.6;

- shall support the procedure in clause 6.2.7;
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shall support the procedure in clause 6.2.8;
shall support the procedure in clause 6.2.9;
shall support the procedure in clause 6.2.10; and

shall support the procedure in clause 6.2.11.

NOTE 1: The security mechanism to be supported for the CoAP proceduresis described in 3GPP TS 24.547 [5].

NOTE 2: Support for TCP for the CoAP proceduresis required if the client connects over the network which blocks

or impedes the use of UDP, e.g. when NATs are present in the communication path.

NOTE 3: The CoAP protocol supports mechanism for reliable message exchange over UDP. Use of TCP can also

be beneficia if reliable transport is required for other reasons, e.g. better observability of resources.
Usage of COAP over TCP is an implementation choice.

NOTE 4: Support for the robust block transfer mechanism for the CoAP proceduresis beneficial in environments

5.2

where packet lossis highly asymmetrical and where performance optimization of block transfersis
required.

SEAL group management server (SGM-S)

The SGM-S functional entity provides for management of groups supported within the vertical application layer.

To be compliant with the HT TP procedures in the present document, a SGM-S:

shall support the role of XCAP server as specified in IETF RFC 4825 [3];
shall support the role of Group XDMS as specified in OMA OMA-TS-XDM_Group-V1 1 1[4];
shall support the procedure in clause 6.2.2;

shall support the procedure in clause 6.2.3;

shall support the procedure in clause 6.2.4;

shall support the procedure in clause 6.2.5;

shall support the procedure in clause 6.2.6;

shall support the procedure in clause 6.2.7;

shall support the procedure in clause 6.2.8;

shall support the procedure in clause 6.2.9.

shall support the procedure in clause 6.2.10; and

shall support the procedure in clause 6.2.11.

To be compliant with the CoAP procedures in the present document the SGM-C:

shall support the role of CoAP server as specified in IETF RFC 7252 [15];

shall support the capability to observe resources as specified in IETF RFC 7641 [17];
shall support the block-wise transfer as specified in IETF RFC 7959 [16];

shall support the robust block transfer as specified in IETF RFC 9177 [20];

shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
shall support CBOR encoding as specified in IETF RFC 8949 [19];

shall support the proceduresin clause 6.2.2;
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- shall support the procedure in clause 6.2.3;

- shall support the procedure in clause 6.2.4;

- shall support the procedure in clause 6.2.5;

- shall support the procedure in clause 6.2.6;

- shall support the procedure in clause 6.2.7;

- shall support the procedure in clause 6.2.8;

- shall support the procedure in clause 6.2.9;

- shall support the procedure in clause 6.2.10; and

- shall support the procedure in clause 6.2.11.

NOTE: The security mechanism to be supported for the CoAP proceduresis described in 3GPP TS 24.547 [5]

6 Group management procedures
6.1 General

6.2 On-network procedures

6.2.1 General

6.2.1.1 Authenticated identity in HTTP request

Upon receiving an HTTP request, the SGM-S shall authenticate the identity of the sender of the HTTP request as
specified in 3GPP TS 24.547 [5], and if authentication is successful, the SGM-S shall use the identity of the sender of
the HT TP request as an authenticated identity.

6.2.1.2 Boot up procedure

Upon device boot up, the GMC in the UE shall subscribe to group announcement events as specified in clause 6.2.8.1.2
or clause 6.2.8.1.1, and also fetch the list of groups as specified in clause 6.2.10.1.

6.2.1.3 Authenticated identity in COAP request

Upon receiving an CoAP request, the SGM-S shall authenticate the identity of the sender of the CoAP request as
specified in 3GPP TS 24.547 [5], and if authentication is successful, the SGM-S shall use the identity of the sender of
the CoAP request as an authenticated identity.

6.2.2 Group creation procedure

6.2.2.1 SGM client HTTP procedure

Upon receiving a request from the VAL user to create a group document, the SGM-C shall create an XML document as
specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in
IETF RFC 4825 [3] "Create or Replace a Document”. Inthe HTTP PUT request, the SGM-C:

a) shall set the Request URI to a XCAP URI identifying an XML document to be created. In the Request-URI:
1) the"XCAP Root" is set to the URI of the SGM-S;
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2) the"auid" is set to specific VAL service identity; and
3) the document selector is set to a document URI pointing to a group document addressed by agroup ID;

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6];

¢) shal include a Content-Type header field set to "application/vnd.3gpp.sea -group-doc+xml”; and

d) shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root
element:

1) shall set"uri" attribute to the VAL group identity to be created,;
2) may include <display-name> element containing a human readable name of the VAL group;

3) if the VAL user has requested to include administrator users, shall include <administrators> element of a
<list-service> element with list of administrator users.

4) if thelist of users available who are required to give user consent to be member for the group, shall include
such list of usersinto the <explicit-member-list> element of a <list-service> element;

5) if thelist of users available who are members of the group, shall include such list of usersinto the <list>
element of a<list-service> element;

6) shall include <common> element of a<list-service> element. The <common> element:
i) may include <seal-subject> element indicating the title or description for the group;
ii) shall include <category> element indicating the category of the group;

iii) shall include one or more <val-service-id> element(s) indicating list of supported services by the group;
and

iv) if the request isto configure VAL group request, shall include one or more <geo-id> element(s), each
element indicating list of geographical areas to be addressed by the group; and

7) shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i) may include <group-priority> element to the priority as specified by VAL user; and

ii) may include <external-group-id> element identifying the member UEs of the VAL group at the 3GPP
core network.

Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration. Based
on VAL user'srequest, if group events subscription is not already created, then the SGM-C shall create the group events
subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined
inclause A.1.2. If group events subscription aready exists then the SGM-C shall modify the subscription as specified in
clause 6.2.8.1.2.

6.2.2.2 SGM server HTTP procedure

Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifiesan XML
document as specified in clause 7, the SGM-S:

a) shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP PUT request is not authorized to initiate group creation,
shall respond with aHTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;

b) if value of the group URI received in HTTP PUT request does not conform to local policy, shall respond with an
HTTP 409 (Conflict) response to the HTTP PUT request. The <uniqueness-failure> error element shall identify
the error condition. The SGM-S shall include at least one <alt-value> element in the <uniqueness-failure> error
element, whereby each <alt-value> element contains a Group 1D acceptable for the SGM-S. The SGM-S shall
skip rest of the steps; and
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c) shall support receiving an XML document according to procedures specified in IETF RFC 4825 [3] "PUT
Handling" where the Request-URI of the HTTP PUT request identifies an XML document.

Upon successful creation of group, for each VAL user in <list> element of a <list-service> element of the group
document, the SGM-S shall send Group Announcement notification as specified in clause 6.2.7.3.1 with following
clarification:

a) shall set the"IsJoinReq" parameter to "false”; and

b) shall include the "Members-list" parameter as specified in clause B.2.

6.2.2.3 Group member SGM client HTTP procedure

Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events
subscription, the SGM-C shall follow the procedure as specified in clause 6.2.7.2.1.

6.2.2.4 SGM client CoAP procedure

Upon receiving arequest from the VAL user to create a group document, the SGM-C shall send a CoAP POST request
to the SGM-S. In the CoAP POST request, the SGM-C:

a) shall set the CoAP URI to the VAL Group Documents resource URI to according to the resource definition in
clause C.2.1.2.2.2:

1) the"apiRoot" is set to the SGM-S URI;
b) shall include Content-Format option set to " application/vnd.3gpp.seal -group-doc+chor ";
¢) shal include” VALGroupDocument" object:
1) shall set"valGroupld" attribute to the VAL group identity to be created,;
2) may include "groupName" attribute containing a human readable name of the VAL group;
3) may include "grpDesc" attribute containing a human readable description of the VAL group;

4) if the VAL user has requested to include alist of users who are to be members of the group, shall include
"memberDetails" object, and for each member:

i) shal set "memberld" attribute to the VAL user ID or VAL UE ID;

ii) if the VAL user has requested this member to be an administrator of the group, shall set
"membershipType" attribute to "ADMINISTRATOR";

iii) if the VAL user has requested this member to be required to give user consent to be a member of the
group, shall set "membershipType" attribute to "EXPLICIT";

iv) if the VAL user has requested this member to not be required to give user consent to be a member of the
group, shall set "membershipType" attributeto "IMPLICIT";

5) shall include "category" attribute indicating the category of the group;

6) may include one or more VAL service IDsin "valServicelds" attribute indicating alist of supported VAL
services by the group;

7) if therequest isto configure VAL group request, shall include one or more geographical areaidentifiersin
"geolds’ attribute, each identifier indicating the geographical areato be addressed by the group;

8) may include "priority" attribute set to the priority as specified by VAL user;
9) may include "extGrpld" attribute identifying the member UEs of the VAL group at the 3GPP core network;

10) may include "com5GLanType" attribute set to the 5SGLAN communication type if requested by the VAL
user;

11)may include "val GrpConf" attribute set to VAL specific configuration dataif provided by the VAL user;
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12)if the request isto form atemporary group, shal include alist of VAL group IDs of the constituent VAL
groupsin "inclVaGrouplds' attribute; and

d) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

Upon receiving a CoAP 2.01 (Created) response, the SGM-C shall notify the VAL user about successful group creation.
Based on VAL user's request, the SGM-C shall create a subscription to changes of the newly created as specified in
clause 6.2.8.1.3.2 for the Individual VAL Group Document resource.

6.2.2.5 SGM server CoAP procedure

Upon reception of an CoOAP POST reguest where the CoAP URI of the request identifies the VAL Group Documents
resource URI according to the resource definition in clause C.2.1.2.2.2, the SGM-S:

a) shall determine the identity of the sender of the received CoAP POST request as specified in clause 6.2.1.3, and:

1) if theidentity of the sender of the received CoAP POST request is not authorized to create the VAL group
document, shall respond with a 4.03 (Forbidden) response to the CoAP POST request and skip rest of the
steps;

b) shall support handling an CoAP POST request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall create anew Individual VAL Group Document resource and for each VAL user in the list of members of
the document shall create a new Individual Group Member resource and shall return the VAL group document
and its resource URI in the CoAP 2.01 (Created) response as specified in clause C.2.1.2.2.3.1.

Upon successful creation of the group, for each group member the SGM-S shall send Group Announcement notification
as specified in clause 6.2.7.5.1

6.2.2.6 Group member SGM client CoAP procedure
Upon receiving a group announcement notification, the SGM-C shall follow the procedure as specified in
clause 6.2.7.4.1.

6.2.3 Group information query procedure

6.2.3.1 SGM client HTTP procedure

Upon receiving a request from the VAL user to retrieve an element of a group document, the SGM-C shall send an
HTTP GET request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Fetch an Element”. In
HTTP GET request, the SGM-C:

a) shall set the Request-URI to a XCAP URI identifying an element within an XML document to be queried. In the
Request-URI:

1) the"XCAP Root" is set to the URI of the SGM-S;
2) the"auid" is set to specific VAL service identity;

3) the document selector is set to a document URI pointing to a group document addressed by a group 1D which
contains the element to be queried; and

4) the node selector is set to a node URI identifying the element to be queried; and

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6].

6.2.3.2 SGM server HTTP procedure

Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies an element of a
XML document as specified in clause 7, the SGM-S:
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a) shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP GET request is not authorized to query group information,
shall respond with aHTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps;

b) shall support handling an HTTP GET request from a SGM-C according to procedures specified in
IETF RFC 4825 [3] "GET Handling".

6.2.3.3 SGM client CoAP procedure

Upon receiving a request from the VAL user to retrieve a part of a group document, the SGM-C shall send a CoAP
GET request to the SGM-S with the CoAP URI set to the Individual VAL Group resource identifying the VAL group
document and with the content filtering query parameters set according to the VAL user request. The procedure is
described in clause 6.2.5.2.3.

6.2.3.4 SGM server CoAP procedure
Upon reception of a CoAP GET request for a part of a group document from the SGM-C, the SGM-S shall handleit as
described in clause 6.2.5.2.4.

6.2.4  Group membership procedure

6.24.1 SGM client HTTP procedure

Upon receiving a request from the VAL user to update group membership element of a group document, a SGM-C shall
send an HTTP PUT request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace
an Element". In HTTP PUT request, the SGM-C:

a) shall set the Request-URI to a XCAP URI identifying an element within an XML document to be updated. In the
Request-URI:

1) the"XCAP Root" is set to the URI of the SGM-S;
2) the"auid" isset to specific VAL service identity;

3) the document selector is set to a document URI pointing to a group document addressed by a group ID which
contains the element to be updated; and

4) the node selector is set to a node URI identifying the element to be updated; and

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6].

NOTEL: The VAL client can use the procedure specified in this clause to update al possible elements which can
be updated.

NOTE 2: If the VAL client is adding new member to the group, it may include VAL service specific information as
an attribute of the new element or as an child element of the new element.

6.2.4.2 SGM server HTTP procedure

Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an element of a
XML document as specified in clause 7, the SGM-S:

a) shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP PUT request is not authorized to update group information,
shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;

b) shall support handling an HTTP PUT request from a SGM-C according to procedures specified in
IETF RFC 4825 [3] "PUT Handling".
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Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by
following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set the
"modificationType" parameter to the value GROUP_MEMBER_ADDED (0x01) as specified in clause B.3.

6.2.4.3 SGM client CoAP procedure

Upon receiving arequest from the VAL user to update group membership of a group document, the SGM-C shall send
a CoAP PUT request to the SGM-S. In the CoAP PUT request, the SGM-C:

a) shall set the CoOAP URI identifying the individual VAL group document to be updated according to the resource
definition in clause C.2.1.2.3.2:

1) the"apiRoot" isset to the SGM-S URI; and
2) the"groupDocld" to point to the VAL group document;
b) shall include Content-Format option set to "application/vnd.3gpp.seal -group-doc+cbor";

¢) shal include "VALGroupDocument" object with "members’ and "memberDetails" lists including the member
identities and member details according to the requested group membership; and

d) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

NOTE 1: The VAL client can use the procedure specified in this clause to update all possible attributes which can
be updated.

NOTE 2: If the VAL client is adding a new member to the group, it may include VAL service specific information
in the "memberConfig" attribute of the "GroupMember" object.

6.2.4.4 SGM server CoAP procedure

Upon reception of an CoAP PUT request where the CoAP URI of the request identifies Individual VAL Group
Document resource as described in clause C.2.1.2.3.2, the SGM-S:

a) shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.3, and:

1) if theidentity of the sender of the received CoAP PUT request is not authorized to update the requested VAL
group document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip
rest of the steps;

b) shall support handling an CoAP PUT request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall update the VAL group document pointed according to the "V ALGroupDocument” received in the request,
and:

1) for each new member in the group shall create a new individual group member resource; and

2) for each member removed from the group shall delete the corresponding individual group member resource.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by
following the procedure specified in clause 6.2.8.2.3.2.

6.2.5  Group configuration management procedure
6.25.1 Update group configuration

6.2.5.1.1 SGM client HTTP procedure
Upon receiving a request from the VAL user to update a group document, the SGM-C shall create an XML document as

specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in
IETF RFC 4825 [3] "Create or Replace a Document"”. Inthe HTTP PUT request, the SGM-C:
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a) shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:

b)

d)

6.2.5.1.2

1)
2)
3)

the"XCAP Root" is set to the URI of the SGM-S;
the"auid" is set to specific VAL service identity; and

the document selector is set to adocument URI pointing to a group document addressed by agroup ID;

shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6];

shall include a Content-Type header field set to "application/vnd.3gpp.seal -group-doc+xml"; and

shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root
element:

1)
2)
3)

4)

5)

6)

7)

shall set "uri" attribute to the VAL group identity to be updated,;
may include <display-name> element containing a human readable name of the VAL group;

if the VAL user has requested to include administrator users, shall include <administrators> element of a
<list-service> element with list of administrator users.

if the list of users available who are required to give user consent to be member for the group, shall include
such list of usersinto the <explicit-member-list> element of a <list-service> element;

if the list of users available who are members of the group, shall include such list of usersinto the <list>
element of a<list-service> element;

shall include <common> element of a <list-service> element. The <common> element:

i) may include <seal-subject> element indicating the title or description for the group;

ii) shall include <category> element indicating the category of the group; and

iii) shall include <val-services> element indicating list of supported services by the group; and
shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:

i) may include <group-priority> element to the priority as specified by VAL user

SGM server HTTP procedure

Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifiesan XML
document as specified in clause 7, the SGM-S:

a) shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:

1)

if the identity of the sender of the received HTTP PUT request is not authorized to update the group
document, shall respond with aHTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of
the steps;

b) shall support receiving an XML document as specified in application usage of the specific vertical application
according to procedures specified in IETF RFC 4825 [3] "PUT Handling".

Upon successful modification of the group, the SGM-S shall notify al group members about the group modification by
following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set the
"modificationType" parameter to the value GROUP_CONFIG_UPDATE (0x03) as specified in clause B.3.

6.2.5.1.3

SGM client CoAP procedure

Upon receiving a request from the VAL user to update a group document, the SGM-C shall send a CoAP PUT request
to the SGM-S. In the CoAP PUT request, the SGM-C:

a) shall set the CoOAP URI identifying the individual VAL group document to be updated according to the resource
definition in annex C.2.1.2.3.2:
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1)

2)

the "apiRoot" is set to the SGM-S URI; and

the "groupDocld” to point to the VAL group document;

b) shall include Content-Format option set to "application/vnd.3gpp.seal -group-doc+cbor";

¢) shal include"VALGroupDocument” object in the payload:

1)
2)
3)
4)

5)
6)

7)

8)
9)
10)

11)

shall set "valGroupld" attribute to the same VAL group identity asin the group document to be updated;
may include "groupName" attribute containing a human readable name of the VAL group;
may include "grpDesc" attribute containing a human readable description of the VAL group;

if the VAL user has requested to include alist of users who are to be members of the group, shall include
"memberDetails" object, and for each member:

i) shall set"memberld" attribute to the VAL user ID or VAL UE ID;

ii) if the VAL user has requested this member to be an administrator of the group, shall set
"membershipType" attribute to "ADMINISTRATOR";

iii) if the VAL user has requested this member to be required to give user consent to be a member of the
group, shall set "membershipType" attribute to "EXPLICIT";

iv) if the VAL user has requested this member to not be required to give user consent to be a member of the
group, shall set "membershipType" attributeto "IMPLICIT";

shall include "category" attribute indicating the category of the group

shall include one or more VAL service IDsin "valServicelds' attribute indicating alist of VAL services
supported by the group;

if the request isto configure VAL group request, shall include one or more geographical areaidentifiersin
"geolds" attribute, each identifier indicating the geographical areato be addressed by the group;

may include "priority" attribute set to the priority as specified by VAL user;
may include "extGrpld" attribute identifying the member UEs of the VAL group at the 3GPP core network;

may include "com5GLanType" attribute set to the 5GLAN communication type if requested by the VAL
user;

may include "valGrpConf" attribute set to VAL specific configuration dataif provided by the VAL user; and

d) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

6.2.5.1.4

SGM server CoAP procedure

Upon reception of an CoAP PUT request where the CoAP URI of the request identifies an Individual VAL Group

Document

resource as described in annex C.2.1.2.3.2, the SGM-S:

a) shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.3, and:

1)

if the identity of the sender of the received CoOAP PUT request is not authorized to update the requested VAL
group document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip
rest of the steps,

b) shall support handling an CoAP PUT request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall update the VAL group document pointed according to the "V ALGroupDocument” received in the request,

and

1) for each new member in the group shall create a new individual group member resource; and
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2) for each member removed from the group shall delete the corresponding individual group member resource.

Upon successful modification of the group, the SGM-S shall notify al group members about the group modification by
following the procedure specified in clause 6.2.8.2.3.2.

6.2.5.2 Retrieve group document

6.2.5.2.1 SGM client HTTP procedure

Upon receiving a request from the VAL user to retrieve a group document, the SGM-C shall send an HTTP GET
request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document”. INnHTTP GET
request, the SGM-C:

a) shall set the Request-URI to a XCAP URI identifying an XML document to be retrieved. In the Request-URI:
1) the"XCAP Root" is set to the URI of the SGM-S;
2) the"auid" is set to specific VAL service identity; and
3) the document selector is set to adocument URI pointing to a group document addressed by agroup ID; and

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6].

6.2.5.2.2 SGM server HTTP procedure

Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifiesan XML
document as specified in clause 7, the SGM-S:

a) shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP GET request is not authorized to retrieve the group
document, shall respond with aHTTP 403 (Forbidden) response to the HTTP GET request and skip rest of
the steps;

b) shall support receiving an XML document as specified in application usage of the specific vertical application
according to procedures specified in IETF RFC 4825 [3] "GET Handling".

6.2.5.2.3 SGM client CoAP procedure

Upon receiving a request from the VAL user to retrieve a group document, the SGM-C shall send a CoAP GET request
to the SGM-S. In the CoAP GET reguest, the SGM-C:

a) shall set the CoAP URI identifying the group document to be retrieved according to resource API definitionin
clause C.2.1.2:

1) the"apiRoot" is set to the SGM-S URI;
2) if the SGM-C does not know the "groupDocld" of the group document at the SGM-S, the SGM-C:

i) shall usethe VAL Group Documents resource GET and shall set "val-group-id" query parameter to the
VAL group ID and may set any of the other query parameters as described in clause C.2.1.2.2.3.2; or

ii) shall usethe Individual VAL Group Document GET and shall set "groupDocld" to point to the VAL
group document and may set any of the content filtering query parameters as described in
clause C.2.1.2.3.3.1; and

b) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

6.2.5.2.4 SGM server CoAP procedure

Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents
resource as described in clause C.2.1.2.2.3.2, the SGM-S:
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a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.3, and:

1) if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03
(Forbidden) response to the CoOAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall return a2.05 (Content) response including all the VAL group documents matching al the given val ues of
the query parameters.

Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual VAL Group
Document resource as described in clause C.2.1.2.3.3.1, the SGM-S:

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.3, and:

1) if the sender is not authorized to fetch the requested VAL group document, shall respond with a 4.03
(Forbidden) response to the CoOAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall check if the resource pointed at by the CoAP URI exists and:

1) if it exists, shall return the VAL document in a 2.05 (Content) response with the content of the document
matching the content filtering query parameters; or

2) otherwise, shall return a4.04 (Not found) response.
6.2.6 Location-based group creation procedure

6.2.6.1 SGM client HTTP procedure

Upon receiving arequest from the VAL user to create alocation based group, the SGM-C shall follow the procedure as
defined in clause 6.2.2.1 with following clarifications.

The SGM-C:

a) shall set <category> child element of <common> element of a <list-service> element to the value "location-
based" as defined in clause 7; and

b) shall set the location of tracking areain the <geo-id> child element of <common> element of a <list-service>
element.

6.2.6.2 SGM server HTTP procedure

Upon receiving HTTP PUT request with <category> child element of <common> element of a <list-service> element
set to the value "location-based", the SGM-S shall follow the procedure as defined in clause 6.2.2.2 with following
clarifications. The SGM-S:

a) shall obtain thelist of users based on location as specified in clause 6.2.9 of 3GPP TS 24.545 [14A] and include
thelist of usersin the group document.

6.2.6.3 SGM client CoAP procedure

Upon receiving arequest from the VAL user to create alocation based group, the SGM-C shall follow the procedure as
defined in clause 6.2.2.4 with following clarifications. The SGM-C:

a) shall set "category" attribute to "LOCATION_BASED"; and

b) shall set the location of tracking area as an item in thelist in the "geolds" attribute.
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6.2.6.4 SGM server CoAP procedure

Upon receiving a group creation reguest for a group with the "category” attribute value of "LOCATION_BASED", the
SGM-S shall follow the procedure as defined in clause 6.2.2.5 with following clarifications. The SGM-S:

a) shall obtain the list of users based on the location provided in the "geolds" attribute as specified in clause 6.2.9
of 3GPP TS 24.545 [14A] and include the list of usersin the group document; and

b) for each new member in the group shall create a new individual group member resource.
6.2.7 Group announcement and join procedure

6.2.7.1 General

Upon successful creation of the group as specified in clause 6.2.2, the SGM-S follow the HTTP procedure specified in
clause 6.2.7.3 to notify group announcement to group members and to handle group registration request from SGM-C.
If CoAP is used the respective procedures are specified in clause 6.2.7.5.

The SGM-C shall follow the HTTP procedure specified in clause 6.2.7.2 to handle received group announcement
notification and to request group registration. If CoAP is used the respective procedures are specified in clause 6.2.7.4.

6.2.7.2 SGM client HTTP procedure

6.2.7.2.1 Receiving group announcement notification

Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events
subscription, the SGM-C:

a) shall match subscription identity received in the "ldentity" parameter of the HTTP POST request with the locally
stored identity of the subscription. If subscription identity is not valid, then

1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps,
b) shall send an HTTP 200 (OK); and

c) if "Event" parameter is set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as specified in clause B.2,
shall notify the VAL user about announcement of group with group-1D and subject. If the notification contains
"IsJoinReq" parameter with value set to "true", the SGM-C shall ask VAL user to join the group. The SGM-C
may also decide to store the group announcement based on user's request.

6.2.7.2.2 Sending group registration request
Upon receiving request from VAL user to join the group, the SGM-C:
a) shall generate an HTTP POST request. Inthe HTTP POST request:
1) shall set the Request URI to the value "/group-registration”;
2) shall include the Host header with public user identity of SGM-S;

3) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6];

4) shall include inthe HTTP request entity-body the "group-ID" parameter set to the group URI received in
group announcement notification; and

5) may include the parameters specified in clause A.2.1 serialized into a JavaScript Object Notation (JSON)
structure as specified in IETF RFC 7159 [10]; and

b) shall send an HTTP POST request to SGM-S.

Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration. Based
on VAL user'srequest, if group events subscription is not already created, then the SGM-C shall create the group events
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subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) and
SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as defined in clause A.1.2. If group events subscription aready exists
then the SGM-C shall modify the subscription as specified in the clause 6.2.8.1.2.

6.2.7.2.3 Receiving group identity list notification

Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events
subscription, the SGM-C:

a) shall match subscription identity received in the "ldentity" parameter of the HTTP POST request with the locally
stored identity of the subscription. If subscription identity is not valid, then

1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps,
b) shall send an HTTP 200 (OK); and
c) if "Event" parameter is set to SUBSCRIBE_GROUP _IDENTITY_LIST (0x04) as specified in clause B.4, shall
notify the VAL user about group list members.
6.2.7.3 SGM server HTTP procedure

6.2.7.3.1 Sending group announcement notification

Upon successful creation of group, for each VAL user in <explicit-member-list> element of a <list-service> element of
the group document, the SGM-S:

a) shall check whether valid group events subscription exists for event
SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as defined in clause A.1.2 or not; if valid subscription does
not exists then skip rest of the steps;

b) shall generate an HTTP POST message to notify group announcement. Inthe HT TP POST message:
1) shall set request URI to call back URI received at the time of creating subscription;
2) shall set Content-Type header to "application/json”;

3) shall include an HTTP request entity-body serialized into a JavaScript Object Notation (JSON) structure; In
the entity-body:

i) shall setthe"ldentity" parameter to the identity of the subscription;

ii) shall setthe"Event" parameter to the value SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as
specified in clause B.2;

iii) shall set the"GrouplD" parameter to the identity of the VAL Group;

iv) may set the " Subject” parameter to the value of <seal-subject> child element of a <common> element of a
<list-service> element from the group document;

v) shall set the"IsJoinReq" parameter to "true”;
vi) may include the "Val-services" parameter as specified in clause B.2;

vii)if there are no privacy concerns with sharing the identity list, may include the "Members-list" parameter
as specified in clause B.2; and

viii)  if the group is created for 5G LAN-Type communication, may include the "5GVN Group Info"
parameter providing 5GVN group information; and

¢) shall sendthe HTTP POST request towards SGM-C.
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6.2.7.3.2 Receiving group registration request

Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-
registration”, the SGM-S:

a) shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST reguest is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;

b) shall update the membersinformation in group document; and

¢) shal send an HTTP 200 (OK) response to SGM-C.

6.2.7.3.3 Sending group identity list notification

Upon successful creation of group, for each VAL user in <explicit-member-list> element of a <list-service> element of
the group document, the SGM-S:

a) shall check whether valid group events subscription exists for event SUBSCRIBE_GROUP_IDENTITY_LIST
(0x04) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;

b) shall generate an HTTP POST message to notify group announcement. In the HT TP POST message:
1) shall set request URI to call back URI received at the time of creating subscription;
2) shall set Content-Type header to "application/json”; and

3) shall include an HTTP request entity-body serialized into a JavaScript Object Notation (JSON) structure; In
the entity-body,

i) shall setthe"ldentity" parameter to the identity of the subscription;

ii) shall setthe"Event" parameter to the value SUBSCRIBE_GROUP_IDENTITY _LIST (0x04) as specified
in clause B.4;

iii) shall set the"GrouplD" parameter to the identity of the VAL Group;
iv) shal include the "Members-list" parameter as specified in clause B.4

c) shall send the HTTP POST request towards SGM-C.
6.2.7.4 SGM client CoAP procedure

6.2.7.4.1 Subscribing to and receiving group announcement notification

In order to subscribe to group announcements, the SGM-C shall send an extended CoAP GET request with the CoAP
URI set to the URI of the observable VAL Group Documents resource and with the "memberld” query parameter set to
the VAL user ID or VAL UE ID and with the Observe option set to O (Register) as specified in IETF RFC 7641 [14].

Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the
subscription, and which contains the Observe option, the SGM-C:

a) shall handle the response according to IETF RFC 7641 [14];

b) shall compare the received list of the VAL group documents with the local list of VAL group documentsto
determine the new group(s) in which the VAL user isamember, and for each such new group:

1) shal notify the VAL user about announcement of group with "valGroupld”, "groupName" and "grpDesc";

and

2) if VAL user's"membershipType" valueis "EXPLICIT", the SGM-C shall ask VAL user to join the group;
and
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¢) shall update the local list of VAL group documents, and may also decide to store the group announcement based
on user's request.

6.2.7.4.2 Sending group registration request

Upon receiving request from VAL user to join the group, the SGM-C shall send a CoAP PUT request to the SGM-S. In
the CoAP PUT request, the SGM-C:

a) shall set the CoAP URI to the "resUri" of the group member corresponding to the VAL user, so that the CoAP
URI of the request identifies the Individual Group Member resource to be updated according to the resource
definition in clause C.2.1.2.4.3.2:

1) the"apiRoot" is set to the SGM-S URI;

2) the"groupDocld" is set to point to the VAL group document; and

3) the"memberld" isset to VAL user ID or VAL UE ID;
b) shall include Content-Format option set to "application/vnd.3gpp.seal-group-member-info+cbor”;
¢) shal include "GroupMember" object which:

1) shall contain "membershipState” with the "registered" attribute set to "true”;

2) may contain "messageFilter" attribute; and

3) shall contain all the other attributes unchanged; and

d) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

Upon receiving a CoAP 2.04 (Changed), the SGM-C shall notify the VAL user about successful group registration.
Based on VAL user'srequest, if subscription to modifications of this group is not aready created, then the SGM-C shall
create such a subscription as specified in clause 6.2.8.1.3.2.

6.2.7.4.3 Subscribing to and receiving group identity list notification

In order to subscribe to changes in the group's identity list, the SGM-C shall send an extended CoAP GET request with
the CoAP URI set to the URI of the observable Individual VAL Group Document resource and with the "group-
members' query parameter set to "true” and with the Observe option set to O (Register) as specified in

IETF RFC 7641 [14].

Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the
subscription, and which contains the Observe option, the SGM-C:

a) shall handle the response according to IETF RFC 7641 [14]; and

b) shall notify the VAL user about group members.

6.2.7.5 SGM server CoAP procedure

6.2.7.5.1 Receiving group announcement subscription

Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group
Documents resource with the " member-id " query parameter and with the Observe option set to O (Register), the SGM-
S

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.3, and:

1) if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03
(Forbidden) response to the CoAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12];
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c) shall register the SGM-C as an observer of this resource with the given value of the " member-id " query
parameter, as per IETF RFC 7641 [14]; and

d) shall send a CoAP 2.05 (Content) response with the Observer option set to the initial sequence number of the
notification and with the payload including all the VAL group documents in which the given value of the "
member-id" query parameter matches any of the group members' "memberld" attribute.

6.2.7.5.2 Sending group announcement notification

Upon successful creation of a group, for each group member in the group document which has"EXPLICIT"
membership type, the SGM-S:

a) shall check whether avalid group announcement subscription exists with a matching value of " member-id " as
defined in clause 6.2.7.5.1 or not; if it does not exists then skip rest of the steps;

b) shall send a CoAP 2.05 (Content) response with the Observer option set to incremented sequence number of the
notification and with the payload including all the VAL group documentsin which the subscription’s value of the
" member-id " query parameter matches any of the group members' "memberld" attribute. Each included VAL
group document shall also have the list of group membersincluded in "memberDetails" attribute.
6.2.7.5.3 Receiving subscription request and sending group identity list notification

Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable Individual VAL
Group Document resource with the "group-members' query parameter set to "true" and with the Observe option set to 0
(Regigter), the SGM-S:

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.1, and:

1) if the sender is not authorized to fetch the requested VAL group document, shall respond with a4.03
(Forbidden) response to the CoAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall check if the resource pointed at by the CoAP URI exists and:
1) if it does not exist, shall return a4.04 (Not found) response and skip rest of the steps;
2) shall register the SGM-C as an observer of thisresource as per IETF RFC 7641 [14]; and

3) shall send a CoAP 2.05 (Content) response with the Observe option set to the initial sequence number of the
notification and with the payload including the VAL group document with the content of the document
matching the content filtering query parameters, i.e., including the member list in the "members" attribute.

Upon achangein the list of group members of the VAL group document, for each group identity list subscription, the
SGM-S:

a) shall send a CoAP 2.05 (Content) response with the Observe option set to incremented sequence number of the
notification and with the payload including the VAL group document with the content of the document matching
the content filtering query parameters, i.e., including the member list in the "members" attribute.

6.2.8  Group subscription and notification procedure

6.2.8.1 Management of group events subscription
6.2.8.1.1 SIP based procedures
6.2.8.1.1.1 General

The VAL service will use the same identity which has been authenticated by VAL service with SIP core using SIP
based REGISTER message. If VAL service do not support SIP protocol, then HT TP based method needs to be used.
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The SGM-C shall use mechanism provided by VAL service to add access-token in SIP messages. The SGM-S shall
identify the originating VAL user ID from the access-token received from SGM-C using the mechanism defined in
VAL service specification.

6.2.8.1.1.2 Create subscription

In order to subscribe to notification of changes of one or more group documents of VAL groups identified by VAL
group IDs, a SGM-C shall send an initial SIP SUBSCRIBE request to the network according to the UE originating
procedures specified in 3GPP TS 24.229 [11] and IETF RFC 5875 [12]. In theinitial SIP SUBSCRIBE request, the
SGM-C:

a) shall set the Reguest-URI to the configured public service identity for performing subscription proxy function of
the SGM-S;

b) shal include the ICSI value "urn:urn-7:3gpp-serviceims.icsi.seal" (coded as specified in 3GPP TS 24.229 [11]),
in a P-Preferred-Service header field according to IETF RFC 6050 [13];

¢) shal include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.seal"
in the Contact header field;

d) shall include an application/resource-liststxml MIME body. In the application/resource-liststxml MIME body,
the SGM-C shall include one <entry> element for each group document to be subscribed to, such that the "uri"”
attribute of the <entry> element contains a relative path reference to XCAP URI identifying an XML document
to be subscribed to;

e) if the VAL server wantsto fetch the current state only, shall set the Expires header field according to
IETF RFC 6665 [14], to zero. Otherwise, shall set the Expires header field to the duration for which VAL user
has requested for subscription;

Upon reception of aninitial SIP SUBSCRIBE request:
a) with the Event header field set to xcap-diff;

b) with the Request-URI set to own public service identity for performing subscription proxy function of the SGM-
S

¢) with an application/resource-liststxml MIME body; and

d) withthe ICSI value "urn:urn-7:3gpp-serviceims.icsi.seal" (coded as specified in 3GPP TS 24 229 [11]), in a P-
Asserted-Service header field according to IETF RFC 6050 [13];

the SGM-S:

d) shall identify the originating VAL user ID and shall use the originating VAL user ID as an authenticated identity
when performing the authorization;

b) if the authenticated identity is not authorized to subscribe to notification of changes of any resource in the
application/resource-lists+xml MIME body, shall reject the request with a SIP 403 (Forbidden) response and
shall not continue with rest of the steps;

€) act asanotifier according to IETF RFC 5875 [12].

6.2.8.1.1.3 Modify subscription

In order to modify or refresh subscription, the SGM-C shall send SIP re-SUBSCRIBE request on the same dialog as the
existing subscription, and with the same "Event" header. The SGM-C shall follow the steps specified in
clause 6.2.8.1.1.2.1 to create SIP SUBSCRIBE request.

Upon reception of a SIP re-SUBSCRIBE request:

a) with the Event header field set to xcap-diff; and

b) with an application/resource-liststxml MIME body;
the SGM-S:
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a) actasanotifier according to IETF RFC 5875[12].

6.2.8.1.1.4 Delete subscription

In order to delete the subscription, the SGM-C shall send SIP re-SUBSCRIBE request on the same dialog as the
existing subscription, and with the same "Event" header. The SGM-C shall follow the steps specified in
clause 6.2.8.1.1.2.1 to create SIP SUBSCRIBE request with following clarification:

a) shall set the Expires header field to zero.
Upon reception of a SIP re-SUBSCRIBE request:
a) with the Event header field set to xcap-diff; and
b) with Expires header field set to zero;
the SGM-S:
a) act asanoatifier according to IETF RFC 5875 [12].

6.2.8.1.2 HTTP based procedures

6.2.8.1.2.1 Creating subscription

Upon successful service authorization of the VAL service, the SGM-C shall create a subscription for group events by
sending an HTTP POST request to the SGM-S. In the HTTP POST request, the SGM-C:

a) shall set the Request URI to the URI of the SGM-S appended with VAL service identity and the value
"/groupEventsSubscription”;

b) shall include the Host header with public user identity of SGM-S;

¢) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6]; and

¢) include the parameters specified in clause A.1.2 seriaized into a JavaScript Object Notation (JSON) structure as
specified in IETF RFC 7159 [10].

Upon reception of an HTTP POST request from SGM-C where the Request-URI of the HTTP POST request contains
"/groupEventsSubscription" without subscription identity, the SGM-S:

a) shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;

b) shall generate unique subscription identity and store the subscription details for the authorized user; and

¢) shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.

6.2.8.1.2.2 Modify a subscription

Upon receiving arequest from VAL user to modify existing subscription identified with unique subscription identity,
the SGM-C:

a) shall generate an HTTP PUT request. Inthe HTTP PUT request:

1) shall set the Request URI to the same Request URI used while creating subscriptionin clause 6.2.8.1.2.1.1
appended with subscription identity;

2) shall include the Host header with public user identity of SGM-S;

3) shal include an Authorization header field with the "Bearer" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and
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4) include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure
as specified in IETF RFC 7159 [10].
b) shall send the HTTP PUT request to the SGM-S.

Upon reception of an HTTP PUT request from SGM-C where the Request-URI of the HTTP PUT request is set to
"/groupEventsSubscription” appended with subscription identity, the SGM-S:

a) shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP PUT request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;

b) shall determine whether subscription for group events exists or not based on received subscription identity in
reguest URI; and

1) if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP PUT
reguest and skip rest of the steps;

¢) shall update the subscription details based on received parameters from the HTTP PUT request; and

d) shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.

6.2.8.1.2.3 Delete a subscription

Upon receiving a request from VAL user to delete existing subscription identified with unique subscription identity, the
SGM-C:

a) shall generate an HTTP DELETE request. Inthe HTTP DELETE request:
1) shall set the Request URI to the value "/groupEventsSubscription” appended with subscription identity;
2) shall include the Host header with public user identity of SGM-S; and

3) shall include an Authorization header field with the "Bearer”" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and

b) shal send the HTTP DELETE request to the SGM-S.

Upon reception of an HTTP DELETE request from SGM-C where the Request-URI of the HTTP DELETE request
contains "/groupEventsSubscription” appended with subscription identity, the SGM-S:

a) shall determine the identity of the sender of the received HTTP DELETE request as specified in clause 6.2.1.1,
and:

1) if theidentity of the sender of the received HTTP DELETE request is not authorized user, shall respond with
an HTTP 403 (Forbidden) response to the HTTP DELETE request and skip rest of the steps;

b) shall determine whether subscription for group events exists or not based on received subscription identity in
reguest URI; and

1) if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP
DELETE request and skip rest of the steps;

c) shall delete the subscription details based on received parameters from the HTTP DELETE request; and

d) shall send an HTTP 200 (OK) response to the SGM-C.
6.2.8.1.3 CoAP based procedures

6.2.8.1.3.1 General
CoAP based procedures shall use the mechanisms to observe aresource as specified in IETF RFC 7641 [14].
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NOTE: CoAP "observe" mechanism uses the principle of eventual consistency where an intermediate state
change can be lost when UDP isused. If it iscritical for the client to receive every change in the resource
state (and not just the latest state), TCP can be used to avoid missing notifications.

6.2.8.1.3.2 Create a subscription
The CoAP resource representation definesin clause C.2.1.2 the following observable resources:

a) VAL Group Documents resource which represents a collection resource of VAL group documents, and which
may be observed by the SGM-C with the purpose to be notified when the VAL user is defined as a group
member;

b) Individual VAL Group Document which represents asingle VAL group document, and which may be observed
by the SGM-C with the purpose to be notified when the VAL group document is modified. By means of the
content filters the SGM-C may choose the part of the VAL group document to be included in the notification.

In order to subscribe to changes of an observable resource the SGM-C shall send an extended CoAP GET request with
the CoAP URI set to the URI of the observable resource and with the Observe option set to O (Register) as specified in
IETF RFC 7641 [14].

Upon reception of such an extended CoAP request from SGM-C where the CoOAP URI of the request points at an
observable resource and with the Observe option set to O (Register), the SGM-S:

a) shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:

1) if the sender is not authorized to fetch the requested resource, shall respond with a 4.03 (Forbidden) response
to the CoAP GET request and skip rest of the steps,

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12];

c) shal register the SGM-C as an observer as per IETF RFC 7641 [14]; and

d) shall send a CoAP 2.05 (Content) response including the current content of the resource and the Observe option
with theinitial sequence number of the notification.

6.2.8.1.3.3 Delete a subscription

In order to unsubscribe from changes of an observable resource the SGM-C shall send a CoAP GET request matching
the CoAP GET request used to create the subscription but with the Observe option set to 1 (Deregister) as specified in
IETF RFC 7641 [14].

Upon reception of a CoAP GET that matches an active subscription but with the Observe option set to 1 (Deregister),
the SGM-S:

a) shall perform the steps as for anormal CoAP GET request for the observable resource;
b) shall deregister the SGM-C as an observer as per IETF RFC 7641 [14]; and

¢) shall send a CoAP 2.05 (Content) response including the current content of the resource and shall not include the
Observe option.

6.2.8.2 Notifications
6.2.8.2.1 SIP based procedures
6.2.8.2.1.1 Client procedure

Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP
SUBSCRIBE request, the SGM-S:

a) shall handlethe SIP NOTIFY request according to IETF RFC 5875 [12].
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6.2.8.2.1.2 Server procedure

In order to send notification of group document update event, the SGM-S shall send SIP NOTIFY to SGM-C according
to IETF RFC 5875 [12].

6.2.8.2.2 HTTP based procedures

6.2.8.2.2.1 Receiving group modify notification

Upon receiving an HTTP POST request over a call back URI which was given to the SGM-S at time of group events
subscription, the SGM-C:

a) shall match subscription identity received in the "ldentity" parameter of the HTTP POST request with the locally
stored identity of the subscription. If subscription identity is not valid, then

1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b) shall send an HTTP 200 (OK); and

c) if "Event" parameter is set to SUBSCRIBE_GROUP_MODIFICATION (0x02) as specified in clause B.3, shall
notify the VAL user about modification of group with group-ID.

Based on VAL user's request, the SGM-C may also retrieve the group document identified by group 1D received in
group modify notification as specified in clause 6.2.5.2.

6.2.8.2.2.2 Sending group modify notification
To send the group modification notification to the SGM-C, the SGM-S:

a) shall check whether valid group events subscription exists for event SUBSCRIBE_GROUP_MODIFICATION
(0x02) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;

b) shall generate an HTTP POST message to notify group announcement. Inthe HT TP POST message:
1) shall set request URI to the call back URI received at the time of creating subscription;
2) shall set Content-Type header to "application/json”; and

3) shall include an HTTP request entity-body with the parameters specified in clause B.3 serialized into a
JavaScript Object Notation (JSON) structure; and

¢) shal sentthe HTTP POST request towards SGM-C.
6.2.8.2.3 CoAP based procedures

6.2.8.2.3.1 Client procedure

Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the
subscription, and which contains the Observe option, the SGM-C:

a) shall handle the response according to IETF RFC 7641 [14]; and

b) shall handle the modification according to the observable resource.

6.2.8.2.3.2 Server procedure

In order to send a notification when the resource which is being observed is modified, the SGM-S shall send a CoAP
2.05 (Content) response to SGM-C containing the modified resource and the Observe option according to

IETF RFC 7641 [14]. The Content-Format specified in the 2.05 shall be the same as the one used in the initial response
to the GET request received for the subscription.
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6.2.9 Group member leave

6.2.9.1 SGM client HTTP procedure
Upon receiving request from VAL user to leave the group, the SGM-C:
a) shall generate an HTTP POST request. Inthe HTTP POST request:

1) shall set the Request URI to the URI of the SGM-S appended with VAL service identity and the value
"/group-deregistration”;

2) shall include the Host header with public user identity of SGM-S;

3) shall include an Authorization header field with the "Bearer”" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and

4) shal includein the HTTP request entity-body the "group-1D" parameter set to the group URI of the group
which VAL user has requested to leave; and

b) shall send the HTTP POST request to SGM-S.
Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration.

6.2.9.2 SGM server HTTP procedure

Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-
deregistration”, the SGM-S:

a) shall determine theidentity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;

b) shall update the members information in group document; and
¢) shall send an HTTP 200 (OK) response to SGM-C.

Upon successful modification of the group, the SGM-S shall notify all group members about the group modification
by following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set
the "modificationType" parameter to the value GROUP_MEMBER_REMOVED (0x02) as specified in
clause B.3.

6.2.9.3 SGM client CoAP procedure

Upon receiving request from VAL user to leave the group, the SGM-C shall send a CoAP DELETE request to the
SGM-S. In the CoAP DELETE request, the SGM-C:

a) shall set the CoAP URI to the "resUri" of the group member corresponding to the VAL user, so that the CoAP
URI of the request identifies the Individual Group Member resource to be deleted according to the resource
definition in clause C.2.1.2.4.3.3:

1) the"apiRoot" is set to the SGM-S URI;
2) the"groupDocld" is set to point to the VAL group document; and
3) the"memberld" isset to VAL user ID or VAL UE ID; and

b) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

Upon receiving a CoAP 2.02 (Deleted) response, the SGM-C shall notify the VAL user about successful group
deregistration. Based on VAL user's request, if subscription to modifications of this group is already created, then the
SGM-C shall delete that subscription as specified in clause 6.2.8.1.3.3.
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6.2.9.4 SGM server CoAP procedure

Upon reception of an CoAP DELETE request where the CoAP URI of the request identifies Individual Group Member
resource as described in clause C.2.1.2.4.3.3, the SGM-S:

a) shall determine the identity of the sender of the received CoOAP DELETE request as specified in clause 6.2.1.3,
and:

1) if theidentity of the sender of the received CoAP DELETE request is not authorized to del ete the requested
group member resource, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP DELETE request
and skip rest of the steps;

b) shall support handling an CoAP DELETE request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall delete theindividual group member resource pointed at by the CoAP URI and shall update the "members’
and "memberDetails’ listsin the VAL group document.

Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by
following the procedure specified in clause 6.2.8.2.3.2. In the notification, the SGM-S shall send the modified VAL
group document.

6.2.10 Group list fetch procedure

6.2.10.1 SGM client HTTP procedure
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C:
a) shall generate an HTTP POST request. Inthe HTTP POST request:

1) shall set the Request URI to the URI of the SGM-S appended with VAL service identity and the value
"/group-list-fetch”;

2) shall include the Host header with public user identity of SGM-S;

3) shall include an Authorization header field with the "Bearer”" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and

4) shall include the parameters specified in clause A.3.1 serialized into a JavaScript Object Notation (JSON)
structure as specified in IETF RFC 7159 [10]; and;

b) shall send an HTTP POST request to SGM-S.

Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about the list of the groups where the VAL
UE isamember.

Based on VAL user'srequest, if group events subscription is not already created, then the SGM-C shall create the group
events subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) as
defined in clause A.1.2. If group events subscription already exists then the SGM-C shall modify the subscription as
specified in clause 6.2.8.1.2.

6.2.10.2 SGM server HTTP procedure

Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-list-
fetch", the SGM-S:

a) shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
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b) shall send an HTTP 200 (OK) response to SGM-C. In the response, the SGM-S shall include the parameters
specified in clause A.3.2 serialized into a JavaScript Object Notation (JSON) structure as specified in
IETF RFC 7159 [10];
6.2.10.3 SGM client CoAP procedure

Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall
send a CoAP GET reguest with the CoAP URI set to the URI of the VAL Group Documents resource with the ™
member-id " query parameter set to the VAL user ID or VAL UE ID and optionally with the "time-period" query
parameter when the group was created.

Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall
send a CoAP GET reguest to the SGM-S. In the CoOAP GET request, the SGM-C:

a) shall set the CoAP URI to the URI of the VAL Group Documents resource:
1) the"apiRoot" is set to the SGM-S URI; and

2) shall set" member-id query parameter to the VAL user ID or VAL UE ID and may set "time-period” query
parameter to the time period when the group was created as described in clause C.2.1.2.2.3.2; and

b) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

Upon receiving a CoAP 2.05 (Content) response the SGM-C shall notify the VAL user about the list of the groups
where the VAL UE isamember.

6.2.104 SGM server CoAP procedure

Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents
resource as described in clause C.2.1.2.2.3.2, the SGM-S:

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.3, and:

1) if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03
(Forbidden) response to the CoOAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SGM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall return a2.05 (Content) response including all the VAL group documents matching all the given val ues of
the query parameters.

6.2.11 Temporary groups procedure

6.2.11.1 SGM client HTTP procedure

In order to form atemporary group, the SGM-C shall generate an HTTP POST request. In the HTTP POST request:
a) shall set the Request-URI to the URI of the SGM-S appended with the value "/temporary-groups’;
b) shall include the Host header with public user identity of SGM-S;

¢) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6];

d) shall include the parameters specified in clause A.4.1 serialized into a JavaScript Object Notation (JSON)
structure as specified in IETF RFC 7159 [10]; and

€) shall send the HTTP POST request to the SGM-S.

Upon receiving an HTTP POST request from SGM-S contains parameters of VAL Group Idsand VAL Group Id, the
SGM-C shall respond with an HTTP 200 (OK) message including a parameter VAL Group Id set to the VAL group ID
of the temporary group.
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6.2.11.2 SGM server HTTP procedure

Upon receiving an HTTP POST request from SGM-S where the Request-URI of the HTTP POST request contains
"/temporary-groups’, the SGM-S:

a) shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps; and

b) shall check whether any of the received VAL group IDsis atemporary group, and:

1) if any of thereceived VAL group IDsis atemporary group, shall respond with an HTTP 403 (Forbidden)
response to the HTTP POST request and skip rest of the steps; and

2) elseshall create and store the received parametersin the HT TP POST request message;
¢) shal notify the VAL server regarding the temporary group creation with the received parameters; and
d) shall generate an HTTP POST request message. In the HTTP POST request:

1) shall set therequest URI to the URI of the SGM-C received at the time of creating groups,

2) shall include the parameters specified in clause B.5 serialized into a JavaScript Object Notation (JSON)
structure as specified in IETF RFC 7159 [10]; and

3) shall sendthe HTTP POST request to every SGM-C of the constituent VAL groups.

Upon receiving an HTTP 200 (OK) message contains only one parameter of VAL Group Id, the SGM-S shall send an
HTTP 200 (OK) response to SGM-C. In the response, the SGM-S shall include the parameters specified in clause A.4.2
serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10];

6.2.11.3 SGM client CoAP procedure

In order to form atemporary group, the SGM-C shall follow the procedure to create a group as defined in clause 6.2.2.4
with the following clarifications. The SGM-C:

a) shall set "category" attribute to "TEMPORARY";
b) shall includethelist of VAL group IDs of the constituent VAL groupsin the "inclVa Grouplds" attribute.

Upon receiving a CoAP 2.01 (Created) response, the SGM-C shall notify the VAL user about successful formation of
the temporary group.

6.2.11.4 SGM server CoAP procedure

Upon receiving a group creation request for a group with the "category” attribute value of "TEMPORARY", the SGM-S
shall follow the procedure as defined in clause 6.2.2.5 with the following clarifications. The SGM-S:

a) before creating the group, shall check whether any of the received VAL group IDsis atemporary group, and:

1) if any of thereceived VAL group IDsis atemporary group, shall not create the group and respond with a
CoAP 4.03 (Forbidden) response to the CoAP POST request;

b) upon successful group creation, shall notify the VAL server regarding the temporary group creation.

6.3 Off-network procedures

The off-network procedures are out of scope of the present document in this rel ease of the specification.
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7 Coding
7.1 General

7.2 Application unique ID

The AUID shall be set to the VAL service ID as specified in specific VAL service specification.

7.3 Data structure

The <list-service> element:
a) shall include an "uri" attribute representing the VAL group identity;
b) may include a <display-name> element containing a human readable name of the VAL group;
¢) shal include a<common> element. The <common> element:
1) may include a <seal-subject> element indicating group description;
2) shall include a <category> element indicating category of the group; and
3) shall include one or more <val-service-id> element(s) indicating list of services supported by the group; and

4) may include one or more <geo-id> element(s) indicating list of geographical areas to be addressed by the
group.

d) may include a <administrators> element containing list of group members who are administrator for the group;

€) may include a <explicit-members-list> element containing list of users who explicitly needsto register to join
the group;

f) may include a<list> element containing list of members who are implicitly registered to join the group; and
g) shal include a <val-specific-config> element. The <val-specific-config> element:
1) may include a <group-priority> element; and

2) may include an<external -group-id> element.

7.4 XML Schema

7.4.1 General

The Group Document shall be composed according to the XML schema described in [7] and extended with extensions
from the XML Schemas defined in [8] and [9], and extended with extensions from the XML schema defined in
clause 7.4.2.

7.4.2 XML schema for SEAL group document specific extension

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
xm ns="urn: 3gpp: ns: seal : G oupl nfo: 1. 0"
t ar get Namespace="ur n: 3gpp: ns: seal : G oupl nfo: 1. 0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: | s="urn: oma: xml : poc: |ist-service"
xm ns: seal gi ="urn: 3gpp: ns: seal : G oupl nfo: 1. 0"
el enent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >
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<xs:inport namespace="urn:oma: xm : xdm ext ensi ons"/ >
<xs:inmport namespace="urn:ietf:params:xm:ns:resource-lists"/>

<!-- SEAL specific "list-service" child el ements -->

<xs: el ement name="comon" type="seal gi : common-type"/>

<xs:el ement nanme="adm ni strators" type="Ils:list-type"/>

<xs: el ement name="explicit-menber-list" type="Is:list-type"/>

<xs: el ement name="val -specific-config" type="seal gi : val Speci fi cConfi gType"/>

<xs: conpl exType nanme="conmmon-type">
<XS:sequence>
<xs: el ement name="seal - subj ect" type="seal gi : subj ect Type" m nCccurs="0"/>
<xs:el ement nane="category" type="seal gi:groupCategoryType"/>
<xs:el ement nanme="val -service-id" type="seal gi:servi ceNameType" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nane="geo-id" type="xs:string" mnCccurs="0" maxOccurs="unbounded"/>
<xs:el ement nanme="anyExt" type="seal gi:anyExt Type" m nCccurs="0"/>
<xs:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>
<xs: conpl exType nanme="val Speci fi cConfi gType">
<XS:sequence>
<xs:el ement nanme="group-priority" type="sealgi:priorityType" m nCccurs="0"/>

<xs: el ement nanme="anyExt" type="seal gi:anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<l-- The following elenents are added for extensibility and to be placed in the anyExt el ement
above -->
<xs: el ement nanme="external -group-id" type="xs:string"/>

<xs: si nmpl eType nane="subj ect Type">
<xs:restriction base="xs:string">
<xs: mnLength val ue="0"/>
<xs: maxLength val ue="255"/>
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType name="groupCat egoryType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="normal "/ >
<xs:enuneration val ue="| ocati on- based"/ >
<xs:enuneration val ue="regroup"/>
</xs:restriction>

</ xs: si npl eType>
<xs:sinpl eType name="priorityType">
<xs:restriction base="xs: unsignedShort">
<xs: m nlncl usive val ue="0"/>
<xs: max| ncl usi ve val ue="255"/>
</xs:restriction>
</ xs: sinmpl eType>

<xs: conpl exType nanme="servi ceNaneType" >
<XS:sequence>
<xs:el ement nanme="service-type" type="xs:string" mnCccurs="0" maxCccurs="unbounded" >
<XS:uni que name="uni queservi ceType">
<xs:sel ector xpath="service-type"/>
<xs:field xpath="."/>
</ xs: uni que>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<!-- conplex type for any extensions el ement -->
<xs: conpl exType nanme="anyExt Type">
<xs:sequence>
<xs:any nanespace="##any" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conmpl exType>

</ xs: schenma>
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7.5 Semantics

The <display-name> element of <list-service> element contains a human readable name of the VAL group.
The value of the"uri" attribute in the <list-service> element shall represent a VAL group identity.

The <administrators> element of a <list-service> element shall contain the group members who are administrator of the
group and have special authorities as defined by VAL service to manage the group. The administrator user do not
require explicit registration to join the group.

The <explicit-member-list> element of a<list-service> element shall contain the group members who are not
administrator of the group and require explicit registration to join the group.

The <list> element of a <list-service> element shall contain the group members who are not administrator of the group
and also do not require explicit registration to join the group.

The <seal-subject> child element of a <common> element of a <list-service> element shall indicate thetitle or
description for the Group. The length of the value of the <seal-subject> element should not exceed 255 characters.

The <category> child element of a <common> element of a <list-service> element shall indicate the category of the
group. The possible values for this element are "normal”, "location-based" and "regroup”.

The <val-service-id> child element of a <common> element of a <list-service> element shall indicate the service
supported by the group. The <val-service-id> contains the following sub-elements see table 7.5-1.

a) <service-type>, amandatory element indicating the type of service. This element shall be a string. Table 7.5-1
provides the type of service.

Table 7.5-1: Service-type

Value Description
V2X Indicates V2X services.
UAS Indicates UAS services.
MSGIin5G Indicates MSGIn5G services.
OTHER Indicates any other service than the ones already defined.
Other values shall be ignored.

The <geo-id> child element of a <common> element of a <list-service> element shall indicate geographical area
addressed by the group.

The <group-priority> child element of a <val-specific-config> element of a <list-service> element contains a positive
number which provides VAL group priority among different VAL groups within VAL service. More than one VAL
group can have same priority.

The <external -group-id> child element of a <val-specific-config> element of a <list-service> element identifies the
member UES of the VAL group at the 3GPP core network

The VAL service may further extend the <val-specific-config> element of a<list-service> element to include VAL
service specific configuration.

The <anyExt> element contains elements defined by future versions of the present document.

7.6 MIME type

The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-group-doc+xml™.

7.7 IANA registration template

Y our Name:

<MCC name>

ETSI



3GPP TS 24.544 version 17.10.0 Release 17 40 ETSI TS 124 544 V17.10.0 (2026-02)

Y our Email Address:

<MCC email address>

Media Type Name:
Application

Subtype name:

vnd.3gpp.seal -group-doc+xml
Required parameters:

None

Optional parameters:

"charset" the parameter hasidentical semanticsto the charset parameter of the "application/xml" mediatype as
specified in section 9.1 of IETF RFC 7303.

Encoding considerations:
binary.
Security considerations:

Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303.
In addition, this mediatype provides aformat for exchanging information in SIP or in HTTP. So the security
considerations from |IETF RFC 3261 apply while exchanging information in SIP and the security considerations from
IETF RFC 2616 apply while exchanging informationin HTTP.

The information transported in this media type does not include active or executable content.

Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as
authentication and further security mechanisms are described in 3GPP TS 24.229.

This media type does not include provisions for directives that institute actions on a recipient's files or other resources.

This media type does not include provisions for directives that institute actions that, while not directly harmful to the
recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates arecipient's
privacy in any way.

This media type does not employ compression.
Interoperability considerations:

Same as general interoperability considerations for application/xml media type as specified in section 9.1 of
IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the
MIME body.

Published specification:

3GPP TS 24.544 " Group Management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol
specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications Usage:

Applications supporting the SEAL group management procedures as described in the published specification.
Fragment identifier considerations:

The handling in section 5 of IETF RFC 7303 applies.

Restrictions on usage:

None
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Provisional registration? (standards tree only):

N/A

Additional information:

1

2
3
4.
5

Deprecated alias names for this type: none

. Magic number(s): none

. File extension(s): none

Macintosh File Type Code(s): none

. Object Identifier(s) or OID(s): none

Intended usage:

Common

Person to contact for further information:

Name: <M CC name>

Email: <MCC email address>

Author/Change controller:

i) Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

ii) Change controller: <MCC name>/<MCC email address>
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Annex A (normative):
Parameters for different operations

A.1  Creating group events subscription

A.1.1 General

The information in this annex provides a normative description of the parameters which will be sent by SGM-C while
creating group events subscription and the parameters which will be sent by SGM-S as a response to request for
creating subscription.

A.1.2 Client side parameters

The SGM-C shall convey the following parameters while sending request for creating group events subscription.

Table A.1.2-1: Client side parameters for creating group events subscription

Parameter Description
VAL User Id REQUIRED. Represents a VAL user who initiates subscription.
Callback-URI REQUIRED. Represents where to send HTTP notifications

Subscription Info

REQUIRED. Represents a space-separated list of the subscription type
information as specified in table A.1.2-2.

Table A.1.2-2: Subscription information

Parameter

Description

Event

REQUIRED. Represents the type of notification which client requires. This
specification defines following type of notifications:

- 0x01: SUBSCRIBE_GROUP_ANNOUNCEMENT

- 0x02: SUBSCRIBE_GROUP_MODIFICATION

expiry time

REQUIRED. Represents the time in seconds up to which the subscription is
desired to be kept active and the time after which the subscribed event shall
stop generating notifications.

Group ID list

REQUIRED if "Event" parameter is set to
SUBSCRIBE_GROUP_MODIFICATION (0x02) or
SUBSCRIBE_GROUP_IDENTITY_LIST (0x04). Represents a space-
separated list of VAL group ID of the groups

Minimum Interval

OPTIONAL. Indicates the minimum time interval between consecutive
notifications. Defaults to O if not provided.

A.1.3 Server side parameters

The SGM-S shall convey the following parameters while sending response to the creating group events subscription
request.

Table A.1.3-1: Server side parameters for response to creating group events subscription

Parameter
Identity

Description
REQUIRED. A unigue string representing subscription identity.
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A.2  Group registration (join) operation

A.2.1 Client side parameters

The SGM-C shall convey the following parameters while sending group registration request.

Table A.2.1-1: Client side parameters for group registration request

Parameter Description
Message Filters OPTIONAL. Group message communication will be sent to the VAL UE after
applying message filters as described in Table A.2.1-2.

Table A.2.1-2: Message Filter Information

Parameter Description

VAL UE Id Required. Represent the VAL UE identity who has provided these filters.

Identities OPTIONAL. Represents a space-separated list of VAL UE identities. The
messages from these VAL UEs will be send to the VAL UE.

Max number of OPTIONAL. Represents the total number of messages a VAL UE is interested

messages (NOTE 1) |to receive in a given time.

Time frame OPTIONAL. Represents the time in seconds. This parameter is required if
Max number of messages parameter is present.

Message Types OPTIONAL. Represents a space-separated list of message types (e.g. high

(NOTE 2) priority messages, or group configuration messages, etc.). The messages of
these message types will be sent to the VAL UE.

NOTE 1: The value for max number of messages is up to the implementation of a particular vertical

requirement.
NOTE 2: Message types are as decided by the vertical which uses the SEAL.

A.3  Creating group events subscription

A.3.1 General

The information in this annex provides a normative description of the parameters which will be sent by SGM-C while
fetching list of groups and the parameters which will be sent by SGM-S as a response to request for fetching list of
groups.

A.3.2 Client side parameters

The SGM-C shall convey the following parameters while sending request for fetching list of groups.

Table A.1.2-1: Client side parameters for creating group events subscription

Parameter Description
VAL User Id REQUIRED. Represents a VAL user who requests to fetch the list group.
Time period OPTIONAL. Represents start and end time to inform SMG-S to provide list of

the groups created between specified time period. If not present, the SGM-S
provides list of all groups in which the VAL user is a member.

A.3.3 Server side parameters

The SGM-S shall convey the following parameters while sending response to fetching list of groups.
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Table A.3.3-1: Server side parameters for response to creating group events subscription

Parameter Description
VAL Group IDs OPTIONAL. Represents space separated list of group identities.

A.4  Temporary groups

A.4.1 Client side parameters

The SGM-C shall convey the following parameters while sending request for forming a temporary group.

Table A.4.1-1: Client side parameters for forming a temporary group

Parameter Description
VAL Group Ids REQUIRED. Represents the list of VAL group IDs to be combined.
VAL Service Ids OPTIONAL. Represents a subset of the common VAL service(s) to be applied
for the temporary group.

A.4.2 Server side parameters
The SGM-S shall convey the following parameters while sending response to the request of forming atemporary group.

Table A.4.2-1: Server side parameters for response to form a temporary group

Parameter Description
VAL Group Id OPTIONAL. Represents the VAL group ID of the temporary group.
VAL Service Ids OPTIONAL. Represents the list of VAL services whose service communications
are to be enabled on this temporary group.
Result REQUIRED. Represents success or failure of the temporary group formation
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Annex B (normative):
Parameters for notifications

B.1 General

The information in this annex provides a normative description of the parameters which will be sent by SGM-S while
sending different types of notification

B.2  Group announcement notification

The SGM-S shall convey the following parameters while sending group announcement notification to SGM-C.

Table B.2-1: Parameters for group announcement notification

Parameter Description
Identity REQUIRED. A unique string representing notification channel identity.
Event REQUIRED. Shall be set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01)
as specified in table A.1.2-2.
GroupID REQUIRED. An URI that represent a VAL group identity
Subject REQUIRED. A string representing the title or description for the group.
IsJoinReq OPTIONAL. A Boolean indicating whether user needs to perform registration to

join the group or not. This Boolean will be set to "true" for each user in <explicit-
member-list> element if present in the document.

Val-services OPTIONAL. Represents list of services supported by the group.
Members-list OPTIONAL. Represents list of VAL users who are member of the group.
VAL service OPTIONAL. Provides placeholder for VAL service specific information.

specific information
5GVN Group Info  |OPTIONAL. Represents a 5GVN group information as specified in table B.2-2.

NOTE: The Group announcement notification is considered as Group creation notification when "lsJoinReq"
parameter is not present or set to "false".

Table B.2-2: Parameters for 5GVN group information

Parameter Description
Communication |REQUIRED. Represents the type of the group. This specification defiles following
Type type of the communication transport:

- Ox01: ETHERNET_TYPE

- 0x02: IPv4_TYPE

- 0x04: IPv6_TYPE

- 0x08: IPV4V6_TYPE

DNN OPTIONAL. Represents data network name for the 5GVN group.
S-NSSAI OPTIONAL. Represents S-NSSAI for the 5GVN group.

B.3  Group modify notification

The SGM-S shall convey the following parameters while sending identify list notification to SGM-C.
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Table B.3-1: Parameters for group announcement notification

Parameter Description
Identity REQUIRED. A unique string representing notification channel identity.
Event REQUIRED. Shall be set to SUBSCRIBE_GROUP_MODIFICATION (0x02)
as specified in table A.1.2-2.
grouplD REQUIRED. An URI that represent a VAL group identity
VAL service specific |OPTIONAL. Provides placeholder for VAL service specific information.
information

modificationType REQUIRED. Specifies the type of the modification of group document. This
specification defines following types of modifications:

0x01: GROUP_MEMBER_ADDED

0x02: GROUP_MEMBER_REMOVED

0x03: GROUP_CONFIG_UPDATE

B.4  Group ldentity List notification

The SGM-S shall convey the following parameters while sending identify list notification to SGM-C.

Table B.4-1: Parameters for group identity list notification

Parameter Description
Identity REQUIRED. A unique string representing notification channel identity.
Event REQUIRED. Shall be set to SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as
specified in table A.1.2-2.
GroupID REQUIRED. An URI that represent a VAL group identity

Members-list REQUIRED. Represents list of VAL users who are member of the group.

Message Filter |OPTIONAL. Represents the message filters of all VAL UEs that provided message
List filters. Each message filter is specified as described in Table A.2.1-2.

This parameter is present only for the identify list notification towards VAL server,
for the VAL server to apply those filters during group communications.

B.5 Temporary group formation notification

The SGM-S shall convey the following parameters while sending temporary group formation notification to SGM-C.

Table B.5-1: Parameters for temporary group formation notification

Parameter Description
VAL Group Ids REQUIRED. Represents the list of constituent VAL group IDs.
VAL Group Id REQUIRED. Represents the VAL group ID of the temporary group.
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Annex C (normative):
CoAP resource representation and encoding

C.1 General

The information in this annex provides a normative description of CoAP resource representation and encoding.

The general rules for resource URI structure, cache usage, error handling, and common data types are described in
Annex C.1 of 3GPP TS 24.546 [23].

C.2 Resource representation and APIs for group
management

C.2.1 SU_GroupManagement API

C.2.1.1 APIURI

The CoAP URIs used in CoAP requests from SGM-C towards the SGM-S shall have the Resource URI structure as
defined in clause C.1.1 of 3GPP TS 24.546 [ 23] with the following clarifications:

The <apiName> shall be "su-gm".
The <apiVersion> shall be "v1".
The <api SpecificSuffixes> shall be set as described in clause C.2.1.2

C.2.1.2 Resources

c2121 Overview

{apiRoot}/su-gm/<apiVersion>

/group-documents J

J/{groupDocld} }
ﬂ[/members }
ﬂ{/{memberld} }

Figure C.2.1.2.1-1: Resource URI structure of the SU_GroupManagement API
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Table C.2.1.2.1-1 provides an overview of the resources and applicable CoAP methods.

Table C.2.1.2.1-1: Resources and methods overview

Resource name Resource URI CoAP method Description
VAL Group /group-documents POST Create a new VAL group document.
Documents GET Retrieve VAL group documents

according to the query parameters. If
there are no query parameters, do not
fetch any VAL group document.
Individual VAL /group-documents/{groupDocld} GET Retrieve an individual VAL group's
Group Document (NOTE) membership and configuration
information according to query
parameter on the resource identified by
{groupDocld}. If there are no query
parameter, fetch the whole VAL group
document resource identified by
{groupDocld}.

PUT Update an individual VAL group's
membership and configuration
information identified by {groupDocld}.

DELETE Delete a VAL group document.
Individual VAL /group- GET Retrieve VAL group member
Group Member documents/{groupDocld}ymembers/ [(NOTE) information according to the query
Information {memberld} parameters.

PUT Create or update VAL group member

information.

DELETE Delete VAL group member information.
VAL Group /group-membership/{valTargetUe} |GET Retrieve a list of VAL groups in which
Membership (NOTE) the VAL user or VAL UE is a member

according to the query parameters.

NOTE: The GET method can also be used to observe this resource.

C.21.2.2 Resource: VAL Group Documents

C.21.221 Description

The VAL Group Documents resource represents al the VAL group documents that are created at a given SGM-S, or
allowsto create anew VAL group.

C.21.222 Resource Definition
Resource URI: {apiRoot}/su-gm/<apiVer sion>/gr oup-documents

This resource shall support the resource URI variables defined in the table C.2.1.2.2.2-1.

Table C.2.1.2.2.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1 of 3GPP TS 24.546 [23]
apiVersion [string See clause C.2.1.1
C.2.1.2.23 Resource Standard Methods
C212231 POST

This operation createsa VAL group at the SGM-S.

This method shall support the request data structures specified in table C.2.1.2.2.3.1-1 and the response data structures
and response codes specified in table C.2.1.2.2.3.1-2, and the response options specified in table C.2.1.2.2.3.1-3.
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Table C.2.1.2.2.3.1-1: Data structures supported by the POST Request payload on this resource

Data type P Cardinality Description
VALGroupDocument M (1 Details of the VAL group that needs to be created,

Table C.2.1.2.2.3.1-2: Data structures supported by the POST Response payload on this resource

Data type P Cardinality Response Description
codes
VALGroupDocument M (1 2.01 Created VAL group created successfully.

The "groupDocld" of the created resource

shall be returned in the "Location-Path"

option.

NOTE:  The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 of 3GPP TS 24.546 [23]
shall also apply..

Table C.2.1.2.2.3.1-3: Options supported by the 2.01 Response Code on this resource

Name Data type P | Cardinality Description
Location-Path string M |1 Contains the location path of the newly created resource
relative to the request URI.
It contains the groupDocld segment of the complete resource
URI according to the structure: {apiRoot}/su-
gm/<apiVersion>/group-documents/{groupDocld}

C.2.1.2.23.2 GET
This operation retrieves VAL group documents satisfying filter criteria.

This method shall support the URI query parameters specified in table C.2.1.2.2.3.2-1.

Table C.2.1.2.2.3.2-1: URI query parameters supported by the GET Request on this resource

Name Data type P | Cardinality Description

val-group-id string O [0.1 Identifies a VAL group.

val-service-id string O |0.1 Identifies a VAL service.

member-id ValTargetUe O |0..1 Identifies a VAL user or VAL UE to match a group
member.

time-period array(DateTime) O |2.2 Identifies the time period within which the group was
created. The first element is the start time, followed by
the end time of the time period.

This method shall support the request options specified in table C.2.1.2.2.3.2-2, the response data structures and
response codes specified in table C.2.1.2.2.3.2-3, and the response options specified in table C.2.1.2.2.3.2-4.

Table C.2.1.2.2.3.2-2: Options supported by the GET Request on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0.1 When set to 0 (Register) it extends the GET request to
subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.

NOTE: Other request options also apply in accordance with normal CoAP procedures.

This method shall support the response data structures and response codes specified in table C.2.1.2.2.3.2 -3.
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Table C.2.1.2.2.3.2-3: Data structures supported by the GET Response payload on this resource

Data type P | Cardinality Response Description
codes
array(VALGroupDocument) | M |0..N 2.05 Content List of VAL group documents. This response

shall include VAL group documents matching
all the query parameters provided in the
request.

The mandatory CoAP error status codes for the GET method listed in table C.1.3-1 of 3GPP TS 24.546 [23]
also apply.

NOTE:

Table C.2.1.2.2.3.2-4: Options supported by the 2.05 Response Code on this resource

Name

Data type

P

Cardinality

Description

Observe

Uinteger

o

0.1

Sequence number of the notification.

NOTE:

Other response options also apply in accordance with normal CoAP procedures.

C.21.23

C21231

Resource: Individual VAL Group Document

Description

The Individual VAL Group Document resource represents an individual group document that is created at the SGM-S.

C.21.23.2

Resource Definition

Resource URI: {apiRoot}/su-gm/<apiVer sion>/gr oup-documents/{groupDocl d}

This resource shall support the resource URI variables defined in the table C.2.1.2.3.2-1.

Table C.2.1.2.3.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1 of 3GPP TS 24.546 [23]
apiVersion [string See clause C.2.1.1
groupDocld [string Represents an individual group document resource.
C.2.1.233 Resource Standard Methods
C.21.233.1 GET

This operation retrieves VAL group information satisfying filter criteria

This method shall support the URI query parameters specified in table C.2.1.2.3.3.1-1.

Table C.2.1.2.3.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type

P

Cardinality

Description

group-members

boolean

O

0.1

This is a content filtering flag. When set to "true", it
indicates to the SGM-S to include the members list
information of the VAL group. Set to "false" or omitted
otherwise.

group-member-
details

boolean

0.1

This is a content filtering flag. When set to "true", it
indicates to the SGM-S to include the details of all the
members of the VAL group. Set to "false" or omitted
otherwise.

group-
configuration

boolean

0.1

This is a content filtering flag. When set to "true", it
indicates to the SGM-S to include the configuration
information of the VAL group. Set to "false" or omitted
otherwise.
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This method shall support the request options specified in table C.2.1.2.3.3.1-2, the response data structures and
response codes specified in table C.2.1.2.3.3.1-3, and the response options specified in table C.2.1.2.3.3.1-4.

Table C.2.1.2.3.3.1-2: Options supported by the GET Request on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0..1 When set to 0 (Register) it extends the GET request to
subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.
NOTE: Other request options also apply in accordance with normal CoAP procedures.

Table C.2.1.2.3.3.1-3: Data structures supported by the GET Response payload on this resource

Data type P Cardinality Response Description
codes
VALGroupDocument M |1 2.05 Content The VAL group information based on the

request from the VAL server.
This response shall include VAL group
members list if group-members flag is set to
"true" in the request, VAL group member
details if group-member-details flag is set to
"true” in the request, VAL group configuration
information if the group-configuration flag is
set to "true" in the request, VAL group
identifier, the whole VAL group document
resource if all the flags are omitted/set to
"false" in the request.
NOTE:  The mandatory CoAP error status codes for the GET method listed in table C.1.3-1 of 3GPP TS 24.546 [23]
also apply.

Table C.2.1.2.3.3.1-4: Options supported by the 2.05 Response Code on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0.1 Sequence number of the notification.
NOTE:  Other response options also apply in accordance with normal CoAP procedures.

C.2.1.2.3.32 PUT
This operation updates the VAL group document.

This method shall support the request data structures specified in table C.2.1.2.3.3.2-1 and the response data structures
and response codes specified in table C.2.1.2.3.3.2-2.

Table C.2.1.2.3.3.2-1: Data structures supported by the PUT Request payload on this resource

Data type P Cardinality Description
VALGroupDocument M (1 Updated details of the VAL group document.

Table C.2.1.2.3.3.2-2: Data structures supported by the PUT Response payload on this resource

Data type P Cardinality Response Description
codes
VALGroupDocument O (0.1 2.04 Changed The VAL group document updated

successfully, and the updated VAL group

document may be returned in the response.

NOTE:  The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 of 3GPP TS 24.546 [23]
shall also apply.
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C.2.1.2.3.33 DELETE
This operation deletes the VAL group document.

This method shall support the response data structures and response codes specified in table C.2.1.2.3.3.3-1.

Table C.2.1.2.3.3.3-1: Data structures supported by the DELETE Response payload on this resource

Data type P Cardinality Response Description
codes
n/a 2.02 Deleted The individual VAL group document matching
the groupDocld is deleted.

NOTE:  The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 1 of
3GPP TS 24.546 [23] shall also apply.

cC.21.24 Resource: Individual VAL Group Member

c.21.241 Description

The Individual VAL Group Member resource represents an individual group member information that is maintained at
the SGM-S.

C.21.24.2 Resource Definition
Resource URI: {apiRoot}/su-gm/<apiVer sion>/gr oup-documents/{gr oupDocl d}/member s/{member | d}

This resource shall support the resource URI variables defined in the table C.2.1.2.4.2-1.

Table C.2.1.2.3.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1 of 3GPP TS 24.546 [23]
apiVersion |[string See clause C.2.1.1
groupDocld [string Represents an individual group document resource.
memberld  |ValTargetUe Identifies an individual VAL group member.

C.2.1.24.3 Resource Standard Methods

C.21.243.1 GET
This operation retrieves the individual VAL group member's information.

This method shall support the request options specified in table C.2.1.2.4.3.1-1, the response data structures and
response codes specified in table C.2.1.2.4.3.1-2, and the response options specified in table C.2.1.2.4.3.1-3.

Table C.2.1.2.4.3.1-1: Options supported by the GET Request on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0..1 When set to 0 (Register) it extends the GET request to
subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription
NOTE: Other request options also apply in accordance with normal CoAP procedures.
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Table C.2.1.2.4.3.1-2: Data structures supported by the GET Response payload on this resource

Data type P Cardinality

Response
codes

Description

GroupMember M |1

2.05 Content

The VAL group member information.

NOTE:
also apply.

The mandatory CoAP error status codes for the GET method listed in table C.1.3-1 of 3GPP TS 24.546 [23]

Table C.2.1.2.4.3.1-4: Options supported by the 2.05 Response Code on this resource

Name Data type P |Car

dinality

Description

Observe Uinteger O |0.1

Sequence number of the notification

NOTE:

Other response options also apply in accordance with normal CoAP procedures.

C.21.243.2 PUT

This operation creates or updates the VAL group member information.

This method shall support the request data structures specified in table C.2.1.2.4.3.2-1 and the response data structures

and response codes specified in table C.2.1.2.4

3.2-2.

Table C.2.1.2.4.3.2-1: Data structures supported by the PUT Request payload on this resource

Data type P

Cardinality

Description

GroupMember M |1

New or updated details of the VAL group
member.

Table C.2.1.2.4.3.2-2: Data structures supported by the PUT Response payload on this resource

Data type P Cardinality Response Description
codes

GroupMember O |0..1 2.01 Created The VAL group member resource was
created successfully, and the created
resource may be returned in the response.

GroupMember O (0.1 2.04 Changed The VAL group member resource was
updated successfully, and the updated
resource may be returned in the response.

NOTE: The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 of 3GPP TS 24.546 [23]
shall also apply.
C.21.2433 DELETE

This operation deletes the VAL group member information.

This method shall support the response data structures and response codes specified in table C.2.1.2.4.3.3-1.

Table C.2.1.2.4.3.3-1: Data structures supported by the DELETE Response payload on this resource

24.546 [23] shall also apply.

Data type P Cardinality Response Description
codes
n/a 2.02 Deleted The VAL group member resource matching
the groupDocld and memberld is deleted.
NOTE:  The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 1 of 3GPP TS
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C.2.1.3 Data Model

C.2.131 General

This clause specifies the application data model supported by the API. Datatypeslisted in clause C.1.X of TS 24.546
[23] apply to thisAPI.

Table C.2.1.3.1-1 specifies the data types defined specifically for the SU_GroupManagement API service.

Table C.2.1.3.1-1: SU_GroupManagement API specific Data Types

Data type Section Description Applicability
defined

VALGroupDocument C.2.1.3.2.2 VAL group document details.

GroupCategory C.2.1.333 Represents the category of the VAL group.

GroupMember C.2.1.3.23 Represents membership and configuration details of
the VAL group member.

MembershipType C.2.1.33.2 Represents the type of membership of the VAL
group member.

MembershipState C.21324 Represents the state of the member in the group.
E.g., an explicit member will register in the group by
setting its "registered" attribute to "true", or will set
that attribute to "false" when leaving the group.

MessageFilter C.2.1.3.25 The message filter information applicable to member
VAL UEs or VAL users of the VAL group.

Table C.2.1.3.1-2 specifies data types re-used by the SU_GroupManagement API service.

Table C.2.1.3.1-2: Re-used Data Types

Data type Reference Comments Applicability
ExternalGroupld 3GPP TS 24.546 [23] |External group identifier.
ScheduledCommunicationTim [3GPP TS 24.546 [23] |Represents a scheduled communication time.
e

Uri 3GPP TS 24.546 [23] |Unified resource identifier.
ValTargetUe 3GPP TS 24.546 [23] |Used to identify either a VAL User or a VAL
UE.
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Table C.2.1.3.2.2-1: Definition of type VALGroupDocument

Attribute name Data type P | Cardinality Description Applicability

valGroupld string M |1 This is VAL group identity (VAL group
ID) as per TS 23.434 [2], which is a
unique identifier within the VAL service
that represents a VAL group, set of VAL
users or VAL UEs according to the VAL
service.

category GroupCategory M |1 Indicates the category of the group, e.qg.
"NORMAL" or "LOCATION_BASED".

groupName string O |0..1 A human readable name of the VAL
group.

grpDesc string O 0.1 Text description of the VAL group.

members array(ValTrgetUe) O [1.N List of VAL User IDs or VAL UE IDs,
which are members of the VAL group.

memberDetails |array(GroupMember) O [1.N List of detailed member information for
each member of the VAL group.

valGrpConf string O |0..1 Configuration data for the VAL group,
provided by the VAL client.

inclValGrouplds |array(string) O [1.N List of VAL group IDs constituting the
VAL group.

valServicelds array(string) O [1.N List of VAL services whose
communications are enabled on the
group.

resUri Uri O |0..1 The URI for individual VAL group
document resource. (NOTE)

extGrpld ExternalGroupld O |0.1 The external group identifier, identifying
the member UEs of the VAL group at the
3GPP core network.

com5GLanType [Com5GLanType O [0.1 Identifies the 5G LAN-Type
communication.

geolds array(GeographicalAre | O |[1..N List of geographical area ids addressed

ald) by the VAL group.

priority GroupPriority O [0.1 Indicates VAL group priority among
different VAL groups within VAL service.

NOTE:  The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.
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c.21.3.23 Type: GroupMember

Table C.2.1.3.2.3-1: Definition of type GroupMember

Attribute name Data type P | Cardinality Description Applicability
memberld ValTargetUe M (1 This is a VAL group member identity
(VAL user ID or VAL UE ID) as per
TS 23.434 [2].
membershipTyp |[MembershipType M |1 Indicates the type of membership
e applicable for the group member, e.g.
"ADMINISTRATOR", "EXPLICIT" or
"IMPLICIT".
membershipSta |MembershipState O |0.1 Indicates the current state of the
te member in the group, e.g. it may indicate
that an "EXPLICIT" member is
registered (joined) the group. When
absent the state is unknown.
messageFilter |MessageFilter O [0.1 The message filter applicable to traffic
sent to the group member in the context
of the group.
memberConfig  [string O |0.1 VAL service specific configuration.
resUri Uri O |0..1 The URI for individual VAL group
member resource. (NOTE)
NOTE:  The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.
C.2.1.324 Type: MembershipState
Table C.2.1.3.2.3-1: Definition of type MembershipState
Attribute name Data type P | Cardinality Description Applicability
registered boolean O 0.1 Indicates if the member is registered in
the group. It is set to "true" that an
"EXPLICIT" member is registered
(joined) the group. When absent or
"false" the member is not unregistered.
NOTE: TBD
C.2.1.3.25 Type: MessageFilter
Table C.2.1.3.2.5-1: Definition of type MessageFilter
Attribute name Data type P | Cardinality Description Applicability
tgtUe array(ValTargetUe) O [1.N List of VAL USER or UE IDs whose
messages will be sent to the owner of
this message filter (VAL User or VAL
UE).
maxMsgs Uinteger O [0.1 Total number of messages allowed to be
sent to the owner of this message filter
in the given time frame defined in the
filter.
scheds array(ScheduledCom O [1.N Time frame associated to the total
municationTime) number of messages in maxMsgs
attribute.
msgTypes array(string) O [1.N List of message types allowed to be sent
to the owner of this message filter.
Message types may be VAL service
specific and are not defined by this
specification.

ETSI




3GPP TS 24.544 version 17.10.0 Release 17 57 ETSI TS 124 544 V17.10.0 (2026-02)

C.2.1.33 Simple data types and enumerations
C.21331 Simple data types
Table C.2.1.3.3.1-1 Simple data types
Type name Description

GeographicalAreald | String identifying a geographical area.

GroupPriority Integer between and including 0 and 255 which provides VAL group priority among different
VAL groups within VAL service.
C.2.1.3.3.2 Enumeration: MembershipType

Table C.2.1.3.3.2-1: Enumeration MembershipType

Enumeration value Description Applicability
ADMINISTRATOR This type of group membership indicates that the group
member is an administrator of the group and has special
authorities as defined by VAL service to manage the group.
The administrator is not required to perform explicit
registration to join the group.
EXPLICIT This type of group membership indicates that the group
member is an explicit member who is not an administrator
of the group and who is required to perform explicit
registration to join the group.
IMPLICIT This type of group membership indicates that the group
member is an implicit member who is not an administrator
of the group and who is not required to perform explicit
registration to join the group.
C.2.1.3.3.3 Enumeration: GroupCategory
Table C.2.1.3.3.3-1: Enumeration GroupCategory
Enumeration value Description Applicability
NORMAL Indicates a "normal" group category.
LOCATION BASED Indicates a "location based" group category.
REGROUP Indicates a "regroup” group category.
TEMPORARY Indicates a "temporary" group category.
C.2.1.334 Enumeration: Com5GLanType
Table C.2.1.3.3.4-1: Enumeration Com5GLanType
Enumeration value Description Applicability
IPV4 IPv4
IPV6 IPv6
IPV4V6 IPv4 and IPv6
ETHERNET Ethernet

C.2.1.4 Error Handling

General error responses are defined in clause C.1.3 of 3GPP TS 24.546 [23].
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C.2.1.5 CDDL Specification

C.2.151 Introduction

The datamodel described in clause C.2.1.3 shall be binary encoded in the CBOR format as described in
IETF RFC 8949 [19].

Clause C.2.1.5.2 uses the Concise Data Definition Language described in IETF RFC 8610 [21] and provides
corresponding representation of the SU_GroupManagement API data model.
C.2.152 CDDL document

i+ VALG oupDocunent
;;+ Represents details of the VAL group docunent information.
VALG oupDocunent = {

val G oupld: tstr ; The VAL group identity.

category: G oupCategory

? groupNane: tstr ;A human readabl e name of the VAL group.

? grpDesc: tstr ; The text description of the VAL group.

? menbers: [+ Val Target Ue] ; The list of VAL User IDs or VAL UE IDs, which are nenbers of the
VAL group.

? nmenberDetails: [+ GoupMenber]; The list of detailed information of menbers of the VAL group.

? val G pConf: tstr ; Configuration data for the VAL group.
? inclVal Gouplds: [+ tstr] ; The list of VAL group IDs constituting the VAL group.
? val Servicelds: [+ tstr] ; The list of VAL services enabled on the group.
? resUi: Uri
? extGpld: External Goupld
? conbGanType: ConbG.anType
? geolds: [+ Ceographical Areald]; The list of geographical area ids addressed by the VAL group.
? priority: GoupPriority
? extensions: { * tstr => any } ; Open extension map for future or vendor extension
}

;7 GroupCat egory

;;+ The category of the VAL group.

G oupCategory = "NORVAL" / "LOCATI ON_BASED' / "REGROUP" / "TEMPORARY" / tstr ; tstr value provides
forward-conpatibility with future extensions to the enuneration but is not used to encode content
defined in the present version of this API.

i GroupMenber

.+ Represents details of the VAL group nenber.

G oupMenber = {

nmenber | d: Val Tar get Ue ; ldentifies the nenber of the VAL group. Once set, this
nformati on cannot be updat ed.

menber shi pType: Menber shi pType

menber shi pSt ate: Menbershi pState

nessageFi |l ter: MessageFilter

nmenber Config: tstr

resUri: Uri

extensions: { * tstr => any } ; Open extension map for future or vendor extension

NN N ) N

}

i, GroupPriority

75+ VAL group priority a positive integer which provides VAL group priority anong different VAL
groups within VAL service.

GoupPriority = 0..255

; CGeogr aphi cal Areal d
;;+ ldentifies a geographical area.
Geogr aphi cal Areald = tstr

; Menber shi pType

;;+ Indicates the type of group nenbership.

Menber shi pType = "ADM NI STRATOR' / "EXPLICIT" / "IMPLICIT" / tstr ; tstr value provides forward-
conpatibility with future extensions to the enuneration but is not used to encode content defined in
the present version of this API.

;5 MenbershipState

;;+ Represents the state of the nenber in the group.

Menmber shi pState = {

? registered: bool

? extensions: { * tstr => any } ; Open extension map for future or vendor extension

}
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., MessageFilter
;;+ Represents the nessage filters applicable to a VAL User ID or VAL UE ID.
MessageFilter = {

? tgtUe: [+ Val Target Ue] ; List of VAL User or UE | Ds whose nessage to be sent.
? maxMsgs: U nteger
? scheds: [+ Schedul edComruni cationTinme]; Time frame associated with total nunber of nessages.
? megTypes: [+ tstr] ; List of nessage types to be sent to VAL UE.
? extensions: { * tstr => any } ; Open extension nap for future or vendor extension
}

;53 Schedul edComruni cati onTi ne

;;+ Represents an of fered schedul ed communication tine.

Schedul edConmuni cati onTi ne = {

? daysOf Week: 1*6 DayCOf Week ; ldentifies the day(s) of the week. If absent, it indicates every
day of the week.

? timeOfDayStart: Ti meOf Day

? timed DayEnd: Ti meCf Day

? extensions: { * tstr => any } ; Open extension map for future or vendor extension

}

;7. Val Tar get Ue
;;+ Represents information identifying a VAL user ID or a VAL UE ID or both.
Val TargetUe = {

{ val Userld: tstr } ; Unique identifier of a VAL user.
/[ { valUeld: tstr } ; Unique identifier of a VAL UE.
/ { val Userld: tstr, valUeld: tstr }
? extensions: { * tstr => any } ; Open extension nap for future or vendor extension
)
}

., External Goupld

;;+ String containing a local identifier followed by "@ and a donain identifier. Both the Iocal
identifier and the domain identifier shall be encoded as strings that do not contain any "@
characters. See Clauses 4.6.2 and 4.6.3 of 3GPP TS 23.682 for nore information.

External G oupld = tstr

v, ConbGLanType
;;+ Communi cation type for a 5G/N-based group conmuni cation
ConbGLanType = "I PV4" [ "1 PVE" | "IPV4AV6" /| "ETHERNET" / tstr ; tstr value provides forward-

conpatibility with future extensions to the enuneration but is not used to encode content defined in
the present version of this API.

Day Of Week
;;+ integer between and including 1 and 7 denoting a weekday. 1 shall indicate Monday, and the
subsequent weekdays shall be indicated with the next higher nunbers. 7 shall indicate Sunday.

DayOf Week = 1..7
Ti mef Day
;;+ String with fornat partial-tine or full-tine as defined in subclause 5.6 of |ETF RFC 3339.
Exanpl es, 20:15:00, 20:15:00-08:00 (for 8 hours behind UTC).
TimeOfDay = tstr
Ui nt eger
;;+ Unsigned Integer, i.e. only value O and integers above O are pernmissible.
U nteger = int .ge O
pas Ui
;;+ String providing an URI formatted according to | ETF RFC 3986.
Ui = tstr

C.2.1.6 Media Type
The mediatype for aVAL group document shall be "application/vnd.3gpp.seal-group-doc+cbor".

The mediatype for aVAL group member information shall be " application/vnd.3gpp.seal -group-member-info+cbor".

C.2.1.7 Media Type registration for application/vnd.3gpp.seal-group-
doc+cbor

Type name: application

Subtype name: vnd.3gpp.seal -group-doc+cbor
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Required parameters: none
Optional parameters. none

Encoding considerations: Must be encoded as using IETF RFC 8949 [17]. See"VALGroupDocument" datatypein
3GPP TS 24.544 clause C.2.1.3.2.2 for details.

Security considerations. See Section 10 of IETF RFC 8949 [17] and Section 11 of IETF RFC 7252 [12].

Interoperability considerations. Applications must ignore any key-value pairs that they do not understand. This alows
backwards-compatible extensions to this specification.

Published specification: 3GPP TS 24.544 " Group Management - Service Enabler Architecture Layer for Verticals
(SEAL); Protocol specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications that use this media type: Applications supporting the SEAL group management procedures as described in
the published specification.

Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor” mediatypein
IETF RFC 8949 [17]. Note that currently that RFC does not define fragmentation identification syntax for
"application/cbor".

Additional information:
Deprecated alias names for thistype: N/A
Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email addressto contact for further information: <MCC name>, <MCC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

Change controller; <MCC name>/<MCC email address>

C.2.1.8 Media Type registration for application/vnd.3gpp.seal-group-
member-info+cbor

Type name: application

Subtype name: vnd.3gpp.seal-group-member-info+chor
Required parameters. none

Optional parameters: none

Encoding considerations. Must be encoded as using IETF RFC 8949 [17]. See"GroupMember" datatypein 3GPP TS
24.544 clause C.2.1.3.2.3 for details.

Security considerations. See Section 10 of IETF RFC 8949 [17]and Section 11 of IETF RFC 7252 [12].

Interoperability considerations: Applications must ignore any key-value pairs that they do not understand. This allows
backwards-compatible extensions to this specification.

Published specification: 3GPP TS 24.544 " Group Management - Service Enabler Architecture Layer for Verticals
(SEAL); Protocol specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications that use this media type: Applications supporting the SEAL group management procedures as described in
the published specification.
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Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor" mediatypein
IETF RFC 8949 [17]. Notethat currently that RFC does not define fragmentation identification syntax for
"application/cbor".

Additional information:
Deprecated alias names for this type: N/A
Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email addressto contact for further information: <MCC name>, <MCC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

Change controller: <M CC name>/<M CC email address>
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