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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the protocols and the associated procedures for application layer support for Personal
loT Network (PINAPP) as specified in 3GPP TS 23.542 [2] for:

a) PIN application communication among PIN peers (over the PIN-2, PIN-3, and PIN-4 interfaces); and

b) PIN application communication between the PIN peer and the PIN server (over the PIN-6, PIN-7, and PIN-10
interfaces).

The present specification also defines the message format, message contents, error handling and system parameters
applied by the protocols for PINAPP.

NOTE: PIN-5interfaceis out of the scope of the present document.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.542: "Application layer support for Personal 10T Network".

[3] 3GPP TS 22.261: " Service requirements for the 5G system".

[4] IETF RFC 9110 :"HTTP Semantics".

[5] void.

[6] ITU-T Recommendation E.212: "The international identification plan for public networks and
subscriptions’, 2016-09-23.

[7] 3GPP TS 23.003: "Numbering, addressing and identification".

[8] IETF RFC 791: "Internet Protocol".

[9] IETF RFC 4291: "IP Version 6 Addressing Architecture”.

[10] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[11] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[12] W3C REC-xmlschema-2-20041028: "XML Schema Part 2: Datatypes'.

[13] |EEE 802.11-2012, Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) specifications, IEEE Std.

[14] IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification”.

[15] 3GPP TS 24.526: "UE policies for 5G System (5GS); Stage 3.

[16] 3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
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3 Definitions of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in
the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

PIN application enabler server: An entity that provides the server side functionalities corresponding to the PIN
application enabler layer.

PIN communication: A communication in a PIN between two PIN peers or between a PIN peer and an application
server, which is supported by PGAE-C within the same PIN viaa PDU session.

PIN element application enabler client: An entity that provides the client side functionalities corresponding to the
PIN application enabler layer.

PIN gateway application enabler client: An entity that provides the client side functionalities corresponding to the
PIN application enabler layer.

PIN management application enabler client: An entity that provides the client side functionalities corresponding to
the PIN application enabler layer.

PIN peer: The appellative of the element in the PIN, which can be a PEAE-C, a PGAE-C, or aPMAE-C.
For the purposes of the present document, the following terms given in 3GPP TS 22.261 [3] apply:

Personal 10T Network

PIN direct connection

PIN Element

PIN Element with Gateway Capability
PIN Element with M anagement Capability

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

FQDN Fully Qualified Domain Name
GPSI Generic Public Subscription Identifier
MIME Multipurpose Internet Mail Extensions
PAE-S PIN Application Enabler Server
PEMC PIN Element with Management Capability
PEAE-C PIN Element Application Enabler Client
PEGC PIN Element with Gateway Capability
PGAE-C PIN Gateway Application Enabler Client
PIN Personal 10T Network
PINAPP Application layer support for Personal 0T Network
PINE PIN Element
PMAE-C PIN Management Application Enabler Client
URI Uniform Resource Identifier

4 Overview

4.1 General

To support the application layer support for Personal 10T Network (PINAPP), the PINE containsa PIN element
application enabler client (PEAE-C), the PEGC contains a PIN gateway application enabler client (PGAE-C), the
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PEMC contains a PIN management application enabler client (PMAE-C), and the PIN server contains a PIN application
enabler server (PAE-S). The communication in PINAPP includes:

a) PIN application communication among PIN peers (over the PIN-2, PIN-3, and PIN-4 interfaces); and

b) PIN application communication between the PIN peers and the PIN server (over the PIN-6, PIN-7, and PIN-10
interfaces),

wherein:

a) the PEAE-C communicates with PGAE-C over the PIN-2 interface;

b) the PEAE-C communicates with PMAE-C over the PIN-3 interface;

¢) the PGAE-C communicates with PMAE-C over the PIN-4 interface;

d) the PMAE-C communicates with PAE-S over the PIN-6 interface;

e) the PGAE-C communicates with PAE-S over the PIN-7 interface; and

f) the PEAE-C communicates with PAE-S over the PIN-10 interface.
The HTTP protocol interactions for the above interfaces are specified in clause 5.
The coding of all the messagesis specified in clause 6.

The message format and the message contents are specified in clause 7.

5 PIN application layer procedures

5.1 General

The following procedures are defined for PIN application layer procedures:
a) PIN server discovery as specified in clause 5.2;
b) PIN registration management as specified in clause 5.3;
¢) PIN management as specified in clause 5.4;
d) PIN communication as specified in clause 5.5;
€) application server discovery in PIN as specified in clause 5.6;
f) service switch as specified in clause 5.7,
g) service continuity as specified in clause 5.8; and

h) PIN authorization as specified in clause 5.9.

5.2 PIN server discovery

521 General

The purpose of PIN server discovery procedure is to receive one or more endpoint information (e.g. URI, FQDN, IP
address, etc.) of PAE-S for a PEAE-C.

The following procedures are defined for PIN server discovery:
a) static PAE-S discovery as specified in clause 5.2.2; and
b) PAE-Sdiscovery viaPGAE-C as specified in clause 5.2.3.
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5.2.2 Static PAE-S discovery

For static PAE-S discovery, a PEAE-C can discover a PAE-S by one or more of the following:
a) endpoint information that is pre-configured in PINE;
b) endpoint information that is pre-configured information inits client (i.e. PEAE-C);
¢) input of the user;
d) derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario; and

€) DNSquery for PIN server.

5.2.3 PAE-S discovery via PGAE-C

5.2.3.1 PEAE-C procedure

When the PEAE-C needs to receive one or more endpoint information of PAE-S, the PEAE-C shall generatean HTTP
POST request according to procedures as specified in IETF RFC 91109110 [4]. In the HTTP POST request, the PEAE-
C:

a) shall set the Request-URI to the URI corresponding to the PGAE-C;
NOTE: How to obtain the URI corresponding to the PGAE-C isleft to UE implementation.
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element
in the <pinapp-info> root element and within the <server-discovery-request> element:

1) shall include a<ue-id> element set to the identity of the PEAE-C (i.e. GPSI);
2) may include a <mac-address> element set to the MAC address of the PEAE-C; and
3) may include a <ue-location> element set to the location information of the PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-accept> element in the <pinapp-
info> root element,

the PEAE-C shall store the endpoint information of PAE-S and consider the client procedure for PAE-S discovery via
PGAE-C is complete.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-
info> root element,

the PEAE-C shall consider the endpoint information is not available neither in PMAE-C nor in PGAE-C.

5.2.3.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the
<pinapp-info> root element
the PGAE-C shall:

a) if the endpoint information of PAE-Sis available in the PGAE-C, the PGAE-C shall generate an HTTP 200
(OK) response according to IETF RFC 9110 [4] and send the HTTP 200 (OK) response towards the PEAE-C. In
the HTTP 200 (OK) response message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-accept>
element in the <pinapp-info> root element and within the <server-discovery-accept> element:

i) shal include a <endpoint-information-content> element set to the endpoint information of PAE-S; and

b) else, if the endpoint information of PAE-Sis not available in PGAE-C, the PGAE-C shall send the HTTP POST
reguest message received from PEAE-C to PMAE-C directly to request the endpoint information of PIN serve
from the PMAE-C.

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the
<pinapp-info> root element,

the PGAE-C shall send the HTTP 200 (OK) response message received from PMAE-C to PEAE-C directly to deliver
the endpoint information of PAE-S towards PEAE-C.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-
info> root element,

the PGAE-C shall forward the HTTP 403 (Forbidden) response message to the PEAE-C.

5.2.3.3 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the
<pinapp-info> root element,

the PMAE-C shall check whether the endpoint information of PAE-Sisavailable in the PMAE-C.
If the endpoint information of PAE-Sis available in the PMAE-C:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-accept>
element in the <pinapp-info> root element and within the <server-discovery-accept> element:

i) shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and
b) send the HTTP 200 (OK) response towards the PGAE-C.

If the endpoint information of PAE-Sis not available in the PMAE-C:
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a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:
1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject>
element in the <pinapp-info> root element and within the <server-discovery-reject> element:

i) shall include a <cause> element to indicate the endpoint information of PAE-Sis not available; and
b) send the HTTP 403 (Forbidden) response towards the PGAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
Requested information not available;

Authorization failure; and

N W N

Permanently denied.

5.3 PIN Registration Management

53.1  General

The PIN Registration Management procedure includes the following aspects:
a) PEAE-Cregistration to PAE-S;
b) PEAE-C deregistration to PAE-S; and
c) PEAE-C registration update to PAE-S.

The PIN Registration to PAE-S procedure is different for different PIN peers:

a) for the PMAE-C, the PMAE-C directly registersto the PAE-S. The PAE-S allocates the PIN client ID to this
PMAE-C and hence the PMAE-C receives the role of being PMAE-CinaPIN;

b) for PGAE-C, the following procedures are supported:
1) the PGAE-C directly registers to the PAE-S. The PAE-S alocates the PIN client ID to this PGAE-C; and

2) the PMAE-C substitutes the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this
PGAE-C; and

c) for PEAE-C, the following procedures are supported:

1) the PEAE-C registersto the PAE-S viathe PGAE-C. The PAE-S alocates the PIN client ID to this PEAE-C;
and

2) the PMAE-C substitutes the PEAE-C to register to PAE-S. The PAE-S alocatesthe PIN client ID to this
PEAE-C.

The following procedures are defined for PIN Registration management:
a) direct PIN registration to PAE-S as specified in clause 5.3.2;
b) indirect PIN registration to PAE-S as specified in clause 5.3.3;
c) direct PIN deregistration to PAE-S as specified in clause 5.3.4;
d) indirect PIN deregistration to PAE-S as specified in clause 5.3.5; and
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€) PIN registration update to PAE-S as specified in clause 5.3.6,

wherein the direct PIN registration to PAE-Sisfor PIN peer that is able to communicate with PIN server directly
(including PMAE-C, PGAE-C, and PEAE-C), the indirect PIN registration to PAE-Sisfor PIN peer that is not able to
communicate with PIN server directly (including PGAE-C and PEAE-C), the direct PIN deregistration to PAE-Sis for
PIN peer that is able to communicate with PIN server directly to deregister (including PMAE-C, PGAE-C, and PEAE-
C), theindirect PIN deregistration to PAE-Sisfor PIN peer that is not able to communicate with PIN server directly to
deregister (including PGAE-C, PEAE-C), and the PIN registration update to PAE-Sisfor PIN peer to update the
registration status.

5.3.2 Direct PIN registration to PAE-S

5.3.2.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to register to the PAE-S directly, the requesting entity shall generate an HTTP POST
request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element
in the <pinapp-info> root element and within the <pine-registration-request> element:

1) shal include a<ue-id> element set to the identity of the requesting entity (i.e. GPSI or identity token);

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for aPIN service;

3) shall include a <port-number> element set to the port number of the requesting entity;;

4) may include a<mac-address> element set to the MAC address of the requesting entity;

5) may include a <vendor-name> element set to the vendor’s name of the requesting entity;

6) may include a <device-description> element set to the description of the requesting entity; and

7) may include a <pine-address> element set to the | P address of the requesting entity if available in the
reguesting entity;

8) may include a <pine-capabilities> element set to capabilities information that whether the requesting entity is
capable to act asaPMAE-C, a PGAE-C, or both;

9) may include a <maximum-number-of-pines> element set to the maximum number of the PEAE-C that can be
managed by the requesting entity simultaneously (only for PMAE-C and PGAE-C); and

10) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.

The requesting entity shall send the generated HT TP POST request towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-
info> root element,

the requesting entity shall:
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a) if theregquesting entity is registered as a PMAE-C based on the <role-of-pemc> element in the <pine-
registration-accept> element, store the assigned PIN client ID, and consider the direct PIN registration to PAE-S
is complete. the requesting entity may further initiate a PIN creation procedure as specified in clause 5.4.2;

b) if the requesting entity is registered as a PGAE-C based on the <role-of-pegc> element in the <pine-registration-
accept> element, store the assigned PIN client 1D, and consider the direct PIN registration to PAE-Sis complete.
The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4; and

¢) if therequesting entity is registered as a PEAE-C (i.e. not include the <pine-capabilities> element), store the
assigned PIN client ID, and consider the direct PIN registration to PAE-S is complete. The requesting entity may
initiate aPIN discovery procedure as specified in clause 5.4.4.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-
info> root element,

the requesting entity shall consider the direct PIN registration to PAE-Sis rejected by the PAE-S.

5.3.2.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the
<pinapp-info> root element,

the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to be the requested
role of aPIN.

If the PEAE-C identified by the <ue-id> element is authorized to be the requested role of aPIN, PAE-S shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept>
element in the <pinapp-info> root element and within the <pine-registration-accept> element:

i) shall include a<pin-client-id> element set to the assigned PIN client ID of the PEAE-C; and

ii) may include a <role-of-pemc> element set to indication that the requesting entity has successfully
registered to be a PMAE-C; and

iii) may include a <role-of-pegc> element set to indication that the requesting entity has successfully
registered to be a PGAE-C; and

b) send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C identified by the <ue-id> element is not authorized to be the requested role of a PIN, PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element
in the <pinapp-info> root element and within the <pine-registration-reject> element:

i) shall include a <cause> element set to an appropriate cause for direct PIN registration to PAE-S failure;
and
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b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

0

1

3

4  Maximum number of PINE is reached;

6 Maximum number of serviceis reached; and
7

Permanently denied.

5.3.3 Indirect PIN registration to PAE-S

5.3.3.1 Requesting entity procedure
The requesting entity can be PEAE-C or PGAE-C.

When the requesting entity needs to register to the PAE-S via PMAE-C, the requesting entity shall generatean HTTP
POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting
entity:

a) shall set the Request-URI to the URI of PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element
in the <pinapp-info> root element and within the <pine-registration-request> element:

1) shall include a<ue-id> element set to the identity of the requesting entity (i.e. GPSI);

2) shall include a <security-credential s> element set to the security credential s resulting from a successful
authorization for a PIN service;

3) shall include a <port-number> element set to the port number of the requesting entity;

4) may include a <mac-address> element set to the MAC address of the requesting entity;

5) may include a <vendor-name> element set to the vendor’ s name of the requesting entity;
6) may include a <device-description> element set to the description of the requesting entity;

7) may include a <pine-address> element set to the | P address of the requesting entity if available in the
reguesting entity;

8) may include a <pine-capabilities> element set to capabilities information that whether the requesting entity is
capable to act asaPMAE-C, a PGAE-C, or both;

9) may include a <maximum-number-of-pines> element set to the maximum number of the PEAE-C that can be
managed by the requesting entity simultaneously (only for PMAE-C and PGAE-C); and

10) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-
info> root element,
the requesting entity shall:

a) if theregquesting entity is registered as a PMAE-C based on the <role-of-pemc> element in the <pine-
registration-accept> element, store the assigned PIN client ID, and consider the indirect PIN registration to PAE-
Siscomplete. The requesting entity could further initiate a PIN creation procedure as specified in clause 5.4.2;

b) if the requesting entity is registered as a PGAE-C based on the <role-of-pegc> element in the <pine-registration-
accept> element, store the assigned PIN client ID, and consider the indirect PIN registration to PAE-Sis
complete. The requesting entity may initiate a PIN discovery procedure as specified in clause 5.4.4; and

¢) if therequesting entity is registered as a PEAE-C (i.e. not include the <pine-capabilities> element), store the
assigned PIN client ID, and consider the indirect PIN registration to PAE-Sis complete. The requesting entity
may initiate a PIN discovery procedure as specified in clause 5.4.4.

Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the <pinapp-
info> root element,

the requesting entity shall consider the indirect PIN registration to PAE-Sisrejected by the PAE-S.

5.3.3.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the
<pinapp-info> root element,

the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe
HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element
in the <pinapp-info> root element and within the <pine-registration-request> element:

1) shall include a<ue-id> element set to the identity of the PMAE-C (i.e. GPSI);

2) shall include a <security-credential s> element set to the security credentials resulting from a successful
authorization for a PIN service;

3) shall include a <port-number> element set to the port number of the PMAE-C;

4) shall include a <representation-indication> element set to "represented” to indicate the registration to PAE-S
is represent by the PMAE-C; and

5) shall include a <registration-info> element set to alist of registration information. Each entry of the list
contains the content of the <pine-registration-request> element received from one PIN peer.

NOTE: ThePMAE-Cisallowed to present serval PIN peersto register to PAE-Sin one <pine-registration-
request> element if serval <pine-registration-request> elements are received at atime. The timing for
PMAE-C sending the <pine-registration-request> element to PAE-Sis|eft to UE implementation.

The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the <pinapp-
info> root element,

the PMAE-C shall:

a) extract the <accepted-registration-info> element and the <rejected-registration-info> element to determine the
PIN peer that successfully registersto PAE-S or fails to register to PAE-S;

b) for each PIN peer in <accepted-registration-info> element, generate an HT TP 200 (OK) response according to
IETF RFC 9110 [4] and send the generated HTTP 200 (OK) response to each PIN peer in <accepted-
registration-info> element. In each HTTP 200 (OK) response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-represent-regi stration-
accept> element in the <pinapp-info> root element and within the <pine-represent-registration-accept>
element:
i) shall include a<pin-client-id> element set to the assigned PIN client ID of the PIN peer;

ii) shal include a <role-of-pemc> element set to indication that the requesting entity has successfully
registered to be a PMAE-C, if included in <accepted-registration-info> element for this PIN peer; and

iii) shal include a <role-of-pegc> element set to indication that the requesting entity has successfully
registered to be a PGAE-C, if included in <accepted-registration-info> element for this PIN peer; and

c) for each PIN peer in <regjected-registration-info> element, if any, generate an HTTP 403 (Forbidden) response
according to IETF RFC 9110 [4] and send the generated HT TP 403 (Forbidden) response to each PIN peer in
<rejected-registration-info> element. In each HTTP 403 (Forbidden) response message, the PAE-S.

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-represent-regi stration-
reject> element in the <pinapp-info> root element and within the <pine-represent-registration-reject>
element:

i) shall include a <cause> element set to the PINAPP protocol cause value in <rejected-registration-info>
element for this PIN peer.

Upon reception of one of the following:
a) an HTTP 200 (OK) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-accept> element in the
<pinapp-info> root element; or

b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element in the
<pinapp-info> root element,

the receiving entity shall forward the received HTTP POST response message to the requesting entity with changing the
Request-URI to the URI of the requesting entity.

5.3.3.3 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-request> element in the
<pinapp-info> root element,
the PAE-S shall check whether the <representation-indication> element is included or not.

If the <representation-indication> element is not included, the PAE-S shall treat the registration as a direct registration
to PAE-S and act as specified in clause 5.3.2.2.

If the <representation-indication> element is included, the PAE-S shall check whether all the PIN peersin <registration-
info> element are authorized to be the requested role of a PIN.

If al the PIN peersin <registration-info> element are not authorized to be the requested role of a PIN, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registration-reject> element
in the <pinapp-info> root element and within the <pine-registration-reject> element:

i) shal include a<cause> element set to alist of PINAPP protocol cause values for each PIN peer. Each
entry of the list contains an identity of a PIN peer and an appropriate cause for indirect PIN registration to
PAE-Sfailure; and

b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not allowed;

3 Authorization failure;

4  Maximum number of PINE is reached;

6 Maximum number of serviceisreached; and

7 Permanently denied.

If at least one PIN peersin <registration-info> element are authorized to be the requested role of a PIN, the PAE-S
shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-registrati on-accept>
element in the <pinapp-info> root element and within the <pine-registrati on-accept> element:

i) shal include a <pin-client-id> element set to the PIN client ID of PMAE-C,;

ii) shall include a <accepted-registration-info> element set to alist of accepted registration information.
Each entry of the list contains the identity of the PIN peer, assigned PIN client ID, and may contain
indication of being a PMAE-C, indication of being a PGAE-C, or both; and

iii) shall include a <rgjected-registration-info> element set to alist of failed registration information, if any.
Each entry of thelist contains an identity of a PIN peer and an appropriate cause for indirect PIN
registration to PAE-Sfailure; and
b) send the HTTP 200 (OK) response towards the PMAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;
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1 Operation not alowed,;
Authorization failure;
Maximum number of PINE is reached;

Maximum number of service is reached; and
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Permanently denied.

5.34 Direct PIN deregistration to PAE-S

5.34.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to deregister to the PAE-S directly, the requesting entity shall generate an HTTP
POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting
entity:

a) shall set the Request-URI to the URI of PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request>
element in the <pinapp-info> root element and within the <pine-deregistration-request> element:

1) shall include a<ue-id> element set to the identity of the requesting entity (i.e. GPSI or identity token);

2) shall include a <security-credential s> element set to the security credential s resulting from a successful
authorization for a PIN service;

3) may include a<mac-address> element set to the MAC address of the requesting entity;
4) may include a <vendor-name> element set to the vendor’ s name of the requesting entity;
5) may include a <device-description> element set to the description of the requesting entity; and

6) may include a <ip-address> element set to the | P address of the requesting entity if available in the requesting
entity.

The reguesting entity shall send the generated HTTP POST request towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message, the requesting entity shall consider the direct PIN
registration to PAE-S is complete.

5.3.4.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the
<pinapp-info> root element,

the PAE-S shall check whether the PMAE-C is authorized to deregistration from the PIN.

If the deregistration request is authorized, the PAE-S shall:
a) consider the requesting entity identified by the <ue-id> element is not registered as a PIN peer;
b) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and

c) sendthe HTTP 204 (No content) response towards the requesting entity.
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If the deregistration request is not authorized, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-reject>
element in the <pinapp-info> root element and within the <pine-deregistration-reject> element:

i) shall include a <cause> element set to an appropriate cause for deregistration failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.

5.35 Indirect PIN deregistration to PAE-S

5.35.1 Requesting entity procedure
The requesting entity can be PEAE-C or PGAE-C.

When the requesting entity needs to deregister to the PAE-S via PMAE-C or PGAE-C, the requesting entity shall
generate an HT TP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST
request, the requesting entity:

a) shall set the Regquest-URI to the URI of receiving entity;
b) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request>
element in the <pinapp-info> root element and within the <pine-deregistration-request> element:

1) shal include a<ue-id> element set to the identity of the requesting entity (i.e. GPSI or identity token);

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for aPIN service;

3) may include a<mac-address> element set to the MAC address of the requesting entity;
4) may include a <vendor-name> element set to the vendor’ s name of the requesting entity;
5) may include a <device-description> element set to the description of the requesting entity; and

6) may include a <ip-address> element set to the | P address of the requesting entity if available in the requesting
entity.

The reguesting entity shall send the generated HTTP POST request towards the receiving entity according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the
<pinapp-info> root element,

the requesting entity shall consider the direct PIN registration to PAE-S is complete.
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5.3.5.2 Receiving entity procedure
The receiving entity can be PMAE-C or PGAE-C.
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the
<pinapp-info> root element,

the receiving entity shall forward the received HTTP POST request message to PAE-S with changing the Request-URI
to the URI of PAE-S.

Upon reception of an HTTP 200 (OK) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the
<pinapp-info> root element; or

the receiving entity shall forward the received HTTP 200 (OK) response message to the requesting entity.

5.3.5.3 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the
<pinapp-info> root element,

the PAE-S shall:
a) consider the requesting entity identified by the <ue-id> element is not registered as a PIN peer;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept>
element in the <pinapp-info> root element; and

¢) send the HTTP 200 (OK) response towards the receiving entity.

5.3.6 PIN registration update to PAE-S

5.3.6.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to update the registration status to the PAE-S directly or indirectly, the requesting
entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP
POST request, the requesting entity:

a) shall set the Request-URI to the URI of PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-request>
element in the <pinapp-info> root element and within the <pine-update-registration-request> element:

1) shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI or identity token);
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2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for aPIN service;
3) shall include a <port-number> element set to the port number of the requesting entity;
4) may include a <mac-address> element set to the MAC address of the requesting entity;
5) may include a <vendor-name> element set to the vendor’ s name of the requesting entity;
6) may include a <device-description> element set to the description of the requesting entity; and

7) may include a <ip-address> element set to the I P address of the requesting entity if available in the requesting
entity;

8) may include a <pine-capabilities> element set to capabilities information that whether the requesting entity is
capable to act asaPMAE-C, a PGAE-C, or both;

9) may include a <maximum-number-of-pines> element set to the maximum number of the PEAE-C that can be
managed by the requesting entity simultaneously if the <pine-capabilities> element is included; and

10) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.

The requesting entity shall send the generated HTTP POST request towards the PAE-S according to
IETF RFC 9110 [4].

NOTE: TheHTTP POST request message can be routed to PAE-S with the assistance of the PGAE-C.

Upon reception of an HTTP 204 (No content) response message, the requesting entity shall consider the direct PIN
registration update to PAE-Sis complete.

Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the direct PIN registration update to PAE-Sis rejected by the PAE-S.

5.3.6.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-request> element in the
<pinapp-info> root element,

the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to update the
registration status.

If the requesting entity identified by the <ue-id> element is authorized to update the registration status, PAE-S shall:
a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b) send the HTTP 204 (No content) response towards the requesting entity.
If the requesting entity identified by the <ue-id> element is not authorized to update the registration status, PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-reject>
element in the <pinapp-info> root element and within the <pine-update-registration-reject> element:
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i) shal include a<cause> element set to an appropriate cause for direct PIN registration update to PAE-S
failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed;
3 Authorization failure; and

7 Permanently denied.

5.4 PIN Management

541 General

The following procedures are defined for PIN Management:
a) PIN creation procedure as specified in clause 5.4.2;
b) PIN deletion procedure as specified in clause 5.4.3;
¢) PIN discovery procedure as specified in clause 5.4.4;
d) PIN modification procedure as specified in clause 5.4.5;
€) PIN status subscription procedure as specified in clause 5.4.6;
f) PINE management procedure as specified in clause 5.4.7;
g) PIN profile recovery procedure as specified in clause 5.4.8;
h) Credential provision procedure as specified in clause 5.4.9;
i) PIN heartbeat procedure as specified in clause 5.4.10;
j) PIN services management procedure as specified in clause 5.4.11;
k) PIN activation management procedure as specified in clause 5.4.12; and
[) PIN connectivity subscription.
The PIN creation procedure, the PIN deletion procedure, the PIN modification procedure, and the PIN activation
management procedure can only be performed by the primary PMAE-C.

5.4.2 PIN creation procedure

5421 PMAE-C procedure

When the PMAE-C needs to create a PIN, then the PMAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-request> element in the
<pinapp-info> root element and within the <pin-creation-request> element:

1) shal include a <ue-id> element set to the UE identity of the PMAE-C (i.e. GPSI or identity token) or the PIN
client ID of PMAE-C;
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2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;
3) shal include a <pin-profile> element set to the PIN profile of the PIN;
4) may include a <pin-client-profile> element set to the PIN client profile(s) available in the PMAE-C;
5) may include a <ue-location> element set to the location of the PMAE-C;

6) may include a<pine-list> element set to the identifier(s) of the PEAE-C(s) intending to be added into the
PIN, which have already communicated with PEMC via 3GPP access or non-3GPP access. In case of no
PEAE-C isavailable to the PMAE-C, the <pine-list> element includes the identifier of PMAE-C itself;

7) may include a <additional-pemc> element set to the identifier(s) of PMAE-C(s) that are allowed to manage
the PIN, if any; and

8) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.

The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-accept> element in the <pinapp-
info> root element,

the PMAE-C:
a) shall consider the PIN creation procedure is accepted by the PAE-S;

b) shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4] towards the
PGAE-C and send the generated HTTP POST request towards the PGAE-C according to IETF RFC 9110 [4] if:

1) the <access-control-info> element is received from the PAE-S; or
2) the access control info is decided by PMAE-C and available in the PMAE-C.
NOTE 1: PMAE-C isallowed to notify the PGAE-C due to other UE implementation conditions.

Inthe HTTP POST request, the PMAE-C:

1) shall set the Request-URI to the URI corresponding to the PGAE-C,;

2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-
reguest> element in the <pinapp-info> root element and within the <pin-creation-notification-request>
element:
i) shal include a<pin-id> element set to the assigned PIN ID of the newly created PIN;
ii) shal include a <heartbeat-timer> element set to the heartbeat timer received from PAE-S;

iii) shall include a <pin-member-indication> element set to indicate that the PIN element is made the member
of the newly created PIN identified by the PIN ID;

iv) may include a <pegc-address> element set to the assigned | P address or port number of the PGAE-C;

v) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S
to act as the PGAE-C(s) for the PIN; and

vi) may include a <access-control-info> element set to the access control information for the PGAE-C; and

NOTE 2: In case of PMAE-C acts as the PGAE-C of the PIN, step b) is not needed.
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c) may generate aseries of HTTP POST request messages according to procedures as specified in
IETF RFC 9110 [4] towards the PEAE-C(s) in the <pine-list> element accordingly and send the generated HTTP
POST request towards the PEAE-C(s) accordingly as specified in IETF RFC 9110 [4]. Ineach HTTP POST
request, the PMAE-C:

1) shall set the Request-URI to the URI corresponding to the specific PEAE-C;
2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-
request> element in the <pinapp-info> root element and within the <pin-creation-notification-request>
element:

i) shall include a<pin-id> element set to the assigned PIN ID of the newly created PIN;
ii) shal include a <heartbeat-timer> element set to the heartbeat timer from PAE-S;

iii) shall include a <pin-member-indication> element set to indicate that the PIN element is made the member
of the newly created PIN identified by the PIN ID;

iv) may include a <pegc-address> element set to the assigned | P address or port number of the PGAE-C;

v) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S
to act as the PGAE-C(s) for the PIN;

vi) may include a <access-control-info> element set to the access control information for the specific PEAE-
C; and

vii)may include a <pin-profile> element set to the PIN profile of the PIN if the target PIN peer is PGAE-C.

Upon reception of an HTTP 204 (No content) response message, the PMAE-C shall consider the PIN peer(s) that send
the message are accepted to be added into the PIN.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the
<pinapp-info> root element,

the PMAE-C shall consider the PIN peer(s) that send the message are not accepted to be added into the PIN.
The PIN isthen created by the PMAE-C within the accepted PIN peer(s).
Upon reception of an HT TP 403 (Forbidden) response message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-reject> element in the <pinapp-
info> root element,

the PMAE-C shall consider the PIN creation procedure is rejected by the PAE-S.

5.4.2.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-request> element in the <pinapp-
info> root element,

the PAE-S shall check whether the PMAE-C is authorized to create a PIN and whether there is any PGAE-C available.

If the PMAE-C is authorized to be aPMAE-C of aPIN and at least one PGAE-C is available based on the <pine-
capabilities> element provided by PEAE-Csin the PAE-S (i.e. only the PEAE-C that has the capability of gateway can
be selected as the PGAE-C), PAE-S shall:
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a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response

message, the PAE-S:
1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-accept> element in
the <pinapp-info> root element and within the <pin-creation-accept> element:

i) shall include a<pin-id> element set to the assigned PIN ID of the newly created PIN;
ii) shall include a<valid-timer> element set to the valid expiration time of the newly created PIN;

iii) shall include a <heartbeat-timer> element set to alist of heartbeat timersfor PMAE-C, PGAE-C, and
PEAE-C;

iv) shall include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S
to act as the PGAE-C(s) for the PIN. In case of no appropriate PEAE-C to act as a PGAE-C, the <pegc-
id> element set to identifier of the PMAE-C (i.e. the PAE-S indicates PMAE-C to be the PGAE-C);

v) may include a <pegc-address> element set to the assigned I P address or port number of the PGAE-C that
is selected by the PAE-Sto act as the PGAE-C for the PIN;

vi) may include a <access-control-info> element set to the access control information for the PGAE-C that is
selected by the PAE-S to act asthe PGAE-C for the PIN; and

vii)may include a <pine-list> element set to the identifier(s) of the PEAE-C(s) that are added into the PIN.
Thelist contains the identifier of PEMC and optionally the list of PIN elements which are authorized to
be added into the PIN based on the <pine-list> received from PMAE-C; and

viii)  may include a <pin-profile> element set to the PIN profile of the PIN; and

b) sendthe HTTP 200 (OK) response towards the PEAE-C.

If the PMAE-C is not authorized to be aPMAE-C of aPIN or there is no PGAE-C available based on the <pine-
capabilities> element provided by PEAE-Csin the PAE-S (i.e. only the PEAE-C that has the capability of gateway can
be selected as the PGAE-C), PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)

response message, the PAE-S:
1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-reject> element in
the <pinapp-info> root element and within the <pin-creation-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN creation failure; and

b) send the HTTP 403 (Forbidden) response towards the PMAE-C.

The <cause> element shall set to one of the following:

~N~ o0 W~ O

Protocol error, unspecified;
Operation not allowed;
Authorization failure;
Resource not sufficient; and

Permanently denied.

5.4.2.3 PGAE-C procedure

Upon reception of an HTTP POST request message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 31 ETSI TS 124 583 V18.1.0 (2024-08)
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the
<pinapp-info> root element,
the PGAE-C:

a) shall consider the PGAE-C has been successfully added into the PIN and acts as the PGAE-C of the PIN
identified by the <pin-id> element; and

b) shall perform either of the following to response to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PGAE-C:

i) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-
reject> element in the <pinapp-info> root element and within the <pin-creation-notification-rej ect>
element:
A) shall include a <cause> element set to an appropriate cause for PIN creation notification failure; and
¢) shall send the generated HTTP 204 (No content) response or HT TP 403 (Forbidden) response towards PMAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not allowed;
3 Authorization failure; and
7

Permanently denied.

5424 PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the
<pinapp-info> root element,

the PEAE-C:
a) shall consider the PEAE-CPEAE-C has been successfully added to the PIN;
b) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PEAE-C:

i) shal include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-natification-
reject> element in the <pinapp-info> root element and within the <pin-creation-notification-reject>
element:
A) shall include a <cause> element set to an appropriate cause for PIN creation natification failure; and

¢) shall send the generated HTTP 204 (No content) response or HT TP 403 (Forbidden) response towards PMAE-C.

The <cause> element shall set to one of the following:
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Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.
5.4.3 PIN deletion procedure

5431 General

The purpose of PIN deletion procedure isto delete a specific PIN. Both the PAE-S and the PMAE-C are supported to
initiate the PIN deletion procedure, and the decision PIN deletion can be made by both the PAE-S and the PMAE-C (i.e.
explicit PIN deletion procedure and local PIN deletion procedure). Once the PIN is successfully deleted, the PEAE-Cin
the PIN shall not be able to utilize the services provided by the PIN anymore and cannot access the PAE-S. The
network resources allocated for this PIN shall be released.

The following procedures are defined for PIN deletion procedure:
a) Explicit PIN deletion procedure as specified in clause 5.4.3.2; and
b) Loca PIN deletion procedure as specified in clause 5.4.3.3.

5.4.3.2 Explicit PIN deletion procedure
543.2.1 PAE-S requested PIN deletion procedure
543211 PAE-S procedure

The PAE-S may initiate a PAE-S requested PIN deletion procedure when:
a) thePIN continuesto exist after its valid duration timer associated with the PIN; or
b) the PAE-S decidesto not provide any PIN service for this PIN.

When the PAE-S needs to delete a PIN, then the PAE-S shall generate an HTTP POST request according to procedures
as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PAE-S:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request>
element in the <pinapp-info> root element and within the <pin-del etion-notification-request> element:

1) shall include a <pin-id> element set to the identifier of the PIN to be deleted.
The PAE-S shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message from the PMAE-C, the PAE-S shall consider the PIN
has been considered as deleted in the PMAE-C. The PAE-S shall stop all the procedures related to the PIN and release
all the network resources allocated for this PIN.

5.4.3.2.1.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the
<pinapp-info> root element,

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 33 ETSI TS 124 583 V18.1.0 (2024-08)

the PMAE-C shall:
a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]9110; and

b) shall generate aseries of HTTP POST request messages according to procedures as specified in
IETF RFC 9110 [4] towards the PIN peer(s) in the PIN and send the generated HTTP POST request towards the
PIN peer(s) accordingly as specified in IETF RFC 9110 [4]. In each HTTP POST request, the PMAE-C:

1) shall set the Request-URI to the URI corresponding to the specific PIN peer.
2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and
3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-
request> element in the <pinapp-info> root element and within the <pin-deletion-notification-request>
element:
i) shall include a <pin-id> element set to the identifier of the PIN to be deleted.
Upon reception of either of the following:
a) an HTTP 204 (No content) response message; or
b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in
the <pinapp-info> root element;

the PMAE-C shall consider that the PIN has been treated as deleted in the corresponding PIN peer(s).

NOTE: Whether PMAE-C needs to take other actions for PIN peer(s) that send <pin-del etion-notification-reject>
element isleft to UE implementation.

When receiving al the response(s) from the PIN peer(s), the PIN is considered as deleted in the PMAE-C from thistime
onward. The PMAE-C shall delete all the information related to this PIN.

5.4.3.2.1.3 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-request> element in the
<pinapp-info> root element,

the PGAE-C:
a) shall consider the PIN has been deleted;
b) shall invalidate the access control information of the PIN in the PGAE-C;
c) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PGAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-
reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-rej ect>
element:

A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
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d) shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the
PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.

543214 PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-request> element in the
<pinapp-info> root element,

the PEAE-C:
a) shall consider the PIN has been deleted; and
b) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PEAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-
reject> element in the <pinapp-info> root element and within the <pin-del etion-notification-reject>
element:

A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

¢) shall send the generated HTTP 204 (No content) response or HT TP 403 (Forbidden) response towards the
PMAE-C.

The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.
5.4.3.2.2 PMAE-C requested PIN deletion procedure

543221 PMAE-C procedure

When the PMAE-C needsto delete a PIN, then the PMAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PAE-S;

b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-request> element in the
<pinapp-info> root element and within the <pin-del etion-request> element:
1) shall include a<pin-id> element set to the PIN 1D of the PIN to be deleted; and
2) shall include a <security-credentials> element set to the security credentials of the PIN to be deleted.
The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 204 (No content) response message, the PMAE-C:
a) shall consider the PIN deletion procedure is accepted by the PAE-S;

b) shall generate aseries of HTTP POST request messages according to procedures as specified in
IETF RFC 9110 [4] towards the PIN peer(s) in the PIN accordingly and send the generated HTTP POST request
towards the PIN peer(s) accordingly as specified in IETF RFC 9110 [4]. In each HTTP POST request, the
PMAE-C:

1) shall set the Request-URI to the URI corresponding to the specific PIN peer.
2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-
request> element in the <pinapp-info> root element and within the <pin-del etion-notification-request>
element:
i) shal include a<pin-id> element set to the identifier of the PIN to be deleted.
Upon reception of either of the following from PIN peer(s):
a) an HTTP 204 (No content) response message; or
b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in
the <pinapp-info> root element;

the PMAE-C shall consider that the PIN has been treated as deleted in the corresponding PIN peer.

NOTE: Whether PMAE-C needs to take other actions for PIN peer(s) that send <pin-del etion-notification-reject>
element is left to UE implementation.

When receiving al the response(s) from PIN peer(s), the PIN is considered as deleted in the PMAE-C from thistime
onward. The PMAE-C shall delete all the information related to this PIN.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-reject> element in the <pinapp-
info> root element,

the PMAE-C shall consider that the PMAE-C requested PIN deletion procedure is rejected by the PAE-S. The PMAE-C
may initiate alocal PIN deletion procedure as specified in clause 5.4.3.3 if still needed.

5.4.3.2.2.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-request> element in the <pinapp-
info> root element,

the PAE-S shall verify whether the PMAE-C is authorized to delete a PIN.
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If the PMAE-C is authorized to delete the PIN, the PAE-S shall generate an HTTP 204 (No content) response according
to IETF RFC 9110 [4] and send the generated HT TP 204 (No content) response to the PMAE-C.9110

From thistime onward, the PIN is considered as deleted in the PAE-S. The PAE-S shall stop all the procedures related
to the PIN and release al the network resources allocated for this PIN.

If the PMAE-C is not authorized to delete a PIN, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-reject> element in
the <pinapp-info> root element and within the <pin-del etion-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN deletion failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
3 Authorization failure; and

7 Permanently denied.

5.4.3.2.2.3 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-request> element in the
<pinapp-info> root element,

the PGAE-C:
a) shall consider the PIN has been deleted;
b) shall invalidate the access control information in the PGAE-C; and
c) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PGAE-C:

i) shal include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and
ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-
reject> element in the <pinapp-info> root element and within the <pin-del etion-notification-reject>
element:
A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and
d) shall send the generated HTTP 204 (No content) response or HT TP 403 (Forbidden) towards the PMAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not allowed;
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3 Authorization failure; and

7 Permanently denied.

543224 PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the
<pinapp-info> root element,

the PEAE-C:
a) shall consider the PIN has been deleted;
b) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PEAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-
reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-rej ect>
element:
A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

c) shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) towards the PMAE-C.
5.4.3.3 Local PIN deletion procedure

5.4.3.3.1 PMAE-C procedure

The PMAE-C may initiate alocal PIN deletion procedure initiation procedure when:
a) PMAE-C receivesthe request from the user or for any other reason which are implementation specific; or
b) the duration associated with the PIN expires.

When the PMAE-C needsto locally delete aPIN, the PMAE-C:

a) shall generate aseries of HTTP POST request messages according to procedures as specified in
IETF RFC 9110 [4] towards the PAE-S and the PIN peer(s) in the PIN accordingly. In each HTTP POST
request, the PMAE-C:

1) shall set the Request-URI to the URI corresponding to the PAE-S or the specific PIN peer.

2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-
request> element in the <pinapp-info> root element and within the <pin-deletion-notification-request>
element:

i) shal include a <pin-id> element set to the identifier of the PIN to be deleted; and

b) shall send the generated HTTP POST request towards the PAE-S and the PIN peer(s) accordingly as specified in
IETF RFC 9110 [4].

Upon reception of either of the following:

a) an HTTP 204 (No content) response message; or
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b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-reject> element in
the <pinapp-info> root element;

the PMAE-C shall consider that the PIN has been treated as deleted in the PAE-S or the corresponding PIN peer(s).

NOTE: Whether PMAE-C needs to take other actionsfor PIN peer(s) that send <pin-del etion-notification-reject>
element is left to UE implementation.

When receiving al the response(s) from the PAE-S and the PIN peer(s), the PIN is considered as deleted in the PMAE-
C from this time onward. The PMAE-C shall delete all the information related to this PIN.

5.4.3.3.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-request> element in the
<pinapp-info> root element,

the PGAE-C:
a) shall consider the PIN has been deleted;
b) shall invalidate the access control information of the PIN in the PGAE-C;
c) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PGAE-C:

i) shal include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-
reject> element in the <pinapp-info> root element and within the <pin-del etion-notification-reject>
element:

A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

d) shall send the generated HTTP 204 (No content) response or HTTP 403 (Forbidden) response towards the
PMAE-C.

The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.

5.4.3.3.3 PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-request> element in the
<pinapp-info> root element,
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the PEAE-C:
a) shall consider the PIN has been deleted; and
b) shall perform either of the following to respond to PMAE-C:
1) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PEAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-natification-
reject> element in the <pinapp-info> root element and within the <pin-del etion-notification-reject>
element:
A) shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

¢) shall send the generated HTTP 204 (No content) response or HT TP 403 (Forbidden) response towards the
PMAE-C.

The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not allowed;
3 Authorization failure; and
7

Permanently denied.

54334 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-del etion-notification-request> element in the
<pinapp-info> root element,

the PAE-S:
a) shall consider the PIN has been deleted in the PMAE-C;
b) shall stop all the procedures related to the PIN and release all the network resources allocated for this PIN;
c) shall generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and

d) shall send the generated HTTP 204 (No content) response towards the PMAE-C.
544 PIN discovery procedure

5441 General
This clause describes the procedures for PIN discovery procedure.

The purpose of PIN discovery procedureis to discover a specific PIN for a PEAE-C. The PEAE-C can discover and
decide whether to joinin a PIN. The PEAE-C can discover the PIN by:

a) if the PINE have an application layer connection with the PEMC of aPIN (e.g. viaWiFi, Bluetooth, etc.), the
PIN elements can receive the necessary information of a PIN from the application layer connection; or

b) if the PEGC can be set as open access (e.g. with no user name or password), the PIN element can communicate
with PAE-S to receive the necessary information of aPIN from PAE-S viathe PGAE-C.
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The following procedures are defined for PIN discovery procedure:
a) PIN discovery with assistance of PMAE-C as specified in clause 5.4.4.2; and

b) PIN discovery with assistance of PAE-S via PGAE-C as specified in clause 5.4.4.3.
54.4.2 PIN discovery with assistance of PMAE-C

54421 PEAE-C procedure

When the PEAE-C needs to discover a PIN, the PEAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in
the <pinapp-info> root element and within the <pin-discovery-request> element:

1) shal include a<ue-id> element set to the identity of the PEAE-C (i.e. GPSI or identity token);

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

3) may include a <ue-location> element set to the location of the PEAE-C; and

4) may include a <filter-info> element set to the filter information (e.g. the interesting area, the interesting type
of PIN, etc).

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-
info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PMAE-C is accepted by the PMAE-C and
decides whether to join the PIN according to the <pin-discovery-accept> element.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-
info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PMAE-C isrejected by the PMAE-C.

5.4.4.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-
info> root element,

the PMAE-C shall check whether the PEAE-C is allowed to discover the PIN that the PMAE-C manages.
If the PEAE-C is allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:
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1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element
in the <pinapp-info> root element and within the <pin-discovery-accept> element:

i) shal include a <pin-info> element set to the information of each PIN and within the <pin-info> element:
A) shall include a<pin-id> element set to the PIN 1D of the PIN;

B) may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name,
location, the type of PIN, etc.);

C) may include a <pin-service-list> element set to the list of servicesthat the PIN can provide (e.g. PIN
service provider identifier, PIN service type, PIN service feature, etc.); and

D) may include a <pemc-info> element set to the identifier and 1P address of PMAE-C; and
b) send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is not allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in
the <pinapp-info> root element and within the <pin-discovery-reject> element:

i) shal include a <cause> element set to an appropriate cause for PIN discovery failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Requested information not available;

Authorization failure; and

N~ w N O O

Permanently denied.
5.4.4.3 PIN discovery with assistance of PAE-S via PGAE-C

5.4.43.1 PEAE-C procedure

When the PEAE-C needs to discover a PIN, the PEAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in
the <pinapp-info> root element and within the <pin-discovery-request> element:

1) shall include a <ue-id> element set to the identity of the PEAE-C (i.e. GPSI or identity token);

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

3) may include a<filter-info> element set to the filter information (e.g. the interesting area, the interesting type
of PIN, etc); and
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4) may include a <ue-location> element set to the location of the PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
NOTE: TheHTTP POST request message is routed to PAE-S with the assistance of the PGAE-C.
Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-
info> root €lement,

the PEAE-C shall consider the PIN discovery procedure with assistance of PAE-S via PGAE-C is accepted by the PAE-
S and decides whether to join the PIN according to the <pin-discovery-accept> element.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-
info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PAE-S via PGAE-C isrejected by the PAE-
S.

5.4.4.3.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-
info> root element,

the PAE-S shall check whether the PEAE-C is allowed to discover the PIN that the PEAE-C isinterested in.
If the PEAE-C is allowed to discover the PIN that the PEAE-C isinterested in, PAE-S shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element
in the <pinapp-info> root element and within the <pin-discovery-accept> element:

i) shall include a <pin-info> element set to the information of each PIN and within the <pin-info> element:

A) shall include a <pin-id> element set to the PIN 1D(s) of the PIN(s), including all the candidate PIN(s)
the PEAE-C is allowed to discover based on the <filter-info> element and the corresponding PIN
profile;

B) may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name,
location, the type of PIN, etc.) for each PIN;

C) may include a<pin-service-list> element set to the list of servicesthat the PIN can provide (e.g. PIN
service provider identifier, PIN service type, PIN service feature, etc.) for each PIN; and

D) may include a <pemc-info> element set to the identifier and |P address of PMAE-C for each PIN; and
b) send the HTTP 200 (OK) response towards the PEAE-C.
NOTE: TheHTTP 200 (OK) response message is routed to PEAE-C with the assistance of the PGAE-C.

If the PEAE-C is not allowed to discover the PIN that the PEAE-C isinterested in, PAE-S shall:
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a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:
1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in
the <pinapp-info> root element and within the <pin-discovery-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN discovery failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
NOTE: TheHTTP 403 (Forbidden) response message is routed to PEAE-C with the assistance of the PGAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

0
1
2 Requested information not available;
3 Authorization failure; and

7

Permanently denied.
5.4.5 PIN modification procedure

545.1 General

The following procedures are defined for PIN modification:
a) PMAE-C replacement without PAE-S support as specified in clause 5.4.5.2;
b) PGAE-C replacement without PAE-S support as specified in clause 5.4.5.3;
c) PMAE-C replacement with PAE-S support as specified in clause 5.4.5.4; and

d) PGAE-C replacement with PAE-S support as specified in clause 5.4.5.5.
5.45.2 PMAE-C replacement without PAE-S support

54521 General

In this clause, the PMAE-C that initiates the PMAE-C replacement without PAE-S support procedure is called the
"initiating PMAE-C", and the requested PMAE-C is called the "target PMAE-C". The "current PMAE-C" indicates the
current PMAE-C if the PMAE-C replacement with PAE-S support procedure isinitiated by PAE-S.

5.45.2.2 Initiating PMAE-C procedure

When the PMAE-C needs to request the another PMAE-C to takeover the role of primary PEMC in aPIN, theinitiating
PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the
HTTP POST request, the initiating PMAE-C:

a) shall set the Request-URI to the URI of the target PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-request>
element in the <pinapp-info> root element and within the <pin-pemc-takeover-request> element:

1) shall include a<pin-id> element set to the identity of theinvolved PIN;

2) shall include a <current-pemc-id> element set to the identity of the initiating PMAE-C; and
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3) shall include a <new-pemc-id> element set to the identity of the target PMAE-C.

The initiating PMAE-C shall send the generated HTTP POST request towards the target PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-accept> element in the
<pinapp-info> root element,

theinitiating PMAE-C shall:
a) update the PIN dynamic profile information with PEMC role change details;

b) deliver the PIN dynamic profile information to the target PMAE-C by including the event ID set to "PIN profiles
update" as specified in clause 5.4.6.4; and

c) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PIN modification.

From thistime onward, the initiating PMAE-C is no longer considered as the primary PMAE-C of the PIN.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-reject> element in the
<pinapp-info> root element,

theinitiating PMAE-C shall consider the PMAE-C replacement without PAE-S support is rejected by the target PMAE-
C. Theinitiating PMAE-C may select another PMAE-C inthe PIN to initiate a PMAE-C replacement without PAE-S
support as specified in clause 5.4.5.2.

5.45.2.3 Target PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-request> element in the
<pinapp-info> root element,

the target PM AE-C shall determine whether to takeover the role of PMAE-C for the initiating PMAE-C in the indicated
PIN.

If the target PMAE-C determines to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN, the
target PMAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the target PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-accept>
element in the <pinapp-info> root element and within the <pin-pemc-takeover-accept> element:

i) shall include a<pin-id> element set to the PIN 1D of the PIN; and
b) sendthe HTTP 200 (OK) response towards the initiating PMAE-C.

If the target PMAE-C determines not to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN,
the target-PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the target PMAE-C:
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1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-reject>
element in the <pinapp-info> root element and within the <pin-pemc-takeover-reject> element:

i) shal include a<pin-id> element set to the identifier of the PIN; and

ii) shall include a <cause> element set to an appropriate cause for PMAE-C replacement without PAE-S
support failure; and

b) send the HTTP 403 (Forbidden) response towards the target PMAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;

3 Authorization failure; and

7 Permanently denied.
5.45.3 PGAE-C replacement without PAE-S support

5.45.3.1 PMAE-C procedure

When the PMAE-C needs to request the another PGAE-C to takeover the role of current PGAE-C in aPIN (e.g. detect
the unavailable of current PGAE-C), the PMAE-C shall generate an HTTP POST request according to procedures as
specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the target PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-request> element
in the <pinapp-info> root element and within the <pin-pegc-takeover-request> element:

1) shall include a<pin-id> element set to the identity of theinvolved PIN;
2) shall include a <current-pegc-id> element set to the identity of the current PGAE-C; and
3) shall include a <new-pegc-id> element set to the identity of the target PGAE-C.

The PMAE-C shall send the generated HTTP POST request towards the target PGAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-accept> element in the
<pinapp-info> root element,

theinitiating PMAE-C shall:
a) update the PIN dynamic profile information with PEGC role change details;

b) deliver the PIN dynamic profile information to the target PGAE-C by including the event ID set to "PIN profiles
update" as specified in clause 5.4.6.4; and

c) initiate aPIN status notify procedure towards PAE-S and PIN peer(s) (not including the target PGAE-C) in the
PIN as specified in clause 5.4.6.4 to notify the PIN modification.

From thistime onward, the target PGAE-C is considered as the new PGAE-C of the PIN.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-reject> element in the
<pinapp-info> root element,

the initiating PMAE-C shall consider the PGAE-C replacement without PAE-S support is rejected by the target PGAE-
C. Theinitiating PMAE-C may select another PGAE-C in the PIN to initiate a PGAE-C replacement without PAE-S
support as specified in clause 5.4.5.4.

5.45.3.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-request> element in the
<pinapp-info> root element,

the target PGAE-C shall determine whether to takeover the role of PGAE-C for the current PGAE-C in the indicated
PIN.

If the target PGAE-C determines to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the
target PGAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-accept>
element in the <pinapp-info> root element and within the <pin-pegc-takeover-request> element:

i) shall include a<pin-id> element set to the PIN 1D of the PIN; and
b) send the HTTP 200 (OK) response towards the initiating PMAE-C.

If the target PGAE-C determines not to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the
target PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-reject>
element in the <pinapp-info> root element and within the <pin-pegc-takeover-reject> element:

i) shall include a<pin-id> element set to the PIN 1D of the PIN; and

ii) shal include a <cause> element set to an appropriate cause for PGAE-C replacement without PAE-S
support failure; and

b) send the HTTP 403 (Forbidden) response towards the target PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and
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Permanently denied.
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5454 PMAE-C replacement with PAE-S support

545.2.1 General

In this clause, the PMAE-C that initiates the PMAE-C replacement with PAE-S support procedure is called the
"initiating PMAE-C", and the requested PMAE-C is called the "target PMAE-C".

5.4.5.4.2 Initiating PMAE-C procedure

When the PMAE-C needs to request another PMAE-C (i.e. target PMAE-C) to takeover the role of PMAE-CinaPIN
with PAE-S support, the PMAE-C shall generate an HTTP POST request according to procedures as specified in
IETF RFC 9110 [4]. Inthe HTTP POST request, the initiating PMAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element
in the <pinapp-info> root element and within the <pin-configuration-request> element:

1) shall include a<pin-id> element set to the identity of theinvolved PIN;

2) shall include a <requestor-pemc-id> element set to the identity of theinitiating PMAE-C;
3) shall include a <authorization-type> element set to "PMAE-C role change';

4) shal include a <failure-pemc-id> element set to the identity of the failure PMAE-C;

5) may include a <new-pemc-id> element set to the identity of the target PMAE-C; and

6) may include a <additional-pemc-ids> element set to alist of additional PMAE-Csthat are requested to
manage the PIN.

Theinitiating PMAE-C shall send the generated HTTP POST request towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the
<pinapp-info> root element,

theinitiating PMAE-C shall initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peersto notify
the change of PMAE-C with the following consideration:

a) theevent ID shall include "PIN modification”, and:
1) shall include the <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and

2) shall include the <pemc-address> element set to the | P address or port number for each PMAE-C
respectively; and

b) theevent ID shall include "PIN profiles update” if it is for PGAE-C, and:
1) shall include the <pin-profile> element set to the PIN profile of the PIN.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the
<pinapp-info> root element,

the initiating PMAE-C shall consider the PMAE-C replacement with PAE-S support fails due to the reason indicated by
the cause value.
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5.45.4.3 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify> element in the <pinapp-
info> root element,

the PAE-S shall:

a) consider the PMAE-C identified by the <pin-client-identifier> element is not available and determine a new
PMAE-C (i.e. the target PMAE-C) for the PIN;

b) generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP
POST request, the PAE-S:

1) shall set the Request-URI to the URI of the target PMAE-C;
2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request>
element in the <pinapp-info> root element and within the <pin-management-request> element:

i) shal include a <requestor-id> element set to the identifier of the PAE-S;
ii) shal include a <modification-type> element set to "PEMC assignment"; and
iii) shal include a <pin-profile> element set to the PIN profile information of the PIN; and
¢) send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the
<pinapp-info> root element,

the PAE-S shall determine whether the initiating PMAE-C is alowed to modify the PIN and determine whether the
target PMAE-C identified by the <new-pemc-id> element (if provided) is allowed to be a PMAE-C of the PIN.

If:
a) theinitiating PMAE-C is allowed to modify the PIN; and
b) thetarget PMAE-C isincluded and is allowed to be a PMAE-C of the PIN, or

a) theinitiating PMAE-C is allowed to modify the PIN; and
b) thetarget PMAE-C isnot included,

NOTE: Incase of thetarget PMAE-C is not included, PAE-S can select atarget PMAE-C based on
implementation (e.g. based on PIN profile).

the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the
HTTP POST request, the initiating PAE-S

a) shall set the Reguest-URI to the URI of the target PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element
in the <pinapp-info> root element and within the <pin-management-request> element:

1) shall include a <requestor-id> element set to the identifier of the PAE-S;
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2) shall include a <modification-type> element set to "PEMC assignment”; and

3) shall include a <pin-profile> element set to the PIN profile information of the PIN.
The PAE-S shall send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 9110 [4].
If:

a) theinitiating PMAE-C is not allowed to modify the PIN; or

a) theinitiating PMAE-C is allowed to modify the PIN; and
b) thetarget PMAE-Cisincluded and is not alowed to be a PMAE-C of the PIN,
the PAE-S:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject>
element in the <pinapp-info> root element and within the <pin-configuration-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN configuration failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ 0o w o+~ O

Permanently denied.

Upon reception of an HTTP 204 (No content) response message, if the PMAE-C replacement with PAE-S support is
initiated by the initiating PMAE-C, the PAE-S shall:

a) consider the target PMAE-C accepts to be the new PMAE-C of the PIN;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept>
element in the <pinapp-info> root element and within the <pin-configuration-accept> element:

i) shall include a <pin-profile> element set to the updated PIN profile information of the PIN; and
c) sendthe HTTP 200 (OK) response towards the initiating PMAE-C.

Upon reception of an HTTP 204 (No content) response message, if the PMAE-C replacement with PAE-S support is
initiated by the PAE-S, the PAE-S shall:

a) consider the target PMAE-C accepts to be the new PMAE-C of the PIN;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-command>
element in the <pinapp-info> root element and within the <pin-configuration-command> element:
i) shall include a <pin-profile> element set to the updated PIN profile information of the PIN; and
¢) sendthe HTTP 200 (OK) response towards the current PMAE-C.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-
info> root element,

the PAE-S shall:
a) consider the target PMAE-C is not accepted to act asa PMAE-C of the PIN;

b) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject>
element in the <pinapp-info> root element and within the <pin-configuration-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN configuration failure; and
¢) send the HTTP 403 (Forbidden) response towards the initiating PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed,;
Authorization failure;

Resource not sufficient; and

~N~ o0 w o+~ O

Permanently denied.

54544 Target PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the
<pinapp-info> root element,

the target PMAE-C shall determine whether to accept to act asthe PMAE-C inthe PIN.
If the target PMAE-C determine to accept to act asthe PMAE-C in the PIN, the target PMAE-C shall:

a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4] and send the HTTP 204 (No
content) response towards the PAE-S; and

b) initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peers to notify the change of PMAE-C
with the following consideration:

1) theevent ID shall include "PIN modification", and:
i) shal include the <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and

ii) shall include the <pemc-address> element set to the IP address or port number for each PMAE-C
respectively; and
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2) theevent ID shall include "PIN profiles update” if it isfor PGAE-C, and:
i) shall include the <pin-profile> element set to the PIN profile of the PIN.
If the target PMAE-C determine to reject to act asthe PMAE-C in the PIN, the target PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the target PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject>
element in the <pinapp-info> root element and within the <pin-management-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN management failure; and
b) send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed,;
Authorization failure;

Resource not sufficient; and

~N~ o0 w B+~ O

Permanently denied.
5455 PGAE-C replacement with PAE-S support

5.455.1 PMAE-C procedure

When the PMAE-C needs to request another PGAE-C (i.e. target PGAE-C) to takeover the role of PGAE-CinaPIN
with PAE-S support, the PMAE-C shall generate an HTTP POST request according to procedures as specified in
IETF RFC 9110 [4]. In the HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element
in the <pinapp-info> root element and within the <pin-configuration-request> element:

1) shall include a<pin-id> element set to the identity of theinvolved PIN;

2) shall include a <requestor-pemc-id> element set to the identity of the PMAE-C;

3) shall include a <authorization-type> element set to "PGAE-C role change”;

4) shal include a <failure-pegc-id> element set to the identity of the failure PGAE-C; and
5) may include a <new-pegc-id> element set to the identity of the target PGAE-C.

Theinitiating PMAE-C shall send the generated HTTP POST request towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept> element in the
<pinapp-info> root element,

the PMAE-C shall initiate a PIN status notify procedure as specified in clause 5.4.6.4 to PIN peers to notify the change
of PMAE-C with the following consideration:
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a)

b)

the event ID shall include "PIN modification", and:
1) shall include the <pegc-id> element set to the identifier(s) of the PGAE-C(s) in the PIN; and

2) shall include the <pegc-address> element set to the | P address or port number for each PGAE-C respectively;
and

the event ID shall include "PIN profiles update” if it isfor PGAE-C, and:
1) shall include the <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and

2) shall include the <pin-profile> element set to the PIN profile of the PIN.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:

a)

b)

a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject> element in the
<pinapp-info> root element,

the PMAE-C shall consider the PGAE-C replacement with PAE-S support fails due to the reason indicated by the cause

value.

5.45.5.2 PAE-S procedure

Upon reception of an HTTP POST request message containing:

a)

b)

a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-request> element in the
<pinapp-info> root element,

the PAE-S shall determine whether the initiating PMAE-C is alowed to modify the PIN and determine whether the
target PGAE-C identified by the <new-pegc-id> element (if provided) is allowed to be a PGAE-C of the PIN.

If:
a)

b)

a)

b)

theinitiating PMAE-C is allowed to modify the PIN; and

the target PGAE-C isincluded and is allowed to be a PGAE-C of the PIN, or

the initiating PMAE-C is alowed to modify the PIN; and
the target PGAE-C is not included,

NOTE: In case of the target PGAE-C is not included, PAE-S can select atarget PGAE-C based on

implementation (e.g. based on PIN profile).

the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the
HTTP POST request, the initiating PMAE-C:

a)
b)
c)

shall set the Request-URI to the URI of the target PGAE-C;
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element
in the <pinapp-info> root element and within the <pin-management-request> el ement:

1) shal include a <requestor-id> element set to the identifier of the PAE-S;
2) shall include a <modification-type> element set to "PEGC assignment"; and

3) shall include a <dynamic-pin-profile> element set to the dynamic PIN profile information of the PIN.

The PAE-S shall send the generated HTTP POST request towards the target PGAE-C according to IETF RFC 9110 [4].
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a) theinitiating PMAE-C is not allowed to modify the PIN; or

a) theinitiating PMAE-C is alowed to modify the PIN; and
b) thetarget PGAE-Cisincluded and is not alowed to be a PGAE-C of the PIN,
the PAE-S:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject>
element in the <pinapp-info> root element and within the <pin-configuration-reject> element:

i) shal include a <cause> element set to an appropriate cause for PIN configuration failure; and
b) send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ o0 w o~ O

Permanently denied.
Upon reception of an HTTP 204 (No content) response message, the PAE-S shall:
a) consider the target PGAE-C accepts to be the new PGAE-C of the PIN;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-accept>
element in the <pinapp-info> root element and within the <pin-configuration-accept> element:

i) shall include a<pin-profile> element set to the PIN profile of the PIN; and
ii) shall include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and
¢) sendthe HTTP 200 (OK) response towards the PMAE-C.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject> element in the <pinapp-
info> root element,

the PAE-S shall:
a) consider the target PGAE-C is not accepted to act as a PGAE-C of the PIN;

b) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:
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1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-reject>
element in the <pinapp-info> root element and within the <pin-configuration-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN configuration failure; and
¢) send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ o0 w +~» O

Permanently denied.

5.45.5.3 Target PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-request> element in the
<pinapp-info> root element,

the target PGAE-C shall determine whether to accept to act as the PGAE-C in the PIN.

If the target PGAE-C determine to accept to act as the PGAE-C in the PIN, the target PGAE-C shall:
a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b) send the HTTP 204 (No content) response towards the PEAE-C.

If the target PGAE-C determine to reject to act as the PGAE-C in the PIN, the target PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the target PGAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-reject>
element in the <pinapp-info> root element and within the <pin-management-reject> element:

i) shal include a <cause> element set to an appropriate cause for PIN management failure; and

b) send the HTTP 403 (Forbidden) response towards the PAE-S.
5.4.6 PIN status management procedure

546.1 General

The following procedures are defined for PIN status management:
a) PIN status subscribe as specified in clause 5.4.6.2;
b) PIN status update as specified in clause 5.4.6.3;
¢) PIN status notify as specified in clause 5.4.6.4; and

d) PIN status unsubscribe as specified in clause 5.4.6.5.
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5.4.6.2 PIN status subscribe

5.46.2.1 Requesting entity procedure
The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.

To subscribe the PIN status from the PMAE-C, the requesting entity shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request>
element in the <pinapp-info> root element and within the <pin-status-subscribe-request> element:

1) shall include a <ue-id> element set to the identity of the requesting entity;

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shall include a <pin-id> element set to the identity of the PIN to be subscribed;

4) shall include a <subscribed-event> element set to the event ID(s) for which the subscriber is notified. More
than one event 1D can be included;

5) may include a <notification-target-address> element set to the target address (e.g. URL, |P address) where
the notification should be sent to; and

6) may include a <expected-subscription-time> element set to the expected expiration time for the subscription.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the
<pinapp-info> root element,

the requesting entity shall:

a) consider it has successfully subscribed the PIN status event identified by the <accepted-subscription-id>
element; and

b) start a subscription timer if the <authorized-subscription-time> element isincluded. The value of the
subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting
entity shall consider the subscription is valid within the subscription timer.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN status subscribe is rejected by the PMAE-C for all requested event IDs.

5.4.6.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the
<pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to subscribe the requested event 1D(s) or not.
If the requesting entity is authorized to subscribe at least one requested event ID(s), the PMAE-C shall:
a) create and store the subscription for the requesting entity for the PIN;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept>
element in the <pinapp-info> root element and within the <pin-status-subscribe-accept> element:

i) shall include a <accepted-subscription-id> element set to the identity of the authorized subscription by the
PMAE-C. More than one identity can be indicated,;

ii) may include a <authorized-subscription-time> element set to the authorized expiration time for the
subscription; and

iii) may include a <rejected-subscription-id> element set to the identity of the rejected subscription by the
PMAE-C. More than one identity can be indicated;

¢) sendthe HTTP 200 (OK) response towards the requesting entity; and

d) start a subscription timer for the requesting entity if the <authorized-subscription-time> element isincluded. The
value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The
PMAE-C shall treat the requesting entity asimplicitly unsubscribed the PIN status event(s) if the requesting
entity does not update the PIN status subscription within the subscription timer.

If the requesting entity is not authorized to subscribe all the event 1Ds, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject>
element in the <pinapp-info> root element and within the <pin-status-subscribe-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN status subscribe failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

0
1
3
4  Maximum number of PINE is reached;
5 Resource not sufficient; and

7

Permanently denied.
5.4.6.3 PIN status update
5.4.6.3.1 Requesting entity procedure

The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.
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To maintain the subscribed PIN status event(s) from the PEM C within the subscription timer as specified in
clause 5.4.6.2.1, the requesting entity shall generate an HTTP POST request according to procedures as specified in
IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element
in the <pinapp-info> root element and within the <pin-status-update-request> element:

1) shall include a <ue-id> element set to the identity of the requesting entity;

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shall include a <subscribed-event> element set to the event 1 D(s) for which the subscriber is notified. More
than one event ID can be included,;

4) shal include a<pin-id> element set to the identity of the PIN;

5) may include a <notification-target-address> element set to the target address (e.g. URL, | P address) where
the notification should be sent to; and

6) may include a <expected-subscription-time> element set to the expected expiration time for the subscription.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the
<pinapp-info> root element,

the requesting entity shall:
a) consider it has successfully updated the subscription information for all the requested event 1Ds; and

b) start a subscription timer if the <authorized-subscription-time> element isincluded. The value of the
subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting
entity shall consider the subscription is valid within the subscription timer.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-
info> root element,

the requesting entity shall consider the PIN status update is rejected by the PMAE-C and invalidate al the subscription
towards the PMAE-C when the subscription timer expires.

5.4.6.3.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the
<pinapp-info> root element,

the PMAE-C shall check whether the requesting entity is authorized to update the subscription information of the
requested event 1D(s) or not.
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If the requesting entity is authorized to update the subscription information for al the requested event I Ds, the PMAE-C
shall:

a) update the subscription for the requesting entity for the PIN;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept>
element in the <pinapp-info> root element and within the <pin-status-update-accept> element:

i) may include a <authorized-subscription-time> element set to the authorized expiration time for the
subscription;

¢) send the HTTP 200 (OK) response towards the requesting entity; and

d) start asubscription timer for the requesting entity if the <authorized-subscription-time> element isincluded. The
value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The
PMAE-C shall treat the requesting entity asimplicitly unsubscribed the PIN status event(s) if the requesting
entity does not update the PIN status subscription within the subscription timer.

If the requesting entity is not authorized to update the subscription information for at least one requested event ID, the
PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject>
element in the <pinapp-info> root element and within the <pin-status-update-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN status update failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
Authorization failure;

Resource not sufficient; and

N 0o W

Permanently denied.
54.6.4 PIN status notify

54.6.4.1 PMAE-C procedure
The receiving entity can be a PEAE-C, PGAE-C, or PAE-S.

When an event occurs at the PMAE-C that satisfies trigger conditions for notifying a receiving entity (e.g. to provide
updated PIN status when a PINE joins into the PIN). To notify the updated PIN status, the PMAE-C shall generate an
HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the
PMAE-C:

a) shall set the Request-URI to the URI of the receiving entity;

b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-notify> element in the
<pinapp-info> root element and within the <pin-status-notify> element:

1) shall include a <event-id> element set to the event ID needs to be notified. More than one event 1D can be
indicated,;

2) shall include a <pin-id> element set to the identifier of the PIN;
3) if the event ID includes " PINE management":

i) shall include a <pine-management-type> element set to "PINE joinsinto a PIN", "PINE leavesa PIN", or
"PINE isremoved from a PIN" according to the corresponding event;

ii) shal include a<pine-id> element set to the identity of the corresponding PEAE-C. More than one identity
can be included within a same <pine-management-type> element; and

iii) may include a <pin-client-profile> element set to the PIN client profile of the PEAE-C if <pine-
management-type> element is set to "PINE joinsinto a PIN". More than one PIN client profile can be
included;

4) if the event ID includes"PIN modification”:
i) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) inthe PIN;

i) may include a <pegc-address> element set to the IP address or port number for each PGAE-C
respectively if <pegc-id> element isincluded;

iii) may include a <access-control-info> element set to the access control information for each PGAE-C
respectively if <pegc-id> element isincluded;

iv) may include a <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN; and

v) may include a <pemc-address> element set to the | P address or port number for each PMAE-C
respectively if <pemc-id> element isincluded;

5) if the event ID includes"PIN profiles update":

i) may include a <pin-profile> element set to the PIN profile of the PIN; or

i) may include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN; and
6) if the event ID includes"PIN status update”:

i) shall include a <pin-status-type> element set to "PIN activation” or "PIN deactivation”.

The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to
IETF RFC 9110[4].

5.4.6.4.2 Receiving entity procedure
The receiving entity can be a PEAE-C, PGAE-C, or PAE-S.
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-notify> element in the <pinapp-info>
root element,

the receiving entity shall store, update, or remove the corresponding information in the receiving entity according to the
<pin-status-notify> element. Additionally:

a) if thereceiving entity isa PGAE-C, and:

1) the <pin-status-event-type> element includes "PINE management™” and the <pine-management-type> element
isset to "PINE joinsinto a PIN", the PGAE-C shall determine whether to enable the PEAE-C(s) to access the
network (i.e. enable the access control information for the PEAE-C(s)); or
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2) the <pin-status-event-type> element includes "PINE management” and the <pine-management-type> element
isset to "PINE leavesa PIN" or "PINE isremoved from a PIN", the PGAE-C shall disable the access control
information for the PEAE-C(s); and

b) if thereceiving entity isa PEAE-C, and:

1) the <event-id> element includes "PINE management" and the <pine-management-type> element is set to
"PINE isremoved from a PIN", the PGAE-C shall consider it has been removed from the PIN. Whether to
delete all the stored information of this PIN is up to UE implementation.

5.4.6.5 PIN status unsubscribe

5.4.6.5.1 Requesting entity procedure
The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.

To unsubscribe the PIN status from the PMAE-C, the requesting entity shall generate an HTTP POST request according
to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-request>
element in the <pinapp-info> root element and within the <pin-status-unsubscribe-request> el ement:

1) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service; and

2) shall include a <unsubscription-id> element set to the identity of the subscription to be unsubscribed. More
than one identity can be indicated.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message, the requesting entity shall consider it has successfully
unsubscribed the PIN status event identified by the <unsubscription-id> element.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN status unsubscribe is rejected by the PMAE-C.

5.4.6.5.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-request> element in the
<pinapp-info> root element,

the PMAE-C shall check whether the requesting entity is authorized to unsubscribe the subscription information or not.
If the requesting entity is authorized to unsubscribe all the requested subscription information, the PMAE-C shall:

a) update the subscription information for the requesting entity for the PIN;

b) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and

c) sendthe HTTP 204 (No content) response towards the requesting entity.
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If the requesting entity is authorized to unsubscribe at least one requested subscription information, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-reject>
element in the <pinapp-info> root element and within the <pin-status-unsubscribe-reject>:

i) shall include a <cause> element set to an appropriate cause for PIN status unsubscribe failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not allowed;
3 Authorization failure; and
7

Permanently denied.
5.4.7 PINE management procedure

54.7.1 General

The purpose of PINE management procedure is to add or remove a PINE from a PIN for aPMAE-C, or join or leave a
PIN for aPEAE-C.

The following procedures are defined for PIN Registration to PAE-S:
a) PEAE-C regquested joining into a PIN via PMAE-C as specified in clause 5.4.7.2;
b) PEAE-C requested joining into a PIN via PGAE-C as specified in clause 5.4.7.3;
¢) PEAE-C requested leaving a PIN viaPMAE-C as specified in clause 5.4.7 .4,
d) PEAE-C requested leaving a PIN via PGAE-C as specified in clause 5.4.7.5; and
€) PMAE-C requested removing a PEAE-C from aPIN as specified in clause 5.4.7.6.

5.4.7.2 PEAE-C requested joining into a PIN via PMAE-C

54.7.2.1 PEAE-C procedure

When the PEAE-C needsto join into a PIN viathe PMAE-C, the PEAE-C shall generate an HTTP POST request
according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PEAE-C:

NOTE: PEAE-C can obtain the IP address of PMAE-C and the PIN profile of the PIN by the implementation-
specific ways.

a) shall set the Request-URI to the URI of PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-j oin-request>
element in the <pinapp-info> root element and within the <pin-management-pine-join-request> element:

1) shal include a<pin-id> element set to the identity of the PIN to be joined into;

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for aPIN service;
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3) shall include a <ue-id> element set to the identity of the PEAE-C;

4) shal include a <target-pemc-id> element set to the identity of the target PMAE-C;

5) may include a <pin-client-profile> element set to the PIN client profile(s) of the PEAE-C;

6) may include a <endpoint-information-content> element set to the endpoint information of PAE-S;
7) may include a <ue-location> element set to the location of the PEAE-C; and

8) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in
the <pinapp-info> root element,

the PEAE-C shall store the information of the PIN and consider the PEAE-C has successfully joined into the PIN.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the PEAE-C requested joining into a PIN is rgjected by the PMAE-C.

5.47.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in
the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not.

If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PEAE-C, the
PMAE-C shall:

a) generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PEAE-C according to
IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept>
element:
i) shal include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C,;
ii) shall include a <valid-timer> element set to the valid expiration time of the PIN;

iii) may include a <pin-client-profile> element set to the PIN client profile information updated by the
PMAE-C;

iv) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;

v) may include a <pegc-address> element set to the assigned I P address or port number of the PGAE-C of
the PIN for each PGAE-C; and
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vi) may include a <access-control-info> element set to the access control information of the PIN for each
PGAE-C; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PEAE-C joining into the PIN.

If the PEAE-C is not authorized to join into the PIN, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject>
element:

i) shal include a<cause> element set to an appropriate cause for PEAE-C requested joining into a PIN
failure; and

b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;

3 Authorization failure;

4  Maximum number of PINE is reached; and

7 Permanently denied.
54.7.3 PEAE-C requested joining into a PIN via PGAE-C
54.7.3.1 PEAE-C procedure

When the PEAE-C needstojoininto aPIN viathe PGAE-C, the PEAE-C shall generate an HTTP POST request
according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-j oin-request>
element in the <pinapp-info> root element and within the <pin-management-pine-join-request> element:

1) shal include a<pin-id> element set to the identity of the PIN to be joined into;

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for aPIN service;

3) shall include a <ue-id> element set to the identity of the PEAE-C;

4) shal include a <target-pemc-id> element set to the identity of the target PMAE-C;

5) may include a <pin-client-profile> element set to the PIN client profile(s) of the PEAE-C;

6) may include a <endpoint-information-content> element set to the endpoint information of PAE-S;
7) may include a <ue-location> element set to the location of the PEAE-C; and

8) may include a <pin-service-info> element set to the PIN service information that the requesting entity can
provide.
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The PEAE-C shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in
the <pinapp-info> root element,

the PEAE-C shall store the information of the PIN and consider the PEAE-C has successfully joined into the PIN.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the PEAE-C requested joining into a PIN is rgjected by the PMAE-C.

5.4.7.3.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in
the <pinapp-info> root element,

the PGAE-S shall verify whether the PEAE-C is authorized to join into the PIN or not.
If the PEAE-C is authorized to join into the PIN, the PGAE-C shall perform one of the following in decreasing order:

a) if the PIN direct connection between PMAE-C and PGAE-C is available, the PGAE-C shall forward the received
HTTP POST request message with changing the Request-URI to the URI of the PMAE-C;

b) if:
1) the PIN direct connection between PMAE-C and PGAE-C is not available; and
2) the PIN communication with the PMAE-C is available,

the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the
URI of the PMAE-C; and

c) if:
1) the PIN direct connection between PMAE-C and PGAE-C is not available; and
2) the PIN communication with the PMAE-C is not available,

the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the
URI of the PAE-S.

If the PEAE-C is not authorized to joininto the PIN, the PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject>
element:

i) shal include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN
failure; and
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b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Maximum number of PINE is reached; and

N~ »~A W+, O

Permanently denied.
Upon reception of either of the following:
a) an HTTP 200 (OK) response message containing:
1) aContent-Type header field set to “application/vnd.3gpp.pinapp-info+xml”; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element
in the <pinapp-info> root element, or

b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in
the <pinapp-info> root element,

the PGAE-C shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response
message to the PEAE-C.

5.4.7.3.3 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in
the <pinapp-info> root element,

the PAE-S shall forward the received HTTP POST request message with changing the Request-URI to the URI of the
PMAE-C.

Upon reception of either of the following:
a) an HTTP 200 (OK) response message containing:
1) aContent-Type header field set to “application/vnd.3gpp.pinapp-info+xml”; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element
in the <pinapp-info> root element, or

b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in
the <pinapp-info> root element,

the PAE-S shall forward the received HTTP 200 (OK) response or the received HT TP 403 (Forbidden) response
message to the PGAE-C.

5.47.3.4 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in
the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not. The PMAE-C may receive
multiple HTTP POST reguest messages containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in
the <pinapp-info> root element,

at the same time for the same PEAE-C, the PMAE-C should progress all the HTTP POST reguest messages.

If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PGAE-C, the
PMAE-C shall:

a) generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PGAE-C according to
IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
accept> element in the <pinapp-info> root element and within the <pi n-management-pine-join-accept>
element:
i) shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii) shal include a<vaid-timer> element set to the valid expiration time of the PIN;

iii) may include a <pin-client-profile> element set to the PIN client profile information updated by the
PMAE-C (e.g., default and backup PEGCs assigned to PINE);

iv) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;

V) may include a <pegc-address> element set to the assigned | P address or port number of the PGAE-C(s) of
the PIN; and

vi) may include a <access-control-info> element set to the access control information of the PIN; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PINE joining into the PIN.

NOTE 1: Incase of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C
initiates the PIN status notify procedure only once.

If the PEAE-C is authorized to join into the PIN and the HT TP POST request message is received from PAE-S, the
PMAE-C shall:

a) generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PAE-S according to
IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
accept> element in the <pinapp-info> root element and within the <pi n-management-pine-join-accept>
element:
i) shal include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C,;
ii) shall include a <valid-timer> element set to the valid expiration time of the PIN;

iii) may include a <pin-client-profile> element set to the PIN client profile information updated by the
PMAE-C (e.g., default and backup PEGCs assigned to PINE);

iv) may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;
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V) may include a <pegc-address> element set to the assigned | P address or port number of the PGAE-C(s) of
the PIN; and
vi) may include a <access-control-info> element set to the access control information of the PIN; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PINE joining into the PIN.

NOTE 2: In case of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C
initiates the PIN status notify procedure only once.

If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PGAE-C,
the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject>
element:

i) shal include a<cause> element set to an appropriate cause for PEAE-C requested joining into a PIN
failure; and

b) send the HTTP 403 (Forbidden) response towards the PGAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

=

Operation not allowed;

w

Authorization failure;
Maximum number of PINE is reached; and
7 Permanently denied.

If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PAE-S, the
PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject>
element:

i) shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into aPIN
failure; and

b) send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;

3 Authorization failure;

4  Maximum number of PINE is reached; and
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7 Permanently denied.
5.4.7.4 PEAE-C requested leaving a PIN via PMAE-C

54.7.4.1 PEAE-C procedure

When the PEAE-C needsto leave a PIN viathe PMAE-C, the PEAE-C shall generate an HTTP POST request
according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request>
element:

1) shall include a<pin-id> element set to the identity of the PIN to leave;

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for aPPIN service;

3) shall include a<ue-id> element set to the identity of the PEAE-C; and
4) shall include a <target-pemc-id> element set to the identity of the target PMAE-C.

Upon reception of an HTTP 204 (No content) response message, the PEAE-C shall consider that it has successfully left
the PIN.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in
the <pinapp-info> root element,

the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.

54.7.4.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in
the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not.

If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PEAE-C, the
PMAE-C shall:

a) generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PEAE-
C according to IETF RFC 9110 [4]; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PINE leaving the PIN.

If the PEAE-C is not authorized to leave the PIN, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-rej ect>
element:

i) shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure;
and

b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;

3 Authorization failure; and

7 Permanently denied.
5.4.7.5 PEAE-C requested leaving a PIN via PGAE-C

5.4.75.1 PEAE-C procedure

When the PEAE-C needsto leave a PIN viathe PGAE-C, the PEAE-C shall generate an HTTP POST request according
to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request>
element:

1) shall include a<pin-id> element set to the identity of the PIN to leave;

2) shall include a <security-credential s> element set to the security credential s resulting from a successful
authorization for a PIN service;

3) shall include a<ue-id> element set to the identity of the PEAE-C; and
4) shal include a <target-pemc-id> element set to the identity of the target PMAE-C.

Upon reception of an HTTP 204 (No content) response message, the PEAE-C shall consider that it has successfully left
the PIN.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in
the <pinapp-info> root element,

the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.

5.4.7.5.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in
the <pinapp-info> root element,

the PGAE-S shall verify whether the PEAE-C is authorized to leave the PIN or not.
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If the PEAE-C is authorized to leave into the PIN, the PGAE-C shall perform one of the following in decreasing order:

a)

b)

©)

if the PIN direct connection between PMAE-C and PGAE-C is available, the PGAE-C shall forward the received
HTTP POST request message with changing the Request-URI to the URI of the PMAE-C;

if:
1) the PIN direct connection between PMAE-C and PGAE-C is not available; and
2) the PIN communication with the PMAE-C is available,

the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the
URI of the PMAE-C; and

if:
1) the PIN direct connection between PMAE-C and PGAE-C is not available; and
2) the PIN communication with the PMAE-C is not available,

the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the
URI of the PAE-S.

If the PEAE-C is not authorized to leave the PIN, the PGAE-C shall:

a)

b)

generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-rej ect>
element:

i) shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure;
and

send the HT TP 403 (Forbidden) response towards the PEAE-C.

Upon reception of either of the following:

a)

b)

an HTTP 204 (No content) response message; or
an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element
in the <pinapp-info> root element,

the PGAE-C shall forward the received HTTP 204 (No content) response or the received HTTP 403 (Forbidden)
response message to the PEAE-C.

The <cause> element shall set to one of the following:

0

1
3
7

Protocol error, unspecified;
Operation not allowed;
Authorization failure; and

Permanently denied.

5.4.75.3 PAE-S procedure

Upon reception of an HTTP POST request message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in
the <pinapp-info> root element,

the PAE-S shall forward the received HTTP POST request message towards the PMAE-C with changing the Request-
URI to the URI of the PMAE-C.

Upon reception of either of the following:
a) an HTTP 204 (No content) response message; or
b) an HTTP 403 (Forbidden) response message containing:
1) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element
in the <pinapp-info> root element,

the PAE-S shall forward the received HTTP 204 (No content) response or the received HT TP 403 (Forbidden) response
message to the PGAE-C.

54.75.4 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in
the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not.

If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the
PMAE-C shall:

a) generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PGAE-
C according to IETF RFC 9110 [4]; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PINE leaving the PIN.

If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the
PMAE-C shal:

a) generate an HTTP 204 (No content) response and send the HTTP 204 (No content) response towards the PAE-S
according to IETF RFC 9110 [4]; and

b) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PINE leaving the PIN.

If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the
PMAE-C shal:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-rej ect>
element:

i) shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure;
and

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 72 ETSI TS 124 583 V18.1.0 (2024-08)

b) send the HTTP 403 (Forbidden) response towards the PGAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not allowed;

3 Authorization failure; and

7 Permanently denied.

If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the
PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-
reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject>
element:

i) shal include a<cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure;
and

b) send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
Operation not allowed;

1
3 Authorization failure; and
7

Permanently denied.
5.4.7.6 PMAE-C requested removing a PEAE-C from a PIN
5.4.7.6.1 PMAE-C procedure

When the PMAE-C needs to remove one or more PEAE-C, the PMAE-C shall:

a) initiate a PIN status notify procedure towards the PEAE-C(s) to be removed as specified in clause 5.4.6.4 with
the following considerations:

1) theevent ID shall include "PINE management” and:
i) the <pine-management-type> element set to "PINE is removed from a PIN"; and
ii) the <pine-id> element set to the identity(ies) of the removed PEAE-C(s); and

b) initiate a PIN status notify procedure towards al PIN peers and the PAE-Sin the PIN as specified in
clause 5.4.6.4 with the following considerations:

1) theevent ID shall include "PINE management” and:
i) the <pine-management-type> element set to "PINE is removed from a PIN"; and
ii) the <pine-id> element set to the identity(ies) of the removed PEAE-C(s); and

2) theevent ID shall include "PIN profiles update" and:

i) shal include a <dynamic-pin-profile> element set to the dynamic PIN profile of the PIN.

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 73 ETSI TS 124 583 V18.1.0 (2024-08)

5.4.7.6.2 PEAE-C procedure

The PEAE-C shall act as specified in clause 5.4.6.4.2.

5.4.7.6.3 PIN peer procedure
The PIN peer shall act as specified in clause 5.4.6.4.2.

5.47.6.4 PAE-S procedure
The PIN peer shall act as specified in clause 5.4.6.4.2.

5.4.8 PIN profile recovery procedure

548.1 PMAE-C procedure

When the PMAE-C needsto retrieve a PIN profile of aPIN from PAE-S, the PMAE-C shall generate an HTTP POST
request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI corresponding to the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-request> element
in the <pinapp-info> root element and within the <pin-profile-query-request> element:

1) shal include a <pin-id> element set to the identifier of the PIN that the PMAE-C intendsto retrieve the PIN
profile;

2) shall include a <security-credentials> element set to the security credentials corresponding to the PIN; and
3) shall include a <ue-id> element set to the identity of the PMAE-C.
The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-accept> element in the
<pinapp-info> root element,

the PMAE-C shall store the retrieved PIN profile of the PIN, and consider the PIN profile recovery procedure is
complete.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-reject> element in the <pinapp-
info> root element,

the PMAE-C shall consider the PIN profile recovery isrejected by the PAE-S.

5.4.8.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-request> element in the
<pinapp-info> root element,
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the PAE-S shall determine whether the PMAE-C is one of the managers of the PIN and whether the PMAE-C is
authorized to perform the PIN profile recovery.

If the PMAE-C is authorized to perform the PIN profile recovery, the PAE-S shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-accept>
element in the <pinapp-info> root element and within the <pin-profile-query-accept> element:

i) shal include a <pin-profile> element set to the PIN profile of the PIN identified by the PIN I1D; and
b) send the HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not authorized to perform the PIN profile recovery, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-reject>
element in the <pinapp-info> root element and within the <pin-profile-query-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN profile recovery failure; and
b) send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Requested information not available;

Authorization failure; and

N~ O w N O+, O

Permanently denied.

5.4.9 Credential provision procedure
Authentication in PIN only relies on pre-provisioned information.
NOTE 1. The method of pre-provision is up to implementations.

NOTE 2: Inthisrelease of the specification, no dynamic credential provision procedure is defined.

5.4.10 PIN heartbeat

5.4.101 General

If the heartbeat timer expires at the PMAE-C without receiving a PIN heartbeat message from the PEAE-C or PGAE-C,
the PMAE-C shall determine that the corresponding PEAE-C or PGAE-C is not available.

If the heartbeat timer expires at the PAE-S without receiving a PIN heartbeat message from the PMAE-C, the PAE-S
shall determine that the PMAE-C is not available.

The following procedures are defined for PIN heartbeat:

a) PIN heartbeat for PGAE-C and PEAE-C as specified in clause 5.4.10.2; and
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b) PIN heartbeat for PMAE-C as specified in clause 5.4.10.3.
5.4.10.2 PIN heartbeat for PGAE-C and PEAE-C

5.4.10.2.1 Requesting entity procedure
The reguesting entity can be a PEAE-C or a PGAE-C.

To indicate the availability of the requesting entity within the current heartbeat timer, the requesting entity shall
generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST
request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the
<pinapp-info> root element and within the <pin-heartbeat> element:

1) shall include a <ue-id> element set to the PIN client ID of the requesting entity; and
2) shall include a <pin-id> element set to the identifier of the PIN.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

5.4.10.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root
element,

the PMAE-C shall update the availability of the requesting entity.
5.4.10.3 PIN heartbeat for PMAE-C

5.4.10.3.1 PMAE-C procedure

To indicate the availability of the PMAE-C within the current heartbeat timer, the requesting entity shall generate an
HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the
PMAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the
<pinapp-info> root element and within the <pin-heartbeat> element:

1) shal include a <ue-id> element set to the PIN client ID of the PMAE-C; and
2) shall include a <pin-id> element set to the identifier of the PIN.

The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].

5.4.10.3.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root
element,

the PAE-S shall update the availability of the PMAE-C.
5.4.11 PIN services management

54111 PEAE-C registers new service

541111 PEAE-C procedure

When the PEAE-C needs to register anew servicein aPIN, the PEAE-C shall generate an HTTP POST request
according to procedures as specified in IETF RFC 72S31 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-request>
element in the <pinapp-info> root element and within the <pin-service-registration-request> element:

1) shal include a<pin-id> element set to the identity of the involved PIN;
2) shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and

3) shall include a <list-of-services> element set to the list of information on the service. Each entry of the list
(i.e. for each service) shall include a service identifier and may include a service type, a service description,
and atime duration indicating the availability period of service.

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-accept> element in the
<pinapp-info> root element,

the PEAE-C shall consider the new service(s) has successfully been registered in the PIN.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the new service(s) isreject to be registered in the PIN.

5.4.11.1.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-request> element in the
<pinapp-info> root element,

the PMAE-C shall determine whether the PEAE-C is allowed to register new service(s) or not and whether the new
service(s) are allowed to be offered by the PIN or not.

If the PEAE-C is alowed to register the new service(s) and all the new services are allowed to be offered by the PIN,
the PMAE-C shall:
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a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:
1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™;

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-accept>
element in the <pinapp-info> root element and within the <pin-service-registration-accept> el ement:

i) shall include a<pin-id> element set to the PIN ID of the PIN; and
ii) shall include a <requesting-pine-id> element set to the identity of the PEAE-C;
b) send the HTTP 200 (OK) response towards the PEAE-C; and

¢) initiate aPIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
update the PIN profile.

If the PEAE-C is not allowed to register the new service(s) or at least one new serviceis not allowed to be offered by
the PIN, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-rej ect>
element in the <pinapp-info> root element and within the <pin-service-registration-reject> element:

i) shal include a<pin-id> element set to the PIN ID of the PIN;
ii) shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii) shal include a <cause> element set to an appropriate cause for PIN service registration failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Maximum number of serviceis reached; and

N~ oo w e

Permanently denied.
5.4.11.2 PEAE-C de-registers existing service

5.4.11.2.1 PEAE-C procedure

When the PEAE-C needs to de-register the existing service(s) in a PIN, the PEAE-C shall generate an HTTP POST
request according to procedures as specified in IETF RFC 72S31 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-request>
element in the <pinapp-info> root element and within the <pin-service-deregistration-request> element:

1) shall include a<pin-id> element set to the identity of the involved PIN;

2) shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
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3) shall include a <list-of-services> element set to the list of information on the service. Each entry of the list
(i.e. for each service) shall include a service identifier and may include a service type and a service
description.

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-accept> element in the
<pinapp-info> root element,

the PEAE-C shall consider the service(s) has successfully been de-registered in the PIN.
Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the service(s) isreject to be deregistered in the PIN.

5.4.11.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-request> element in
the <pinapp-info> root element,

the PMAE-C shall determine whether the PEAE-C is alowed to deregister all the requesting service(s) or not.
If the PEAE-C is allowed to deregister all the requesting service(s), the PMAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™;

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-
accept> element in the <pinapp-info> root element and within the <pin-service-deregistration-accept>
element:

i) shal include a<pin-id> element set to the PIN 1D of the PIN; and
ii) shall include a <requesting-pine-id> element set to the identity of the PEAE-C;
b) send the HTTP 200 (OK) response towards the PEAE-C; and

c) initiate aPIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
update the PIN profile.

If the PEAE-C is not allowed to deregister at least one requesting service(s), the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-
reject> element in the <pinapp-info> root element and within the <pin-service-deregistration-reject> element:

i) shal include a<pin-id> element set to the PIN ID of the PIN;
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ii) shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii) shall include a <cause> element set to an appropriate cause for PIN service deregistration failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not allowed;
3 Authorization failure; and
7

Permanently denied.
5.4.12 PIN activation management procedure

54.121 General

The PIN activation management is managed by PMAE-C. When the PIN isin deactivated status, the services offered by
the PIN areinaccessible, no PIN peer isallowed to join the PIN, and the PGAE-C is not allowed to enable the
communication among the PIN peers or the PAE-S, and vice versafor the PIN in activated status.

The following procedures are defined for PIN activation management:
a) PIN activation as specified in clause 5.4.12.2; and
b) PIN deactivation as specified in clause 5.4.12.3.

PMAE-C may deactivate the PIN when the <valid-timer> element received in the <pin-creation-accept> element is
expired but the PIN validity duration in the PIN profile is not expired (e.g. in case that the PIN may be activated again).

5.412.2 PIN activation
When the PMAE-C needs to activate a PIN which isin deactivated status, the PMAE-C shall:

a) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PAE-S and PIN peer(s) in the PIN that the PIN isin activated status.

5.4.12.3 PIN deactivation
When the PMAE-C needs to deactivate a PIN which isin activated status, the PMAE-C shall:
a) initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.4 to
notify the PAE-S and PIN peer(s) in the PIN that the PIN isin activated status.

5.4.13 PIN connectivity subscription

5.4.13.1 General

The purpose of the PIN connectivity subscription procedure isto enable a PEAE-C, PMAE-C, or PAE-S participating in
aPIN to be notified of PIN connectivity events by a PGAE-C. PIN connectivity notification includes PIN connectivity
information such as a connectivity change.

The following procedures are defined for the PIN connectivity subscription:
a) PIN connectivity subscribe as specified in clause 5.4.13.2;
b) PIN connectivity notify as specified in clause 5.4.13.3;

¢) PIN connectivity update as specified in clause 5.4.13.4; and
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d) PIN connectivity unsubscribe as specified in clause 5.4.13.5.
5.4.13.2 PIN connectivity subscribe

5.4.13.2.1 Initiating entity procedure
Theinitiating entity can be PEAE-C, PMAE-C, PAE-S.

Theinitiating entity, which wants to be notified about PIN connectivity events, subscribes to PGAE-C to receive PIN
connectivity event notification. To subscribe for PIN connectivity information, the initiating entity shall generate an
HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the
initiating entity:

a) shall set the Request-URI to the URI of the PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-request>
element in the <pinapp-info> root element and within the <pin-connectivity-subscribe-request> element:

1) shall include a <subscriber-identifier> element set to the unique identifier of the initiating entity, such as PIN
client ID;

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shall include a <subscription-id> element set to the event 1D(s) for which the subscriber is notified. More
than one event ID can be included,;

4) shall include a<pin-id> element set to the PIN 1D, which identifies the PIN, serving the initiating entity;

5) shall include a <notification-target-address> element set to the notification target address, (e.g. URL, IP
address), where the notifications destined for the subscriber should be sent to; and

6) may include a <proposed-expiration-time> element set to the proposed expiration time for the subscription.

The initiating entity shall send the generated HTTP POST request towards the PGAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-accept> element in
the <pinapp-info> root element,

the initiating entity shall consider it has successfully subscribed to the PIN connectivity event identified by the
<subscription-id> element; and shall start an expiration timer if the <expiration-time> element is included. The value of
the expiration timer shall be equal to the value in the <expiration-time> element. The initiating entity shall consider the
subscription as valid for the duration of the expiration timer.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-reject> element in the
<pinapp-info> root element and within the <pin-connectivity-subscribe-reject> element;

theinitiating entity shall consider the PIN connectivity subscribe request is not accepted by the PGAE-C.

5.4.13.2.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-request> element in
the <pinapp-info> root element;

the PGAE-C shall verify whether the initiating entity is authorized to subscribe for PIN connectivity information. The
authorization check may apply to anindividual PIN.

If theinitiating entity is allowed to subscribe for PIN connectivity events, the PGAE-C shall:
a) create and store the subscription for the initiating entity;

b) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-
accept> element in the <pinapp-info> root element and within the <pin-connectivity-subscribe-accept>
element:

i) shall include a <subscription-id> element set to the identity of the authorized subscription by PGAE-C;
and

ii) may include a <expiration-time> element set to the authorized expiration time for the subscription;
¢) shall sendthe HTTP 200 (OK) response towards the initiating entity; and

d) start an expiration timer for the initiating entity if the <expiration-time> element is included. The value of the
expiration timer shall be equal to the value in the <expiration-time> element. The PGAE-C shall treat the
initiating entity asimplicitly unsubscribed to the PIN connectivity event(s) if the initiating entity does not update
the PIN connectivity event subscription within the expiration timer.

If theinitiating entity is not allowed to subscribe for PIN connectivity events, the PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-subscribe-
reject> element in the <pinapp-info> root element and within the <pin-connectivity-subscribe-reject>
element:
i) shall include a <cause> element set to an appropriate cause for PIN connectivity subscribe failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;

Authorization failure;

Maximum number of PINE is reached; and
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Permanently denied.
5.4.13.3 PIN connectivity notify

5.4.13.3.1 PGAE-C procedure

The receiving entity can be PEAE-C, PMAE-C, or PAE-S.
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The PAGE-C notifies the subscriber(s) when an event occurs at the PGAE-C, that satisfies triggering conditions. To
notify subscribers, PGAE-C shall generate an HTTP POST request according to procedures as specified in
IETF RFC 9110 [4]. In the HTTP POST request, PGAE-C:

a) shall set the Request-URI to the URI of the receiving entity;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIM E body with a <pin-connectivity-notify> element in
the <pinapp-info> root element and within the <pin-connectivity-notify> element:

1) shall include a <pegc-identifier> element set to the identifier of the PGAE-C, such asPIN client ID;
2) shall include a <pin-id> element set to the PIN 1D, which identifies the PIN, served by the PGAE-C;

3) shal include a <pin-client-identifier> element set to the unique identifier of the PIN peer or PAE-S related to
the connectivity change; and

4) shal include a <event-type> element set to the type of event, including information about the connectivity
event.

The PGAE-C shall send the generated HTTP POST request towards the receiving entities according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message, the PGAE-C shall consider the receiving entity has
successfully received the notification.

Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify-reject> element in the
<pinapp-info> root element,

the PGAE-C shall consider the receiving entity failsthe PIN connectivity notify with the indicated cause.

5.4.13.3.2 Receiving entity procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify> element in the <pinapp-
info> root element;

the receiving entity, upon receiving the notification, is able to successfully process the connectivity changes according
to the <event-type> element in the PIN connectivity notification, shall:

a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and
b) shall send the HTTP 204 (No content) response towards the initiating entity.

If the receiving entity, upon receiving the notification, is not able to successfully process the connectivity changes
according to the <event-type> element in the PIN connectivity notification, shal:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]:
1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-notify-reject>
element in the <pinapp-info> root element and within the <pin-connectivity-notify-reject> element:

i) shal include a <cause> element set to an appropriate cause for the failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating entity.

The <cause> element shall set to one of the following:

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 83 ETSI TS 124 583 V18.1.0 (2024-08)

Protocol error, unspecified;
Operation not allowed;

Authorization failure; and
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Permanently denied.
5.4.13.4 PIN connectivity update

5.4.13.4.1 Initiating entity procedure
Theinitiating entity can be PEAE-C, PMAE-C, PAE-S.

The initiating entity, which subscribed for notifications about PIN connectivity events, can update the subscription with
PGAE-C. To update the subscription for PIN connectivity information, the initiating entity shall generatean HTTP
POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the initiating
entity:

a) shall set the Request-URI to the URI of the PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-request>
element in the <pinapp-info> root element and within the <pin-connectivity-update-request> element:

1) shall include a <subscription-id> element set to the subscription identifier corresponding to the subscription;

2) shall include a <security-credential s> element set to the security credential s resulting from a successful
authorization for the PIN service;

3) may include a <notification-target-address> element set to the notification target address, (e.g. URL, IP
address), where the notifications destined for the subscriber should be sent to; and

4) may include a <proposed-expiration-time> element set to the proposed expiration time for the subscription.

Theinitiating entity shall send the generated HTTP POST request towards the PGAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) or an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a pin-connectivity-update-accept> element in the
<pinapp-info> root element, and within the <pin-connectivity-update-accept> element,

theinitiating entity shall consider it has successfully updated the subscription information for the requested subscription
ID and start an expiration timer if the <expiration-time> element isincluded. The value of the expiration timer shall be
equal to the value in the <expiration-time> element. The initiating entity shall consider the subscription as valid for the
duration of the expiration timer.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-reject> element in the
<pinapp-info> root element,

the initiating entity shall consider the PIN connectivity update request is not accepted by the PGAE-C and invalidate all
the subscription towards the PGAE-C when the expiration timer expires.

5.4.13.4.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 84 ETSI TS 124 583 V18.1.0 (2024-08)

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-request> element in the
<pinapp-info> root element;

the PGAE-C shall verify whether the initiating entity is authorized to update PIN connectivity subscription information
of the requested subscription id or not.

If theinitiating entity is authorized to update the subscription information for the requested subscription ID, the PGAE-
C shall:

a) update the subscription for the requesting entity for the PIN;

b) generate an HTTP 204 (No content) response or an HTTP 200 (OK) response according to IETF RFC 9110 [4].
Inthe HTTP 200 (OK) response message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-accept>
element in the <pinapp-info> root element and within the <pin-connectivity-update-accept> element:

i) shal include a <expiration-time> element set to the expiration time of the subscription. To maintain an
active subscription, a subscription update is required before the expiration time;

¢) shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the initiating entity; and

d) start an expiration timer for the initiating entity if the <expiration-time> element is included. The value of the
expiration timer shall be equal to the value in the <expiration-time> element. The PGAE-C shall treat the
initiating entity asimplicitly unsubscribed to the PIN connectivity event(s) if the requesting entity does not
update the PIN connectivity event subscription within the expiration timer.

If theinitiating entity is not authorized to update the subscription for requested subscription ID, the PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-update-rej ect>
element in the <pinapp-info> root element and within the <pin-connectivity-update-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN connectivity update failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
3 Authorization failure; and

7 Permanently denied.
5.4.13.5 PIN connectivity unsubscribe

5.4.13.5.1 Initiating entity procedure
The initiating entity can be PEAE-C, PMAE-C, PAE-S.

The initiating entity, which wants to unsubscribe from receiving notification about PIN connectivity events, shall
generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST
request, the initiating entity:

a) shall set the Request-URI to the URI of the PGAE-C;
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b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-
request> element in the <pinapp-info> root element and within the <pin-connectivity-unsubscribe-request>
element:

1) shall include a <subscription-id> element set to the subscription identifier corresponding to the subscription;
and

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service.

The initiating entity shall send the generated HTTP POST request towards the PGAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message, the initiating entity shall consider the PIN connectivity
unsubscribe request is accepted by the PGAE-C.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-reject> element in
the <pinapp-info> root element; and within the <pin-connectivity-unsubscribe-reject> element,

theinitiating entity shall consider the PIN connectivity unsubscribe request is not accepted by the PGAE-C.

5.4.13.5.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-request> element in
the <pinapp-info> root element;

the PGAE-C shall verify whether the initiating entity is authorized to unsubscribe for PIN connectivity information.
If the initiating entity is allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:

a) delete therelated subscription for PIN connectivity information for the initiating entity;

b) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and

c) sendthe HTTP 204 (No content) response towards the initiating entity.
If the initiating entity is not allowed to unsubscribe for PIN connectivity information, the PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and
2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-connectivity-unsubscribe-
reject> element in the <pinapp-info> root element and within the <pin-connectivity-unsubscribe-reject>
element:
i) shal include a<cause> element set to an appropriate cause for PIN connectivity unsubscribe failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;
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3 Authorization failure; and

7 Permanently denied.

55 PIN communication

551 General

Whether a PIN communication is allowed or not is decided by PMAE-C of the PIN. Hence if aPIN peer needs to
initiate a PIN communication, it should interact with PMAE-C before sending the traffic directly to the PGAE-C for
routing. Once the PIN communication is allowed by the PMAE-C, the PIN peer is allowed to send the traffic to the
same target PIN peer or the same PIN server viathe PGAE-C directly.

The following procedures are defined for PIN communication:
a) PIN communication create as specified in clause 5.5.2;
b) PIN communication update as specified in clause 5.5.3; and

¢) PIN communication delete as specified in clause 5.5.4.
5.5.2 PIN communication create procedure

55.2.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to initiate a PIN communication, the requesting entity shall generate an HTTP POST
request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
NOTE 1: In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request>
element in the <pinapp-info> root element and within the <pin-communication-create-request> element:

1) shal include a<pin-id> element set to the PIN ID of the PIN;
2) shall include a <ue-id> element set to the identity of the requesting entity;

3) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

4) shall include a <pin-traffic-descriptor> element set to the PIN traffic descriptor that identifies the target
traffic to or from the application server or the PIN peer;

5) shall include a <pin-packet-filter> element set to the PIN packet filter that identifies one or more packet
flow(s) (i.e. for the PGAE-C to route the traffic to the target application server or PIN peer);

6) may include a <pin-requested-qos> element set to the QoS requirement of the packet flow that requested by
the requesting entity; and

7) may include a <ue-address> element set to the MAC address or |P address of the requesting entity.

The requesting entity shall send the generated HT TP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

NOTE 2: In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the
PGAE-C.
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Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in
the <pinapp-info> root element,

the requesting entity shall consider the PIN communication is allowed by the PMAE-C and send the traffic to the
PGAE-C when needed.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN communication is not allowed by the PMAE-C or the PGAE-C.

NOTE 3: In case of the requested QoS requirement is not the same as the accepted QoS requirement according to
the <pin-accepted-gos> element, it isleft to UE implementation for further actions.

55.2.2 PMAE-C procedure

NOTE: This procedureis not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in
the <pinapp-info> root element,

the PMAE-C shall determine whether the requesting entity is allowed to perform the PIN communication or not.

If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST
request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;

If the requesting entity is not allowed to perform the PIN communication, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-
reject> element in the <pinapp-info> root element and within the <pin-communication-create-rej ect>
element:

i) shal include a<cause> element set to an appropriate cause for PIN communication create procedure
failure; and

b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;
Operation not allowed,;
Authorization failure;

Resource not sufficient; and

N 0o Wk

Permanently denied.

Upon reception of an HTTP 200 (OK) response message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in
the <pinapp-info> root element,

the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity.
Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the
<pinapp-info> root element,

the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the requesting entity.

5.5.2.3 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in
the <pinapp-info> root element,

the PGAE-C:

a) shall configure the local rule according to the element in the <pin-communication-create-request> element
respectively if acceptable;

b) may initiate either of the following:

1) aPDU session establishment procedure as specified in clause 6.4.1 of 3GPP TS 24.501 [11] if no PDU
session has been established for this PIN; or

2) aPDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] with the
following consideration:

i) the QoS flow descriptions | E is set according to the <pin-requested-qos> element; and
ii) the QoSrules|E is set according to the <pin-packet-filter> element;
c) shall generate one of the following to respond:

1) an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the
PGAE-C:

i) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-
accept> element in the <pinapp-info> root element and within the <pin-communicati on-create-accept>
element:

A) shall include a <pin-accepted-qos> element set to the QoS requirement of the packet flow that is
accepted by the PGAE-C; and

B) shall include a <pin-communication-flow-id> element set to the identity of the communication flow
that is successfully created by the PGAE-C; or

2) an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response
message, the PGAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-
reject> element in the <pinapp-info> root element and within the <pin-communication-create-reject>
element:
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i) shal include a<cause> element set to an appropriate cause for PIN communication create procedure
failure; and
d) shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
Operation not allowed,;
Authorization failure;

Resource not sufficient; and

N 0o W e

Permanently denied.
5.5.3 PIN communication update procedure

5.5.3.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to update a PIN communication, the requesting entity shall generate an HTTP POST
request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
NOTE 1: In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-
request> element in the <pinapp-info> root element and within the <pin-communication-update-request>
element:

1) shal include a<pin-id> element set to the PIN ID of the PIN;
2) shall include a<ue-id> element set to the identity of the requesting entity;

3) shall include a <security-credential s> element set to the security credential s resulting from a successful
authorization for the PIN service;

4) shall include a <pin-traffic-descriptor> element set to the PIN traffic descriptor that identifies the target
traffic to or from the application server or the PIN peer;

5) shall include a <pin-packet-filter> element set to the PIN packet filter that identifies one or more packet
flow(s) (i.e. for the PGAE-C to route the traffic to the target application server or PIN peer);

6) may include a <pin-requested-qos> element set to the QoS requirement of the packet flow that requested by
the requesting entity; and

7) may include a<ue-address> element set to the MAC address or |P address of the requesting entity.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

NOTE 2: In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the
PGAE-C.

Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in
the <pinapp-info> root element,
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the requesting entity shall consider the PIN communication update is allowed by the PMAE-C and send the traffic to the
PGAE-C when needed.
Upon reception of an HT TP 403 (Forbidden) response message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN communication update procedure is not allowed by the PMAE-C or the
PGAE-C.

5.5.3.2 PMAE-C procedure

NOTE: Thisprocedureisnot performed if the requesting entity isthe PMAE-C itself.
Upon reception of an HTTP POST request message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in
the <pinapp-info> root element,

the PMAE-C shall determine whether the requesting entity is allowed to update the PIN communication or not.

If the requesting entity is allowed to update the PIN communication, the PMAE-C shall forward the HTTP POST
request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;

If the requesting entity is not alowed to update the PIN communication, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-
reject> element in the <pinapp-info> root element and within the <pin-communication-update-rej ect>
element:

i) shall include a <cause> element set to an appropriate cause for PIN communication update procedure
failure; and

b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ o0 W+~ O

Permanently denied.
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in
the <pinapp-info> root element,

the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-reject> element in the
<pinapp-info> root element,

the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the reguesting entity.

5.5.3.3 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in
the <pinapp-info> root element,

the PGAE-C:

a) shall configure the local rule according to the element in the <pin-communication-update-request> element
respectively if acceptable;

b) may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] with the
following consideration:

1) the QoS flow descriptions |E is set according to the <pin-requested-qos> element; and
2) the QoSrules|E is set according to <pin-packet-filter> element;
¢) shall generate one of the following to respond:

1) an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the
PGAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-
accept> element in the <pinapp-info> root element and within the <pin-communication-update-accept>
element:

A) shall include a <pin-accepted-gos> element set to the QoS requirement of the packet flow that is
accepted by the PGAE-C; and

B) shall include a <pin-communication-flow-id> element set to the identity of the communication flow
that is successfully updated by the PGAE-C; or

2) an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response
message, the PGAE-C:

i) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-
reject> element in the <pinapp-info> root element and within the <pin-communication-update-reject>
element:

i) shall include a <cause> element set to an appropriate cause for PIN communication update procedure
failure; and

d) shall send the HTTP 200 (OK) response or the HT TP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;

3 Authorization failure;
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5 Resource not sufficient; and

7 Permanently denied.
554 PIN communication delete procedure

5541 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to delete a PIN communication, the requesting entity shall generate an HTTP POST
request according to procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the requesting entity:

a) shall set the Request-URI to the URI of the PMAE-C;
NOTE 1: In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-request>
element in the <pinapp-info> root element and within the <pin-communication-del ete-request> element:

1) shal include a<pin-id> element set to the PIN ID of the PIN;
2) shal include a <ue-id> element set to the identity of the requesting entity;

3) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service; and

4) shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is
required to delete.

The requesting entity shall send the generated HT TP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

NOTE 2: In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the
PGAE-C.

Upon reception of an HTTP 204 (No content) response message, the requesting entity shall consider the PIN
communication identified by the <pin-communication-flow-id> element is successfully deleted.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN communication is not allowed to delete by the PMAE-C.

NOTE 3: The further actions for the requesting entity are left to UE implementation.

5.5.4.2 PMAE-C procedure

NOTE: This procedureis not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:

a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in
the <pinapp-info> root element,

the PMAE-C shall determine whether the requesting entity is allowed to delete the PIN communication or not.
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If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST
request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C.

If the requesting entity is not allowed to delete the PIN communication, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-
reject> element in the <pinapp-info> root element and within the <pin-communication-del ete-rej ect>
element:

i) shal include a<cause> element set to an appropriate cause for PIN communication delete procedure
failure; and

b) send the HTTP 403 (Forbidden) response towards the requesting entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;

Authorization failure; and

N~ w +~» O

Permanently denied.

Upon reception of an HTTP 204 (No content) response message, the PMAE-C shall forward the HTTP 204 (No
content) response message to the requesting entity.

5.54.3 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-request> element in
the <pinapp-info> root element,

the PGAE-C:

a) shall delete the local rule according to the element in the <pin-communication-del ete-request> element
respectively if acceptable;

b) may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [11] to
modify the corresponding QoS rule and del ete the corresponding packet filters;

¢) shall generate one of the following to respond:
1) an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or

2) an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response
message, the PGAE-C:

i) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-del ete-
reject> element in the <pinapp-info> root element and within the <pin-communication-del ete-rej ect>
element:

i) shal include a<cause> element set to an appropriate cause for PIN communication delete procedure
failure; and

d) shall sendthe HTTP 204 (No content) response or the HT TP 403 (Forbidden) response towards the PMAE-C.
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The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
3 Authorization failure; and

7 Permanently denied.

5.6 Application server discovery in PIN

56.1 General

The PMAE-C and PAE-S can maintain the information related to the application servers that are available to the PIN
peers within a PIN. Application server information may be pre-provisioned in the PMAE-C, PAE-S, or both. The
purpose of application server discovery procedure is to enable the PMAE-C to provide the connectivity information to
the PIN peer when requested by the PIN peer.

5.6.2 Requesting entity procedure

To obtain the connectivity information of the applications server, the PEAE-C shall generate an HTTP POST request
according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-request> element
in the <pinapp-info> root element and within the <pin-as-discovery-request> element:

1) shall include a<ue-id> element set to the identifier of the PEAE-C;

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN; and

3) shall include a <service-id> element set to the identity of the requesting service(s).
The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the
<pinapp-info> root element,

the PEAE-C shall store the connectivity information of the application server.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-reject> element in the <pinapp-
info> root element,

the PEAE-C shall consider the connectivity information of the application server is not available.

5.6.3 PMAE-C procedure

Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-request> element in the
<pinapp-info> root element,

the PMAE-C shall determine whether the PEAE-C is alowed to request the connectivity information of the application
server or not.

If the PEAE-C is allowed to request the connectivity information of the application server and the connectivity
information of the application server is available in the PMAE-C, the PMAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept>
element in the <pinapp-info> root element and within the <pin-as-discovery-accept> element:

i) shal include a <as-connectivity-info> element set to the connectivity information of the application
server; and

b) send the HTTP 200 (OK) response towards the PEAE-C.

If the PEAE-C is allowed to request the connectivity information of the application server and the connectivity
information of the application server is not available in the PMAE-C, the PMAE-C shall forward the received HTTP
POST request message to PAE-S with changing the Request-URI to the URI of the PAE-S.

If the PEAE-C is not allowed to request the connectivity information of the application server, the PMAE-C shal:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-reject>
element in the <pinapp-info> root element and within the <pin-as-discovery-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN application server discovery failure;
and

b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not allowed;
2 Requested information not available;
3 Authorization failure; and
7 Permanently denied.
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the
<pinapp-info> root element,

the PMAE-C shall forward the received HTTP 200 (OK) response message to the corresponding PEAE-C.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept> element in the
<pinapp-info> root element,

the PMAE-C shall forward the received HTTP 403 (Forbidden) response message to the corresponding PEAE-C.

5.6.4 PAE-S procedure

Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-request> element in the
<pinapp-info> root element,

the PAE-S shall perform either of the following based on the processing result:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-accept>
element in the <pinapp-info> root element and within the <pin-as-discovery-accept> element:

i) shal include a <as-connectivity-info> element set to the connectivity information of the application
server; or

b) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-as-discovery-reject>
element in the <pinapp-info> root element and within the <pin-as-discovery-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN application server discovery failure.
The PAE-S shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
Requested information not available;

Authorization failure; and

N w0 N

Permanently denied.

5.7 Service Switch

57.1 General

The purpose of PIN service switch procedureisto enable a PEAE-C participating in a PIN, to transfer application
traffic to a different PEAE-C or PGAE-C participating in the same PIN. Two scenarios are supported for the PIN
service switch procedure:

a) PIN service switch with PAE-S support as specified in clause 5.7.2; and

b) PIN service switch without PAE-S support as specified in clause 5.7.3.
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5.7.2 PIN service switch with PAE-S support

5.7.2.1 General

The purpose of PIN service switch with PAE-S support isto enable a PEAE-C participating in a PIN, to transfer
application traffic to adifferent PEAE-C or PGAE-C participating in the same PIN, with assistance from the PAE-S.
The PEAE-C requests assistance with service switch from the PAE-S. The PAE-S assistance can be in the form of
authorization, identifying a PIN and the corresponding PMAE-C, identifying the appropriate PINE where the service
can be switched and inititating the procedure with PMAE-C.

The following procedures are defined for the PIN service switch with PAE-S support:
a) PIN Service Switch with assistance from PAE-S as specified in clause 5.7.2.2; and
b) PIN Service Switch Configure with assistance from PAE-S as specified in clause 5.7.2.3.

5722 PIN Service Switch with assistance from PAE-S

5.7.2.2.1 PEAE-C procedure

When the PEAE-C needs to switch servicein aPIN, the PEAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PEAE-C:

a) shall set the Request-URI to the URI of the PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-request>
element in the <pinapp-info> root element and within the <pin-service-switch-request> element:

1) shal include a <pin-client-identifier> element set to the PIN client ID of the PEAE-C;

2) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

3) shal include a<pin-id> element set to the PIN ID, which identifies the PIN where the service will be
switched;

4) shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;

5) shall include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

6) shall include a <application-session-identifier> element set to the identifier of the application traffic, which
identifies the application traffic to be switched;

7) may include a <application-traffic-descriptor> element set to the descriptor of application traffic flows (e.g.,
IP 4 tuple); and

8) may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-accept> element in the
<pinapp-info> root element,

the PEAE-C shall consider the PIN service switch request is accepted by the PAE-S and shall store the PIN client ID of
the target PEAE-C if available.

Upon reception of an HTTP 403 (Forbidden) response message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the PIN service switch request is not accepted by the PAE-S.

5.7.2.2.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-request> element in the
<pinapp-info> root element,

the PAE-S shall verify whether the PEAE-C is authorized to request service switch to a PIN and whether the PIN can
support the service switch.

If the PEAE-C is allowed to switch servicein aPIN, the PAE-S shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. Inthe HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-accept>
element in the <pinapp-info> root element and within the <pin-service-switch-accept> element:

i) may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C if
target PIN client is not provided in the PIN service switch request; and

b) shall send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C is not allowed to switch servicein aPPIN, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-reject>
element in the <pinapp-info> root element and within the <pin-service-switch-reject> element:

i) shall include a <cause> element set to an appropriate cause for PIN service switch failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ o0 w O

Permanently denied.

5.7.2.3 PIN Service Switch Configure procedure with assistance from PAE-S

5.7.2.3.1 PAE-S procedure

If the PAE-S has accepted the service switch request to a PIN from the PEAE-C, the PAE-S shall generate an HTTP
POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the PAE-S:
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a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-
configure-request> element in the <pinapp-info> root element and within the <pin-configuration-service-switch-
configure-request> el ement:

1) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

2) shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be
switched;

3) shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;

4) may include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

5) shall include a <application-session-identifier> element set to the identifier of the application traffic, which
identifies the application traffic to be switched;

6) may include a <application-traffic-descriptor> element set to the description of application session, whichis
to be switched; and

7) may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C.
The PAE-S shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) response message from PMAE-C, the PAE-S shall consider the PIN
configuration service switch configure request is accepted by the PMAE-C.

Upon reception of an HT TP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-
reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN configuration service switch configure request is not accepted by the PMAE-C.

5.7.2.3.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-
reguest> element in the <pinapp-info> root element,

the PMAE-C shall check whether the PIN and receiving entity can support the requested service switch.

If the both the PIN and target PEAE-C can support the requested service switch, the PMAE-C shall generatethe HTTP
POST request message towards the receiving entity, according to procedures as specified in IETF RFC 9110 [4]. Inthe
HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the receiving entity (PGAE-C or PEAE-C);
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-
configure-request> element in the <pinapp-info> root element and within the <pin-management-service-switch-
configure-request> element:

1) shal include a <pin-management-client-identifier> element set to the PEMC ID of the PMAE-C;
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2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shal include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be
switched;

4) shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;

5) shall include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

6) shall include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C, if the
receiving entity is PMAE-C;

7) shall include a <application-traffic-identifier> element set to the identifier of the application session, which
identifies the application session to be switched;

8) may include a <application-traffic-descriptor> element set to the description of application session, whichis
to be switched; and

9) may include a<pegc-id> element set to the PEGC ID of the PGAE-C, if the receiving entity isthe PGAE-C.

The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message from the receiving entity, with:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-
accept> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN management service switch configure request is accepted by the receiving entity,
and the PMAE-C:

a) shall generate an HTTP 204 (No content) response message according to IETF RFC 9110 [4]; and

b) shall send the generated HTTP 204 (No content) response message towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HT TP 403 (Forbidden) response message from the receiving entity, with:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-
reject> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN management service switch configure request is not accepted by the receiving
entity, and the PMAE-C:

a) shall generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden)
response message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-
switch-configure-reject> element in the <pinapp-info> root element and within the <pin-management-
service-switch-configure-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN service switch configure failure; and
b) shall send the HTTP 403 (Forbidden) response towards the PAE-S.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;
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1 Operation not alowed,;

3 Authorization failure;

5 Resource not sufficient; and
7 Permanently denied.

If either the PIN or the target PEAE-C cannot support the requested service switch, the PMAE-C shall generate an
HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. Inthe HTTP 403 (Forbidden) response message, the
PMAE-C:

a) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-
configure-reject> element in the <pinapp-info> root element and within the <pin-configuration-service-switch-
configure-reject> element:

1) shall include a <cause> element set to indicate the cause of the failure.

The PMAE-C shall send the generated HT TP 403 (Forbidden) response towards the receiving entity according to
IETF RFC 9110 [4].

The <cause> element shall set to one of the following:
Protocol error, unspecified;

Operation not allowed;

Authorization failure;

Resource not sufficient; and
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Permanently denied.

5.7.2.3.3 Receiving entity procedure
The receiving entity can be a PGAE-C or PEAE-C.
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a < pin-management-service-switch-configure-
request> element in the <pinapp-info> root element,

the receiving entity shall check whether receiving entity can be configured to support the service switch request.

If the PGAE-C can be configured to support the requested service switch, receiving entity shall generatean HTTP 200
(OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the receiving entity:

a) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-
configure-accept> element in the <pinapp-info> root element.

The receiving entity shall send the generated HT TP 200 (OK) response towards the PMAE-C according to
IETF RFC 9110 [4].

If the receiving entity cannot be configured to support the requested service switch, receiving entity shall generate an
HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the
receiving entity:

a) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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b) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-
configure-reject> element in the <pinapp-info> root element and within the <pin-management-service-switch-
configure-reject> element:

1) shall include a <cause> element set to indicate the cause of the failure.

The receiving entity shall send the generated HTTP 403 (Forbidden) response towards the PMAE-C according to
IETF RFC 9110 [4].

The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;

Authorization failure;

Resource not sufficient; and

N 01w

Permanently denied.
5.7.3 PIN service switch without PAE-S support

5.7.3.1 PEAE-C procedure

When the PEAE-C needs to switch servicein aPIN, the PEAE-C shall generate an HTTP POST request according to
procedures as specified in IETF RFC 72S31 [4]. In the HTTP POST reguest, the PEAE-C:

a) shall set the Request-URI to the URI of the PMAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shal include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-request>
element in the <pinapp-info> root element and within the <pin-service-discovery-request> element:

1) shall include a<pin-id> element set to the identity of theinvolved PIN;
2) shall include a <ue-id> element set to the identity of the PEAE-C;

3) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

4) shal include a <service-type> element set to the type of the requesting service(s). More than one new service
can be included; and

5) may include a <requesting-pine-address> element set to the | P address or MAC address of the PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 200 (OK) response message from PMAE-C containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-accept> element in the
<pinapp-info> root element,

the PEAE-C shall:

a) consider the target PEAE-C in the <pin-service-discovery-accept> element is available to support the service
switch;

b) generate an HTTP POST request according to procedures as specified in IETF RFC 72S31 [4]. Inthe HTTP
POST request, the PEAE-C:

1) shal set the Request-URI to the URI of the target PEAE-C;
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2) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

3) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-
switch-configure-request> element in the <pinapp-info> root element and within the <pin-configuration-
service-switch-configure-request> element:

i) shal include a <pin-server-identifier> element set to the identity of the PEAE-C;

ii) shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

iii) shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be
switched;

iv) shall include a <pin-service-info> element set to the PIN service information of the PEAE-C,;

V) may include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PEAE-C where the service is terminated;

vi) may include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

vii)may include a <application-session-identifier> element set to the identifier of the application traffic,
which identifies the application traffic to be switched; and

viii)  may include a <application-traffic-descriptor> element set to the description of application session,
which is to be switched; and

¢) send the generated HTTP POST request towards the target PEAE-C according to IETF RFC 9110 [4].
Upon reception of an HTTP 403 (Forbidden) response message from PMAE-C containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-reject> element in the
<pinapp-info> root element,

the PEAE-C shall consider the service switch is not supported for the requested service.

Upon reception of an HTTP 204 (No content) response message from target PEAE-C, the PEAE-C shall consider the
target PEAE-C accepts the service switch. From this time onward, the PEAE-C switches the traffic flow to the target
PEAE-C viathe PGAE-C for the requested service.

Upon reception of an HTTP 403 (Forbidden) response message from target PEAE-C containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a<pin-configuration-service-switch-configure-
reject> element in the <pinapp-info> root element,

the PEAE-C:
a) shall consider the service switch is not accepted for the requested service; and

b) may generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4] that includes
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-
request> element in the <pinapp-info> root element toward another PEAE-C in the <target-pine-id> element as
specified in this clause.

5.7.3.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and
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b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-request> element in the
<pinapp-info> root element,

the PMAE-C shall check whether the PEAE-C is allowed to discover a PEAE-C for service switch or not, and check
whether there is any PEAE-C available to support the service switch.

If the PEAE-C is allowed to discover a PEAE-C for service switch and at least one PEAE-C is available to support the
service switch, the PMAE-C shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™;

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-accept>
element in the <pinapp-info> root element and within the <pin-service-discovery-accept> element:

i) shal include a <target-pine-id> element set to the identifier of the target PEAE-C that can provide the
requested PIN service; and

ii) shall include a <target-pine-address> element set to the identity of the PEAE-C; and
b) send the HTTP 200 (OK) response towards the PEAE-C.

If the PEAE-C is not allowed to discover a PEAE-C for service switch, the requested service is not supported to
perform service switch, or no PEAE-C is available to support the service switch, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-discovery-reject>
element in the <pinapp-info> root element and within the <pin-service-discovery-reject> element:

i) shal include a<cause> element set to an appropriate cause for the failure; and
b) send the HTTP 403 (Forbidden) response towards the PEAE-C.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

~N~ o0 w +» O

Permanently denied.

5.7.3.3 Target PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-
reguest> element in the <pinapp-info> root element,

the target PEAE-C shall check whether to accept the requested service switch.
If the target PEAE-C accepts the requested service switch, the target PEAE-C:
a) generate an HTTP 204 (No content) response according to IETF RFC 9110 [4]; and

b) send the HTTP 204 (No content) response towards the PEAE-C.
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If the target PEAE-C rejects the requested service switch, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden)
response message, the PEAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-
switch-configure-reject> element in the <pinapp-info> root element and within the <pin-configuration-
service-switch-configure-reject> element:

i) shall include a <cause> element set to an appropriate cause for the failure; and

b) send the HTTP 403 (Forbidden) response towards the PEAE-C.

5.8 Service Continuity

58.1 General

The purpose of the PIN service continuity procedure is to enable a PEAE-C participating in aPIN to maintain service
when PEAE-C(s) move within the PIN, enter or leave the PIN. Two scenarios are supported for the PIN service
continuity procedure:

a) PIN service continuity in PGAE-C relocation as specified in clause 5.8.2; and

b) PIN service continuity in changing access to 5GS as specified in clause 5.8.3.
5.8.2 PIN service continuity in PGAE-C relocation

5821 General

A PEAE-C is communicating with an PAE-S viaa PGAE-C. Service continuity can be triggered, when the PGAE-C
becomes unreachable, to find a replacement PGAE-C and re-configure connectivity between the PEAE-C, the
replacement PGAE-C and the PAE-S.

The purpose of PIN service continuity in PGAE-C relocation is to find a replacement PGAE-C for the PIN peer to
continue the service. Service continuity procedure in PGAE-C relocation istriggered by the first PGAE-C, which
detected the PEAE-C is out of reach and informing PMAE-C to initiate the procedure. PMAE-C authorizes the request,
discovers replacement PGAE-C and configures it to setup the application session between PEAE-C and PAE-S.

The following procedures are defined for the PIN service continuity in PGAE-C relocation:
a) PIN management PEGC service continuity as specified in clause 5.8.2.2;
b) PIN management PEGC configuration as specified in clause 5.8.2.3;
¢) PIN configuration service continuity update as specified in clause 5.8.2.4; and

d) PIN management PEGC discovery as specified in clause 5.8.2.5.
5.8.2.2 PIN Management PEGC Service Continuity

5.8.2.2.1 Initiating entity procedure
The initiating entity can be PGAE-C or PEAE-C.

The initiating entity, which has an ongoing application session, detects the PEGC has become unavailable and needs to
maintain service continuity in the PIN, the initiating entity shall generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the initiating entity:

a) shall set the Request-URI to the URI of the PMAE-C;
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b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-
continuity-request> element in the <pinapp-info> root element and within the <pin-management-pegc-service-
continuity-request> element:

1) shal include a <pin-client-identifier> element set to the client ID of the initiating entity;

2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shall include a<pin-id> element set to the PIN ID, which identifies the PIN where the service continuity is
requested;

4) shall include a <pine-id> element set to the PINE ID, which identifies the PIN Element for which service
continuity is requested;

5) shall include a <source-pin-gateway-client-identifier> element set to the PEGC ID of the PGAE-C (e.g., IP
address, GPS|, MSIDDN);

6) shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;

7) shall include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

8) shall include a <application-session-identifier> element set to the identifier of the application traffic, which
identifies the application traffic to be continued; and

9) may include a <application-session-descriptor> element set to the descriptor of application traffic flows (e.g.,
IPv4 tuple).

The initiating entity shall send the generated HTTP POST request towards the PMAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) or an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-
accept> element in the <pinapp-info> root element, and within the <pin-management-pegc-service-continuity-

accept> element,

the initiating entity shall consider the PIN service continuity request is accepted by the PMAE-C and shall store the PIN
gateway client ID of the target PGAE-C if available.

Upon reception of an HTTP 403 (Forbidden) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-reject>
element in the <pinapp-info> root element, ; and within the <pin-management-pegc-service-continuity-reject>
element,

theinitiating entity shall consider the PIN management PEGC service continuity request is not accepted by the PMAE-
C.

5.8.2.2.2 PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-continuity-
reguest> element in the <pinapp-info> root element;
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the PMAE-C shall verify whether the initiating entity is authorized to request service continuity for aPIN element , if
the PIN Element has subscribed for service continuity and whether the PIN can support the service continuity.

If the initiating entity is allowed to request service continuity and the PIN element has subscribed for service continuity
inaPIN, the PMAE-C shall:

a) generatean HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the
HTTP 200 (OK) response message, the PMAE-C:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-
continuity-accept> element in the <pinapp-info> root element and within the <pi n-management-pegc-
service-continuity-accept> element:

i) shall include a <target-pin-gateway-client-identifier> element set to the PEGC ID of the target PGAE-C
(e.g., IP address, GPSI, MSIDDN); and

b) shall send the HTTP 204 (No content) or the HTTP 200 (OK) response towards the initiating entity.

If theinitiating entity is not allowed to request service continuity in a PIN or if service continuity is not supported for
PIN Client, the PMAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-service-
continuity-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-service-
continuity-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN service continuity failure; and
b) send the HTTP 403 (Forbidden) response towards the initiating entity.
The <cause> element shall set to one of the following:
Protocol error, unspecified;
Operation not allowed;
Authorization failure;

Resource not sufficient; and

N~ o0 w ~» O

Permanently denied.
5.8.2.3 PIN Management PEGC Configuration

5.8.2.3.1 PMAE-C procedure

PMAE-C, after accepting service continuity request from PGAE-C, initiate configuring a target PEGC client. To
configure atarget PEGC client, the PMAE-C shall generate an HTTP POST request according to procedures as
specified in IETF RFC 9110 [4]. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PGAE-C;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-
configuration-request> element in the <pinapp-info> root element and within the <pin-management-pegc-
configuration-request> element:

1) shall include a <pin-client-identifier> element set to the PIN client ID of the PMAE-C;
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2) shall include a <security-credentials> element set to the security credentials resulting from a successful
authorization for the PIN service;

3) shall include a<pin-id> element set to the PIN ID, which identifies the PIN where the service continuity is
requested;

4) shall include a <pine-id> element set to the PINE ID, which identifies the PIN Element for which service
continuity is requested;

5) shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;

6) shall include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

7) shall include a <application-session-identifier> element set to the identifier of the application traffic, which
identifies the application traffic to be continued; and

8) may include a <application-session-descriptor> element set to the descriptor of application traffic flows (e.g.,
IPv4 tuple).

The PMAE-C shall send the generated HTTP POST request towards the target PGAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) or an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-accept>
element in the <pinapp-info> root element, and within the <pin-management-pegc-configuration-accept>

element,

the PMAE-C shall consider the PIN management PEGC configuration regquest is accepted by the target PGAE-C and
shall store the target PIN gateway client connectivity information, if available.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-reject>
element in the <pinapp-info> root element, and within the <pin-management-pegc-configure-reject> element,

the PMAE-C shall consider the PIN management PEGC configuration request is not accepted by the PGAE-C.

5.8.2.3.2 PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml”; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-configuration-request>
element in the <pinapp-info> root element;

the PGAE-C shall verify whether the PMAE-C is authorized to request PEGC configuration.

If the PMAE-C is alowed to request PEGC configuration, PGAE-C creates a new configuration for the PIN Client(s)
and service that are indicated in the request. After successful creation of new configuration, the PGAE-C shall:

a) generate an HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the
HTTP 200 (OK) response message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2) shall include an application/vnd.3gpp.pinapp-info+xml MIM E body with a <pin-management-pegc-

configuration-accept> element in the <pinapp-info> root element and within the <pin-management-pegc-
configuration-accept> element:
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i) shal include a <pegc-connectivity-information> element set to the configured PEGC connectivity
information to be used by PIN Element (e.g., |P address, Port#, URL, GPSI, MSIDDN); and

b) shall send the HTTP 204 (No content) or the HTTP 200 (OK) response towards the PMAE-C.

If the PMAE-C is not alowed to request PEGC configuration, the PGAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PGAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-

configuration-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-
configuration-reject> element:

i) shall include a <cause> element set to an appropriate cause for PEGC configuration failure; and

b) send the HTTP 403 (Forbidden) response towards the PMAE-C.

The <cause> element shall set to one of the following:

0
1

N 0o W

5.8.2.4

Protocol error, unspecified;

Operation not allowed,;

Authorization failure;

Resource not sufficient; and

Permanently denied.

PIN Configuration Service Continuity Update

5.8.24.1 PMAE-C procedure

PMAE-C, after accepting service continuity request for a PIN Element, generate an HTTP POST request according to
procedures as specified in IETF RFC 9110 [4] to update the PIN Server. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PGAE-C;

b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

c¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-
continuity-update-request> element in the <pinapp-info> root element and within the <pin-configuration-service-
continuity-update-request> element:

1)
2)

3)

4)

5)

6)

7)

shall include a <pin-client-identifier> element set to the PIN client ID of the PMAE-C;

shall include a <security-credentials> element set to the security credential s resulting from a successful
authorization for the PIN service;

shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service continuity is
reguested,;

shall include a <pine-id> element set to the PINE ID, which identifies the PIN Element for which service
continuity is requested;

shall include a <source-pin-gateway-client-identifier> element set to the PEGC ID of the source PGAE-C
(e.g., IP address, GPSI, MSIDDN);

shall include a <target-pin-gateway-client-identifier> element set to the PEGC ID of the target PGAE-C (e.g.,
IP address, GPSI, MSIDDN));

shall include a <application-client-identifier> element set to the identifier of the application client, which
identifies the application client in PINE where the service is terminated;
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8) shall include a <application-server-identifier> element set to the identifier of the application server, which
identifies the application server producing the service;

9) shall include a <application-session-identifier> element set to the identifier of the application traffic, which
identifies the application traffic to be continued; and

10) may include a <application-session-descriptor> element set to the descriptor of application traffic flows (e.g.,
IPv4 tuple).

The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 9110 [4].
Upon reception of an HTTP 204 (No content) or an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-continuity-update-
accept> element in the <pinapp-info> root element, and within the <pin-configuration-service-continuity-update-

accept> element,

the PMAE-C shall consider the PIN configuration service continuity update request is accepted by the PAE-S and shall
store the service continuity policy information, if available.

Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and
b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configurati on-service-continuity-update-
reject> element in the <pinapp-info> root element, and within the <pin-configuration-service-continuity-update-
reject> element,

the PMAE-C shall consider the PIN configuration service continuity update request is not accepted by the PAE-S.

5.8.24.2 PAE-S procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-continuity-update-
request> element in the <pinapp-info> root element;

the PAE-S shall validate the request and check if the PMAE-C is authorized to request service continuity update.

If the PMAE-C is alowed to update service continuity and the PIN element is authorized, determines policy
information for the PINE. After successful validation and authorization of PMAE-C, the PAE-S shall:

a) generate an HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the
HTTP 200 (OK) response message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-
continuity-update-accept> element in the <pinapp-info> root element and within the <pin-configuration-
service-continuity-update-accept> element:

i) shall include a <service-continuity-policy-information> element set to information about service
continuity policy; and

b) shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not allowed to update service continuity, the PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
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2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-
continuity-update-reject> element in the <pinapp-info> root element and within the <pin-configuration-
service-continuity-update-rej ect> element:

i) shall include a <cause> element set to an appropriate cause for PIN configuration service continuity
update failure; and

b) send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:

0 Protocol error, unspecified;

1 Operation not alowed,;
Authorization failure;

Resource not sufficient; and

N 01w

Permanently denied.
5.8.2.5 PIN Management PEGC Discovery

5.8.25.1 PMAE-C procedure

PMAE-C, after accepting service continuity request for aPIN Element and do not know target PEGC, generate an
HTTP POST request according to procedures as specified in IETF RFC 9110 [4] to discover atarget PEGC, which can
support service continuity. Inthe HTTP POST request, the PMAE-C:

a) shall set the Request-URI to the URI of the PGAE-C;

b) shall include a Content-Type header field set to " application/vnd.3gpp.pinapp-info+xml”; and

¢) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-
request> element in the <pinapp-info> root element and within the <pin-management-pegc-discovery-request>
element:

1) shal include a <pin-client-identifier> element set to the PIN client ID of the PMAE-C;

2) shall include a <security-credentials> element set to the security credentia s resulting from a successful
authorization for the PIN service;

3) shall include a <pin-id> element set to the PIN 1D, which identifies the PIN where the service continuity is
reguested,;

4) shall include a <pine-id> element set to the PINE ID, which identifies the PIN Element for which service
continuity is requested; and

5) shall include a <pegc-information-list> element set to alist of PEGC IDs (e.g., |P address, GPSI, MSIDDN)
inthe PIN.

The PMAE-C shall send the generated HTTP POST reguest towards the target PEAE-C according to
IETF RFC 9110 [4].

Upon reception of an HTTP 204 (No content) or an HTTP 200 (OK) response message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-di scovery-accept>
element in the <pinapp-info> root element, and within the <pin-management-pegc-discovery-accept> element,

the PMAE-C shall consider the PIN management PEGC discovery request is accepted by the PEAE-C and selects the
target PEGC based on the list of available PEGCs received.

Upon reception of an HTTP 403 (Forbidden) response message containing:
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a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-reject> element
in the <pinapp-info> root element, and within the <pin-management-pegc-discovery-reject> element,

the PMAE-C shall consider the PIN management PEGC discovery request is not accepted by the PAE-S.

5.8.25.2 PEAE-C procedure
Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-discovery-request>
element in the <pinapp-info> root element,

the PEAE-C shall validate the request and check if the PMAE-C is authorized to request PEGC discovery.

If the PMAE-C is alowed to request PEGC discovery, PEAE-C uses the PEGC information provided in the request to
identify PEGC(s) that are reachable and creates alist of PEGC identifier(s) that are available to the PIN Element. After
successful discovery of available PEGCs, the PEAE-C shall:

a) generatean HTTP 204 (No content) or an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the
HTTP 200 (OK) response message, the PMAE-C:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-
discovery-accept> element in the <pinapp-info> root element and within the <pin-management-pegc-
discovery-accept> element:

i) shall include a <pegc-information-list> element set to alist of PEGC IDs (e.g., |P address, GPSI,
MSIDDN) available to PIN Element; and

b) shall send the HTTP 204 (No content) or HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not allowed to request PEGC discovery, the PEAE-C shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shal include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pegc-
discovery-reject> element in the <pinapp-info> root element and within the <pin-management-pegc-
discovery-reject> element:

i) shall include a <cause> element set to an appropriate cause for PEGC discovery request failure; and
b) send the HTTP 403 (Forbidden) response towards the PMAE-C.
The <cause> element shall set to one of the following:
0 Protocol error, unspecified;
1 Operation not alowed,;
Authorization failure;

Resource not sufficient; and

N 0o W

Permanently denied.
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5.8.3 Service continuity in changing access to 5GS

5.8.3.1 General

The purpose of service continuity in changing accessto 5GSisto enable aPIN peer to communicate with another PIN
peer viaatarget PGAE-C when the PIN peer leaves the coverage of the current PGAE-C.

5.8.3.2 Requesting entity procedure

The reguesting entity can be PMAE-C or PEAE-C.

To maintain the service continuity, according to the access control information, the requesting entity shall perform the
following in a decreasing order:

a) if there are other PGAE-C(s) within the same PIN, shall initiate a PIN communication update procedure as
specified in clause 5.5.3 towards the target PGAE-C; or

b) if thereisno other PGAE-C within the same PIN, may initiate a PIN discovery procedure as specified in
clause 5.4.4, may initiate a PEAE-C requested joining into a PIN via PGAE-C or PMAE-C as specified in
clause 5.4.7, and may initiate a PIN communication update procedure as specified in clause 5.5.3 towards the
target PGAE-C.

Upon successfully finishing the PIN communication update procedure as specified in clause 5.5.3, the requesting entity
shall consider the communication link between the target PGAE-C and the requesting entity is ready to use for service
continuity.

If the PIN communication update procedure fails, the requesting entity shall consider the requested QoS is not
supported by the PGAE-C. Further handling of thisis up to UE implementation.

5.8.3.3 Target PGAE-C procedure

The target PGAE-C shall behave as specified in clause 5.5.3 for PIN communication update procedure, behave as
specified in clause 5.4.4 for PIN discovery procedure (if any), and behave as specified in clause 5.4.7 for PEAE-C
requested joining into a PIN viaPGAE-C or PMAE-C (if any).

5.9.0 General

The purpose of the PIN authorization procedure isto enable aPIN peer to acquire the security information (i.e. security
credential) that is for authorization in al other procedures defined in this specification.

The security information may also be obtained via CAPIF mechanisms (see 3GPP TS 29.222 [16]) if aPIN peer has the
CAPIF API invoker capability, which is not in scope of present document.

5.9 PIN authorization

5.9.1 Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.

When the requesting entity needs to request for security information, the requesting entity shall generate an HTTP
POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting
entity:

a) shall set the Request-URI to the URI of PAE-S;
b) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

c) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element
in the <pinapp-info> root element and within the <pine-authorization-request> element:

1) shall include a<ue-id> element set to the identity of the requesting entity (i.e. GPSI or PIN client ID);
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2) shal include a <pin-id> element set to the identity of the requested PIN; and
3) may include a <ip-address> element set to the IP address of the requesting entity;

The reguesting entity shall send the generated HTTP POST request towards the PAE-S according to
IETF RFC 9110 [4].

Upon reception of an HTTP 200 (OK) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-accept> element in the
<pinapp-info> root element,

the requesting entity shall store the received PIN credential in the <pine-authorization-accept> element.
Upon reception of an HTTP 403 (Forbidden) response message contai ning:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-reject> element in the
<pinapp-info> root element,

the requesting entity shall consider the PIN authorization is rejected by the PAE-S with the indicated cause.

5.9.2 PAE-S procedure

Upon reception of an HTTP POST request message containing:
a) aContent-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

b) an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-request> element in the
<pinapp-info> root element,

the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to request the
security information.

If the requesting entity is authorized to request the security information, PAE-S shall:

a) generate an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml™; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorizati on-accept>
element in the <pinapp-info> root element and within the <pine-authorization-accept> element:

i) shal include a <security-credentials> element set to the security credentials of the requesting entity; and
b) send the HTTP 200 (OK) response towards the requesting entity.
If the requesting entity is not authorized to request the security information, PAE-S shall:

a) generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response
message, the PAE-S:

1) shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml*; and

2) shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-authorization-rej ect>
element in the <pinapp-info> root element and within the <pine-authorization-reject> element:

i) shal include a<cause> element set to an appropriate cause for PIN authorization failure; and
b) send the HTTP 403 (Forbidden) response towards the requesting entity.

The <cause> element shall set to one of the following:
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Protocol error, unspecified;
Operation not allowed;
Requested information not available;

Authorization failure; and

N~ w N OB O

Permanently denied.

6 Coding

6.1 General

This clause contains the definition and contents of the messages used in the procedures described in the present
document.

6.2 PINAPP protocol messages

6.2.1 General

This clause defines the XML schema and MIME type related to PINAPP protocol messages.

6.2.2 Structure

The <pinapp-info> element shall be the root element of the document.
The <pinapp-info> element shall include at |east one of the followings:
a) PINAPP protocol messages only applicable to interface between PIN peer and PIN peer:

1) <server-discovery-request> el ement;

2) <server-discovery-accept>element;

3) <server-discovery-reject>element;

4) <pin-creation-notification-request> element;

5) <pin-creation-notification-reject> element;

6) <pine-represent-registration-accept> element;

7) <pine-represent-registration-reject> element;

8) <pin-pemc-takeover-request> element;

9) <pin-pemc-takeover-accept> element;

10) <pin-pemc-takeover-reject> element;

11) <pin-pegc-takeover-request> element;

12) <pin-pegc-takeover-accept> el ement;

13) <pin-pegc-takeover-reject> element;

14) <pin-management-pine-join-request> element;

15) <pin-management-pine-join-accept> element;
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16) <pin-management-pine-join-reject> element;
17) <pin-management-pine-leave-request> element;
18) <pin-management-pine-leave-reject> element;
19) <pin-service-registration-request> element;
20) <pin-service-registration-accept> element;
21) <pin-service-registration-reject> element;
22) <pin-service-deregistration-request> element;
23) <pin-service-deregistration-accept> element;
24) <pin-service-deregistration-reject> element;
25) <pin-communication-create-request> element;
26) <pin-communi cation-create-accept> element;
27) <pin-communi cation-create-reject> element;
28) <pin-communication-update-request> element;
29) <pin-communi cation-update-accept> el ement;
30) <pin-communication-update-reject> element;
31) <pin-communication-del ete-request> element;
32) <pin-communication-del ete-reject> element;
33) <pin-management-service-switch-configure-request> element;
34) <pin-management-service-switch-configure-reject> element;
35) <pin-service-discovery-request> element;
36) <pin-service-discovery-accept> el ement;
37) <pin-service-discovery-reject> element;
38) <pin-management-pegc-service-continuity-request> element;
39) <pi n-management-pegc-service-continuity-accept> element;
40) <pin-management-pegc-service-continuity-rej ect> element;
41) <pin-management-pegc-configuration-request> element;
42) <pin-management-pegc-configuration-accept> element;
43) <pin-management-pegc-configuration-reject> element;
44) <pin-management-pegc-di scovery-request> element;
45) <pin-management-pegc-discovery-accept> element; and
46) <pin-management-pegc-discovery-reject> element;
b) PINAPP protocol messages only applicable to interface between PIN peer and PAE-S:
1) <pine-registration-request> element;
2) <pine-registration-accept> element;

3) <pine-registration-reject> element;
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4) <pine-deregistration-request> element;

5) <pine-deregistration-reject> element;

6) <pine-update-registration-request> element;
7) <pine-update-registration-reject> element;
8) <pin-creation-request> element;

9) <pin-creation-accept> element;

10) <pin-creation-reject> element;

11) <pin-del etion-request> element;

12) <pin-deletion-reject> element;

13) <pin-configuration-request> element;

14) <pin-configuration-accept> el ement;

15) <pin-configuration-reject> element;

16) <pin-management-request> element;

17) <pin-management-reject> element;

18) <pin-profile-query-request> element;

19) <pin-profile-query-accept> element;

20) <pin-profile-query-reject> element;

21) <pin-service-switch-request> el ement;

22) <pin-service-switch-accept> element;

23) <pin-service-switch-reject> element;

24) <pin-configuration-service-conti nuity-update-request> el ement;
25) <pin-configuration-service-continuity-update-accept> element;

26) <pin-configuration-service-conti nuity-update-rej ect> element;

27) <pine-authorization-request> element;

28) <pine-authorization-accept> element; and
29) <pine-authorization-reject> element; and
PINAPP protocol messages applicable to all interfaces:
1) <pin-deletion-notification-request> element;
2) <pin-deletion-notification-reject> element;
3) <pin-discovery-request> element;

4) <pin-discovery-accept> element;

5) <pin-discovery-reject> element;

6) <pin-status-subscribe-request> element;

7) <pin-status-subscribe-accept> element;

8) <pin-status-subscribe-reject> element;
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9) <pin-status-update-request> element;
10) <pin-status-update-accept> element;
11) <pin-status-update-reject> element;
12) <pin-status-notify> element;
13) <pin-status-unsubscribe-request> el ement;
14) <pin-status-unsubscribe-rej ect> el ement;
15) <pin-heartbeat> element;
16) <pin-connectivity-subscribe-request> element;
17) <pin-connectivity-subscribe-accept> element;
18) <pin-connectivity-subscribe-reject> element;
19) <pin-connectivity-notify> element;
20) <pin-connectivity-notify-reject> element;
21) <pin-connectivity-update-request> element;
22) <pin-connectivity-update-accept> element;
23) <pin-connectivity-update-reject> element;
24) <pin-connectivity-unsubscribe-request> element;
25) <pin-connectivity-unsubscribe-reject> element;
26) <pin-as-discovery-request> element;
27) <pin-as-discovery-accept> element;
28) <pin-as-discovery-reject> element;
29) <pin-configuration-service-switch-configure-request> element; and
30) <pin-configuration-service-switch-configure-rej ect> element.
The <server-discovery-request> element:
a) shall include a <ue-id> element;
b) may include a <ue-location> element; and
c) may include a <mac-address> element.
The <server-discovery-accept> element shall include a <endpoint-information-content> el ement.
The <endpoint-information-content> element shall include at least one of the followings:
a) a<uri>element;
b) a<fgdn> element;
c) a<ipv4-address> element; and
d) a<ipv6-address> element.
The <server-discovery-reject> element shall include a <cause> element.
The <pine-registration-request> element:

a) shall include a<ue-id> element;
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b) shall include a <security-credentials> element;

¢) shal include a <port-number> element;

d) may include a <mac-address> element;

€) may include a <vendor-name> element;

f) may include a <device-description> element;

g) may include a <pine-address> element;

h) may include a <pine-capabilities> element;

i) may include a <maximum-number-of-pines> element;

j) may include a <representation-indication> element; and

k) may include a <registration-info> element.
The <registration-info> element:

a) shall include a <ue-id> element;

b) shall include a <security-credentials> element;

c) shall include a <port-number> element;

d) may include a <mac-address> element;

€) may include a <vendor-name> element;

f) may include a <device-description> element;

g) may include a <pine-address> element;

h) may include a <pine-capabilities> element; and

i) may include a <maximum-number-of-pines> element.
The <pine-registration-accept> element:

a) shall include a <pin-client-id> element;

b) may include a <role-of-pemc> element;

c) may include a <role-of-pegc> element;

d) may include a <accepted-registration-info> element; and

€) may include a <rejected-registration-info> element.
The <accepted-registration-info> element:

a) shall include a <ue-id> element;

b) shall include a <pin-client-id> element;

¢) may include a <role-of-pemc> element; and

d) may include a <role-of-pegc> element.
The <rejected-registration-info> element:

a) shall include a <ue-id> element; and

b) shall include a <cause> element.

The <pine-registration-reject> element shall include a <cause> element.
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The <pine-represent-regi stration-accept> element:

a)
b)
©)

The <pine-represent-registration-reject> element shall include a <cause> element.

shall include a <pin-client-id> element;
may include a <role-of-pemc> element; and

may include a <role-of-pegc> element.

The <pine-deregistration-request> el ement:

a)
b)
c)
d)
€)

f)

shall include a <ue-id> element;

shall include a <security-credentials> element;
may include a <mac-address> element;

may include a <vendor-name> element;

may include a <device-description> element; and

may include a <ip-address> element.

The <pine-deregistration-reject> element shall include a <cause> element.

The <pine-update-registration-request> element:

a)
b)
c)
d)
€)
f)
9)
h)
i)

shall include a <ue-id> element;

shall include a <security-credentials> element;
may include a <mac-address> element;

may include a <vendor-name> element;

may include a <device-description> element;
may include a <ip-address> element;

may include a <port-number> element;

may include a <pine-capabilities> element; and

may include a <maximum-number-of-pines> element.

The <pine-update-registration-reject> element shall include a <cause> element.

The <pin-creation-request> el ement:

a)
b)
c)
d)
€)
f)

shall include a <ue-id> element;

shall include a <security-credentials> element;
may include a <pin-client-profile> element;
may include a <ue-location> element;

may include a <pine-list> element; and

may include a <additional-pemc> element.

The <pin-creation-accept> element:

a)
b)
©)

shall include a <pin-id> element;
shall include a <valid-timer> element;

may include a <pine-list> element;

ETSI

ETSI TS 124 583 V18.1.0 (2024-08)



3GPP TS 24.583 version 18.1.0 Release 18 121

d) shall include a <pegc-id> element;
€) may include a <pegc-address> element;
f) may include a <access-control-info> element; and
g) shal include a <heartbeat-timer> element.
The <pin-creation-reject> element shall include a <cause> element.
The <pin-creation-notification-request> element:
a) shall include a <pin-id> element;
b) shall include a <heartbeat-timer> element;
¢) shall include a <pin-member-indication> element;
d) may include a <pegc-address> element;
€) may include a <pegc-id> element; and
f) may include a <access-control-info> element.

The <pin-creation-notification-reject> element shall include a <cause> element.

The <pin-deletion-notification-request> element shall include a <pin-id> element.

The <pin-deletion-notification-reject> element shall include a <cause> element.
The <pin-creation-request> el ement:

a) shal include a<pin-id> element; and

b) shall include a <security-credentials> element.
The <pin-creation-reject> element shall include a <cause> element.
The <pin-discovery-request> element:

a) shall include a <ue-id> element;

b) shall include a <security-credentials> element;

¢) may include a <filter-info> element; and

d) may include a <ue-location> element.
The <pin-discovery-accept> element shall include a <pin-info> element.
The <pin-discovery-reject> element shall include a <cause> element.
The <pin-pemc-takeover-request> element:

a) shall include a <pin-id> element;

b) shall include a <current-pemc-id> element; and

¢) shall include a <new-pemc-id> element.
The <pin-pemc-takeover-accept> element shall include a <pin-id> element.
The <pin-pemc-takeover-reject> element:

a) shal include a <pin-id> element; and

b) shall include a<cause> element.

The <pin-pegc-takeover-request> e ement:
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a) shal include a<pin-id> element;
b) shall include a <current-pemc-id> element; and
¢) shal include a <new-pemc-id> element.
The <pin-pegc-takeover-accept> element shall include a <pin-id> element.
The <pin-pegc-takeover-reject> element:
a) shal include a <pin-id> element; and
b) shall include a <cause> element.
The <pin-configuration-request> element:
a) shall include a <pin-id> element;
b) shall include a <requestor-pemc-id> element;
c) shall include a <authorization-type> element;
d) shall include a <failure-pemc-id> element;
€) may include a <new-pemc-id> element; and

f) may include a <additional-pemc-ids> element.

The <pin-configuration-accept> element shall include a <pin-profile> element.

The <pin-configuration-reject> element shall include a <cause> element.
The <pin-management-request> element:

a) shall include a <requestor-id> element;

b) shall include a <modification-type> element; and

¢) shall include a <pin-profile> element.
The <pin-management-reject> element shall include a <cause> element.
The <pin-status-subscribe-reguest> element:

a) shall include a <ue-id> element;

b) shall include a <security-credentials> element;

¢) shall include a <pin-id> element;

d) shall include a <subscribed-event> element;

€) may include a <notification-target-address> element; and

f) may include a <expected-subscription-time> element.
The <pin-status-subscribe-accept> element:

a) shall include a <accepted-subscription-id> element;

b) may include a <authorized-subscription-time> element; and

€) may include a <rejected-subscription-id> element.
The <pin-status-subscribe-reject> element shall include a <cause> element.
The <pin-status-update-request> el ement:

a) shall include a<ue-id> element;
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b) shall include a <security-credentials> element;

¢) shal include a<pin-id> element;

d) shall include a <subscribed-event> element;

€) may include a <notification-target-address> element; and

f) may include a <expected-subscription-time> element.
The <pin-status-update-accept> element shall include a <authorized-subscription-time> element.
The <pin-status-update-rej ect> element shall include a <cause> element.
The <pin-status-notify> element:

a) shall include a <event-id> element;

b) shal include a <pin-id> element;

€) may include a <pine-management-type> element;

d) may include a <pine-id> element;

€) may include a <pin-client-profile> element;

f) may include a <pegc-id> element;

g) may include a <pegc-address> el ement;

h) may include a <access-control-info> element;

i) may include a <pemc-id> element;

j) may include a <pemc-address> element;

k) may include a <pin-profile> element;

[) may include a <dynamic-pin-profile> element;

m) may include a <pin-status-type> element.
The <pin-status-unsubscribe-request> element:

a) shall include a <security-credentials> element; and

b) shall include a <unsubscription-id> element.
The <pin-status-unsubscribe-reject> element shall include a <cause> element.
The <pin-management-pi ne-j oin-request> element:

a) shall include a <pin-id> element;

b) shall include a <security-credentials> element;

¢) shall include a<ue-id> element;

d) shall include a <target-pemc-id> element;

€) may include a <pin-client-profile> element;

f) may include a <endpoint-information-content> element;

g) may include a <ue-location> element; and

h) may include a <pin-service-info> element.

The <pin-management-pi ne-j oin-accept> element:
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a) shal include a <heartbeat-timer> element;

b) shall include a <valid-timer> element;

¢) may include a <pin-client-profile> element;

d) may include a <pegc-id> element;

€) may include a <pegc-address> element; and

f) may include a <access-control-info> element.
The <pin-management-pine-j oin-reject> element shall include a <cause> element.
The <pin-management-pine-leave-request> element:

a) shall include a <pin-id> element;

b) shall include a <security-credentials> element;

¢) shall include a <ue-id> element; and

d) shall include a <target-pemc-id> element.
The <pin-management-pine-leave-reject> element shall include a <cause> element.
The <pin-profile-query-request> element:

a) shall include a <pin-id> element;

b) shall include a <security-credentials> element; and

c) shall include a <ue-id> element.
The <pin-profile-query-accept> element shall include a <pin-profile> element.
The <pin-profile-query-reject> element shall include a <cause> element.
The <pin-heartbeat> element:

a) shall include a <ue-id> element; and

b) shall include a<pin-id> element.
The <pin-service-registration-request> element:

a) shall include a <pin-id> element;

b) shall include a <requesting-pine-id> element; and

c) shal include a <list-of-services> element.
The <pin-service-registration-accept> element:

a) shal include a <pin-id> element; and

b) shall include a <requesting-pine-id> element.
The <pin-service-registration-reject> el ement:

a) shall include a<pin-id> element;

b) shall include a <requesting-pine-id> element; and

c) shall include a <cause> element.
The <pin-service-deregistration-request> element:

a) shall include a<pin-id> element;
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b) shall include a <requesting-pine-id> element; and

¢) shal include a<list-of-services> element.
The <pin-service-deregistration-accept> element:

a) shall include a<pin-id> element; and

b) shal include a <requesting-pine-id> element.
The <pin-service-deregistration-rej ect> element:

a) shall include a <pin-id> element;

b) shall include a <requesting-pine-id> element; and

c) shal include a <cause> element.
The <pin-connectivity-subscribe-request> element:

a) shall include a <subscriber-identifier> element;

b) shall include a <security-credentials> element;

¢) shall include a <subscription-id> element;

d) shall include a <pin-id> element;

€) shall include a <notification-target-address> element; and

f) may include a <proposed-expiration-time> element.
The <pin-connectivity-subscribe-accept> element:

a) shall include a <subscription-id> element; and

b) may include a <expiration-time> el ement.
The <pin-connectivity-subscribe-reject> element shall include a <cause> element.
The <pin-connectivity-notify> element:

a) shall include a <pegc-identifier> element;

b) shall include a<pin-id> element;

¢) shall include a <pin-client-identifier> element; and

d) shall include a <event-type> element.
The <pin-connectivity-notify-reject> element shall include a <cause> element.
The <pin-connectivity-update-request> element:

a) shall include a <subscription-id> element;

b) shall include a <security-credentials> element;

d) may include a <notification-target-address> element; and

€) may include a <proposed-expiration-time> element.
The <pin-connectivity-update-accept> element shall include a <expiration-time> element.
The <pin-connectivity-update-reject> element shall include a <cause> element.
The <pin-connectivity-unsubscribe-request> element:

a) shall include a <subscription-id> element; and
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b) shall include a <security-credentials> element.
The <pin-connectivity-unsubscribe-reject> element shall include a <cause> element.
The <pin-communication-create-request> element:

a) shal include a<pin-id> element;

b) shall include a<ue-id> element;

c) shall include a <security-credentials> element;

d) shall include a <pin-traffic-descriptor> element;

€) shall include a <pin-packet-filter> element;

f) may include a <pin-requested-qos> element; and

g) may include a <ue-address> element.
The <pin-communication-create-accept> element:

a) shall include a <pin-accepted-qos> element; and

b) shall include a <pin-communication-flow-id> element.
The <pin-communication-create-rej ect> element shall include a <cause> element.
The <pin-communication-update-request> el ement:

a) shall include a <pin-id> element;

b) shall include a <ue-id> element;

¢) shall include a <security-credentials> element;

d) shall include a <pin-traffic-descriptor> element;

€) shall include a <pin-packet-filter> element;

f) may include a <pin-requested-qos> element; and

g) may include a <ue-address> el ement.
The <pin-communication-update-accept> element:

a) shall include a <pin-accepted-qos> element; and

b) shall include a <pin-communication-flow-id> element.
The <pin-communication-update-reject> element shall include a <cause> element.
The <pin-communication-del ete-request> el ement:

a shal include a<pin-id> element;

b) shall include a <ue-id> element;

¢) shall include a <security-credentials> element; and

d) shall include a <pin-communication-flow-id> element.
The <pin-communication-del ete-rej ect> element shall include a <cause> element.
The <pin-as-discovery-request> element:

a) shall include a<ue-id> element;

b) shall include a <security-credentials> element; and
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¢) shal include a <service-id> element.
The <pin-as-discovery-accept> element shall include a <as-connectivity-info> element.
The <pin-as-discovery-reject> element shall include a <cause> element.
The <pin-service-switch-request> element:

a) shal include a <pin-client-identifier> element;

b) shall include a <security-credentials> element;

c) shal include a <pin-id> element;

d) shall include a <application-client-identifier> element;

e) shall include a <application-server-identifier> element;

f) shall include a <application-session-identifier> element;

g) may include a <application-traffic-descriptor> element; and

h) may include a <target-pin-client-identifier> element.
The <pin-service-switch-accept> element shall include a <target-pin-client-identifier> element.
The <pin-service-switch-reject> element shall include a <cause> element.
The <pin-configuration-service-switch-configure-request> element:

a) shall include a <security-credentials> element;

b) shall include a<pin-id> element;

¢) shall include a <application-client-identifier> element;

d) shall include a <application-server-identifier> element;

€) shall include a <application-session-identifier> element;

f) may include a <application-traffic-descriptor> element; and

0) may include a <target-pin-client-identifier> element.
The <pin-configuration-service-switch-configure-reject> element shall include a <cause> element.
The <pin-management-service-switch-configure-request> element:

a) shall include a <pin-management-client-identifier> element;

b) shall include a <security-credentials> element;

¢) shall include a <pin-id> element;

d) shall include a <application-client-identifier> element;

€) shall include a <application-server-identifier> element;

f) shall include a <target-pin-client-identifier> element;

g) shall include a <application-traffic-identifier> element;

h) may include a <application-traffic-descriptor> element;

i) may include a <pegc-id> element.
The <pin-management-service-switch-configure-reject> element shall include a <cause> element.

The <pin-service-discovery-request> element:
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a) shal include a<pin-id> element;
b) shall include a <ue-id> element;
¢) shall include a <security-credentials> element;
d) shal include a <service-type> element; and
€) may include a <requesting-pine-address> element.
The <pin-service-discovery-accept> element;
a) shal include a <target-pine-id> element; and
b) shall include a <target-pine-address> element.
The <pin-service-discovery-reject> element shall include a <cause> element.
The <pin-management-pegc-service-continuity-request> element:
a) shal include a <pin-client-identifier> element;
b) shall include a <security-credentials> element;
c) shall include a <pin-id> element;
d) shall include a <pine-id> element;
e) shall include a <source-pin-gateway-client-identifier> element;
f) shall include a <application-client-identifier> element;
g) shall include a <application-server-identifier> element;
h) shall include a <application-session-identifier> element; and
i) may include a <application-session-descriptor> el ement.

The <pin-management-pegc-service-continuity-accept> element shall include a <target-pin-gateway-client-identifier>
element.

The <pin-management-pegc-service-continuity-reject> element shall include a <cause> element.
The <pin-management-pegc-configuration-request> element:

a) shall include a <pin-client-identifier> element;

b) shall include a <security-credentials> element;

¢) shall include a <pin-id> element;

d) shall include a <pine-id> element;

€) shall include a <application-client-identifier> element;

f) shall include a <application-server-identifier> element;

g) shal include a <application-session-identifier> element; and

h) may include a <application-session-descriptor> el ement.
The <pin-management-pegc-configuration-accept> element shall include a <pegc-connectivity-information> element.
The <pin-management-pegc-configuration-reject> element shall include a <cause> element.
The <pin-configuration-service-continuity-update-request> element:

a) shall include a <pin-client-identifier> element;
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b) shall include a <security-credentials> element;

¢) shal include a<pin-id> element;

d) shall include a<pine-id> element;

e) shall include a <source-pin-gateway-client-identifier> element;
f) shall include a <target-pin-gateway-client-identifier> element;
g) shal include a <application-client-identifier> element;

h) shall include a <application-server-identifier> element;

i) shal include a <application-session-identifier> element; and

j) may include a <application-session-descriptor> element.

The <pin-configuration-service-continuity-update-accept> element shall include a <service-continuity-policy-
information> element.

The <pin-configuration-service-continuity-update-reject> element shall include a <cause> element.
The <pin-management-pegc-discovery-request> element:

a) shal include a <pin-client-identifier> element;

b) shall include a <security-credentials> element;

c) shall include a <pin-id> element;

d) shall include a <pine-id> element; and

€) shall include a <pegc-information-list> element.
The <pin-management-pegc-discovery-accept> element shall include a <pegc-information-list> element.
The <pin-management-pegc-discovery-reject> element shall include a <cause> element.
The <pine-authorization-request> element:

a) shall include a <ue-id> element;

b) shall include a<pin-id> element; and

¢) may include a <ip-address> element.
The <pine-authorization-accept> element shall include a <security-credentials> element.

The <pine-authorization-reject> element shall include a <cause> element.

6.2.3  MIME type

The MIME type of the document shall be "application/vnd.3gpp.pinapp-info+xml MIME body".

The MIME typeis used to carry information related to the PINAPP operation. It shall be coded as an XML document
containing one of the following PINAPP protocol messages.

a) PINAPP protocol messages only applicable to interface between PIN peer and PIN peer:
1) server-discovery-request;
2) server-discovery-accept;
3) server-discovery-reject;

4) <pin-creation-notification-request> element;
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5) <pin-creation-notification-reject> element;

6) <pine-represent-registration-accept> element;
7) <pine-represent-registration-reject> element;

8) <pin-pemc-takeover-request> element;

9) <pin-pemc-takeover-accept> element;

10) <pin-pemc-takeover-reject> element;

11) <pin-pegc-takeover-request> element;

12) <pin-pegc-takeover-accept> el ement;

13) <pin-pegc-takeover-reject> element;

14) <pin-management-pine-join-request> element;
15) <pin-management-pine-join-accept> el ement;
16) <pin-management-pine-join-reject> element;
17) <pin-management-pine-leave-request> element;
18) <pin-management-pine-leave-reject> element;
19) <pin-service-registration-request> element;

20) <pin-service-registration-accept> element;

21) <pin-service-registration-reject> element;

22) <pin-service-deregistration-request> element;
23) <pin-service-deregistration-accept> element;
24) <pin-service-deregistration-reject> element;

25) <pin-communication-create-request> element;
26) <pin-communi cation-create-accept> element;
27) <pin-communication-create-reject> element;
28) <pin-communi cation-update-request> element;
29) <pin-communi cation-update-accept> el ement;
30) <pin-communication-update-rej ect> element;
31) <pin-communication-del ete-request> element;
32) <pin-communi cation-del ete-reject> el ement;
33) <pin-management-service-switch-configure-request> element;
34) <pin-management-service-switch-configure-reject> element;
35) <pin-service-discovery-request> element;

36) <pin-service-discovery-accept> el ement;

37) <pin-service-discovery-reject> element;

38) <pin-management-pegc-service-continuity-request> element;

39) <pin-management-pegc-service-continuity-accept> element;
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40) <pin-management-pegc-service-continuity-reject> element;
41) <pi n-management-pegc-configuration-request> element;
42) <pin-management-pegc-configuration-accept> element;
43) <pi n-management-pegc-configuration-reject> element;
44) <pin-management-pegc-di scovery-request> element;
45) <pin-management-pegc-discovery-accept> element; and
46) <pin-management-pegc-discovery-reject> element;
b) PINAPP protocol messages only applicable to interface between PIN peer and PAE-S:
1) <pine-registration-request> element;
2) <pine-registration-accept> element;
3) <pine-registration-reject> element;
4) <pine-deregistration-request> element;
5) <pine-deregistration-reject> element;
6) <pine-update-registration-request> element;
7) <pine-update-registration-reject> element;
8) <pin-creation-request> element;
9) <pin-creation-accept> element;
10) <pin-creation-reject> element;
11) <pin-del etion-request> element;
12) <pin-del etion-reject> element;
13) <pin-configuration-request> element;
14) <pin-configuration-accept> el ement;
15) <pin-configuration-reject> element;
16) <pin-management-request> element;
17) <pin-management-reject> element;
18) <pin-profile-query-request> element;
19) <pin-profile-query-accept> element;
20) <pin-profile-query-reject> element;
21) <pin-service-switch-request> el ement;
22) <pin-service-switch-accept> element;
23) <pin-service-switch-reject> element;
24) <pin-configuration-service-continuity-update-request> el ement;
25) <pin-configuration-service-continuity-update-accept> element;
26) <pin-configuration-service-continuity-update-rej ect> element;

27)<pine-authorization-request> element;
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c)

28) <pine-authorization-accept> element; and

29) <pine-authorization-reject> element; and
PINAPP protocol messages applicableto all interfaces:
1) <pin-deletion-notification-request> element;

2) <pin-deletion-notification-reject> element;

3) <pin-discovery-request> element;

4) <pin-discovery-accept> element;

5) <pin-discovery-reject> element;

6) <pin-status-subscribe-request> element;

7) <pin-status-subscribe-accept> element;

8) <pin-status-subscribe-reject> element;

9) <pin-status-update-request> element;

10) <pin-status-update-accept> element;

11) <pin-status-update-reject> element;

12) <pin-status-notify> element;

13) <pin-status-unsubscribe-request> el ement;

14) <pin-status-unsubscribe-reject> element;

15) <pin-heartbeat> element;

16) <pin-connectivity-subscribe-request> element;
17) <pin-connectivity-subscribe-accept> element;
18) <pin-connectivity-subscribe-reject> element;
19) <pin-connectivity-notify> element;

20) <pin-connectivity-notify-reject> element;

21) <pin-connectivity-update-request> el ement;

22) <pin-connectivity-update-accept> element;

23) <pin-connectivity-update-reject> element;

24) <pin-connectivity-unsubscribe-request> element;
25) <pin-connectivity-unsubscribe-reject> element;
26) <pin-as-discovery-request> element;
27)<pin-as-discovery-accept> element;

28) <pin-as-discovery-reject> element;

29) <pin-configuration-service-switch-configure-request> element; and

30) <pin-configuration-service-switch-configure-reject> element.
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Each of the above message is presented in the XML document as an XML element named after the corresponding
message.
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6.2.4 XML schema

An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: pi napp="urn: 3GPP: ns: pi napp: 2023"
el ement For nDef aul t =" qual i fi ed"
t ar get Nanespace="ur n: 3GPP: ns: pi napp: 2023" >
<xs:annot ati on>
<xs: docunent ati on>
Info for PINAPP protocol Messages Syntax
</ xs: docunent ati on>
</ xs:annot ati on>

<l--  Top level PINAPP protocpl Message definition -->
<xs:el ement nanme="pi napp-info">
<xs: conpl exType>
<xs: choi ce>
<xs: el ement nane="server-di scovery-request" type="pi napp: pi n-server-di scovery-reqg-i nfo"/>
<xs:el ement name="server-di scovery-accept" type="pi napp: pi n-server-di scovery-acc-info"/>
<xs:el ement name="server-di scovery-reject" type="pi napp: pi n-server-discovery-rej-info"/>
<xs: el ement nanme="pi ne-regi strati on-request"” type="pi napp: pi ne-reg-reqg-i nfo"/>
<xs: el ement nanme="pi ne-regi strati on-accept" type="pi napp: pi ne-reg-acc-info"/>
<xs:el ement name="pine-registration-reject" type="pinapp: pine-reg-rej-info"/>
<xs:el ement name="pi ne-represent-registration-accept" type="pinapp: pi ne-repreg-acc-info"/>
<xs: el ement name="pi ne-represent-regi stration-reject" type="pinapp:pine-repreg-rej-info"/>
<xs: el ement nanme="pi ne-deregi stration-request" type="pi napp: pi ne-dereg-req-info"/>
<xs:el ement nanme="pi ne-deregistration-reject" type="pi napp: pi ne-dereg-rej-info"/>
<xs:el ement name="pi ne-update-regi strati on-request” type="pi napp: pi ne-updat e-reg-reqg-i nfo"/>
<xs: el ement nane="pi ne-update-regi stration-reject” type="pi napp: pi ne-update-reg-rej-info"/>
<xs: el ement nanme="pi n-creation-request" type="pi napp: pi n-creation-reqg-info"/>
<xs: el ement nanme="pi n-creation-accept" type="pi napp: pi n-creation-acc-info"/>
<xs: el ement name="pin-creation-reject" type="pi napp: pin-creation-rej-info"/>
<xs: el ement name="pin-creation-notification-request" type="pinapp:pin-creation-noti-req-

info"/>
<xs:el ement nanme="pin-creation-notification-reject" type="pi napp: pi n-creation-noti-rej-
info"/>
<xs: el ement name="pi n-del eti on-request" type="pi napp: pi n-del eti on-req-info"/>
<xs: el ement nane="pi n-del etion-reject" type="pi napp: pi n-del etion-rej-info"/>
<xs: el ement nanme="pi n-del etion-notification-request" type="pinapp: pi n-del etion-noti-req-
info"/>
<xs: el ement name="pin-del etion-notification-reject" type="pinapp: pin-deletion-noti-rej-
info"/>
<xs: el ement nanme="pi n-di scovery-request" type="pi napp: pi n-di scovery-reg-info"/>
<xs: el ement name="pi n-di scovery-accept" type="pi napp: pi n-di scovery-acc-info"/>
<xs: el ement name="pin-di scovery-reject" type="pi napp: pi n-di scovery-rej-info"/>
<xs: el ement nane="pi n-penc-takeover-request" type="pi napp: pi n-pencto-req-info"/>
<xs: el ement name="pi n-penc-takeover-accept" type="pi napp: pi n-pencto-acc-info"/>
<xs: el ement name="pi n- penc-takeover-reject" type="pi napp: pi n-pencto-rej-info"/>
<xs: el ement name="pi n- pegc-takeover-request" type="pi napp: pi n-pegcto-req-info"/>
<xs: el ement nanme="pi n- pegc-takeover-accept" type="pi napp: pi n- pegct o-acc-i nfo"/>
<xs:el ement nanme="pi n-pegc-takeover-reject" type="pinapp: pi n-pegcto-rej-info"/>
<xs: el ement name="pi n- managenent - pi ne-j oi n-request" type="pi napp: pi n-j oi n-req-i nfo"/>
<xs: el ement name="pi n- managenent - pi ne-j oi n-accept" type="pi napp: pi n-j oi n-acc-info"/>
<xs:el ement name="pi n- managenent - pi ne-j oi n-rej ect" type="pi napp: pin-join-rej-info"/>
<xs: el ement nane="pi n- managenent - pi ne- | eave-request" type="pi napp: pi n-1 eave-req-info"/>
<xs:el ement nanme="pi n- managenent - pi ne- | eave-rej ect" type="pi napp: pi n-1 eave-rej-info"/>
<xs: el ement name="pin-service-registrati on-request" type="pi napp: pi n-servi ce-reg-req-info"/>
<xs: el ement name="pin-service-regi strati on-accept" type="pi napp: pi n-servi ce-reg-acc-info"/>
<xs:el ement name="pin-service-registration-reject" type="pi napp: pi n-service-reg-rej-info"/>
<xs:el ement name="pi n-servi ce-deregistration-request" type="pinapp: pi n-service-dereg-reqg-
info"/>
<xs: el ement name="pi n-servi ce-deregi stration-accept" type="pi napp: pi n-service-dereg-acc-
info"/>
<xs:el ement name="pin-servi ce-deregistration-reject" type="pinapp: pi n-service-dereg-rej-
info"/>
<xs: el ement nanme="pi n-conmmuni cati on-create-request"” type="pi napp: pi n-commcre-reqg-i nfo"/>
<xs:el ement name="pi n-communi cati on-create-accept" type="pi napp: pi n-comm cre-acc-info"/>
<xs:el ement name="pi n-conmuni cati on-create-reject" type="pi napp: pi n-commcre-rej-info"/>
<xs: el ement nanme="pi n-comruni cati on-updat e-request" type="pi napp: pi n-comm upd-reqg-i nfo"/>
<xs: el ement nanme="pi n-conmuni cati on-updat e-accept" type="pi napp: pi h-conm upd-acc-info"/>
<xs: el ement nane="pi n- comruni cati on-update-reject" type="pi napp: pi n-commupd-rej-info"/>
<xs: el ement nanme="pi n- comuni cati on- del et e-request"” type="pi napp: pi n-commdel -reqg-i nfo"/>
<xs: el ement nanme="pi n-comuni cati on-del ete-reject" type="pi napp: pi n-commdel -rej-info"/>
<xs: el ement nane="pi n- nanagenent - servi ce-swi t ch-confi gure-request" type="pi napp: pi n-ssc-req-
info"/>
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<xs: el ement nanme="pi n- managenent - servi ce-swi tch-confi gure-reject" type="pi napp: pi n-ssc-rej -

info"/>

<xs: el ement name="pi n-servi ce-di scovery-request" type="pi napp: pi n-servi ce-dis-reqg-info"/>

<xs: el ement name="pi n-servi ce-di scovery-accept" type="pi napp: pi n-servi ce-di s-acc-info"/>

<xs: el ement name="pin-service-di scovery-reject" type="pi napp: pi n-service-dis-rej-info"/>

<xs: el ement nanme="pi n- managenent - pegc- servi ce-conti nui ty-request"” type="pi napp: pi n-psc-reqg-
info"/>

<xs: el ement nanme="pi n- managenent - pegc- servi ce-conti nui ty-accept" type="pi napp: pi n-psc-acc-
info"/>

<xs: el ement nanme="pi n- managenent - pegc- servi ce-continuity-reject" type="pi napp: pi n-psc-rej -
info"/>

<xs: el ement name="pi n- managenent - pegc- confi gurati on-request" type="pi napp: pi n-pcfg-reqg-
info"/>

<xs:el ement nanme="pi n- managenent - pegc- confi gurati on-accept" type="pi napp: pi n- pcf g-acc-
info"/>

<xs: el ement nanme="pi n- managenent - pegc- confi guration-reject" type="pi napp: pi n-pcfg-rej-
info"/>

<xs:el ement name="pi n- nanagenent - pegc- di scovery-request" type="pi napp: pi n-pdi s-reqg-i nfo"/>
<xs: el ement nanme="pi n- nanagenent - pegc- di scovery-accept" type="pi napp: pi n-pdi s-acc-info"/>
<xs: el ement nanme="pi n- nanagenent - pegc- di scovery-rej ect" type="pi napp: pi n-pdi s-rej-info"/>
<xs: el ement nanme="pi n-configurati on-request"” type="pi napp: pi n-config-reqg-info"/>
<xs:el ement name="pin-configuration-accept" type="pinapp: pi n-confi g-acc-info"/>
<xs: el ement name="pi n-configuration-reject" type="pinapp: pin-config-rej-info"/>
<xs: el ement nanme="pi n- managenent - request"” type="pi napp: pi n- mana-req-info"/>
<xs:el ement nanme="pi n- managenent-reject” type="pi napp: pi n-mana-rej-info"/>
<xs:el ement name="pin-profil e-query-request" type="pi napp: pi n-prof-query-reqg-info"/>
<xs: el ement nanme="pi n-profil e-query-accept" type="pi napp: pi n-prof-query-acc-info"/>
<xs: el ement nanme="pin-profil e-query-reject" type="pinapp: pi n-prof-query-rej-info"/>
<xs: el ement nanme="pi n-servi ce-swi tch-request" type="pi napp: pi n-service-sw -reqg-i nfo"/>
<xs: el ement nanme="pi n-servi ce-sw tch-accept" type="pi napp: pi n-servi ce-sw -acc-info"/>
<xs: el ement name="pin-service-switch-reject" type="pi napp: pi n-service-sw -rej-info"/>
<xs: el ement nanme="pi n-confi gurati on-service-continuity-update-request" type="pi napp: pi n-csc-
upd-reqg-info"/>
<xs: el ement nanme="pi n-configuration-service-continuity-update-accept" type="pinapp: pi n-csc-
upd- acc-info"/>
<xs: el ement nanme="pi n-configurati on-service-continuity-update-reject" type="pinapp: pi n-csc-
upd-rej-info"/>
<xs: el ement name="pi ne-aut hori zati on-request" type="pi napp: pi n-auth-reqg-info"/>
<xs: el ement nanme="pi ne-aut hori zati on-accept" type="pi napp: pi n-aut h-acc-info"/>
<xs: el ement nanme="pi ne-authorization-reject" type="pi napp: pin-auth-rej-info"/>
<xs:el ement nanme="pi n-status-subscribe-request" type="pinapp: pi n-sta-sub-reqg-info"/>
<xs: el ement nanme="pi n-status-subscribe-accept" type="pi napp: pi n-sta-sub-acc-info"/>
<xs: el ement name="pi n-status-subscribe-reject" type="pi napp: pi n-sta-sub-rej-info"/>
<xs:el ement nanme="pi n- st at us-updat e-request" type="pi napp: pi n-sta-upd-req-info"/>
<xs: el ement name="pi n-status-update-accept" type="pi napp: pi n-sta-upd-acc-info"/>
<xs: el ement name="pin-status-update-reject" type="pi napp: pi n-sta-upd-rej-info"/>
<xs: el ement name="pin-status-notify" type="pi napp: pin-sta-notify-info"/>
<xs:el ement name="pi n-status-unsubscri be-request" type="pi napp: pi n-sta-unsub-reqg-info"/>
<xs:el ement nanme="pi n-status-unsubscribe-reject" type="pi napp: pi n-sta-unsub-rej-info"/>
<xs: el ement name="pin-heartbeat" type="pi napp: pi n-heartbeat-info"/>
<xs: el ement name="pi n-connectivity-subscribe-request" type="pi napp: pi n-conn-sub-reqg-info"/>
<xs: el ement name="pi n-connectivity-subscribe-accept" type="pi napp: pi n-conn-sub-acc-info"/>
<xs:el ement name="pi n-connectivity-subscribe-reject" type="pi napp: pi n-conn-sub-rej-info"/>
<xs:el ement name="pin-connectivity-notify" type="pinapp:pi n-conn-notify-info"/>
<xs: el ement name="pin-connectivity-notify-reject" type="pi napp: pi n-conn-notify-rej-info"/>
<xs: el ement name="pi n-connectivity-update-request" type="pi napp: pi n-conn-upd-req-info"/>
<xs:el ement nanme="pi n-connectivity-update-accept" type="pinapp: pi n-conn-upd-acc-info"/>
<xs:el ement nanme="pi n-connectivity-update-reject" type="pinapp: pi n-conn-upd-rej-info"/>
<xs: el ement nanme="pi n-connectivity-unsubscri be-request" type="pi napp: pi n-conn-unsub-reqg-
info"/>
<xs:el ement name="pin-connectivity-unsubscribe-reject" type="pinapp: pi n-conn-unsub-rej -
info"/>
<xs: el ement nanme="pi n-as-di scovery-request" type="pi napp: pi n-as-di s-reqg-i nfo"/>
<xs: el ement nanme="pi n-as-di scovery-accept" type="pi napp: pi n-as-di s-acc-i nfo"/>
<xs:el ement nanme="pi n-as-di scovery-reject" type="pinapp: pin-as-dis-rej-info"/>
<xs:el ement nanme="pi n-configuration-service-sw tch-configure-request" type="pi napp: pi h-cssc-
reg-info"/>
<xs: el ement name="pi n-configurati on-servi ce-sw tch-configure-reject" type="pi napp: pi n-cssc-
rej-info"/>
<xs: el ement name="nessage-ext" type="pi napp: Di scMsgExt Type"/>
<xSs:any nanespace="##ot her" processContents="1ax"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >

<l-- Conplex types defined for Message-level -->

<xs: conpl exType name="pi n-server-di scovery-req-info">
<Xs: sequence>
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<xs:el ement nanme="di scovery-request" type="pinapp: Ser D scReq-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-server-di scovery-acc-info">
<Xs: sequence>
<xs: el ement nanme="di scovery-accept" type="pi napp: SerDi scAcc-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-server-di scovery-rej-info">
<Xs:sequence>
<xs:el ement nanme="di scovery-reject" type="pi napp: SerDi scRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-reg-req-info">
<Xs:sequence>
<xs: el ement nanme="regi srati on-request" type="pi napp: Pi neRegReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-reg-acc-i nfo">
<xs: sequence>
<xs:el ement nane="regisrati on-accept" type="pi napp: Pi neRegAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-reg-rej-info">
<Xs: sequence>
<xs: el ement name="regi sration-reject" type="pinapp: Pi neRegRej-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType nane="pi ne-repreg-acc-info">
<XS:sequence>
<xs:el ement nanme="reg-rep-accept" type="pinapp: Pi neRegAcc-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi ne-repreg-rej-info">
<xs:sequence>
<xs:el ement nane="reg-rep-reject" type="pinapp: Pi neRegRej -i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>
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<xs: conpl exType name="pi ne-dereg-req-info">
<Xs: sequence>
<xs: el ement nanme="deregi srati on-request" type="pi napp: Pi neDer egReqg-i nfo" m nCQccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-dereg-rej-info">
<XS:sequence>
<xs:el ement name="deregi sration-reject" type="pi napp: Pi neDer egRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-update-reg-req-info">
<Xs: sequence>
<xs: el ement nane="regi srati on-updat e-request"” type="pi napp: Pi neUpdRegReqg-i nfo" m nQccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi ne-update-reg-rej-info">
<xs: sequence>
<xs:el ement nanme="regi srati on-update-reject" type="pi napp: Pi neUpdRegRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-creation-req-info">
<Xs: sequence>
<xs: el ement name="pin-creation-request" type="pinapp: Pi nCreReqg-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-creati on-acc-i nfo">
<Xs:sequence>
<xs:el ement nanme="pin-creation-accept" type="pi napp: Pi nCreAcc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pin-creation-rej-info">
<Xs: sequence>
<xs: el ement nanme="pin-creation-reject" type="pi napp: Pi nCreRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-creati on-noti-req-info">

<xs:sequence>
<xs: el ement name="pin-creation-notification-request" type="pinapp: Pi nCreNoti Reg-i nfo"

m nCccur s="0" maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
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</ xs: conpl exType>

<xs: conpl exType name="pi n-creati on-noti-rej-info">
<Xs:sequence>
<xs:el ement nanme="pin-creation-notification-reject" type="pi napp: Pi nCreNoti Rej-i nfo"

m nCccur s="0" maxCccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pin-del eti on-reqg-info">
<Xs: sequence>
<xs: el ement name="pin-del eti on-request" type="pi napp: Pi nDel Reg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-del etion-rej-info">
<XS:sequence>
<xs:el ement nanme="pin-del etion-reject" type="pinapp: Pi nDel Rej -i nf 0" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-del eti on-noti-req-info">
<Xs: sequence>
<xs: el ement nanme="pin-del etion-notification-request" type="pinapp: Pi nDel Noti Reg-i nfo"

m nCccur s="0" maxCccur s="unbounded"/ >

<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-del eti on-noti-rej-info">
<XS:sequence>
<xs: el ement name="pin-deletion-notification-reject" type="pinapp: Pi nDel Noti Rej-info"

m nCccur s="0" maxQccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType nane="pi n-di scovery-req-info">
<Xs: sequence>
<xs: el ement name="pin-di sc-req" type="pinapp: Pi nD sReg-i nfo" m nQccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement name="anyExt" type="pi nhapp: anyExt Type" m nCccurs="0"/>
<xS:any nhanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType nane="pi n-di scovery-acc-info">
<Xs:sequence>
<xs:el ement nanme="pin-di sc-accept” type="pinapp: Pi nDi sAcc-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conmpl exType>

<xs: conpl exType name="pi n-di scovery-rej-info">
<xs:sequence>
<xs: el ement nanme="pin-disc-reject" type="pinapp: PinD sRej-info" mnCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
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</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-pentto-req-info">
<Xs:sequence>
<xs: el ement name="pi n-pencto-req" type="pi napp: Pi nPentToReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xSs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- penct o-acc-i nfo">
<XS:sequence>
<xs:el ement nanme="pi n- penct o-acc" type="pi napp: Pi nPencToAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-pencto-rej-info">
<Xs:sequence>
<xs: el ement nane="pi n-pencto-rej" type="pinapp: Pi nPentToRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- pegct o-req-i nfo">
<Xs:sequence>
<xs: el ement nane="pi n-pegcto-req" type="pi napp: Pi nPegcToReq-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- pegct o-acc-i nfo">
<Xs: sequence>
<xs: el ement nanme="pi n- pegct o-acc" type="pi napp: Pi nPegcToAcc-info" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-pegcto-rej-info">
<XS:sequence>
<xs:el ement nanme="pi n-pegcto-rej" type="pinapp: Pi nPegcToRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-join-req-info">
<Xs: sequence>
<xs: el ement nanme="pin-join-req" type="pi napp: Pi nJoi nReg-i nfo" mi nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-j oi n-acc-i nfo">
<Xs:sequence>
<xs: el ement nanme="pin-join-acc" type="pi napp: Pi nJoi nAcc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pin-join-rej-info">
<Xs:sequence>
<xs:element name="pin-join-rej" type="pi napp: Pi nJoi nRej -i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType nanme="pin-1 eave-req-info">
<Xs: sequence>
<xs: el ement nanme="pin-|eave-reqg-info" type="pi napp: Pi nLevReqg-i nfo" m nQccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-| eave-rej-info">
<xs:sequence>
<xs: el ement nanme="pin-leave-rej-info" type="pinapp: Pi nLevRej -i nfo" m nQccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-reg-req-info">
<Xs: sequence>
<xs: el ement nanme="pin-service-reg-req" type="pi napp: Pi nSer RegReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-reg-acc-i nfo">
<Xs:sequence>
<xs:el ement nanme="pin-service-reg-acc" type="pi napp: Pi nSer RegAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-service-reg-rej-info">
<Xs: sequence>
<xs: el ement name="pin-service-reg-rej" type="pi napp: Pi nSer RegRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-dereg-req-info">
<xs:sequence>
<xs: el ement nanme="pi n-servi ce-dereg-req" type="pi napp: Pi nSer Der egReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-dereg-acc-info">
<xs:sequence>
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<xs: el ement nanme="pi n-servi ce-dereg-acc" type="pi napp: Pi nSer Der egAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-servi ce-dereg-rej-info">
<Xs: sequence>
<xs: el ement name="pin-service-dereg-rej" type="pi napp: Pi nSer DeregRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-commcre-req-info">
<Xs:sequence>
<xs:el ement nanme="pi n-commcre-req" type="pi napp: Pi nConCreReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-comm cre-acc-info">
<xs:sequence>
<xs: el ement name="pi n-comm cre-acc" type="pi napp: Pi nConCreAcc-info" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-commcre-rej-info">
<xs: sequence>
<xs:el ement nane="pin-commcre-rej" type="pi napp: Pi nConCreRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conm upd-req-info">
<Xs: sequence>
<xs: el ement name="pi n-comm upd-req" type="pi napp: Pi nConJpdReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType nanme="pi n- conm upd- acc-i nfo">
<XS:sequence>
<xs:el ement nanme="pi n-comm upd-acc" type="pi napp: Pi nConlUpdAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-comm upd-rej-info">
<xs:sequence>
<xs: el ement nanme="pi n-commupd-rej" type="pi napp: Pi nConlpdRej -i nf 0" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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<xs: conpl exType nanme="pi n-comm del -req-i nfo">
<Xs: sequence>
<xs: el ement name="pi n-commdel -req" type="pi napp: Pi nConDel Reqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-commdel -rej -i nfo">
<XS:sequence>
<xs:el ement nanme="pi n-commdel -rej" type="pi napp: Pi nConDel Rej -i nf 0" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-ssc-req-info">
<Xs: sequence>
<xs: el ement nanme="pi n-ssc-req" type="pi napp: Pi nSscReqg-i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-ssc-rej-info">
<xs: sequence>
<xs: el ement nanme="pin-ssc-rej" type="pi napp: Pi nSscRej -i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-di s-req-info">
<Xs: sequence>
<xs: el ement nanme="pin-service-dis-req" type="pi napp: Pi nSer Di sReg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-di s-acc-i nfo">
<Xs:sequence>
<xs:el ement nanme="pin-service-di s-acc" type="pi napp: Pi nSer Di sAcc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-service-dis-rej-info">
<Xs: sequence>
<xs: el ement nanme="pin-service-dis-rej" type="pi napp: Pi nSerDi sRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="pi n-psc-req-info">

<XS:sequence>
<xs: el ement name="pi n-psc-req" type="pi napp: Pi nPscReqg-i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
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</ xs: conpl exType>

<xs: conpl exType name="pi n-psc-acc-i nfo">
<Xs:sequence>
<xs: el ement nanme="pi n-psc-acc-info" type="pi napp: Pi nPscAcc-i nfo" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType nanme="pi n-psc-rej-info">
<Xs: sequence>
<xs: el ement name="pin-psc-rej-info" type="pinapp: Pi nPscRej-info" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-pcfg-req-info">
<XS:sequence>
<xs: el ement name="pin-pcfg-reqg-info" type="pinapp: Pi nPcfgReq-info" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- pcfg-acc-info">
<xs:sequence>
<xs: el ement nanme="pi n-pcfg-acc-info" type="pi napp: Pi nPcf gAcc-info" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-pcfg-rej-info">
<XS:sequence>
<xs: el ement name="pin-pcfg-rej-info" type="pinapp: Pi nPcfgRej-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-pdi s-req-info">
<Xs: sequence>
<xs: el ement name="pin-pdi s-req" type="pi napp: Pi nPdi sReqg-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement name="anyExt" type="pi nhapp: anyExt Type" m nCccurs="0"/>
<xS:any nhanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType nane="pi n-pdi s-acc-info">
<Xs:sequence>
<xs:el ement nanme="pin-pdi s-acc" type="pi napp: Pi nPdi sAcc-i nfo" mi nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conmpl exType>

<xs: conpl exType name="pi n-pdis-rej-info">
<Xs:sequence>
<xs:el ement nanme="pin-pdis-rej" type="pi napp: Pi nPdi sRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
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</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-config-req-info">
<Xs:sequence>
<xs: el ement name="pin-config-req" type="pi napp: Pi nConf Reg-i nfo" m nQccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xSs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-confi g-acc-i nfo">
<XS:sequence>
<xs:el ement nanme="pi n-confi g-acc" type="pi napp: Pi nConf Acc-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pin-config-rej-info">
<Xs: sequence>
<xs:el ement name="pin-config-rej" type="pinapp: Pi nConfRej-info" m nCccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-mana-req-i nfo">
<Xxs:sequence>
<xs: el ement name="pi n-mana-reqg-info" type="pi napp: Pi nManReg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-mana-rej-info">
<Xs: sequence>
<xs: el ement name="pi n-mana-rej-info" type="pi napp: PinManRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- prof - query-req-info">
<XS:sequence>
<xs:el ement nanme="pi n-prof-query-req" type="pi napp: Pi nProQueReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- prof-query-acc-info">
<Xs: sequence>
<xs: el ement nane="pi n-prof-query-acc" type="pi napp: Pi nProQueAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="pi n-prof-query-rej-info">
<Xs:sequence>
<xs: el ement nanme="pin-prof-query-rej" type="pi napp: Pi nProQueRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-sw -req-i nfo">
<Xs:sequence>
<xs:el ement nanme="pin-servi ce-sw -req" type="pi napp: Pi nSer Swi Reg-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-sw -acc-info">
<Xs: sequence>
<xs: el ement nanme="pi n-servi ce-sw -acc" type="pi napp: Pi nSer Swi Acc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-servi ce-sw -rej-info">
<xs:sequence>
<xs: el ement nanme="pin-service-sw -rej" type="pi napp: Pi nSer Swi Rej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-csc-upd-req-info">
<Xs: sequence>
<xs: el ement name="pin-csc-upd-req" type="pi napp: Pi nCscUpdReg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-csc-upd-acc-i nfo">
<Xs:sequence>
<xs: el ement name="pi n-csc-upd-acc" type="pinapp: Pi nCscUpdAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-csc-upd-rej-info">
<Xs: sequence>
<xs: el ement nanme="pin-csc-upd-rej" type="pinapp: Pi nCscUpdRej -i nfo" m nQccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-aut h-req-info">
<xs:sequence>
<xs: el ement name="pin-auth-req" type="pi napp: Pi nAut hReg-i nfo" m nCQccurs="0"

maxCccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-aut h-acc-i nfo">
<xs:sequence>
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<xs: el ement name="pin-auth-acc" type="pi napp: Pi nAut hAcc-info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-auth-rej-info">
<Xs: sequence>
<xs: el ement name="pin-auth-rej" type="pinapp: Pi nAut hRej -i nfo" m nQccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType nanme="pi n-sta-sub-req-info">
<Xs:sequence>
<xs:el ement name="pin-sta-sub-req" type="pinapp: Pi nSt aSubReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-sta-sub-acc-info">
<xs:sequence>
<xs: el ement name="pi n-sta-sub-acc" type="pi napp: Pi nSt aSubAcc-info" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-sta-sub-rej-info">
<xs: sequence>
<xs:el ement nanme="pin-sta-sub-rej" type="pinapp: Pi nStaSubRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-sta-upd-req-info">
<Xs: sequence>
<xs: el ement name="pin-sta-upd-req" type="pi napp: Pi nSt aUpdReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType nanme="pi n-sta-upd-acc-info">
<XS:sequence>
<xs: el ement name="pi n-sta-upd-acc" type="pinapp: Pi nSt aUpdAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-sta-upd-rej-info">
<xs:sequence>
<xs: el ement name="pin-sta-upd-rej" type="pinapp: Pi nStaUpdRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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<xs: conpl exType name="pi n-sta-notify-info">
<Xs: sequence>
<xs: el ement name="pin-sta-notify" type="pinapp: PinStaNoti-info" m nQccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n- st a-unsub-req-info">
<XS:sequence>
<xs:el ement nanme="pi n-sta-unsub-req" type="pinapp: Pi nSt aUnsubReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-sta-unsub-rej-info">
<Xs: sequence>
<xs: el ement nanme="pin-sta-unsub-rej" type="pi napp: Pi nSt aUnsubRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- heartbeat-i nfo">
<xs: sequence>
<xs: el ement nanme="pi n-heartbeat" type="pi napp: Pi nHbt-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-sub-req-info">
<Xs: sequence>
<xs: el ement nanme="pi n-conn-sub-req" type="pi napp: Pi nConSubReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conn- sub-acc-i nfo">
<Xs:sequence>
<xs: el ement nanme="pi n-conn-sub-acc" type="pi napp: Pi nConSubAcc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-sub-rej-info">
<Xs: sequence>
<xs: el ement nanme="pi n-conn-sub-rej" type="pi napp: Pi nConSubRej -i nf 0" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-notify-info">

<xs:sequence>
<xs: el ement nanme="pin-conn-notify" type="pi napp: Pi nConNoti-info" m nCQccurs="0"

maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
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</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-notify-rej-info">
<Xs:sequence>
<xs:el ement name="pin-conn-notify-rej" type="pi napp: Pi nConNoti Rej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-upd-req-info">
<Xs: sequence>
<xs: el ement nanme="pi n-conn-upd-reqg-info" type="pi napp: Pi nConUpdReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pi n-conn-upd-acc-info">
<Xs:sequence>
<xs: el ement nanme="pi n-conn-upd-acc-info" type="pinapp: Pi nConUpdAcc-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-conn-upd-rej-info">
<xs:sequence>
<xs: el ement nanme="pin-conn-upd-rej-info" type="pinapp: Pi nConUpdRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n- conn-unsub-reqg-info">
<XS:sequence>
<xs: el ement name="pi n-conn-unsub-req" type="pi napp: Pi nConUnsubReq-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="pi n-conn-unsub-rej-info">
<Xs: sequence>
<xs: el ement name="pi n-conn-unsub-rej" type="pi napp: Pi nConUnsubRej -i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi nhapp: anyExt Type" m nCccurs="0"/>
<xS:any nhanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="pin-as-dis-req-info">
<Xs:sequence>
<xs:el ement name="pin-as-dis-req" type="pinapp: Pi nAsDi sReqg-i nfo" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conmpl exType>

<xs: conpl exType name="pi n-as-di s-acc-i nfo">
<XS: sequence>
<xs: el ement nanme="pi n-as-di s-acc" type="pi napp: Pi nAsDi sAcc-i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
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</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pin-as-dis-rej-info">
<Xs:sequence>
<xs: el ement name="pin-as-dis-rej" type="pinapp: Pi nAsDi sRej -i nfo" m nQccurs="0"
maxQccur s="unbounded"/ >
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xSs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-cssc-req-info">
<XS:sequence>
<xs:el ement nanme="pi n-cssc-req" type="pi happ: Pi nCsscReqg-i nfo" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="pi n-cssc-rej-info">
<Xs:sequence>
<xs: el ement nanme="pi n-cssc-rej" type="pi napp: Pi nCsscRej -i nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<l-- Conmplex types defined for paraneters with conplicated structure -->
<xs: conpl exType nanme="Ser Di scReq-i nfo">
<xs:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement nane="nmac-address" type="xs:string" mnCccurs="0"/>
<xs:el ement nane="ue-|ocation" type="pi napp: Location-info" m nCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Location-info">
<XS: sequence>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="NCA" type="pi napp: NCd -type" use="optional "/>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs:sinpl eType nanme="NCd -type">
<xs:restriction base="xs: hexBi nary"/>
</ xs: si mpl eType>

<xs: conpl exType name="Ser D scAcc-i nfo">
<Xs: sequence>
<xs: el ement nane="endpoi nt-i nformation-content" type="pi napp: EndPoi I nfo"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="EndPoi | nf 0" >

<xs:sequence>
<xs:element name="uri" type="xs:anyURl" m nCccurs="0" maxQOccurs="1"/>
<xs: el ement name="fqdn" type="xs:string" m nCccurs="0" maxCccurs="1"/>
<xs: el ement nanme="i pv4- address" type="xs:string" mnCccurs="0" maxCccurs="1"/>
<xs: el ement nane="i pv6-address" type="xs:string" mnCccurs="0" maxCccurs="1"/>
<xs:any namespace="##any" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>

</ xs: sequence>

<xs:anyAttribute namespace="##any" processContents="|ax"/>
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</ xs: conpl exType>

<xs: conpl exType name="Ser D scRej -i nfo">
<Xs:sequence>
<xs:el ement name="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi neRegReq-i nfo">

<Xs: sequence>
<xs:el ement name="ue-id" type="xs:string"/>
<xs:el ement name="security-credentials" type="xs:string"/>
<xs: el ement nanme="port-nunber" type="xs:integer"/>
<xs:el ement nanme="nmac-address" type="xs:string" m nCccurs="0"/>
<xs:el ement nane="vendor - nane" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="devi ce-description" type="xs:string" mnCccurs="0"/>
<xs: el ement nanme="pi ne-address" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="pi ne-capability" type="xs:integer" m nCccurs="0"/>
<xs: el ement nanme="maxi num nunber - of - pi nes" type="xs:integer" m nCccurs="0"/>
<xs: el ement nane="representation-indication" type="xs:bool ean" m nCccurs="0"/>
<xs: el ement nane="registration-info" type="pinapp: Reg-Info" m nCccurs="0"

maxQccur s="unbounded"/ >

<xs:el ement name="pin-service-info" type="pinapp: PI N-Service-Info" mnCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >

</ xs: sequence>

<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="Pi neRegAcc-i nfo">
<Xs: sequence>
<xs:el ement name="pin-client-id" type="xs:string"/>
<xs: el ement nane="rol e-of - pent" type="xs:integer" m nCccurs="0"/>
<xs: el ement nane="rol e-of - pegc" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="acc-reg-info" type="pinapp: AccReg-I|nfo" m nCccurs="0"
maxCccur s="unbounded"/ >
<xs:el ement name="rej-reg-info" type="pinapp: Rej Reg-Info" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi neRegRej -i nfo">
<XS: sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi neDer egReq-i nfo">
<Xs: sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs:el ement nanme="mac-address" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="vendor - nane" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="devi ce-descri ption" type="xs:string" mnCccurs="0"/>
<xs: el ement nanme="pi ne-address" type="xs:string" m nCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi neDer egRej -i nfo">
<xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="]ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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<xs: conpl exType name="Pi neUpdRegReq-i nf 0" >
<Xs: sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs:el ement name="security-credentials" type="xs:string"/>
<xs:el ement nane="port-nunber" type="xs:integer"/>
<xs: el ement name="mac- address" type="xs:string" mnCccurs="0"/>
<xs: el ement name="vendor-name" type="xs:string" mnCccurs="0"/>
<xs: el ement nane="devi ce-description" type="xs:string" mnCccurs="0"/>
<xs:el ement nanme="pi ne-address" type="xs:string" m nCccurs="0"/>
<xs: el ement name="pi ne-capability" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="maxi mum nunber - of - pi nes" type="xs:integer" mnCccurs="0"/>
<xs:el ement name="pin-service-info" type="pinapp: PI N-Service-Info" mnCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi neUpdRegRej -i nf 0" >
<Xs: sequence>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCreReq-i nfo">
<Xs:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs:element nanme="pin-client-profile" type="pinapp:PINCient-Profile"/>
<xs: el ement name="pin-profile" type="pinapp: PIN-Profile"/>
<xs: el ement nanme="ue-| ocati on" type="pi napp: Locati on-i nfo" m nCccurs="0"/>
<xs:el ement name="pine-list" type="pinapp: UE-Id-List" mnCccurs="0"/>
<xs:el ement name="penc-list" type="pinapp: UE-1d-List" mnQOccurs="0"/>
<xs: el ement name="pin-service-info" type="pi napp: PIN-Servi ce-Info" mnCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCreAcc-i nfo">
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:element nane="valid-timer" type="xs:integer"/>
<xs:el ement name="heartbeat-tiner" type="pinapp: Heartbeat-tinmer-list"/>
<xs: el ement name="pegc-id" type="pi napp: UE-Id-List"/>
<xs: el ement name="pegc- address" type="pi napp: UE- Addr ess- Li st" m nCccurs="0"/>
<xs: el ement name="access-control -info" type="pi napp: Access-Control -Info" m nCccurs="0"/>
<xs:el ement name="pine-list" type="pinapp: UE-1d-List" mnCccurs="0"/>
<xs:element nanme="pin-profile" type="pinapp: PIN-Profile" m nCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCreRej -i nfo">
<Xs:sequence>
<xs: el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCreNoti Req-i nfo">
<XS: sequence>

<xs: el ement nanme="pin-id" type="xs:string"/>
<xs: el ement nanme="heartbeat-timer" type="xs:integer"/>
<xs: el ement name="pi n-menber-indi cati on" type="xs:integer"/>
<xs: el ement nane="pegc-id" type="pinapp: UE-1d-List" mnCccurs="0"/>
<xs: el ement nanme="pegc-address" type="pi napp: UE- Address-List" m nCccurs="0"/>
<xs: el ement nanme="access-control-info" type="pi napp: Access-Control -Info" m nOccurs="0"/>
<xs: el ement name="pin-profile" type="pinapp: PIN-Profile" m nCccurs="0"/>

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 151 ETSI TS 124 583 V18.1.0 (2024-08)

<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCreNoti Rej -i nfo">
<Xs:sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Pi nDel Noti Req-i nfo">
<Xs: sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Pi nDel Noti Rej -i nfo">
<Xs: sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType name="Pi nDel Reqg-i nfo">
<xs:sequence>
<xs:el ement nanme="pin-id" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nDel Rej -i nf 0" >
<Xs: sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PIN-Cient-Profile">

<Xs: sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="pin-client-id" type="xs:string"/>
<xs:el ement name="ue-id" type="xs:string" mnCccurs="0"/>
<xs:el ement nanme="devi ce-description" type="xs:string" mnCccurs="0"/>
<xs: el ement name="rol e-in-pin" type="xs:integer" m nCccurs="0"/>
<xs: el ement nane="pi ne-capability" type="xs:integer"/>
<xs:element name="visibility-indication" type="xs:integer"/>
<xs:el ement name="application-info" type="pinapp: Application-info" m nCccurs="0"/>
<xs: el ement nane="access-type" type="xs:integer"/>
<xs: el ement nanme="i p-address" type="xs:string" mnQCccurs="0"/>
<xs:el ement name="port-nunber" type="xs:string"/>
<xs:el ement nanme="required-service-info" type="pinapp: Service-info" mnCccurs="0"/>
<xs: el ement nanme="supported-service-info" type="pinapp: Service-info" mnCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxQccurs="unbounded"/ >

</ xs: sequence>

<xs:anyAttribute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<xs: conpl exType name="UE- | d-List">
<xs:sequence>
<xs: el ement name="nunber" type="xs:integer"/>
<xs:el ement name="ue-id" type="xs:string" m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 152 ETSI TS 124 583 V18.1.0 (2024-08)

<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="UE- Addr ess- Li st">
<Xs: sequence>
<xs: el ement name="nunber" type="xs:integer"/>
<xs:el ement name="ue-address" type="xs:string" m nCccurs="0" nmaxQccurs="unbounded"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Application-info">
<Xs: sequence>
<xs:el ement name="application-id" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="applicati on-schedul e" type="xs: hexBi nary" m nQccurs="0"/>
<xs: el ement nanme="application-kpi" type="pinapp: Application-KPI" m nCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Servi ce-info">
<xs:sequence>
<xs: el ement name="nunber" type="xs:integer"/>
<xs: el ement name="service-id" type="xs:string" mnCccurs="0" maxCQccurs="unbounded"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Applicati on-KPlI ">
<xs:sequence>
<xs: el ement name="Pl N-bandw dth" type="xs:string"/>
<xs: el ement nanme="P| N-request-rate" type="xs:string" mnQCccurs="0"/>
<xs: el ement name="P| N-response-ti me" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Access-Control -1 nfo">
<XS: sequence>
<xs: el ement name="usernanme" type="xs:string" mnCccurs="0"/>
<xs: el ement name="account-info" type="xs:string" mnCccurs="0"/>
<xs: el ement name="ssid-info" type="xs:string" mnCccurs="0"/>
<xs:el ement name="bssid-info" type="xs:string" mnCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Heartbeat-tiner-list">
<Xs: sequence>
<xs:el ement nanme="penc-heartbeat-tiner" type="xs:integer"/>
<xs: el ement nane="pegc-heartbeat-tiner" type="xs:integer"/>
<xs: el ement nanme="pi ne-heartbeat-tiner" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PIN-Profile">
<XS:sequence>

<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="pi n-description" type="xs:integer"/>
<xs: el ement name="pin-duration" type="xs:integer"/>
<xs:el ement nane="penc-list" type="pi napp: PEMC-List"/>
<xs: el ement nane="pegc-list" type="pi napp: PEGC List"/>
<xs: el ement name="pine-list" type="pinapp: UE-Id-List"/>
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<xs: el ement nanme="nmaxi num nunber - of - pi nes" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="pin-service-info" type="pi napp: PI N-Servi ce-Info" m nCccurs="0"/>
<xs: el ement name="pin-server-id" type="xs:string" mnCccurs="0"/>
<xs: el ement name="pi n-server-endpoi nt-info" type="pi napp: EndPoi I nf 0" m nCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>

</ xs: sequence>

<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="PEMC- Li st">
<XS:sequence>
<xs:el ement name="penc-info" type="pinapp: PEMC- I nfo" m nCccurs="0" naxCccur s="unbounded"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="PEGC- Li st" >
<Xs: sequence>
<xs:el ement name="pegc-info" type="pinapp: PEGC- | nfo" m nCccurs="0" naxCccur s="unbounded"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PEGCC- | nf 0" >
<xs:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement nane="ip-address" type="xs:string"/>
<xs: el ement nane="rol e-indi cation" type="xs:integer"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PI N Servi ce- | nfo">
<Xs: sequence>
<xs:el ement name="pin-service-id" type="xs:string"/>
<xs:el ement nanme="pin-service-type" type="xs:integer"/>
<xs: el ement name="pin-service-feature" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Reg-| nfo">
<Xs: sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credentials" type="xs:string"/>
<xs:el ement nanme="port-nunber" type="xs:integer"/>
<xs:el ement nanme="nmac-address" type="xs:string" m nCccurs="0"/>
<xs: el ement name="vendor-name" type="xs:string" mnCccurs="0"/>
<xs: el ement name="devi ce-description" type="xs:string" mnCccurs="0"/>
<xs:el ement name="pi ne-address" type="xs:string" mnCccurs="0"/>
<xs:el ement nanme="pi ne-capability" type="xs:integer" m nCccurs="0"/>
<xs: el ement nanme="nmaxi num nunber - of - pi nes" type="xs:integer" m nCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="AccReg-Info">
<XS: sequence>
<xs: el ement nanme="ue-id" type="xs:string"/>
<xs: el ement name="pin-client-id" type="xs:string"/>
<xs: el ement nanme="rol e-of - pent" type="xs:integer" mnCccurs="0"/>
<xs: el ement nane="rol e-of - pegc" type="xs:integer" m nCccurs="0"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Rej Reg- | nf 0" >
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<xs:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nD sReq-i nfo">
<XS:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs:el ement nanme="ue-|ocation" type="pi napp:Location-info" m nCccurs="0"/>
<xs:el ement name="filter-info" type="pinapp:Filter-info" mnCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Filter-info">
<Xs:sequence>
<xs: el ement nanme="request ed- pi n-servi ce" type="pi napp: PI N Service-Info"/>
<xs:el ement nanme="pi n-servi ce-area" type="pi napp: Location-info"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nDi sAcc-i nfo">
<xs:sequence>
<xs: el ement name="pin-info" type="pinapp: PIN-Info" m nCccurs="1" maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="]ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PI N- | nf 0" >
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:el ement nane="pi n-description" type="xs:string" mnCccurs="0"/>
<xs: el ement name="pin-service-list" type="pi napp: Pl N-Service-Info" mnCccurs="0"/>
<xs: el ement name="penc-info" type="pi napp: PEMC- I nfo" m nCccurs="0" maxCccur s="unbounded"/ >
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="PEMC- | nf 0" >
<Xs: sequence>
<xs:el ement name="ue-id" type="xs:string"/>
<xs: el ement name="ip-address" type="xs:string" mnCccurs="0"/>
<xs:el ement nane="rol e-indication" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi nhapp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conmpl exType>

<xs: conpl exType narme="Pi nDi sRej -i nfo">
<Xs: sequence>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType name="Pi nPentToReq-i nf 0" >
<XS: sequence>
<xs: el ement nanme="pin-id" type="xs:string"/>
<xs:el ement nanme="current-pentc-id" type="xs:string"/>
<xs: el ement nanme="new penc-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
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<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nPentToAcc-i nfo">
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPentToRej -i nf 0" >
<XS:sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPegcToReq-i nfo">
<Xs: sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="current-pegc-id" type="xs:string"/>
<xs: el ement nanme="new pegc-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPegcToAcc-i nfo">
<xs:sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPegcToRej -i nf 0" >
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nJoi nReq-i nfo">
<XS:sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement nane="target-penc-id" type="xs:string"/>
<xs:element name="pin-client-profile" type="pinapp:PIN-Cient-Profile" mnCccurs="0"/>
<xs:el ement name="endpoi nt-i nformation-content” type="pinapp: EndPoi | nfo" m nCccurs="0"/>
<xs: el ement nane="ue-|ocati on" type="pi napp: Location-info" m nCccurs="0"/>
<xs: el ement name="pin-service-info" type="pi napp: PIN-Servi ce-Info" m nCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nJoi nAcc-i nfo">
<XS:sequence>

<xs: el ement nanme="heartbeat-timer" type="xs:integer"/>
<xs:el ement name="valid-timer" type="xs:integer"/>
<xs:el ement name="pin-client-profile" type="pinapp:PINCient-Profile" mnCccurs="0"/>
<xs: el ement nane="pegc-id" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="pegc-address" type="pi napp: UE- Address-List" m nCccurs="0"/>
<xs: el ement nanme="access-control -info" type="pi napp: Access-Control -Info" m nCccurs="0"/>
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nJoi nRej -i nfo">
<Xs:sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nLevReq-i nfo">
<Xs: sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="security-credentials" type="xs:string"/>
<xs: el ement name="ue-id" type="xs:string"/>
<xs:el ement nane="target-penc-id" type="xs:string"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nLevRej -i nf 0" >
<xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer RegReq-i nf 0" >
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="requesting-pine-id" type="xs:string"/>
<xs:el ement nanme="list-of-services" type="pi napp: PI N-Service-Info"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer RegAcc-i nfo">
<XS: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="requesting-pi ne-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer RegRej -i nf 0" >
<XS:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Der egReq-i nf 0" >
<Xs:sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="requesting-pi ne-id" type="xs:string"/>
<xs: el ement nanme="list-of-services" type="pi napp: PI N-Service-Info"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Der egAcc-i nf 0" >
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<xs:sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="requesting-pi ne-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Der egRej -i nf 0" >
<XS:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Pi nConCr eReq-i nfo">
<Xs:sequence>
<xs:element name="pin-id" type="xs:string"/>
<xs:el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement nane="pin-traffic-descriptor" type="pinapp: PIN-Traffic-Descriptor" mnQccurs="1"
maxQccur s="unbounded"/ >
<xs:el ement nanme="pin-packet-filter" type="pinapp: PI N-Packet-Filter" m nCccurs="1"
maxCccur s="unbounded"/ >
<xs: el ement nanme="pi n-request ed- qos" type="xs: hexBi nary" m nCccurs="0"/>
<xs: el ement nanme="ue-address" type="xs:string" mnCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PI N-Traffi c- Descriptor">
<xs:sequence>
<xs: el ement name="PIN-traffic-descriptor-type" type="xs:hexBinary"/>
<xs:el ement name="PIN-traffic-descriptor-content" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="PI N- Packet-Filter">
<Xs: sequence>
<xs:el ement nanme="packet-filter-direction" type="xs:integer"/>
<xs:el ement nanme="packet-filter-identifier" type="xs:string"/>
<xs: el ement name="| engt h- of -t he- packet-filter-contents" type="xs:integer"/>
<xs: el ement name="packet-filter-contents" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConCr eAcc-i nfo">
<XS:sequence>
<xs: el ement nanme="pi n-accept ed- qos" type="xs: hexBi nary"/>
<xs:el ement nanme="pi n-comruni cati on-flowid" type="xs:string"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="]ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConCr eRej -i nf 0" >
<Xs: sequence>
<xs: el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCompdReq-i nf 0" >
<Xs: sequence>
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<xs: el enent
<xs: el ement

nanme="pin-id" type="xs:string"/>
nane="ue-i d" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="pin-traffic-descriptor" type="pinapp: PIN-Traffic-Descriptor" m nQccurs="1"
maxCccur s="unbounded"/ >
<xs:el ement nanme="pi n-packet-filter" type="pi napp: Pl N-Packet-Filter"
maxQccur s="unbounded"/ >
<xs: el ement name="pi n-request ed- qos" type="xs: hexBi nary" m nCccurs="0"/>
<xs:el ement nanme="ue-address" type="xs:string" mnCccurs="0"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

m nCccur s="1"

<xs: conpl exType nane="Pi nComJpdAcc-i nfo">
<Xs: sequence>
<xs:el ement nanme="pi n-accept ed-gos" type="xs: hexBi nary"/>
<xs: el ement nanme="pi n-conmuni cati on-flowid" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any"

</ xs: conpl exType>

processContents="I ax"/ >

<xs: conpl exType name="Pi nConUpdRej -i nf 0" >
<XS: sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any"
</ xs: conpl exType>

processContents="1| ax"/ >

<xs: conpl exType name="Pi nConDel Reqg-i nf 0" >

<XS:sequence>

<xs:el ement name="pin-id" type="xs:string"/>

<xs: el ement name="ue-id" type="xs:string"/>

<xs: el ement name="security-credential s" type="xs:string"/>

<xs: el ement name="pi n-communi cation-flowid" type="xs:string"/>

<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>

<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >

</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConDel Rej -i nf 0" >
<Xs:sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>
<xs: conpl exType name="Pi nSscReq-i nfo">
<Xs:sequence>

<xs: el enent
<xs: el ement
<xs: el ement
<xs: el enent
<xs: el enent
<xs: el ement
<xs: el ement

name="pi n- managenent -client-identifier" type="xs:string"/>
name="security-credential s" type="xs:string"/>
name="pin-id" type="xs:string"/>
name="appl i cati on-server-identifier" type="xs:string"/>
name="application-client-identifier" type="xs:string"/>
name="target-pin-client-identifier" type="xs:string"/>
name="application-traffic-identifier" type="xs:string"/>

<xs:element nanme="application-traffic-descriptor" type="pinapp: Application-Session-Descriptor"
m nCccurs="0"/>
<xs: el ement nane="pegc-id" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any"
</ xs: conpl exType>

processContents="1| ax"/ >

<xs: conpl exType nanme="Appl i cati on- Sessi on- Descri ptor">
<XS:sequence>
<xs: el ement nane="P| N-application-sessi on-descriptor-length" type="xs:integer"/>
<xs: el ement nane="P| N-application-sessi on-descriptor-content" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
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<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nSscRej -i nfo">
<Xs: sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer D sReq-i nfo">
<XS:sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="ue-id" type="xs:string"/>
<xs: el ement nanme="security-credentials" type="xs:string"/>
<xs: el ement nanme="service-type" type="pi napp: Pl N-Service-|nfo"/>
<xs:el ement nanme="requesting-pi ne-address" type="xs:string"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Di sAcc-i nfo">
<xs:sequence>
<xs: el ement name="target-pine-id" type="xs:string"/>
<xs: el ement nanme="t ar get - pi ne- addr ess" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer D sRej -i nfo">
<Xs: sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPscReq-i nfo">
<Xs:sequence>
<xs:element nane="pin-client-identifier" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement name="pine-id" type="xs:string"/>
<xs:el ement nanme="source-pin-gateway-client-identifier" type="xs:string"/>
<xs:element nane="application-client-identifier" type="xs:string"/>
<xs: el ement name="application-server-identifier" type="xs:string"/>
<xs: el ement name="application-session-identifier" type="xs:string"/>
<xs:el ement nanme="applicati on-session-descriptor" type="pinapp: Applicati on- Sessi on-Descri ptor"
m nCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPscAcc-i nfo">
<Xs: sequence>
<xs: el ement nane="target-pin-gateway-client-identifier" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPscRej -i nf 0" >
<XS:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
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</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nPcf gReq-i nfo">
<Xs:sequence>
<xs:el ement name="pin-client-identifier" type="xs:string"/>
<xs: el ement name="security-credentials" type="xs:string"/>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="pine-id" type="xs:string"/>
<xs: el ement name="application-client-identifier" type="xs:string"/>
<xs: el ement name="application-server-identifier" type="xs:string"/>
<xs:el ement nanme="application-session-identifier" type="xs:string"/>
<xs:el ement nanme="application-session-descriptor" type="pinapp: Application-Session-Descri ptor
m nCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPcf gAcc-i nfo">
<Xs:sequence>
<xs: el ement nanme="pegc-connectivity-information" type="pi napp: EndPoi | nfo"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<XS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPcf gRej -i nf 0" >
<Xs:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPdi sReq-i nfo">
<XS:sequence>
<xs:el ement name="pin-client-identifier" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="pine-id" type="xs:string"/>
<xs: el ement name="pegc-information-list" type="pi napp: UE-Id-List"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nPdi sAcc-i nfo">
<Xs: sequence>
<xs: el ement name="pegc-information-list" type="pi napp: UE-Id-List"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nPdi sRej -i nfo">
<Xs:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConf Req-i nf 0" >
<XS:sequence>

<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="requestor-penc-id"' type="xs:string"/>
<xs: el ement nanme="aut hori zation-type" type="xs:integer"/>
<xs: el ement nane="fail ure-pentc-id" type="xs:string"/>
<xs: el ement nane="new- penc-id" type="xs:string" mnCccurs="0"/>
<xs: el ement nanme="addi ti onal - pent-i ds" type="pi napp: PEMC-Li st" m nCccurs="0"/>
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConf Acc-i nfo">
<Xs:sequence>
<xs:el ement name="pin-profile" type="pinapp: PIN-Profile"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nane="Pi nConf Rej -i nfo">
<Xs: sequence>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nManReq-i nf o">
<Xs: sequence>
<xs: el ement nane="requestor-id" type="xs:string"/>
<xs: el ement nanme="nodification-type" type="xs:integer"/>
<xs: el ement name="pin-profile" type="pinapp: PIN-Profile"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nManRej -i nf 0" >
<xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nProQueReq-i nfo">
<Xs: sequence>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs:el ement name="ue-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nProQueAcc-i nfo">
<Xs:sequence>
<xs:el ement name="pin-profile" type="pinapp: PIN-Profile"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="lax" m nCccurs="0" maxCOccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nProQueRej -i nfo">
<Xs: sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Swi Req-i nf 0" >
<XS:sequence>
<xs:el ement name="pin-client-identifier" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="pin-id" type="xs:string"/>
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<xs:el ement name="application-client-identifier" type="xs:string"/>
<xs: el ement name="application-server-identifier" type="xs:string"/>
<xs: el ement name="application-session-identifier" type="xs:string"/>
<xs: el ement name="application-session-descriptor" type="pi napp: Application-Session-Descriptor"
m nCccurs="0"/>
<xs:element nane="target-pin-client-identifier" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Swi Acc-i nfo">
<Xs:sequence>
<xs:el ement name="target-pin-client-identifier" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSer Swi Rej -i nf 0" >
<Xs:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<XS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCscUpdReq-i nf 0" >
<xs: sequence>
<xs:element nanme="pin-client-identifier" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="pin-id" type="xs:string"/>
<xs:el ement nanme="pine-id" type="xs:string"/>
<xs: el ement nane="source-pi nh-gateway-client-identifier" type="xs:string"/>
<xs: el ement name="target-pin-gateway-client-identifier" type="xs:string"/>
<xs: el ement name="application-client-identifier" type="xs:string"/>
<xs:el ement name="application-server-identifier" type="xs:string"/>
<xs:el ement name="application-session-identifier" type="xs:string"/>
<xs: el ement nanme="application-session-descriptor" type="pi napp: Application-Session-Descriptor"
m nCccurs="0"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCscUpdAcc-i nfo">
<Xs:sequence>
<xs: el ement name="service-continuity-policy-information" type="pi napp: PIN-Conti nuity-Policy"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType name="PI N- Conti nui ty-Policy">
<XS:sequence>
<xs:el ement name="service-continuity-policy-Ilength" type="xs:integer"/>
<xs:el ement name="service-continuity-policy-content" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCscUpdRej -i nf 0" >
<xs:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nAut hReqg-i nf 0" >

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 163 ETSI TS 124 583 V18.1.0 (2024-08)

<XS:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement nanme="ip-address" type="xs:string" mnCccurs="0"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nAut hAcc-i nfo">
<XS:sequence>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nAut hRej -i nf 0" >
<Xs: sequence>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aSubReq-i nf 0" >
<xs:sequence>
<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement nanme="pin-id" type="xs:string"/>
<xs: el ement nanme="subscri bed-event" type="pi napp: Event-List"/>
<xs: el ement name="notification-target-address" type="xs:string" mnCccurs="0"/>
<xs: el ement nanme="expect ed-subscription-tine" type="xs:integer" m nCccurs="0"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Event-List">
<XS:sequence>
<xs:el ement nanme="nunber - of - events" type="xs:integer"/>
<xs: el ement name="event-id" type="xs:integer" m nCccurs="0" maxCccurs="unbounded"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aSubAcc-i nfo">
<Xs: sequence>
<xs: el ement nanme="accept ed-subscription-id" type="pi napp: Event-List"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aSubRej -i nf 0" >
<Xs:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aUpdReq-i nf 0" >
<XS:sequence>

<xs: el ement name="ue-id" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement nanme="pin-id" type="xs:string"/>
<xs: el ement nanme="subscri bed-event" type="pi napp: Event-List"/>
<xs: el ement nanme="notification-target-address" type="xs:string" m nCccurs="0"/>
<xs: el ement name="expect ed-subscription-time" type="xs:integer" mnCccurs="0"/>
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aUpdAcc-i nfo">
<Xs:sequence>
<xs:el ement nane="aut hori zed-subscription-time" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nSt aUpdRej -i nf 0" >
<Xs: sequence>
<xs:el ement nanme="cause" type="xs:integer"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nStaNoti -i nfo">

<Xs: sequence>
<xs: el ement nane="event-id" type="pinapp: Event-List"/>
<xs: el ement nanme="pin-id" type="xs:string"/>
<xs: el ement nanme="pi ne- nanagenent -type" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="pine-id" type="xs:string" mnCccurs="0"/>
<xs:el ement name="pin-client-profile" type="pinapp:PINCient-Profile" mnCccurs="0"/>
<xs: el ement nane="pegc-id" type="pinapp: UE-1d-List" mnCccurs="0"/>
<xs: el ement nanme="pegc-address" type="pi napp: UE- Address-List" m nCccurs="0"/>
<xs: el ement nanme="access-control -i nfo" type="pi napp: Access-Control -Info" m nCccurs="0"/>
<xs: el ement name="penc-id" type="pi napp: UE-Id-List" mnCccurs="0"/>
<xs: el ement nanme="penc-address" type="pi napp: UE- Address-List" m nCccurs="0"/>
<xs:el ement name="pin-profile" type="pinapp: PIN-Profile" m nCccurs="0"/>
<xs: el ement nanme="dynam c-pin-profile" type="pi napp: Dynam c-PIN-Profile" m nCccurs="0"/>
<xs: el ement name="pin-status-type" type="xs:bool ean" m nCccurs="0"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >

</ xs: sequence>

<xs:anyAttribute namespace="##any" processContents="|ax"/>

</ xs: conpl exType>

<xs: conpl exType name="Dynam c-PIN-Profile">
<Xs: sequence>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement nanme="pin-state" type="xs:bool ean"/>
<xs: el ement name="current-PEMC-|ist" type="pi napp: PEMC List"/>
<xs: el ement name="current-PEGC-|ist" type="pi napp: UE-Id-List"/>
<xs: el ement name="pi ne-info" type="pi napp: Pl NE-Info"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType nanme="PI NE- | nf 0" >
<XS:sequence>
<xs:el ement name="pine-list" type="pinapp: UE-1d-List"/>
<xs:el ement nanme="endpoi nt-information" type="pi napp: EndPoi | nf 0"/ >
<xs: el ement nanme="pin-service-info" type="pi napp: PI N-Service-Info"/>
<xs: el ement nanme="internal -i p-address" type="xs:string"/>
<xs:el ement nanme="application-info" type="pinapp: Application-info"/>
<xs:el ement nanme="defaul t-pegc-list" type="pinapp: UE-Id-List"/>
<xs: el ement nanme="backup- pegc-list" type="pinapp: UE-l1d-List"/>
<xs: el ement name="pin-heartbeat-tinmer" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aUnsubReq-i nf 0" >
<XS:sequence>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="unsubscription-id" type="pi napp: Event-List"/>
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<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nSt aUnsubRej -i nf 0" >
<Xs:sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nHbot -i nf 0" >
<Xs:sequence>
<xs:el ement name="ue-id" type="xs:string"/>
<xs: el ement nanme="pin-id" type="xs:string"/>
<xs: el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConSubReq-i nf 0" >
<XS: sequence>
<xs: el ement nane="subscriber-identifier" type="xs:string"/>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="subscription-id" type="pi napp: Event-List"/>
<xs: el ement name="pin-id" type="xs:string"/>
<xs: el ement nane="notification-target-address" type="xs:string"/>
<xs: el ement nanme="proposed-expiration-tinme" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConSubAcc-i nfo">
<xs:sequence>
<xs: el ement name="subscription-id" type="pi napp: Event-List"/>
<xs: el ement name="expiration-time" type="xs:integer" mnCccurs="0"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConSubRej -i nf 0" >
<Xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType nanme="Pi nConNoti -i nfo">
<XS:sequence>
<xs:el ement name="pegc-identifier" type="xs:string"/>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:el ement name="pin-client-identifier" type="xs:string"/>
<xs: el ement nanme="event-type" type="pi napp: Event-List"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConNoti Rej -i nf 0" >
<xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="]ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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<xs: conpl exType name="Pi nConUpdReq- i nf 0" >
<Xs: sequence>
<xs: el ement name="subscriber-identifier" type="xs:string"/>
<xs:el ement name="security-credentials" type="xs:string"/>
<xs:element nanme="notification-target-address" type="xs:string" m nCccurs="0"/>
<xs: el ement name="proposed-expiration-time" type="xs:integer" mnCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConUpdAcc-i nfo">
<XS:sequence>
<xs: el ement nane="expiration-tinme" type="xs:integer" />
<xs:el ement nanme="anyExt" type="pi nhapp: anyExt Type" m nCccurs="0"/>
<xs:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConUpdRej -i nf 0" >
<XS:sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConUnsubReq-i nf 0" >
<xs:sequence>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="subscription-id" type="pi napp: Event-List"/>
<xs:el ement nanme="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nConUnsubRej -i nf 0" >
<Xs: sequence>
<xs:el ement nane="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute namespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nAsDi sReq-i nfo">
<Xs:sequence>
<xs:el ement name="ue-id" type="xs:string"/>
<xs:el ement name="security-credential s" type="xs:string"/>
<xs: el ement name="service-id" type="xs:string"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nhanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="Pi nAsDi sAcc-i nfo">
<Xs:sequence>
<xs: el ement nanme="as-connectivity-info" type="pi napp: EndPoi | nfo"/ >
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xsS:any nanespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nAsDi sRej -i nfo">
<xs:sequence>
<xs: el ement name="cause" type="xs:integer"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="]ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
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<xs: conpl exType name="Pi nCsscReq-i nfo">
<Xs: sequence>
<xs: el ement name="security-credential s" type="xs:string"/>
<xs:el ement name="pin-id" type="xs:string"/>
<xs:element nane="application-client-identifier" type="xs:string"/>
<xs: el ement name="application-server-identifier" type="xs:string"/>
<xs: el ement name="application-session-identifier" type="xs:string"/>
<xs: el ement nanme="applicati on-session-descriptor" type="pi napp: Applicati on- Sessi on-Descri ptor"
m nCccurs="0"/>
<xs:el ement name="target-pin-client-identifier" type="xs:string" mnCccurs="0"/>
<xs: el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xS:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="Pi nCsscRej -i nfo">
<XS:sequence>
<xs: el ement nane="cause" type="xs:integer"/>
<xs:el ement name="anyExt" type="pi napp: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>

</ xs: conpl exType>

<l-- extension allowed -->
<xs: conpl exType nanme="Di scMsgExt Type" >
<xs:sequence>
<xs:any nanespace="##any" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
<l-- XM attribute for any future extensions -->
<xs: conpl exType name="anyExt Type">
<Xxs:sequence>
<xs:any namespace="##any" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: schenma>

6.2.5 Data semantics

6.2.5.1 General
The <pinapp-info> element is the root element of this XML document and it can be one of the following elements:
a) PINAPP protocol messages only applicable to interface between PIN peer and PIN peer:
1) <server-discovery-request> el ement;
2) <server-discovery-accept> element;
3) <server-discovery-reject> element;
4) <pin-creation-notification-request> element;
5) <pin-creation-notification-reject> element;
8) <pin-pemc-takeover-request> element;
9) <pin-pemc-takeover-accept> element;
10) <pin-pemc-takeover-reject> element;
11) <pin-pegc-takeover-request> element;
12) <pin-pegc-takeover-accept> el ement;

13) <pin-pegc-takeover-reject> element;
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b)

14) <pin-management-pine-join-request> element;

15) <pin-management-pine-join-accept> element;

16) <pin-management-pine-join-reject> element;

17) <pin-management-pine-leave-request> element;

18) <pin-management-pine-leave-reject> element;

19) <pin-service-registration-request> element;

20) <pin-service-registration-accept> element;

21) <pin-service-registration-reject> element;

22) <pin-service-deregistration-request> element;

23) <pin-service-deregistration-accept> element;

24) <pin-service-deregistration-reject> element;

25) <pin-communication-create-request> element;

26) <pin-communi cation-create-accept> element;

27) <pin-communi cation-create-reject> element;

28) <pin-communi cation-update-request> element;

29) <pin-communi cation-update-accept> el ement;

30) <pin-communication-update-reject> element;

31) <pin-communi cation-del ete-request> element;

32) <pin-communication-del ete-reject> element;

33) <pin-management-service-switch-configure-request> element;
34) <pin-management-service-switch-configure-reject> element;
35) <pin-service-discovery-request> element;

36) <pin-service-discovery-accept> el ement;

37) <pin-service-discovery-reject> element;

38) <pin-management-pegc-service-continuity-request> element;
39) <pin-management-pegc-service-continuity-accept> element;
40) <pin-management-pegc-service-continuity-rej ect> element;
41) <pin-management-pegc-configuration-request> element;

42) <pin-management-pegc-configuration-accept> element;

43) <pin-management-pegc-configuration-reject> element;

44) <pin-management-pegc-di scovery-request> element;

45) <pin-management-pegc-discovery-accept> element; and

46) <pin-management-pegc-discovery-reject> element;
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PINAPP protocol messages only applicable to interface between PIN peer and PAE-S:

1) <pine-registration-request> element;
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2) <pine-registration-accept> element;

3) <pineregistration-reject> element;

4) <pine-deregistration-request> element;
5) <pine-deregistration-reject> element;
6) <pine-update-registration-request> element;
7) <pine-update-registration-reject> element;
8) <pin-creation-request> element;

9) <pin-creation-accept> element;

10) <pin-creation-reject> element;

11) <pin-del etion-request> element;

12) <pin-deletion-reject> element;

13) <pin-configuration-request> element;
14) <pin-configuration-accept> el ement;
15) <pin-configuration-reject> element;
16) <pin-management-request> element;
17) <pin-management-reject> element;

18) <pin-profile-query-request> element;
19) <pin-profile-query-accept> element;
20) <pin-profile-query-reject> element;
21) <pin-service-switch-request> el ement;
22) <pin-service-switch-accept> element;

23) <pin-service-switch-reject> element;

24) <pin-configuration-service-conti nuity-update-request> el ement;
25) <pin-configuration-service-continuity-update-accept> element;

26) <pin-configurati on-service-continuity-update-rej ect> element;

27) <pine-authorization-request> element;

28) <pine-authorization-accept> element; and

29) <pine-authorization-reject> element; and

PINAPP protocol messages applicable to all interfaces:
1) <pin-deletion-notification-request> element;

2) <pin-deletion-notification-reject> element;

3) <pin-discovery-request> element;

4) <pin-discovery-accept> element;

5) <pin-discovery-reject> element;

6) <pin-status-subscribe-request> element;
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6.2.5.2

7) <pin-status-subscribe-accept> element;

8) <pin-status-subscribe-reject> element;

9) <pin-status-update-request> element;

10) <pin-status-update-accept> element;

11) <pin-status-update-reject> element;

12) <pin-status-notify> element;

13) <pin-status-unsubscribe-request> el ement;

14) <pin-status-unsubscribe-reject> el ement;

15) <pin-heartbeat> element;

16) <pin-connectivity-subscribe-request> element;
17) <pin-connectivity-subscribe-accept> element;
18) <pin-connectivity-subscribe-reject> element;
19) <pin-connectivity-notify> element;

20) <pin-connectivity-notify-reject> element;

21) <pin-connectivity-update-request> element;
22) <pin-connectivity-update-accept> element;
23) <pin-connectivity-update-reject> element;

24) <pin-connectivity-unsubscribe-request> element;
25) <pin-connectivity-unsubscribe-reject> element;
26) <pin-as-discovery-request> element;

27) <pin-as-discovery-accept> element;

28) <pin-as-discovery-reject> element;

29) <pin-configuration-service-switch-configure-request> element; and

30) <pin-configuration-service-switch-configure-rej ect> element.

The <service-discovery-regquest> element contains:

a)
b)
c)
d)
€)

f)

one <ue-id> element as specified in clause 7.2.1;

zero or one <mac-address> element as specified in clause 7.2.2;

Z€ero or one <ue-location> element;

zero or one <anyExt> element containing elements defined in future rel eases;

Semantics of <service-discovery-request>
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zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

The <ue-location> element carries information about an NG-RAN cell where the UE was camping on or which the UE

used in the 5GMM-CONNECTED mode. The <ue-location> element contains:

a) a"NCGI" attribute containing the parameter defined in clause 7.2.3;

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 171 ETSI TS 124 583 V18.1.0 (2024-08)

b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future rel eases.

6.2.5.3 Semantics of <service-discovery-accept>
The < service-discovery-accept> element contains:
a) one <endpoint-information-content> element as specified in clause 7.2.4;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and
d) zero, one or more attributes defined in future releases.
The <endpoint-information-content> element contains one of the followings:
a) a<uri>element;
b) a<fgdn> element;
c) a<ipv4-address> element; and

d) a<ipv6-address> element.

6.2.5.4 Semantics of <service-discovery-reject>
The <service-discovery-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.5 Semantics of <pine-registration-request>
The <pine-registration-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;
b) one <security-credentials> element as specified in clause 7.2.6;
c) one <port-number> element as specified in clause 7.2.7;
d) zero or one <mac-address> element as specified in clause 7.2.2;
€) zero or one <vendor-name> element as specified in clause 7.2.8;
f) zero or one <device-description> element as specified in clause 7.2.9;
g) zero or one <pine-address> element as specified in clause 7.2.10;
h) zero or one <pine-capabilities> element as specified in clause 7.2.11,
i) zero or one <maximum-number-of-pines> element as specified in clause 7.2.12;
j) zero or one <pin-service-info> element as specified in clause 7.2.30;
k) zero or one <representation-indication> element as specified in clause 7.2.32;

[) zero or one <registration-info> element;
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m) zero or one <anyExt> element containing elements defined in future releases;

n)

0)

zero, one or more elements from other namespaces defined in future releases; and

zero, one or more attributes defined in future releases.

The <registration-info> element:

a)
b)
c)
d)
€)
f)
9)
h)

one <ue-id> element as specified in clause 7.2.1;

one <security-credentials> element as specified in clause 7.2.6;

one <port-number> element as specified in clause 7.2.7;

zero or one <mac-address> element as specified in clause 7.2.2;

zero or one <vendor-name> element as specified in clause 7.2.8;

zero or one <device-description> element as specified in clause 7.2.9;

zero or one <pine-address> element as specified in clause 7.2.10;

Zero or one <pine-capabilities> element as specified in clause 7.2.11;

Zero or one <maximum-number-of-pines> element as specified in clause 7.2.12;
Zero or one <anyExt> element containing elements defined in future rel eases,
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

6.2.5.6 Semantics of <pine-registration-accept>

The <pine-registration-accept> element contains:

a)
b)
c)
d)
€)
f)
)
h)

one <pin-client-id> element as specified in clause 7.2.1;

zero or one <role-of-pemc> element as specified in clause 7.2.23;

zero or one <role-of-pegc> element as specified in clause 7.2.24;

Zero or one <accepted-registration-info> element;

zero or one <rejected-registration-info> element;

Zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

Zero, one or more attributes defined in future rel eases.

The <accepted-registration-info> element:

a)
b)
c)
d)
€)
f)
9)

one <ue-id> element as specified in clause 7.2.1;

one <pin-client-id> element as specified in clause 7.2.25;

zero or one <role-of-pemc> element as specified in clause 7.2.23;

zero or one <role-of-pegc> element as specified in clause 7.2.24;

Zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.
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The <rejected-registration-info> element:
a) one <ue-id> element as specified in clause 7.2.1;
b) one <cause> element as specified in clause 7.2.5;
C) zero or one <anyExt> element containing elements defined in future rel eases;
d) zero, one or more elements from other namespaces defined in future releases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.7 Semantics of <pine-registration-reject>
The <pine-registration-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.8 Semantics of <pine-deregistration-request>
The <pine-deregistration-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;
b) one <security-credentials> element as specified in clause 7.2.6;
C) zero or one <mac-address> element as specified in clause 7.2.2;
d) zero or one <vendor-name> element as specified in clause 7.2.8;
€) zero or one <device-description> element as specified in clause 7.2.9;
f) zero or one <ip-address> element as specified in clause 7.2.10;
g) zero or one <anyExt> element containing elements defined in future rel eases,
h) zero, one or more elements from other namespaces defined in future releases; and

i) zero, one or more attributes defined in future releases.

6.2.5.9 Semantics of <pine-deregistration-reject>
The <pine-deregistration-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.10 Semantics of <pine-update-registration-request>
The <pine-update-registration-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;

b) one<security-credentials> element as specified in clause 7.2.6;
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c)
d)
€)
f)
)
h)

zero or one <mac-address> element as specified in clause 7.2.2;

Zero or one <vendor-name> element as specified in clause 7.2.8;

zero or one <device-description> element as specified in clause 7.2.9;

zero or one <ip-address> element as specified in clause 7.2.10;

zero or one <port-number> element as specified in clause 7.2.7;

Zero or one <pine-capabilities> element as specified in clause 7.2.11;

Zero or one <maximum-number-of-pines> element as specified in clause 7.2.12;
zero or one <pin-service-info> element as specified in clause 7.2.30;

Zero or one <anyExt> element containing elements defined in future rel eases;

zero, one or more elements from other namespaces defined in future rel eases; and

m) zero, one or more attributes defined in future releases.

6.2.5.11 Semantics of <pine-update-registration-reject>

The <pine-update-registration-reject> element contains:

a)
b)
©)
d)

one <cause> element as specified in clause 7.2.5;
zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

6.2.5.12 Semantics of <pin-creation-request>

The <pin-creation-request> el ement contains:

a)
b)
c)
d)
€)
f)
a)

K)

one <ue-id> element as specified in clause 7.2.1;

one <security-credentials> element as specified in clause 7.2.6;

one <pin-profile> element as specified in clause 7.2.28;

zero or one <pin-client-profile> element as specified in clause 7.2.13;

zero or one <ue-location> element;

zero or one <pine-list> element as specified in clause 7.2.14;

zero or one <additional-pemc> element as specified in clause 7.2.15;

zero or one <pin-service-info> element as specified in clause 7.2.30;

Zero or one <anyExt> element containing elements defined in future rel eases,
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

The <ue-location> element carries information about an NG-RAN cell where the UE was camping on or which the UE
used in the 5GMM-CONNECTED mode. The <ue-location> element contains:

a)

b)

a"NCGI" attribute containing the parameter defined in clause 7.2.3;

Zero or one <anyExt> element containing elements defined in future rel eases,

ETSI



3GPP TS 24.583 version 18.1.0 Release 18 175 ETSI TS 124 583 V18.1.0 (2024-08)

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.13 Semantics of <pin-creation-accept>
The <pin-creation-accept> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <valid-timer> element as specified in clause 7.2.17,
c) one <heartbeat-timer-list> element;
d) one <pegc-id> element as specified in clause 7.2.19;
€) zero or one <pegc-address> element as specified in clause 7.2.20;
f) zero or one <access-control-info> element as specified in clause 7.2.21;
g) zero or one <pine-list> element as specified in clause 7.2.14;
h) zero or one <pin-profile> element as specified in clause 7.2.28;
i) zero or one <anyExt> element containing elements defined in future rel eases,
j) zero, one or more elements from other namespaces defined in future releases; and
K) zero, one or more attributes defined in future releases.
The <heartbeat-timer-list> element contains:
a) one <pemc-heartbeat-timer> element as specified in clause 7.2.18;
b) one <pegc-heartbeat-timer> element as specified in clause 7.2.18; and

C) one <pine-heartbeat-timer> element as specified in clause 7.2.18.

6.2.5.14 Semantics of <pin-creation-reject>
The <pin-creation-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.15 Semantics of <pin-creation-notification-request>
The <pin-creation-notification-request> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <heartbeat-timer> element as specified in clause 7.2.18;

c) one <pin-member-indication> element as specified in clause 7.2.22;

d) zero or one <pegc-address> element as specified in clause 7.2.20;

€) zero or one <pegc-id> element as specified in clause 7.2.19;

f) zero or one <access-control-info> element as specified in clause 7.2.21;

g) zero or one <pin-profile> element as specified in clause 7.2.28;
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h) zero or one <anyExt> element containing elements defined in future releases;
i) zero, one or more elements from other namespaces defined in future releases; and

j) zero, one or more attributes defined in future releases.

6.2.5.16 Semantics of <pin-creation-notification-reject>
The <pin-creation-notification-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.17 Semantics of <pin-deletion-notification-request>
The <pin-deletion-notification-request> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.18 Semantics of <pin-deletion-notification-reject>
The <pin-deletion-notification-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.19 Semantics of <pin-deletion-request>
The <pin-deletion-request> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <security-credentials> element as specified in clause 7.2.6;
C) zero or one <anyExt> element containing elements defined in future rel eases,
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.20 Semantics of <pin-deletion-reject>
The <pin-deletion-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;

C) zero, one or more elements from other namespaces defined in future rel eases; and
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d) zero, one or more attributes defined in future rel eases.

6.2.5.21 Semantics of <pine-represent-registration-accept>
The <pine-registration-request> element contains:

a) one <pin-client-id> element as specified in clause 7.2.25;

b) zero or one <role-of-pemc> element as specified in clause 7.2.23;

c) zero or one <role-of-pegc> element as specified in clause 7.2.24;

d) zero or one <anyExt> element containing elements defined in future rel eases,

€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future releases.

6.2.5.22 Semantics of <pine-represent-registration-reject>
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.23 Semantics of <pin-discovery-request>
The <pin-discovery-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;
b) one <security-credentials> element as specified in clause 7.2.6;
c) zero or one <filter-info> element;
d) zero or one <ue-location> element;
€) zero or one <anyExt> element containing elements defined in future rel eases,
f) zero, one or more elements from other namespaces defined in future releases; and
g) zero, one or more attributes defined in future rel eases.

The <ue-location> element carries information about an NG-RAN cell where the UE was camping on or which the UE
used in the 5GMM-CONNECTED mode. The <ue-location> element contains:

a) a"NCGI" attribute containing the parameter defined in clause 7.2.3;
b) zero or one <anyExt> element containing elements defined in future releases;
c) zero, one or more elements from other namespaces defined in future rel eases; and
d) zero, one or more attributes defined in future releases.
The <filter-info> element contains:
a) zero or one <requested-pin-service> element as specified in clause 7.2.30;
b) zero or one <pin-service-area> element as specified in clause 7.2.3;
C) zero or one <anyExt> element containing elements defined in future rel eases,

d) zero, one or more elements from other namespaces defined in future rel eases; and
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€) zero, one or more attributes defined in future rel eases.

6.2.5.24 Semantics of <pin-discovery-accept>
The <pin-discovery-accept> element contains:
a) one or more <pin-info> element;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and
d) zero, one or more attributes defined in future releases.
The <pin-info> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) zero or one <pin-description> element as specified in clause 7.2.29;
C) zero or one <pin-service-list> element as specified in clause 7.2.30;
d) zero or one <pemc-info> element;
€) zero or one <anyExt> element containing elements defined in future rel eases,
f) zero, one or more elements from other namespaces defined in future releases; and
g) zero, one or more attributes defined in future rel eases.
The <pemc-info> element contains;
a) one <ue-id> element as specified in clause 7.2.1;
b) one <ue-address> element as specified in clause 7.2.10;
C) zero or one <anyExt> element containing elements defined in future rel eases,
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.25 Semantics of <pin-discovery-reject>
The <pin-discovery-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.26 Semantics of <pin-pemc-takeover-request>
The <pin-pemc-takeover-request> element:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <current-pemc-id> element as specified in clause 7.2.1;
C) one <new-pemc-id> element as specified in clause 7.2.1;
d) zero or one <anyExt> element containing elements defined in future rel eases;

€) zero, one or more elements from other namespaces defined in future rel eases; and
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f) zero, one or more attributes defined in future releases.

6.2.5.27 Semantics of <pin-pemc-takeover-accept>
The <pin-pemc-takeover-accept> element:
a) one <pin-id> element as specified in clause 7.2.16;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.28 Semantics of <pin-pemc-takeover-reject>
The <pin-pemc-takeover-reject> element:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <cause> element as specified in clause 7.2.5;
C) zero or one <anyExt> element containing elements defined in future rel eases;
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.29 Semantics of <pin-pegc-takeover-request>
The <pin-pegc-takeover-request> el ement:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <current-pegc-id> element as specified in clause 7.2.1;
C) one <new-pegc-id> element as specified in clause 7.2.1;
d) zero or one <anyExt> element containing elements defined in future releases;
€) zero, one or more elements from other namespaces defined in future releases; and

f) zero, one or more attributes defined in future rel eases.

6.2.5.30 Semantics of <pin-pegc-takeover-accept>
The <pin-pegc-takeover-accept> element:
a) one <pin-id> element as specified in clause 7.2.16;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.31 Semantics of <pin-pegc-takeover-reject>
The <pin-pegc-takeover-reject> el ement:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <cause> element as specified in clause 7.2.5;

C) zero or one <anyExt> element containing elements defined in future releases;
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d) zero, one or more elements from other namespaces defined in future releases; and

€) zero, one or more attributes defined in future releases.

6.2.5.32 Semantics of <pin-configuration-request>
The <pin-configuration-request> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <requestor-pemc-id> element as specified in clause 7.2.1,
C) one <authorization-type> element as specified in clause 7.2.33;
d) one <failure-pemc-id> element as specified in clause 7.2.1;
€) zero or one <new-pemc-id> element as specified in clause 7.2.1;
f) zero or one <additional-pemc-ids> element as specified in clause 7.2.15;
g) zero or one <anyExt> element containing elements defined in future releases,
h) zero, one or more elements from other namespaces defined in future releases; and

i) zero, one or more attributes defined in future releases.

6.2.5.33 Semantics of <pin-configuration-accept>
The <pin-configuration-request> element contains:
a) one <pin-profile> element as specified in clause 7.2.28;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.34 Semantics of <pin-configuration-reject>
The <pin-configuration-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.35 Semantics of <pin-management-request>
The <pin-management-request> element:
a) shall include a <requestor-id> element as specified in clause 7.2.1;
b) shall include a <modification-type> element as specified in clause 7.2.34;
¢) shal include a<pin-profile> element as specified in clause 7.2.28;
d) zero or one <anyExt> element containing elements defined in future releases;
€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future rel eases.
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6.2.5.36 Semantics of <pin-management-reject>
The <pin-management-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.37 Semantics of <pin-status-subscribe-request>
The <pin-status-subscribe-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;
b) one <security-credentials> element as specified in clause 7.2.6;
c) one <pin-id> element as specified in clause 7.2.16;
d) one <subscribed-event> element as specified in clause 7.2.35;
€) zero or one <natification-target-address> element as specified in clause 7.2.10;
f) zero or one <expected-subscription-time> element as specified in clause 7.2.36;
g) zero or one <anyExt> element containing elements defined in future releases;
h) zero, one or more elements from other namespaces defined in future releases; and

i) zero, one or more attributes defined in future releases.

6.2.5.38 Semantics of <pin-status-subscribe-accept>
The <pin-status-subscribe-accept> element:
a) one <accepted-subscription-id> element as specified in clause 7.2.35;
b) zero or one <authorized-subscription-time> element as specified in clause 7.2.36;
C) zero or one <rejected-subscription-id> element as specified in clause 7.2.35;
d) zero or one <anyExt> element containing elements defined in future rel eases;
€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future releases.

6.2.5.39 Semantics of <pin-status-subscribe-reject>
The <pin-status-subscribe-reject> element contains.
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.40 Semantics of <pin-status-update-request>

The <pin-status-subscribe-request> element contains:
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a)
b)
c)
d)
€)
f)
)
h)
i)

one <ue-id> element as specified in clause 7.2.1;

one <security-credentials> element as specified in clause 7.2.6;

one <pin-id> element as specified in clause 7.2.16;

one <subscribed-event> element as specified in clause 7.2.35;

zero or one <notification-target-address> element as specified in clause 7.2.10;
zero or one <expected-subscription-time> element as specified in clause 7.2.35;
Zero or one <anyExt> element containing elements defined in future rel eases,
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

6.2.5.41 Semantics of <pin-status-update-accept>

The <pin-status-subscribe-accept> element:

a)
b)
©)
d)

Zero or one <authorized-subscription-time> element as specified in clause 7.2.36;
zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

Zero, one or more attributes defined in future releases.

6.2.5.42 Semantics of <pin-status-update-reject>

The <pin-status-update-rej ect> element contains:

a)
b)
c)
d)

one <cause> element as specified in clause 7.2.5;
zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

Zero, one or more attributes defined in future releases.

6.2.5.43 Semantics of <pin-status-notify>

The <pin-status-notify> element contains:

a)
b)
c)
d)
€)
f)
9)
h)

one <event-id> element as specified in clause 7.2.35;

one <pin-id> element as specified in clause 7.2.16;

Zero or one <pine-management-type> element as specified in clause 7.2.37;
zero or one <pine-id> element as specified in clause 7.2.14;

zero or one <pin-client-profile> element as specified in clause 7.2.13;

Zero or one <pegc-id> element as specified in clause 7.2.19;

zero or one <pegc-address> element as specified in clause 7.2.20;

Zero or one <access-control-info> element as specified in clause 7.2.21;
zero or one <pemc-id> element as specified in clause 7.2.15;

zero or one <pemc-address> element as specified in clause 7.2.20;

zero or one <pin-profile> element as specified in clause 7.2.28;
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[) zero or one <dynamic-pin-profile> element as specified in clause 7.2.38;

m) zero or one <pin-status-type> element as specified in clause 7.2.39;

n) zero or one <anyExt> element containing elements defined in future releases;

0) zero, one or more elements from other namespaces defined in future rel eases; and

p) zero, one or more attributes defined in future releases.

6.2.5.44 Semantics of <pin-status-unsubscribe-request>
The <pin-status-unsubscribe-request> element contains:
b) one <security-credentials> element as specified in clause 7.2.6;
b) one <unsubscription-id> element as specified in clause 7.2.35;
C) zero or one <anyExt> element containing elements defined in future releases;
d) zero, one or more elements from other namespaces defined in future releases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.45 Semantics of <pin-status-unsubscribe-reject>
The <pin-status-unsubscribe-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.46 Semantics of <pin-management-pine-join-request>
The <pin-management-pine-joi n-request> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <security-credentials> element as specified in clause 7.2.6;

C) one <ue-id> element as specified in clause 7.2.1;

d) one <target-pemc-id> element as specified in clause 7.2.1;

€) zero or one <pin-client-profile> element as specified in clause 7.2.13;

f) zero or one <endpoint-information-content> element as specified in clause 7.2.4;

g) zero or one <ue-location> element;

h) zero or one <pin-service-info> element as specified in clause 7.2.30;

i) zero or one <anyExt> element containing elements defined in future rel eases,

j) zero, one or more elements from other namespaces defined in future releases; and

K) zero, one or more attributes defined in future releases.

The <ue-location> element carries information about an NG-RAN cell where the UE was camping on or which the UE
used in the 5GMM-CONNECTED mode. The <ue-location> element contains:

a) a"NCGI" attribute containing the parameter defined in clause 7.2.3;
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b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future rel eases.

6.2.5.47 Semantics of <pin-management-pine-join-accept>
The <pin-management-pi ne-joi n-accept> element contains:
a) one <heartbeat-timer> element as specified in clause 7.2.18;
b) one <valid-timer> element as specified in clause 7.2.17;
c) zero or one <pin-client-profile> element as specified in clause 7.2.13;
d) zero or one <pegc-id> element as specified in clause 7.2.19;
€) zero or one <pegc-address> element as specified in clause 7.2.20;
f) zero or one <access-control-info> element as specified in clause 7.2.21;
g) zero or one <anyExt> element containing elements defined in future rel eases,
h) zero, one or more elements from other namespaces defined in future releases; and

i) zero, one or more attributes defined in future releases.

6.2.5.48 Semantics of <pin-management-pine-join-reject>
The <pin-status-unsubscribe-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.49 Semantics of <pin-management-pine-leave-request>
The <pin-management-pine-leave-request> element:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <security-credentials> element as specified in clause 7.2.6;

C) one <ue-id> element as specified in clause 7.2.1;

d) one <target-pemc-id> element as specified in clause 7.2.1;

€) zero or one <anyExt> element containing elements defined in future rel eases,

f) zero, one or more elements from other namespaces defined in future releases; and

g) zero, one or more attributes defined in future rel eases.

6.2.5.50 Semantics of <pin-management-pine-leave-reject>
The <pin-management-pine-leave-rej ect> element contains:
a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;
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©)
d)

zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

6.2.5.51 Semantics of <pin-profile-query-request>

The <pin-profile-query-request> element contains:

a)
b)
c)
d)
€)

f)

one <pin-id> element as specified in clause 7.2.16;

one <security-credential s> element as specified in clause 7.2.6;

one <ue-id> element as specified in clause 7.2.1;

Zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future releases.

6.2.5.52 Semantics of <pin-profile-query-accept>

The <pin-profile-query-accept> element contains:

a)
b)
©)
d)

one <pin-profile> element as specified in clause 7.2.28;
zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

Zero, one or more attributes defined in future releases.

6.2.5.53 Semantics of <pin-profile-query-reject>

The <pin-profile-query-reject> element contains:

a)
b)
c)
d)

one <cause> element as specified in clause 7.2.5;
zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

Zero, one or more attributes defined in future releases.

6.2.5.53 Semantics of <pin-heartbeat>

The <pin-heartbeat> element contains:

a)
b)
<)
d)

€)

one <ue-id> element as specified in clause 7.2.1;

one <pin-id> element as specified in clause 7.2.16;

zero or one <anyExt> element containing elements defined in future rel eases;
zero, one or more elements from other namespaces defined in future rel eases; and

zero, one or more attributes defined in future rel eases.

6.2.5.54 Semantics of <pin-service-registration-request>

The <pin-service-registration-request> element contains:

a)

b)

one <pin-id> element as specified in clause 7.2.16;

one <reguesting-pine-id> element as specified in clause 7.2.1,
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c) one <list-of-services> element as specified in clause 7.2.30;
d) zero or one <anyExt> element containing elements defined in future rel eases;
€) zero, one or more elements from other namespaces defined in future releases; and

f) zero, one or more attributes defined in future releases.

6.2.5.55 Semantics of <pin-service-registration-accept>
The <pin-service-registration-accept> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <requesting-pine-id> element as specified in clause 7.2.1,
C) zero or one <anyExt> element containing elements defined in future rel eases;
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future releases.

6.2.5.56 Semantics of <pin-service-registration-reject>
The <pin-service-registration-reject> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <requesting-pine-id> element as specified in clause 7.2.1,
C) one <cause> element as specified in clause 7.2.5;
d) zero or one <anyExt> element containing elements defined in future releases;
€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future releases.

6.2.5.57 Semantics of <pin-service-deregistration-request>
The <pin-service-deregistration-request> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <requesting-pine-id> element as specified in clause 7.2.1,

c) one<list-of-services> element as specified in clause 7.2.30;

d) zero or one <anyExt> element containing elements defined in future releases;

€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future rel eases.

6.2.5.58 Semantics of <pin-service-deregistration-accept>
The <pin-service-deregistration-accept> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <requesting-pine-id> element as specified in clause 7.2.1,

C) zero or one <anyExt> element containing elements defined in future releases;

d) zero, one or more elements from other namespaces defined in future rel eases; and
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€) zero, one or more attributes defined in future rel eases.

6.2.5.59 Semantics of <pin-service-deregistration-reject>
The <pin-service-deregistration-reject> element contains.
a) one <pin-id> element as specified in clause 7.2.16;
b) one <requesting-pine-id> element as specified in clause 7.2.1,
C) one <cause> element as specified in clause 7.2.5;
d) zero or one <anyExt> element containing elements defined in future rel eases,
€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future releases.

6.2.5.60 Semantics of <pin-connectivity-subscribe-request>
The <pin-connectivity-subscribe-request> element contains:

a) one <subscriber-identifier> element as specified in clause 7.2.1;

b) one <security-credentials> element as specified in clause 7.2.6;

¢) one <subscription-id> element as specified in clause 7.2.35;

d) one <pin-id> element as specified in clause 7.2.16;

€) one <notification-target-address> element as specified in clause 7.2.4;

f) zero or one <proposed-expiration-time> element as specified in clause 7.2.36;

g) zero or one <anyExt> element containing elements defined in future rel eases,

h) zero, one or more elements from other namespaces defined in future releases; and

i) zero, one or more attributes defined in future releases.

6.2.5.60 Semantics of <pin-connectivity-subscribe-accept>
The <pin-connectivity-subscribe-accept> element contains:
a) one <subscription-id> element as specified in clause 7.2.35;
b) zero or one <expiration-time> element as specified in clause 7.2.36;
C) zero or one <anyExt> element containing elements defined in future rel eases;
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.61 Semantics of <pin-connectivity-subscribe-reject>
The <pin-connectivity-subscribe-rej ect> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.
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6.2.5.62 Semantics of <pin-connectivity-notify>
The <pin-connectivity-notify> element contains:
a) one <pegc-identifier> element as specified in clause 7.2.1;
b) one <pin-id> element as specified in clause 7.2.16;
c) one <pin-client-identifier> element as specified in clause 7.2.25;
d) one <event-type> element as specified in clause 7.2.35;
€) zero or one <anyExt> element containing elements defined in future rel eases;
f) zero, one or more elements from other namespaces defined in future releases; and

g) zero, one or more attributes defined in future rel eases.

6.2.5.63 Semantics of <pin-connectivity-notify-reject>
The <pin-connectivity-notify-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.64 Semantics of <pin-connectivity-update-request>
The <pin-connectivity-subscribe-request> element contains:
a) one <subscription-id> element as specified in clause 7.2.35;
b) one <security-credentials> element as specified in clause 7.2.6;
d) zero or one <netification-target-address> element as specified in clause 7.2.4;
€) zero or one <proposed-expiration-time> element as specified in clause 7.2.36;
f) zero or one <anyExt> element containing elements defined in future releases;
g) zero, one or more elements from other namespaces defined in future releases; and

h) zero, one or more attributes defined in future releases.

6.2.5.65 Semantics of <pin-connectivity-update-accept>
The <pin-connectivity-update-accept> element contains:
a) one <expiration-time> element as specified in clause 7.2.36;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.66 Semantics of <pin-connectivity-update-reject>
The <pin-connectivity-update-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;
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b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future rel eases.

6.2.5.67 Semantics of <pin-connectivity-unsubscribe-request>
The <pin-connectivity-unsubscribe-request> element contains.

a) one <subscription-id> element as specified in clause 7.2.35;

b) one <security-credentials> element as specified in clause 7.2.6;

C) zero or one <anyExt> element containing elements defined in future releases;

d) zero, one or more elements from other namespaces defined in future releases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.68 Semantics of <pin-connectivity-unsubscribe-reject>
The <pin-connectivity-unsubscribe-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.69 Semantics of <pin-communication-create-request>
The <pin-communication-create-request> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <ue-id> element as specified in clause 7.2.1;

C) one <security-credentials> element as specified in clause 7.2.6;

d) one <pin-traffic-descriptor> element as specified in clause 7.2.40;

€) one <pin-packet-filter> element as specified in clause 7.2.41,

f) zero or one <pin-requested-qos> element as specified in clause 7.2.42;

g) zero or one <ue-address> element as specified in clause 7.2.10;

h) zero or one <anyExt> element containing elements defined in future rel eases,

i) zero, one or more elements from other namespaces defined in future releases; and

j) zero, one or more attributes defined in future releases.

6.2.5.70 Semantics of <pin-communication-create-accept>
The <pin-communi cati on-create-accept> element contains:

a) one <pin-accepted-qos> element as specified in clause 7.2.42;

b) one <pin-communication-flow-id> element as specified in clause 7.2.43;

C) zero or one <anyExt> element containing elements defined in future releases;
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d) zero, one or more elements from other namespaces defined in future releases; and

€) zero, one or more attributes defined in future releases.

6.2.5.71 Semantics of <pin-communication-create-reject>
The <pin-communication-create-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
c) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.72 Semantics of <pin-communication-update-request>
The <pin-communication-update-request> element contains:

a) one <pin-id> element as specified in clause 7.2.16;

b) one <ue-id> element as specified in clause 7.2.1;

C) one <security-credentials> element as specified in clause 7.2.6;

d) one <pin-traffic-descriptor> element as specified in clause 7.2.40;

€) one <pin-packet-filter> element as specified in clause 7.2.41,

f) zero or one <pin-requested-qos> element as specified in clause 7.2.42;

g) zero or one <ue-address> element as specified in clause 7.2.10;

h) zero or one <anyExt> element containing elements defined in future rel eases,

i) zero, one or more elements from other namespaces defined in future releases; and

j) zero, one or more attributes defined in future releases.

6.2.5.73 Semantics of <pin-communication-update-accept>
The <pin-communication-update-accept> element contains:

a) one <pin-accepted-qos> element as specified in clause 7.2.41;

b) one <pin-communication-flow-id> element as specified in clause 7.2.43;

C) zero or one <anyExt> element containing elements defined in future rel eases;

d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.74 Semantics of <pin-communication-update-reject>
The <pin-communication-update-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.
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6.2.5.74 Semantics of <pin-communication-delete-request>
The <pin-communication-del ete-request> el ement:

a one<pin-id> element as specified in clause 7.2.16;

b) one <ue-id> element as specified in clause 7.2.1;

C) one <security-credentials> element as specified in clause 7.2.6;

d) one <pin-communication-flow-id> element as specified in clause 7.2.43;

€) zero or one <anyExt> element containing elements defined in future rel eases;

f) zero, one or more elements from other namespaces defined in future releases; and

g) zero, one or more attributes defined in future rel eases.

6.2.5.75 Semantics of <pin-communication-delete-reject>
The <pin-communi cation-del ete-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.76 Semantics of <pin-as-discovery-request>
The <pin-as-discovery-request> element contains:
a) shal include a<ue-id> element as specified in clause 7.2.1;
b) shall include a <security-credentials> element as specified in clause 7.2.6;
¢) shal include a<service-id> element as specified in clause 7.2.27,
d) zero or one <anyExt> element containing elements defined in future rel eases;
€) zero, one or more elements from other namespaces defined in future rel eases; and

f) zero, one or more attributes defined in future releases.

6.2.5.77 Semantics of <pin-as-discovery-accept>
The <pin-as-discovery-accept> element contains.
a) one <as-connectivity-info> element as specified in clause 7.2.4;
b) zero or one <anyExt> element containing elements defined in future rel eases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.78 Semantics of <pin-as-discovery-reject>
The <pin-as-discovery-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;
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C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.79 Semantics of <pin-service-switch-request>
The <pin-service-switch-request> element contains:
a) one <pin-client-identifier> element as specified in clause 7.2.25;
b) one <security-credentials> element as specified in clause 7.2.6;
C) one <pin-id> element as specified in clause 7.2.16;
d) one <application-client-identifier> element as specified in clause 7.2.27;
€) one <application-server-identifier> element as specified in clause 7.2.31;
f) one <application-session-identifier> element as specified in clause 7.2.44;
g) zero or one <application-traffic-descriptor> element as specified in clause 7.2.45;
h) zero or one <target-pin-client-identifier> element as specified in clause 7.2.25;
i) zero or one <anyExt> element containing elements defined in future rel eases,
j) zero, one or more elements from other namespaces defined in future releases; and

K) zero, one or more attributes defined in future releases.

6.2.5.80 Semantics of <pin-service-switch-accept>
The <pin-service-switch-accept> element contains:
a) one <target-pin-client-identifier> element as specified in clause 7.2.25;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.81 Semantics of <pin-service-switch-reject>
The <pin-service-switch-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
c) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.82 Semantics of <pin-configuration-service-switch-configure-request>
The <pin-configuration-service-switch-configure-request> element:

a) one <security-credentials> element as specified in clause 7.2.6;

b) one <pin-id> element as specified in clause 7.2.16;

c) one <application-client-identifier> element as specified in clause 7.2.27,;

d) one <application-server-identifier> element as specified in clause 7.2.31;
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€) one <application-session-identifier> element as specified in clause 7.2.44;

f) zero or one <application-traffic-descriptor> element as specified in clause 7.2.45;
g) zero or one <target-pin-client-identifier> element as specified in clause 7.2.25;

h) zero or one <anyExt> element containing elements defined in future rel eases;

i) zero, one or more elements from other namespaces defined in future releases; and

j) zero, one or more attributes defined in future releases.

6.2.5.83 Semantics of <pin-configuration-service-switch-configure-reject>
The <pin-configuration-service-switch-configure-reject> element contains.

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.84 Semantics of <pin-management-service-switch-configure-request>
The <pin-management-service-switch-configure-request> element contains:

a) one <pin-management-client-identifier> element as specified in clause 7.2.25;

b) one <security-credentials> element as specified in clause 7.2.6;

c) one <pin-id> element as specified in clause 7.2.16;

d) one <application-client-identifier> element as specified in clause 7.2.27;

€) one <application-server-identifier> element as specified in clause 7.2.31;

f) one <target-pin-client-identifier> element as specified in clause 7.2.25;

g) one <application-traffic-identifier> element as specified in clause 7.2.44;

h) zero or one <application-traffic-descriptor> element as specified in clause 7.2.45;

i) zero or one <pegc-id> element as specified in clause 7.2.1;

j) zero or one <anyExt> element containing elements defined in future releases;

k) zero, one or more elements from other namespaces defined in future releases; and

[) zero, one or more attributes defined in future releases.

6.2.5.85 Semantics of <pin-management-service-switch-configure-reject>
The <pin-management-service-switch-configure-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future releases;

C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.
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6.2.5.86 Semantics of <pin-service-discovery-request>
The <pin-service-discovery-request> element contains:
a) one <pin-id> element as specified in clause 7.2.16;
b) one <ue-id> element as specified in clause 7.2.1;
C) one <security-credentials> element as specified in clause 7.2.6;
d) one <service-type> element as specified in clause 7.2.30;
€) one <requesting-pine-address> element as specified in clause 7.2.10;
f) zero or one <anyExt> element containing elements defined in future releases;
g) zero, one or more elements from other namespaces defined in future releases; and

h) zero, one or more attributes defined in future releases.

6.2.5.87 Semantics of <pin-service-discovery-accept>
The <pin-service-discovery-accept> element contains:
a) one <target-pine-id> element as specified in clause 7.2.25;
b) one <target-pine-address> element as specified in clause 7.2.10;
C) zero or one <anyExt> element containing elements defined in future rel eases,
d) zero, one or more elements from other namespaces defined in future rel eases; and

€) zero, one or more attributes defined in future rel eases.

6.2.5.88 Semantics of <pin-service-discovery-reject>
The <pin-service-discovery-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.89 Semantics of <pin-management-pegc-service-continuity-request>
The <pin-management-pegc-service-continuity-request> element contains:

a) one <pin-client-identifier> element as specified in clause 7.2.25;

b) one <security-credentials> element as specified in clause 7.2.6;

C) one <pin-id> element as specified in clause 7.2.16;

d) one <pine-id> element as specified in clause 7.2.1;

€) one <source-pin-gateway-client-identifier> element as specified in clause 7.2.25;

f) one <application-client-identifier> element as specified in clause 7.2.27;

g) one <application-server-identifier> element as specified in clause 7.2.31;

h) one <application-session-identifier> element as specified in clause 7.2.44;
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i) zero or one <application-session-descriptor> element as specified in clause 7.2.45;
j) zero or one <anyExt> element containing elements defined in future rel eases;
k) zero, one or more elements from other namespaces defined in future releases; and

[) zero, one or more attributes defined in future rel eases.

6.2.5.90 Semantics of <pin-management-pegc-service-continuity-accept>
The <pin-management-pegc-service-continuity-accept> element contains:

a) one <target-pin-gateway-client-identifier> element as specified in clause 7.2.25;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.91 Semantics of <pin-management-pegc-service-continuity-reject>
The <pin-management-pegc-service-continuity-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.92 Semantics of <pin-management-pegc-configuration-request>
The <pin-management-pegc-configuration-request> element contains:

a) one <pin-client-identifier> element as specified in clause 7.2.25;

b) one <security-credentials> element as specified in clause 7.2.6;

c) one <pin-id> element as specified in clause 7.2.16;

d) one <pine-id> element as specified in clause 7.2.1;

€) one <application-client-identifier> element as specified in clause 7.2.27;

f) one <application-server-identifier> element as specified in clause 7.2.31;

g) one <application-session-identifier> element as specified in clause 7.2.44;

h) zero or one <application-session-descriptor> element as specified in clause 7.2.45;

i) zero or one <anyExt> element containing elements defined in future rel eases,

j) zero, one or more elements from other namespaces defined in future releases; and

K) zero, one or more attributes defined in future releases.

6.2.5.93 Semantics of <pin-management-pegc-configuration-accept>
The <pin-management-pegc-configuration-accept> element contains:
a) one <pegc-connectivity-information> element as specified in clause 7.2.4;

b) zero or one <anyExt> element containing elements defined in future rel eases;
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C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.94 Semantics of <pin-management-pegc-configuration-reject>
The <pin-management-pegc-configuration-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future releases;

c) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.95 Semantics of <pin-configuration-service-continuity-update-request>
The <pin-configuration-service-continuity-update-request> element:
a) one <pin-client-identifier> element as specified in clause 7.2.25;
b) one <security-credentials> element as specified in clause 7.2.6;
C) one <pin-id> element as specified in clause 7.2.16;
d) one <pine-id> element as specified in clause 7.2.1;
€) one <source-pin-gateway-client-identifier> element as specified in clause 7.2.25;
f) one <target-pin-gateway-client-identifier> element as specified in clause 7.2.25;
g) one <application-client-identifier> element as specified in clause 7.2.27;
h) one <application-server-identifier> element as specified in clause 7.2.31;
i) one <application-session-identifier> element as specified in clause 7.2.44;
j) zero or one <application-session-descriptor> element as specified in clause 7.2.45;
K) zero or one <anyExt> element containing elements defined in future rel eases,
[) zero, one or more elements from other namespaces defined in future releases; and

m) zero, one or more attributes defined in future releases.

6.2.5.96 Semantics of <pin-configuration-service-continuity-update-accept>
The <pin-configuration-service-continuity-update-accept> element contains:

a) one <service-continuity-policy-information> element as specified in clause 7.2.46;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.97 Semantics of <pin-configuration-service-continuity-update-reject>
The <pin-configuration-service-continuity-update-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;
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C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.98 Semantics of <pin-management-pegc-discovery-request>
The <pin-management-pegc-discovery-request> element contains:

a) one <pin-client-identifier> element as specified in clause 7.2.25;

b) one <security-credentials> element as specified in clause 7.2.6;

C) one <pin-id> element as specified in clause 7.2.16;

d) one <pine-id> element as specified in clause 7.2.1;

€) one <pegc-information-list> element as specified in clause 7.2.19;

f) zero or one <anyExt> element containing elements defined in future releases;

g) zero, one or more elements from other namespaces defined in future releases; and

h) zero, one or more attributes defined in future releases.

6.2.5.99 Semantics of <pin-management-pegc-discovery-accept>
The <pin-management-pegc-discovery-accept> element contains.

a) one <pegc-information-list> element as specified in clause 7.2.19,;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.100  Semantics of <pin-management-pegc-discovery-reject>
The <pin-management-pegc-discovery-reject> element contains:

a) one <cause> element as specified in clause 7.2.5;

b) zero or one <anyExt> element containing elements defined in future rel eases;

C) zero, one or more elements from other namespaces defined in future releases; and

d) zero, one or more attributes defined in future releases.

6.2.5.101  Semantics of <pine-authorization-request>
The <pine-authorization-request> element contains:
a) one <ue-id> element as specified in clause 7.2.1;
b) one<pin-id> element as specified in clause 7.2.16;
C) zero or one <ip-address> element as specified in clause 7.2.10;
d) zero or one <anyExt> element containing elements defined in future rel eases,
€) zero, one or more elements from other namespaces defined in future releases; and

f) zero, one or more attributes defined in future rel eases.
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6.2.5.102  Semantics of <pine-authorization-accept>
The <pine-authorization-accept> element contains:
a) one <security-credentials> element as specified in clause 7.2.6;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.5.103  Semantics of <pine-authorization-reject>
The <pine-authorization-reject> element contains:
a) one <cause> element as specified in clause 7.2.5;
b) zero or one <anyExt> element containing elements defined in future releases;
C) zero, one or more elements from other namespaces defined in future rel eases; and

d) zero, one or more attributes defined in future releases.

6.2.6 IANA registration

<MCC name>

Your Email Address:

<MCC email address>

Media Type Name:

Application

Subtype name:
application/vnd.3gpp.pinapp-info+xml
Required parameters:

None

Optional parameters:

"charset" the parameter hasidentical semanticsto the charset parameter of the "application/xml" mediatype as
specified in section 9.1 of IETF RFC 7303.

Encoding considerations;
binary.
Security considerations:

Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303.
In addition, this mediatype provides aformat for exchanging information in SIP or in HTTP, so the security
considerations from |[ETF RFC 3261 apply while exchanging information in SIP and the security considerations from
IETF RFC 9110 apply while exchanging information in HTTP.

The information transported in this media type does not include active or executable content.

Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as
authentication and further security mechanisms are described in 3GPP TS 24.229.

This media type does not include provisions for directives that institute actions on a recipient's files or other resources.
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This media type does not include provisions for directives that institute actions that, while not directly harmful to the
recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates arecipient's
privacy in any way.

This media type does not employ compression.
Interoperability considerations:

Same as general interoperability considerations for application/xml media type as specified in section 9.1 of
IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the
MIME body.

Published specification:

3GPP TS 24.583 "Application layer support for Personal 10T Network (PINAPP); Stage 3", available via
https://www.3gpp.org/ftp/Specs/archive/24_series/24.583.

Applications which use this media type:
Application layer support for Personal 10T Network (PINAPP) as described in the published specification.
Fragment identifier considerations:
The handling in section 5 of IETF RFC 7303 applies.
Restrictions on usage:
None
Provisional registration? (standards tree only):
N/A
Additional information:
1. Deprecated alias names for thistype: none
2. Magic number(s): none
3. Fileextension(s): none
4. Macintosh File Type Code(s): none
5. Object Identifier(s) or OID(s): none
Intended usage:
Common
Person to contact for further information:
- Name: <MCC name>
- Email: <MCC email address>
- Author/Change controller:
i) Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

ii) Change controller: <MCC name>/<MCC email address>
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7 Parameters in PIN application layer procedures.

7.1 Data types format in XML schema

To exchange structured information over the transport protocol, XML text format/notation is introduced.

The corresponding XML data types for the data types used in ProSe messages are provided in table 11.4.1.1.

Table 11.4.1.1: Primitive or derived types for PINAPP parameter type

PINAPP parameter type Type in XML schema
Integer xs:integer

String Xs:string

Boolean xs:boolean

Binary xs:hexBinary

Bit string xs:hexBinary

Time xs:dateTime

For complex data types described in clause 7.2, an XML "complexType" can be used.

Message construction shall be compliant with W3C REC-xmlschema-2-
20041028: "XML Schema Part 2: Datatypes' [12].

7.2 Parameter format

7.2.1 UE identity

This parameter is used to carry the UE identity contained in a PINAPP protocol message. The format of the UE identity
is encoded as:

a) if GPSI isincluded: same as GPSI (see clause 28.8 of 3GPP TS 23.003 [7]); or

b) if identity token isincluded: a string with a variable length.

7.2.2 MAC address
This parameter is used to carry the MAC address contained in a PINAPP protocol message. The format of the MAC

address contains the binary representation of the MAC address of the PIN peer, starting with the least significant bit of
the first octet of the MAC address.

7.2.3 NCGI

This parameter is used to indicate the NG-RAN Cell Globa ID (NCGI) of the serving cell where the PIN peer is
camping. It isalength of 512 long binary number as shown in figure 7.2.3-1 and table 7.2.3-1.

8 7 6 5 4 3 2 1

MCC digit 2 MCC digit 1 octet 1
MNC digit 3 MCC digit 3 octet 2
MNC digit 2 MNC digit 1 octet 3
NCI digit 2 NCI digit 1 octet 4
NCI digit 4 NCI digit 3 octet 5
NCI digit 6 NCI digit 5 octet 6
NCI digit 8 NCI digit 7 octet 7

Spare NCI digit 9 octet 8

Figure 7.2.3.1: NCGI parameter
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Table 7.2.3.1: NCGI parameter

MCC, Mobile country code
The MCC field is coded as in ITU-T Rec. E.212 [6], Annex A.

MNC, Mobile network code
The coding of this field is the responsibility of each administration but BCD coding
shall be used. If MNC consists of 2 digits, MNC is coded as "1111".

NCI, NR cell identity
The NCI field is coded as in 3GPP TS 23.003 [7].

Spare
The Spare field is coded as zeros.

7.2.4 Endpoint information

This parameter is used to carry the endpoint information contained in a PINAPP protocol message. The format of the
endpoint information is coded as one of the followings:

a) URI;

b) FQDN;

¢) |Pv4 address; and
d) IPv6 address.

The format of FQDN contains a sequence of one octet FQDN length field and a FQDN value of variable size. The
FQDN value field shall be encoded as defined in clause 28.3.2.1 of 3GPP TS 23.003 [7].

The format of 1Pv4 address structure is defined in IETF RFC 791 [§].
The format of 1Pv6 address structure isdefined in IETF RFC 4291 [9].
The format of URI structure is defined in IETF RFC 3986 [10].

7.2.5 PINAPP protocol cause value

This parameter is used to indicate the particular reason why a PINAPP protocol message is rejected either by a PIN peer
or PAE-S. It isan integer in the 0-255 range encoded in table 7.2.5.1.

Table 7.2.5.1: PINAPP protocol cause value

Protocol error, unspecified

Operation not allowed

Requested information not available

Authorization failure

Maximum number of PINE is reached

Resource not sufficient

Maximum number of service is reached

Permanently denied (NOTE)

8-255 Unused. Any other value received by the entity shall be treated as 0,
"protocol error, unspecified".

NOTE: This value can be used to mitigate repeated attempts to perform
PIN operations (e.g. mitigate a flood of messages).

N[OOI |WIN|F|O

7.2.6 Security credentials

This parameter is used to indicate the security credentials that is used in PIN for authorization (see clause 8.10 of
3GPP TS 23.542[2]). It isastring with a maximum length of 65535 bytes.
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7.2.7 Port number

This parameter is used to indicate the port number of a PIN peer. It is an integer in the 0-65535 range.

7.2.8 Vendor name

This parameter is used to indicate the vendor name of a PIN peer. The format of the vendor name is a UTF8-encoded
string in the 0-255 range.

7.2.9 Device description

This parameter is used to indicate the device description of a PIN peer. The format of the device descriptionisa UTF8-
encoded string in the 0-65535 range.

7.2.10 IP Address

This parameter is used to carry the IP address of aPIN peer.
The format of 1Pv4 address structure is defined in IETF RFC 791 [§].
The format of 1Pv6 address structure is defined in IETF RFC 4291 [9].

7.2.11 PINE capability

This parameter is used to indicate the capability of a PIN peer to act asa PGAE-C or PMAE-C. It isan integer in the 0-
3 range encoded astable 7.2.11.1.

Table 7.2.11.1: PINE capability

0 Only PEGC

1 Only PEMC

2 Both PEGC and PEMC
3 Unused

7.2.12 Maximum number of PINEs

This parameter is used to indicate the maximum number of the PINESs can be managed simultaneoudly. The maximum
number of PINEsis an integer in the 1-255 range.

7.2.13 PIN client profile

This parameter is used to indicate the PIN client profile of a PIN peer. It contains one PIN 1D as specified in

clause 7.2.16, PIN client ID as specified in clause 7.2.25, zero or one UE identity as specified in clause 7.2.1, zero or
one device description as specified in clause 7.2.9, zero or one role in the PIN as specified in table 7.2.13.1, one PINE
capability as specified in clause 7.2.11, one visibility indication as specified in table 7.2.13.2, zero or one application
info as specified in clause 7.2.26, one access type as specified in table 7.2.13.3, zero or one | P address as specified in
clause 7.2.10, one port number as specified in clause 7.2.7, zero or one required service info, zero or one supported
serviceinfo:

a) Roleinthe PIN: this parameter is used to indicate the role of a PIN peer in aPIN. It is an integer in the 0-3 range
encoded in table 7.2.26.1.

Table 7.2.13.1: Role in the PIN

Only PINE

Only PEGC

Only PEMC

Both PEMC and PEGC

WIN|F|O
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b) visibility indication: this parameter is used to indicate the visibility of aPIN peer in aPIN. It isan integer in the
0-3 range encoded in table 7.2.13.2.

Table 7.2.13.2: Visibility indication

Only discoverable within the PIN

Only discoverable outside the PIN

Discoverable both within and outside the PIN
Not discoverable either within or outside the PIN

WIN | |O

C) accesstype: this parameter is used to indicate the access type of aPIN peer in aPIN. It isan integer in the 0-7
range encoded in table 7.2.13.3.

Table 7.2.13.3: Access type

Only direct type via non-3GPP supported (e.g. WiFi, BlueTooth)
Only direct type via 3GPP supporetd (e.g. PC5)

Both direct type via non-3GPP and 3GPP supported

Only indirect type via PEGC supported

Both direct type via non-3GPP and indirect type via PEGC supported
Both direct type via 3GPP and indirect type via PEGC supported

All direct and indirect types supported

Unused

~N|OO|R|WIN|F|O

d) required service info: this parameter is used to indicate the required service info of aPIN peer inaPIN. It
contains an integer in the 0-255 range to indicate the number of service identifiers, and a sequence of service
identifiers as specified in clause 7.2.27.

€) supported service info: this parameter is used to indicate the supported service info of a PIN peer inaPIN. It
contains an integer in the 0-255 range to indicate the number of service identifiers, and a sequence of service
identifiers as specified in clause 7.2.27.

7.2.14 PINE list

This parameter is used to indicate alist of PINE identifiers. It contains one number of PINEs, and PINE list content:

a) number of PINESs: this parameter is used to indicate the number of PINEsin thelist. It isan integer in the 0-255
range.

b) PINE list content: this parameter is used to indicate the content of PINE list. The PINE list content contains at
least one PINE identifiers coded as UE identity as specified in clause 7.2.1 or PIN client ID as specified in
clause 7.2.25, and zero or one address list as specified in clause 7.2.20.

7.2.15 PEMC list
This parameter is used to indicate alist of PEMC identifiers. It contains one number of PEMCs, and PEMC list content:

a) number of PEMCs: this parameter is used to indicate the number of PEMCsin thelist. It isan integer in the O-
255 range.

b) PEMC list content: this parameter is used to indicate the content of PEMC list. The PEMC list content contains
at least one PEMC identifiers coded as UE identity as specified in clause 7.2.1 or PIN client ID as specified in
clause 7.2.25, and zero or one address list as specified in clause 7.2.20, and zero or one role indication as
table 7.2.15.1 for each PEMC identifier if contained in PIN profile as specified in clause 7.2.28:

1) roleindication: this parameter is used to indicate the state of a PIN. It is an integer in the 0-3 range encoded
coded asfollows:
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Table 7.2.15.1: Role indication

0 Primary PEMC
1 Secondary PEMC
2-3Unused

7.2.16 PINID

This parameter is used to indicate the identifier of aPIN (see clause 7.2.2 of 3GPP TS 23.542 [2)]). It isa string with
variable length. Its coding shall comply with the UE policy part type as defined in clause 5.2 of 3GPP TS 24.526 [15].

7.2.17 PIN valid timer

This parameter is used to indicate the value of validity timer for a PIN. It is an integer in the 1-525600 range
representing the timer value in unit of minutes.

7.2.18 PIN heartbeat timer

This parameter is used to indicate the value of heartbeat timer for a PIN. It isan integer in the 1-525600 range
representing the timer value in unit of minutes.

7.2.19 PEGC list
This parameter is used to indicate alist of PEGC identifiers. It contains one number of PEGCs, and PEGC list content:

a) number of PEGCs: this parameter is used to indicate the number of PEGCsin thelist. It isan integer in the 0-255
range.

b) PEGC list content: this parameter is used to indicate the content of PEGC list. the PEGC list content contains at
least one PEGC identifiers coded as UE identity as specified in clause 7.2.1 or PIN client ID as specified in
clause 7.2.25, and zero or one address list as specified in clause 7.2.20.

7.2.20 Address list

This parameter is used to indicate alist of address for the included PIN peers. It contains one number of address, and
one address list content:

a) number of address: this parameter is used to indicate the number of addressin thelist. It is an integer in the O-
255 range.

b) addresslist content: this parameter is used to indicate the content of addresslist. Thelist content contains at least
one address coded as | P address as specified in clause 7.2.10 or port number as specified in clause 7.2.7.

7.2.21 Access control information

This parameter is used to indicate the access control information of a PGAE-C. It contains one username, one account
info, one SSID info, one BSSID info:

a) user name: this parameter is used to indicate the username of a PIN peer. It isastring in arange of 1-255;
b) account info: this parameter is used to indicate the account of aPIN peer. It isastring in arange of 1-255;
¢) SSID info: this parameter is used to indicate the SSID of aPIN; and

d) BSSID info: this parameter is used to indicate the BSSID of a PIN.

The format of SSID and BSSID is defined in IEEE Std 802.11 [13].
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7.2.22 PIN member indication

This parameter is used to indicate the whether a device isadded asaPIN peer inaPIN. It isan integer in the 0-1 range
encoded as specified intable 7.2.22.1.

Table 7.2.22.1: PIN member indication

0 PIN member included
1 Unused

7.2.23 PEMC role indication

This parameter is used to indicate the whether a device is assighed as a PEMC during registration. It is an integer in the
0-1 range encoded astable 7.2.23.1.

Table 7.2.23.1: PEMC role indication

0 PEMC assigned
1 Unused

7.2.24 PEGC role indication

This parameter is used to indicate the whether a device is assigned as a PEGC during registration. It is an integer in the
0-1 range encoded astable 7.2.24.1.

Table 7.2.24.1: PEGC role indication

0 PEGC assigned
1 Unused

7.2.25 PINclient ID

This parameter is a globally unique value that identifiesa PIN client. It isastring in the 1-255 range.

7.2.26  Application info

This parameter is used to indicate the application info. It contains at least one of the application identity, application
schedule, and application KPIs:

a) application identity: this parameter is used to indicate the identity of an application. It contains a string in 0-255
range.

b) application schedule: this parameter is used to indicate the schedule of an application. It contains a sequence of a
Starttime field and a Stoptime field. The Starttime field is represented by the number of seconds since 00:00:00
on 1 January 1970 and is encoded as the 64-bit NTP timestamp format defined in IETF RFC 5905 [14], where
binary encoding of the integer part isin the first 32 bits and binary encoding of the fraction part in the last 32
bits. The encoding of the Stoptime field is the same as the Starttime field.

c) application KPIs: this parameter is used to indicate the KPIs of an application. It contains at |east one of the PIN
bandwidth, PIN request rate, and PIN response time. The PIN bandwidth contains a string in 0-255 range in unit
of MHz, the PIN request rate contains a string in 0-255 range in unit of bps, and the PIN response time contains
an integer in the 1-65025 range representing the timer value in unit of minutes.

7.2.27 Service identifier

This parameter is used to indicate the service identifier of a service that the PIN peer is requesting to or can be provided
by the PIN peer. The service identifier isastring in 0-255 range.
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7.2.28 PIN profile

This parameter is used to indicate the PIN profile of a PIN. It contains one PIN 1D as specified in clause 7.2.16, one PIN
description as specified in clause 7.2.29, one PIN duration as specified in clause 7.2.17, one PEMC list as specified in
clause 7.2.15, one PEGC list as specified in clause 7.2.19, one PINE list as specified in clause 7.2.14, one maximum
number of PINEs as specified in clause 7.2.12 for PMAE-C and PAE-S, one PIN serviceinfo as specified in

clause 7.2.30 for PMAE-C and PAE-S, one PAE-S identifier as specified in clause 7.2.31 for PMAE-C and PGAE-C,
one PAE-S endpoint information as specified in clause 7.2.4 for PMAE-C and PGAE-C.

7.2.29 PIN description

This parameter is used to indicate the description of a PIN. The format of the PIN description isa UTF8-encoded string
in the 0-65535 range.

7.2.30 PIN service info

This parameter is used to indicate the service info of aPIN. It contains one PIN service provider identifier, one PIN
service type, and one PIN service feature:

a) PIN service provider identifier: this parameter is used to indicate the identifier of a PIN service provider. It isa
string in the 1-255 range;

b) PIN servicetype: this parameter is used to indicate the type of a PIN service. It isan integer in the 0-15 range
encoded coded astable 7.2.30.1:

Table 7.2.30.1: PIN service type

0 Video service

1 Music service

2 Game service

3 Streaming media service
4

5_

Other service
15 Unused

c) PIN service feature: this parameter is used to indicate the service description of a PIN. The format of PIN service
featureis a UTF8-encoded string in the 0-65535 range.

7.2.31 PAE-S identifier

This parameter isa globally unique value that identifies a PAE-S. It isastring in the 1-255 range.

7.2.32 Representation indication

This parameter is used to indicate whether aregistration is represented or not. It is a Boolean value coded as follows:
1) false: not represented; or

2) true: represented.

7.2.33 Authorization type

This parameter is used to indicate the authorization type that triggers PIN modification procedure. It is an integer in the
0-3 range encoded astable 7.2.33.1.

Table 7.2.33.1: Authorization type

0 PMAE-C role change
1 PGAE-C role change
2-3Unused
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7.2.34 Maodification type

This parameter is used to indicate the modification type that the PIN modification procedure is used for. It is an integer
in the 0-3 range encoded astable 7.2.34.1.

Table 7.2.34.1: Modification type

0 PEMC assignment
1 PEGC assignment
2-3Unused

7.2.35 Events list

This parameter is used to indicate:
a) thelist of eventsthat a requestor subscribes or unsubscribes;
b) thelist of eventsthat a processer accepts or rejects; or
c) thelist of eventsto be notified.
It contains one number of events and at least one event IDs:
a) number of events: this parameter is used to indicate the number of the events. It is an integer in 0-255 range;

b) event ID: this parameter is used to indicate the event ID of the events. It isan integer in 0-15 range as
table 7.2.35.1.

Table 7.2.35.1: Event ID

PINE management

PIN modification

PIN profiles update

PIN status update

PIN connectivity
-15  Unused

G IW[IN[F|O

7.2.36 Expected time

This parameter is used to indicate the value of the expected time. It is an integer in the 1-525600 range representing the
timer value in unit of minutes.

7.2.37 PINE management type

This parameter is used to indicate the PINE management type for PIN status notify. It is an integer in the 0-7 range
encoded astable 7.2.37.1.

Table 7.2.37.1: PINE management type

0 PINE joins into a PIN

1 PINE leaves a PIN

2 PINE is removed from a PIN
3-7Unused

7.2.38 Dynamic PIN profile

This parameter is used to indicate the dynamic PIN profile of a PIN. It contains one PIN ID as specified in
clause 7.2.16, one PIN state, one current PEMC list as specified in clause 7.2.15, one PEGC list as specified in
clause 7.2.19, one PINE info list:
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a) PIN state: this parameter is used to indicate the state of a PIN. It is a Boolean value coded as follows:
1) fase: the PIN isdeactivated; or
2) true: the PIN is activated.

b) PINE info list: this parameter is used to indicate the information of the PEAE-Csin aPIN. It contains one PINE
list as specified in clause 7.2.14, one endpoint information as specified in clause 7.2.4, one PIN serviceinfo as
specified in clause 7.2.30, one internal | P address as specified in clause 7.2.10, one application info as specified
in clause 7.2.26, one list of default PEGC authorized to service the PEAE-C as specified in clause 7.2.19, one
backup PEGCs authorized to service the PEAE-C as specified in clause 7.2.19, and one PIN heartbeat timer as
specified in clause 7.2.18.

7.2.39 PIN status type
This parameter is used to indicate the PIN status type for PIN status notify. It is a Boolean value coded as follows:

1) fase: the PIN isdeactivated; or

2) true: the PIN is activated.

7.2.40 PIN traffic descriptor

This parameter is used to indicate the traffic descriptor for PIN communication. It contains one PIN traffic descriptor
type and one PIN traffic descriptor content:

a) PIN traffic descriptor type: this parameter is used to indicate the type of PIN traffic descriptor. It is coded as
Traffic descriptor component type identifier in Table 5.2.1 of 3GPP TS 24.526 [15].

b) PIN traffic descriptor content: this parameter is used to indicate the content of PIN traffic descriptor. It is coded
as traffic descriptor component value field in Table 5.2.1 of 3GPP TS 24.526 [15].

7.2.41 PIN packet filter

This parameter is used to indicate the packet filter for PIN communication. It contains one packet filter direction, one
packet filter identifier, one length of the packet filter contents, and one packet filter contents:

a) packet filter direction: this parameter is used to indicate the direction of packet filter. It is an integer in the 0-3
range encoded astable 7.2.41.1.

Table 7.2.41.1: Packet filter direction

Downlink only
Uplink only
Bidirectional
Unused

WIN |- |O

b) packet filter identifier: this parameter is used to indicate the identifier of packet filter. It isastring with a
maximum length of 15 bytes.

¢) length of the packet filter contents: this parameter is used to indicate the identifier of packet filter. It is an integer
in the 0-65535 range.

d) packet filter contents: this parameter is used to indicate the contents of packet filter. It is a string coded as packet
filter contentsfield in Table 9.11.4.13.1 of 3GPP TS 24.501 [11].

7.2.42 PIN QoS

This parameter is used to indicate the QoS for PIN communication. It is coded as 5QI in Table 9.11.4.12.1 of
3GPP TS 24.501 [11].
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7.2.43 PIN communication flow ID

This parameter is used to uniquely identity a communication flow for PIN communication. It isastring with a
maximum length of 255 bytes.

7.2.44  PIN application session ID

This parameter is used to uniquely identity an application session for PIN communication. It is a string with a maximum
length of 255 bytes.

7.2.45 PIN application session descriptor

This parameter is used to indicate the IP 4 tuple of an application session for PIN communication. It contains one PIN
application session descriptor length and one PIN application session descriptor content:

a) PIN application session descriptor length: this parameter is used to indicate the length of a PIN application
session descriptor. It isan Integer in the 1-255 range.

b) PIN application session descriptor content: this parameter is used to indicate the content of a PIN application
session descriptor. The PIN application session descriptor content is a string with a maximum length of 65535
bytes. Further format of PIN application session descriptor content is left to implementation (e.g. IP 4 tuple).

7.2.46  Service continuity policy

This parameter is used to indicate the service continuity policy information about the service continuity for aPIN peer.
It contains one service continuity policy length and one service continuity policy content:

a) service continuity policy length: this parameter is used to indicate the length of the service continuity policy
content. It isan integer in the 1-65535 range.

b) service continuity policy content: this parameter is used to indicate the content of service continuity policy. Itisa
string with a maximum length of 65535 bytes and further format of service continuity policy content isleft to
implementation.
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