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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their useis avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the stage 3 protocol and data model for the Nupf Service Based Interface. It provides
stage 3 protocol definitions and message flows, and specifies the API for each service offered by the UPF.

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and
3GPP TS 23.548[14].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] OpenAPI: "OpenAPI Specification Version 3.0.0", https.//spec.openapis.org/oas/v3.0.0.

[7] 3GPP TR 21.900: "Technical Specification Group working methods'.

[8] 3GPP TS 33.501: " Security architecture and procedures for 5G system".

[9] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[10] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

[17] IETF RFC 9113: "HTTP/2".

[12] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[13] IETF RFC 9457: "Problem Detailsfor HTTP APIs'.

[14] 3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2.

[15] 3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".

[16] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".

[17] 3GPP TS 23.288: " Architecture enhancements for 5G System (5GS) to support network data
analytics services'.

[18] 3GPP TS 24.539: "5G System (5GS); Network to TSN translator (TT) protocol aspects; Stage 3".

[19] 3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".
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[20] 3GPP TS 29.122: "Technical Specification Group Core Network and Terminals; T8 reference
point for Northbound APIS".
[21] 3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3"
[22] 3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3"
3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

3.2 Symbols

Nonein this release.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

AF Application Function
DCCF Data Collection Coordination Function
L-UPF Local User Plane Function
L-NEF Loca Network Exposure Function
MFAF Messaging Framework Adaptor Function
NAT Network Address Trandation
NEF Network Exposure Function
NWDAF Network Data Analytics Function
UPF User Plane Function
SMF Session Management Function
TSCTSF Time Sensitive Communication and Time Synchronization Function
TSN Time Sensitive Networking

4 Overview

4.1 Introduction

Within the 5GC, the UPF offers services to the NEF, AF, SMF, NWDAF, DCCF, MFAF, TSCTSF and TSN AF viathe
Nupf service based interface (see 3GPP TS 23.501 [2], 3GPP TS 23.502 [3], 3GPP TS 23.288 [17] and
3GPP TS 23.548 [14)).

Figure 4.1-1 provides the reference model (in service based interface representation and in reference point
representation), with focus on the UPF.
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NEF DCCF

AF

NWDAF

Nupf—t) UPF
SMF

TSN AF

TSCTSF MFAF

Figure 4.1-1: Reference model — UPF

The UPF supports the following functionalities which are provided via Service Based Interface:
- Subscription to notifications of events exposed by the UPF;
- Notification about UPF events; and
- Trandation of (NATed) Public UE IP address and port to (5GC) Private UE | P address.

NOTE: Trandation of (NATed) Public UE IP address and port to (5GC) Private UE IP addressis achieved by
invoking Nupf_GetUEPrivatel PaddrAndl dentifiers service, while translation of (5GC) Private UE IP
addressto (NATed) Public UE IP address and port(s) is provided by using UPF event exposure event
"UE_NAT_MAPPING_INFO".

5 Services offered by the UPF

5.1 Introduction

The UPF offers the following services viathe Nupf interface:
- Nupf_EventExposure Service
- Nupf_GetUEPrivatel PaddrAndldentifiers

Table 5.1-1 summarizes the SBI services produced by the UPF:

Table 5.1-1: NF Services provided by UPF

Service Name Description Example
Consumers
Nupf_EventExposure This service exposes UPF related information to SMF, NWDAF,
other NFs NEF, AF,
TSCTSF, TSN AF,
DCCF, MFAF
Nupf_GetUEPrivatelPaddrAndldentifiers | This service provides the private UE IP address NEF
information of a PDU session from the (NATed)
public IP address and port number

Table 5.1-2 summarizes the corresponding APIs defined for this specification.
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Table 5.1-2: API Descriptions

Service Name Claus | Descriptio OpenAPI Specification File apiNam | Anne
e n e X

Nupf_EventExposure 6.1 UPF Event | TS29564_Nupf_ EventExposure.yaml nupf-ee A2
Exposure
Service
Nupf_GetUEPrivatelPaddr | 6.2 UPF Get TS29564_Nupf_GetUEPrivatelPaddrAndl | nupf- A.3
Andldentifiers UE Private dentifiers.yaml gueip
IP address
and
Identifiers
Service

5.2 Nupf EventExposure Service

5.2.1 Service Description

5.21.1 Service operations

The Nupf_EventExposure service enables NF service consumers to subscribe to UPF events and/or the UPF to send
notifications about UPF events to NF service consumers.

The Nupf_EventExposure service supports the service operations defined in Table 5.2.1.1-1.

Table 5.2.1.1-1: Service operations supported by the Nupf_EventExposure service

Service Operations Description Operation Example
Semantics Consumer(s)
Subscribe Subscribe to UPF events Subscribe/Notify NWDAF, SMF,
DCCF, AF, NEF
Unsubscribe Unsubscribe from UPF events Subscribe/Notify NWDAF, SMF,
DCCF, AF, NEF
Notify Notification about UPF events Subscribe/Notify NEF, AF,
NWDAF,
TSCTSF, TSNAF,
DCCF, MFAF
5.2.1.2 Subscription to UPF events

The UPF exposes UPF events via the Nupf_EventExposure service as defined in Table 5.2.1.2-1.
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Table 5.2.1.2-1: Subscriptions to UPF events

Subscription Protocol used for Description
the subscription
to UPF
Subscription via SMF PFCP The NF service consumer creates the subscription for the event of

interest via the SMF. The SMF instructs the UPF to report the
events directly to the NF service consumer via the N4 interface as
specified in 3GPP TS 29.244 [15].

Upon occurrence of the event of interest, the UPF sends a
notification directly to the NF service consumer using the
Nupf_EventExposure Notify service operation.

Nupf_EventExposure | The NF service consumer creates the subscription for the event of
Subscribe interest via the SMF. The SMF subscribes to the UPF using the
Nupf_EventExposure Subscribe service operation.

Upon occurrence of the event of interest, the UPF sends a
notification directly to the NF Service Consumer using the
Nupf_EventExposure Notify service operation.

Subscription Nupf_EventExposure | The NF service consumer creates the subscription for the event of
to UPF Subscribe interest to the UPF using the Nupf_EventExposure Subscribe
service operation.

Upon occurrence of the event of interest, the UPF sends a
notification directly to the NF Service Consumer using the
Nupf_EventExposure Notify service operation

Clause 5.2.1.3 describes which of the above subscriptions shall be used for each event type supported by the
Nupf_EventExposure service.

5.2.1.3 UPF events supported by the Nupf_EventExposure service

5.2.1.3.1 General
The Nupf_EventExposure service supports the events defined in this clause.

See also clauses 4.15.4.5.1 and 5.2.26.2.1 of 3GPP TS 23.502 [3].
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5.2.1.3.2 QoS Monitoring

Table 5.2.1.3.2-1: QoS Monitoring event

Description This event provides QoS flow performance information, i.e. QoS monitoring results
for the QoS parameter(s) to be measured.

The following QoS parameters may be measured and/or reported:
- Packet delay monitoring: DL, UL and/or Round-Trip packet delay between
UE and PSA UPF of specific QoS flow(s) of the PDU session.

- Data rate monitoring: UL and/or DL data rate measurement for a QoS flow.

- Congestion information of a QoS flow on the UL and/or DL directions
received from the NG-RAN.

- Available bitrate of a GBR QoS flow on the UL and/or DL directions
received from the NG-RAN.

Subscription type Subscription via SMF using PFCP

Subscription inputs to UPF | - QFI(s) of a specific PDU session

- requested QoS measurements

- UPF event consumer notification URI

- Notification correlation ID

- Reporting suggestion information (i.e. Report urgency, Reporting time
information)

- Reporting Frequency ("Event Triggered" or "Periodic") with Measurement Period
or Reporting threshold.

More inputs and detailed definitions are specified in clauses 5.24.4, 5.24.5 and
5.39 of 3GPP TS 29.244 [15].

Report type Continuous (event triggered) Report (for Packet Delay, Data Rate, Congestion
Information and available bitrate).
Periodic Report (for Packet Delay and Data Rate)
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5.2.1.3.3 User Data Usage Measures

Table 5.2.1.3.3-1: User Data Usage Measures event

Description This event provides information of user data usage of a PDU session:

- Volume Measurement: measurements of data volume exchanged (UL, DL
and/or overall) and/or number of packets exchanged (UL, DL and/or
overall) determined for the requested Granularity of Measurements.

- Throughput Measurement: measurements of data throughput (UL and DL)
determined for the requested Granularity of Measurements.

- Application related information: URL(s) and/or Domain information (domain
name and protocol) detected for the target traffic. This Type of
Measurement requires that Application Id(s) or Traffic Filtering Information
is provided (i.e. this measurement is not possible to be applied for all traffic
handled by the UPF).

Subscription type Subscription via SMF using Nupf_EventExposure Subscribe, if the target is:

- PDU session(s) of a specific UE or a group of UEs; (NOTE 2) or

- PDU session(s) of "any UE" and the subscription includes at least one of the
following parameters: Aol, BSSID/SSID and DNAI. (NOTE 1)

Subscription to the UPF, if the target is PDU session(s) of "any UE" or a specific
PDU session identified by a UE IP address (see clause 4.15.4.5.5 of

3GPP TS 23.502 [3]), and the subscription does not need to include any of the
following parameters: Aol, BSSID/SSID and DNAI.

Subscription inputs to UPF | Required:

- UE IP address (for an IP PDU session type), SUPI (for a non-IP PDU session
type) or "Any UE"

- Type of Measurement (i.e. Volume, Throughput, Application related information)
- UPF event consumer notification URI

- Notification correlation ID

Optional:

- DNN

- S-NSSAI

- either Application ID(s) or Traffic filters

- Granularity of Measurement (i.e. required granularity for the information reported,
i.e. per PDU session, per data flow or per application)

- Reporting suggestion information (i.e. Report urgency, Reporting time
information)

- Skip Reporting Instruction

- inclRatType

- ratTypeList

Report type One-Time Report

Periodic Report

NOTE 1: If the SMF receives a subscription request targeting PDU session(s) of any UE, the SMF shall not
invoke Nupf_EventExposure Subscribe towards PDU sessions for which it is acting as I-SMF.

NOTE 2: When the SMF receives a subscription targeting a group of UEs, it shall map the target group to all
impacted UEs and separately invoke Nupf_EventExposure Subscribe towards PDU sessions for each
UE.
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5.2.1.3.4 User Data Usage Trends

Table 5.2.1.3.4-1: User Data Usage Trends event

Description This event provides statistics related to user data usage of a PDU session:

- Throughput Statistic Measurement (average and/or peak throughput) over
the measurement period determined for the requested Granularity of
Measurements.

Subscription type Subscription via SMF using Nupf_EventExposure Subscribe, if the target is:

- PDU session(s) of a specific UE or a group of UEs; (NOTE 2) or

- PDU session(s) of "any UE" and the subscription includes at least one of the
following parameters: Aol, BSSID/SSID and DNAI. (NOTE 1)

Subscription to the UPF, if the target is PDU session(s) of "any UE" or a specific
PDU session identified by a UE IP address (see clause 4.15.4.5.5 of

3GPP TS 23.502 [3]), and the subscription does not need to include any of the
following parameters: Aol, BSSID/SSID and DNAI.

Subscription inputs to UPF | Required:

- UE IP address (for an IP PDU session type), SUPI (for a non-IP PDU session
type) or "Any UE"

- UPF event consumer notification URI

- Notification correlation ID

Optional:

- DNN

- S-NSSAI

- either Application ID(s) or Traffic filters

- Granularity of Measurement (i.e. required granularity for the information reported,
i.e per PDU session, per data flow or per application)

- Reporting suggestion information (i.e. Report urgency, Reporting time
information)

- Skip Reporting Instruction

- inclRatType

- ratTypeList

Report type One-Time Report

Periodic Report

NOTE 1: If the SMF receives a subscription request targeting PDU session(s) of any UE, the SMF shall not
invoke Nupf_EventExposure Subscribe towards PDU sessions for which it is acting as I-SMF.

NOTE 2: When the SMF receives a subscription targeting a group of UEs, it shall map the target group to all
impacted UEs and separately invoke Nupf_EventExposure Subscribe towards PDU sessions for each

UE.
5.2.1.3.5 TSC Management Information
Table 5.2.1.3.5-1: TSC Management Information event
Description This event provides TSC Management Information.
Subscription type Subscription via SMF using PFCP

Subscription inputs to UPF | - UPF event consumer notification URI
- Notification correlation 1D

More inputs and detailed definitions are specified in clauses 5.26.3.2 of
3GPP TS 29.244 [15] and clauses 6.2.1 and 6.3.1 of 3GPP TS 24.539 [18].

Report type Continuous (event triggered) Report.
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5.2.1.3.6 UE NAT Mapping Information

Table 5.2.1.3.6-1: UE NAT Mapping Information event

Description

This event provides one or more Public UE IP address(es) and port(s) mapped to
a Private UE IP address of a PDU session to a target remote end IP address, for a
UPF that is deployed with NAT functionality.

Subscription type

Subscription to UPF

Subscription inputs to UPF

Required:

- (5GC) Private UE IP address.

- Public IPv4 or IPv6 address of the remote end
- UPF event consumer notification URI

- Notification correlation 1D

- immediate reporting indication

Optional:

- DNN

- S-NSSAI

- Port number of the remote end
- IP domain

Report type

One-Time Report
Continuous (event triggered) Report

5.2.1.3.7 Handling of Payload Headers Information

Table 5.2.1.3.7-1: Handling of Payload Headers Information event

Description

This event provides Handling of Payload Headers information, i.e. header handling
results for the requested actions.

Subscription type

Subscription via SMF using PFCP.

Subscription inputs to UPF

- UPF event consumer notification URI

- Notification correlation ID

- Reporting Suggestion Information (i.e. Report urgency, Reporting time
information)

- Minimum Wait Time.

- Header Handling Reporting Indication

More inputs and detailed definitions are specified in clause 5.41 of
3GPP TS 29.244 [15].

Report type

Continuous (event triggered) Report

5.2.2 Service Operations

5221 Introduction

The service operations defined for the Nupf_EventExposure service are as follows:

- Subscribe: It enables an NF service consumer to subscribe to UPF event exposure notifications..

- Unsubscribe: It enables an NF service consumer to unsubscribe from UPF event exposure notifications.

- Notify: It allows the UPF to send event notifications directly to NF service consumers.

NOTE: The Subscribe and Unsubscribe service operations only apply to UPF events that can be subscribed using
the Nupf service based interface (see clauses 5.2.1.2 and 5.2.1.3).

Thisresultsin creating a UPF event exposure subscription at the UPF and in the UPF notifying the requested events

until either of the following occurs:
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- the subscription is deleted explicitly (see clause 5.2.2.2A);

- thesubscription is deleted implicitly, e.g. after sending the first event report for a"ONE_TIME" subscription, or
upon reaching the end of the report duration, or after sending the maximum number of reports (see
clause 6.1.6.3.4); or

- the PFCP session of the PDU session that is the target of the subscription is released (only applicable for a
subscription targeting a specific PDU session).

5222 Subscribe

52221 General

The Subscribe service operation is used by a NF Service Consumer to subscribe to UPF event exposure notifications,
e.g. for the purpose of UPF data collection for a specified PDU session or any UE.

NOTE: NF service consumers can only be SMF, NWDAF, DCCF, AF or NEF in this release of the specification.

5.2.2.2.2 Creation of a subscription

An NF Service Consumer shall invoke the Subscribe service operation towards the UPF to create a subscription to
monitor at least one UPF event. The NF Service Consumer may subscribe to multiple events in a subscription. A
subscription may be associated with one UE's PDU session or with any UE.

The NF Service Consumer shall request to create a new subscription by using the HTTP method POST with the URI of
the subscriptions collection, see clause 6.1.3.2.

NF Service
UPF
Consumer
T T
1. POST .../ee-subscriptions (CreateEventSubscription)———————
| |
:4— —2a. 201 Created (CreatedEventSubscription (with optional event report))— — —:

| |
— — — —2b. 4xx/5xx (ProblemDetails) or 3xx (RedirectResponse)- — — — —

|
| |

Figure 5.2.2.2.2-1 Subscription creation

1. The NF Service Consumer shall send a POST request to create a subscription resource in the UPF. The content
of the POST request shall contain a representation of the individual subscription resource to be created.

The NF Service Consumer shall include the following information in the HT TP message body:
- NFID, indicating the identity of the network function instance creating the subscription;
- Target of Event Reporting, indicating the target(s) to be monitored, i.e.

- aspecific PDU Session of a UE identified with a (5GC assigned) UE IP address for an IP PDU session
type;

- agpecific PDU Session of a UE identified with a SUPI (and S-NSSAI/DNN) for a non-1P PDU session
typeif the SMF alows the UPF to receive the SUPI associated with a N4 session based on the local
configuration; or

- any UE (identified by the "anyUE" flag);
- List of UPF events requested to be subscribed;

- Type of measurement, for UPF events supporting multiple types of measurement, e.g. for a subscription to
the UserDatalUsageM easures event;
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Event Reporting Mode, indicating how the events shall be reported (One-time Report, Periodic Report or
Continuous Report);

UPF event consumer notification URI, indicating the address where to send the event notifications generated
by the subscription;

Public IPv4 or IPv6 address of the remote end, for a subscription to "UE_NAT_MAPPING_INFO" event;
and

the bundledEventNotifyUri set to the URI to be used by the UPF for sending notification requests including
bundled event reports of multiple UPF event subscriptions (see clause 5.2.2.3.4), if the bundlingAllowed |E
is set to true and the NF service consumer provides a distinct eventNotifyUri per UPF event subscription.

The NF Service Consumer may include the following information in the HT TP message body:

The S-NSSAI and/or the DNN of PDU sessions to which the subscription applies;

either one or more Application 1D(s) or traffic filtersidentifying the traffic to be monitored by the
subscription;

Granularity of Measurement, indicating that the granularity of the required measurementsis per PDU
Session, per data flow or per application;

Reporting period, defining the period for periodic reporting;

Skip Reporting Instruction, instructing the UPF to skip sending event reports when certain conditions are met
as described in clause 5.2.2.3.3;

Maximum number of reports, defining the maximum number of reports after which the event subscription
ceasesto exist;

Expiry time, suggested by the NF Service Consumer representing the time up to which the subscription is
desired to be kept active and the time after which the subscribed event(s) shall stop generating reports;

Reporting suggestion information, i.e. Report urgency indicating whether the event report can be delayed (i.e.
it is delay-tolerant) and if so, the Reporting time information defining the last valid reporting time for the
UPF to report the detected event;

Deactivate notification flag, indicating that the notification of the available events shall be muted until the
event consumer NF (e.g. NWDAF or DCCF) provides the retrieval notification flag to retrieve the stored
events;

Immediate Report Flag per event, indicating an immediate report to be generated with the current event
status;

Notification Correlation 1D, indicating the correlation identity to be signalled in the event notifications
generated by the subscription;

Sampling ratio, defining the random subset of PDU sessions among target PDU sessions, in which case the
UPF shall only report the event(s) related to the selected subset of PDU sessions;

partitioningCriteria, defining the criteriafor partitioning PDU sessions before applying the sampling ratio;

Muting Exception Instructions, which specify instructions to apply to the subscription and the stored events
when an exception occurs at the UPF while the event is muted (e.g., the buffer of stored event reportsis full,
or the number of stored event reports exceeds a certain number), if the EEMM feature is supported (see
clause 6.1.8);

Port number of the remote end, for a subscription to "UE_NAT_MAPPING_INFO" event;
IP domain, for asubscriptionto "UE_NAT_MAPPING_INFO" event;

the subTerminationReportind | E set to true to indicate a request to send a notification when the subscription
isterminated;
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- theremainingDataReports |E per subscribed event requesting to discard or to send the remaining data for the
related event to the NF service consumer, if the subscription is terminated at the UPF (e.g. when the PFCP
session of the PDU session that is the target of the subscription is released) and the UPF has not yet reported
the collected data for the related event to the consumer;

- thebundlingAllowed | E set to true to alow the UPF to bundle event reports generated for this subscription
with event reports generated for other subscriptionsin a same Nupf_EventExposure Notify request message
(seeclause 5.2.2.3.4), if the UPF supports the BERM S feature (see clause 6.1.8); and/or

- thebundleld IE containing a Bundle Identifier identifying the subscriptions whose event reports may be
bundled together (see clause 5.2.2.3.4), if the bundlingAllowed IE is set to true and if the NF service
consumer only allows to bundle event reports of specific subscriptions, e.g. if the NWDAF wishesto only
bundle event reports generated for a same analytic service request.

- theinclRatType |E per subscribed event requesting the UPF to include the RAT type in the corresponding
event reports (i.e. in Notificationltem), if the UPF supports the RATTE feature (see clause 6.1.8).

- theRatTypelList IE per subscribed event, indicating the list of RAT types for which the NF service consumer
requiresto receive event reports, if the UPF supports the RATTE feature (see clause 6.1.8).

If the RatTypeList |E is received and the UPF supports the RATTE feature, the UPF shall send event reports
for the PDU session(s) of UE(s) camping on these RAT types and the UPF may skip sending measurement
reports for the PDU session(s) of UE(s) not camping on these RAT types.

NOTE: If the UPF supportsthe RATTE feature and if the UPF does not skip sending measurement reports for
UEs not camping on the RAT types requested in the subscription, the NF service consumer can use the
RatType IE included in the event reports to discard measurements reported with a RAT type that is not
part of the RatTypelList |E.

2a. On success (i.e. if the request is accepted), the UPF shall include a HTTP Location header to provide the location
of the newly created resource (subscription) together with the status code 201 in the response message indicating
that the requested resource is created.

If the NF Service Consumer has included more than one eventsin the event subscription and some of the events
cannot be subscribed, the UPF shall accept the request and provide the successfully subscribed event(s) in the
CreatedEventSubscription.

If the subscription request contains either Application ID(s) or Traffic filters, the UPF should accept the
subscription regardless of whether these Application ID(s) or Traffic filters are included in the PDR(S)
provisioned for the target PDU session/PFCP session. If no corresponding application traffic is detected, the UPF
shall report a"null" measurement if it cannot be skipped (see also clause 5.2.2.3.3) for a subscription with a
Periodic Report type.

If the NF Service Consumer has included the Immediate Report Flag with the value true in the event
subscription, and if the current status of the events subscribed are available, the UPF shall include the current
status of the events subscribed in the response. Otherwise, the UPF shall generate reports for the events and
notify the NF service consumer using the Nupf_EventExposure Notify service operation. If the events with the
Immediate Report Flag set to true are subscribed viaan SMF, the notification shall be sent to the actual NF
service consumer directly, i.e. the current status of the events subscribed shall not be included in the subscription
creation response.

If the NF Service Consumer has set the event reporting option to ONE_TIME and if the UPF has included the
current status of the events subscribed in the response, then the UPF shall not do any subsequent event
notification for the corresponding events.

The response, based on operator policy and taking into account the expiry time included in the request, may
contain the expiry time, as determined by the UPF, after which the subscription becomesinvalid. Once the
subscription expires, if the NF Service Consumer wants to keep receiving notifications, it shall create a new
subscription in the UPF. The UPF shall not provide the same expiry time for many subscriptionsin order to
avoid all of them expiring and recreating the subscription at the same time. If the expiry timeis not included in
the response, the NF Service Consumer shall consider the subscription to be valid without an expiry time.

If the sampling ratio ("sampRatio") attribute isincluded in the subscription without a partitioningCriteria, the
UPF shall select arandom subset of PDU sessions among target PDU sessions according to the sampling ratio
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and only report the event(s) related to the selected subset of PDU sessions. If the partitioningCriteria attribute is
also included along with sampling ratio, the UPF shall apply the sampling ratio on the group of PDU sessions
determined according to the partitioning criteria.

If the "notifFlag" attribute isincluded and set to "DEACTIVATE" in the request by e.g. the NWDAF or DCCF,
the UPF shall mute the event notification and store the available events. Additionally, if the UPF supports the
EEMM feature (see clause 6.1.8) and if the NF service consumer includes event muting instructionsin the
request, the UPF should evaluate the received event muting instructions against to local actions (if configured)
and, if the subscription creation request is accepted, the UPF may indicate the following information to the NF
service consumer in the response:

- the maximum number of notifications that the UPF expects to be able to store for the subscription;
- an estimate of the duration for which notifications can be buffered.

2b. On failure or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned. For a
4Axx/5xx response, the message body shall contain a ProblemDetails structure with the "cause” attribute set to one
of the application error listed in Table 6.1.3.2.3.1-3.

If the UPF supports the EEMM features (see clause 6.1.8), the NF service consumer sets the "notifFlag” attribute
to "DEACTIVATE" and event muting instructionsin the request, but the UPF cannot accept the received
instructions, the UPF may reject the request with a 403 Forbidden response and the application error
"MUTING_EXC_INSTR_NOT_ACCEPTED".

For a subscription request targeting a PDU session, if the UPF cannot find a unique PDU session due to no DNN
and/or S-NSSAI being received in the request, the UPF shall reject the request with a 403 Forbidden response
and the application error "REJECTION_DUE _TO_NO_DNN_SNSSAI" (see clause 4.4.1.2 of

3GPP TS 23.502 [3)]).

5.2.2.2.3 Modification of a subscription

The service operation isinvoked by a NF Service Consumer, towards the UPF, when it needs to modify an existing
subscription previously created at the UPF.

The NF Service Consumer shall modify the subscription by using the HT TP method PATCH with the URI of the
individual subscription resource (see clause 6.1.3.3) to be modified.

NF Service

Conslumer UPF

| |
:—1. PATCH .../ee-subscriptions/{subscriptionid} (PatchData)—»:

- — - — — — = 2a. 204 No Content— — — — — — — -
— — — — — — 2b. 200 OK (PatchResult) — — — — — — -
;4— — — — —2c. 4xx/5xx (ProblemDetails) or 3xx- — — — — —:

Figure 5.2.2.2.3-1: Modification of a subscription

1. The NF service consumer shall send a PATCH request to the resource representing a subscription. The
modification may be for updating the list of subscribed events, the event report options, the event reports
bundling parameters and/or the NF Instance I dentity of the NF owning the subscription.

NOTE 1. An NF service consumer can change a subscription, e.g. adding a bundlingAllowed IE to allow the
corresponding event reports being bundled together with other subscriptions as described in
clause 5.2.2.3.4, or changing the eventNotifyUri, bundledEventNotifyUri and/or bundleld; such changes
affect only the subscription being modified.
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NOTE 2: The NF service consumer can receive (for some short time after changing event reports bundling
parameters of a subscription) event reports bundled together with other subscriptionsif the NF service
consumer removes the bundlingAllowed | E from the subscription, or event reports bundled together with
other subscriptions having the same old bundleld if the NF service consumer changes the bundlel d.

2a. On success, the request is accepted, and al the modification instructions in the PATCH request have been
implemented, the UPF shall respond with "204 No Content".

2b. On success, the request is accepted, but some of the modification instructions in the PATCH request have been
discarded, the UPF shall respond with "200 OK" including PatchResult to indicate the failed modifications.

2c. On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.2-3 shall be returned. For a
4Axx/5xx response, the message body may contain a ProblemDetails structure with the "cause” attribute set to one
of the application errorslisted in Table 6.1.3.3.3.2-3.

5.2.2.2A Unsubscribe

5.2.2.2A.1 General

The Unsubscribe service operation isinvoked by a NF Service Consumer towards the UPF to delete an existing
subscription previously created at the UPF.

The NF Service Consumer shall unsubscribe from a subscription by using the HTTP method DELETE with the URI of
the individual subscription resource (see clause 6.1.3.3) to be deleted.

NF Service UPE
Conslumer |
[ [
[ 1. DELETE .../subscriptions/{subscriptionld}———
:4— ——————— 2a. 204 No Content — — — — — — — —:
| |
| |
:4— — 2b. 4xx/5xx (ProblemDetails) or 3xx (RedirectResponse) — —

Figure 5.2.2.2A.1-1 Unsubscribing from UPF events

1. The NF Service Consumer shall send a DELETE request to delete an existing subscription resource in the UPF.

2a. On success (i.e. if the request is accepted), the UPF shall reply with the status code 204 in the response message
to indicate that the resource identified by the subscription ID has been successfully deleted.

2b. On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.1-3 shall be returned. For a
4Axx/5xx response, the message body shall contain a ProblemDetails structure with the "cause” attribute set to one
of the application error listed in Table 6.1.3.3.3.1-3.

5.2.2.3 Notify

5.2.23.1 General

The Notify service operation shall be invoked by the UPF, to send a notification, towards the notification URI, when
certain event included in the subscription has taken place. See Figure 5.2.2.3.2-1.

The Notify service operation shall also be invoked by the UPF if the event exposure subscription is terminated at the
UPF (e.g. when the PFCP session of the PDU session that is the target of the subscription is released) and the
subscription includes the subTerminationReportind 1E set to true (indicating a request to send a notification when the
subscription is terminated).

The Notify service operation may also be invoked if the event exposure subscription is terminated at the UPF (e.g. when
the PFCP session of the PDU session that is the target of the subscription is released) to report any data that has been
collected but not yet sent to the consumer, if the subscription included the remainingDataReports | E for subscribed
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events requesting to send the remaining data for the related events to the NF service consumer and/or based on local
configuration (see clauses 4.15.4.5.6 and 4.15.4.5.7 of 3GPP TS 23.502 [3]).

NOTE 1. The Notification request message does not indicate that an event report is sent due to the
remai ningDataReports set in the subscription.

For theevents"USER_DATA_USAGE_MEASURES", "USER_DATA_USAGE_TRENDS" and
"UE_NAT_MAPPING_INFO", the UPF shall use the HTTP method POST, using the notification URI received in the
subscription creation as specified in clause 5.2.2.2.2, including e.g. the subscription 1D, Event ID(s) for which event has
happened, notification correlation ID provided by the NF service consumer at the time of event subscription, to send a
notification.

If the subscription is targeting PDU sessions of any UE, i.e. the "anyUe" is set to true in the subscription creation
regquest, the UPF shall perform the requested measurements for every PDU session that matches the event filter
information (i.e. S'NSSAIs, DNNs, either Application ID(s) or traffic filters) and send notification(s) with multiple
Notificationltem | Es within the NotificationData wherein each Notificationltem shall correspond to areport on one
subscribed event per PDU session. If the subscription request included a sampling ratio, the notification may include the
sampling ratio achieved by the UPF.

For the events "QOS_MONITORING", "TSC_MNGT_INFO" or "HANDLING_OF PAYLOAD_HEADERS INFO",
the UPF shall use the HT TP method POST, using the notification URI received from the SMF via N4 interface, see
clause 5.33.5 of 3GPP TS 29.244 [15].

For theevent "USER_DATA_USAGE_MEASURES", the event notification may contain following information:

- Volume Measurement: measurements of data volume exchanged (UL, DL and/or overall) and/or number of
packets exchanged (UL, DL and/or overall) determined for the requested Granularity of Measurements,

- Throughput Measurement: measurements of data throughput (UL and DL) determined for the requested
Granularity of Measurements;

- Application related Information: URLs and/or Domain information (Domain name and protocol) detected in the
target traffic identified by the information included in the subscription request, e.g. an application id.

When the granularity of the measurement is per data flow, the notification shall include the packet filter set and the
Applications Identifier if available.

The UPF shall report null measurements, i.e. set the corresponding V olumeM easurement and/or

ThroughputM easurement to "0", or include a noApplRelatedinfoDet | E (indicating no application related
information detected) in the ApplicationRelatedinformation, if the UPF does not detect any corresponding user data
traffic for the subscribed Granularity of Measurement and the UPF is requested to send a notification to report the
event, e.g. when the report typeis set to "periodic”.

For theevent "USER_DATA_USAGE_TRENDS', the event notification may contain following information:

- Throughput Statistic Measurement (average and/or peak throughput) over the measurement determined for the
requested Granularity of Measurements.

When the granularity of the measurement is per data flow, the notification shall include the packet filter set and the
Applications Identifier if available.

The UPF shall report null measurements, i.e. set the corresponding ThroughputStati sticsM easurement to "0" if the
UPF doesn't detect any corresponding user data traffic for the subscribed Granularity of Measurement and the UPF
is requested to send a notification to report the event, e.g. when the report type is set to "periodic".

For the event "QOS_MONITORING", this service operation is used by the UPF to send the following types of event
notifications:

- periodic notification on the downlink packet delay, uplink packet delay, and/or the round trip packet delay
between the UPF (PSA) and UE;

- event triggered notification on the downlink packet delay, uplink packet delay, and/or the round trip packet delay
between the UPF (PSA) and UE, i.e. when the packet delay exceeds a defined threshold;

- notification on the downlink packet delay, uplink packet delay, and/or the round trip packet delay between the
UPF (PSA) and UE when the PDU session is released.
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- event triggered notification of congestion information of the QoS flow on the UL and/or DL directions received
from the NG-RAN, upon a change of the congestion information.

- event triggered notification of available bitrate of the GBR QoS flow on the UL and/or DL directions received
from the NG-RAN.

For the event "TSC_MNGT_INFO", the event notification may contain the following information:
- Port Management Information Container(s) for one or more NW-TT ports and/or
- aUser Plane Node Management Information Container.
The event notification shall also contain the following information:
- therelated NW-TT port number(s), if Port Management Information Container(s) is present; and
- thenotification correlation ID received from the SMF, if any.

For the event " UE_NAT_MAPPING_INFO ", this service operation is used by the UPF to send the following types of
event notifications:

- one-timeimmediate report, when in the subscription the event reporting mode is set to "ONE_TIME" and the
indication for immediate reporting is set to true;

- event triggered notification on the change of the information for (NATed) Public UE | P addresses and/or port(s)
assigned to the PDU Session;

- if no UE NAT mapping exists yet, the UPF sends an empty array to the consumer as part of the UPF event
subscription response if the immediate reporting flag isincluded, otherwise the empty array is sent in the event
subscription notify.

For the event "HANDLING_OF PAYLOAD_HEADERS INFO", this service operation is used by the UPF to send the
following types of event notifications:

- event triggered notification:

- when in the subscription the OTRI (One Time Report Indication) bit is set to "1" in the Header Handling
Reporting I ndication the UPF reports the applied action only for the first occurrence within a packet flow;

- whenin the subscription the OTRI hit is not present the UPF reports the applied actions for each occurrence
within a packet flow.

The event notification for the event "HANDLING_OF PAYLOAD_HEADERS INFO" shal also contain the
following information:

- the detected header for which an action was applied,;

- the header value prior to the action, when the action is an detection, replacement, or deletion, thisisto record the
header'sinitial state before any modifications;

- theaction applied on the header, specifying the operation conducted, i.e. detection, insertion, replacement, or
deletion; and

- the header value after the action is applied, thisis to capture the final state of the header. Thisincludes any new
valuesintroduced during an insertion, the updated values resulting from a replacement. The headerV alueAfter
shall not apply for adeletion or a detection.

NOTE 2: When the action applied is set to "insert”, "replace” or "remove”, the "detect”" action will be implicitly
aways required therefore it needs not be reported.

For the event "SUBSCRIPTION_TERMINATION", the event notification may contain following information:

- cause indicating the reason for the subscription being terminated (e.g. N4 session release).
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5.2.2.3.2 UPF notifying events of a subscription

NF Service Consumer UPF
[

~¢————1. POST {eventNotificationUri} (NotificationData)———

|

! 2a. 204 No Content ()

i 2b. 4xx/5xx (ProblemDetails) or 3xx
|
|

N

Figure 5.2.2.3.2-1: UPF notifying events of a subscription

1. The UPF shall send a POST request to the eventNotificationUri as provided by the SMF during the provisioning
of Session Reporting Rule (see clause 7.5.2.9 of 3GPP TS 29.244 [15]) or received in the subscription creation
as specified in clause 5.2.2.2.2.

2a. Upon success, the NF Service Consumer responds with *204 No Content”.

For adirect subscription, if the notification is sent to report the subscription termination (i.e. the event type is set
to "SUBSCRIPTION_TERMINATION"), the NF service consumer shall additionally terminate the subscription
locally.

NOTE: The NF service consumer can only set subTerminationReportind for a direct subscription. The NF service
consumer will not receive any notification indicating the subscription termination if it does not explicitly
require so by including the subTerminationReportind in the Subscription regquest.

2b. On failure or redirection:

- If the NF Service Consumer does not consider the "eventNotificationUri" as avalid notification URI, the NF
Service Consumer shall return 404 Not Found" status code with the ProblemDetails |E providing details of
the error.

- Inthe case of redirection, the NF service consumer shall return 3xx status code, which shall contain a
Location header with an URI pointing to the endpoint of another NF service consumer endpoint.

5.2.2.3.3 UPF handling of Skip Reporting Instruction in the subscription

The procedure specified in this clause is optional to support for the UPF and the NF Service Consumer. It may be used
if both the UPF and the NF Service Consumer support the Skip Event Exposure Reporting (SEER) feature (see
clause 6.1.8).

If the UPF supports the SEER feature, the NF service consumer may request the UPF to skip reporting event reports by
including the Skip Reporting Instruction in the subscription request, for one or more of the conditions specified below:

1) if the volume and throughput measurement is null;

NOTE 1: The UPF can consider that a measurement is null if the measurement is zero or below an operator-
configurable value in the UPF.

2) if the volume and/or throughput measurements are lower than threshold(s) provided as part of the subscription
parameters (i.e. thresholdTrafficV olume and/or thresholdThroughput); if both thresholdTrafficVolume and
thresholdThroughput are provided, the UPF shall skip sending event reports only when both volume and
throughput measurements are lower than the respective thresholds; and/or

NOTE 2: The UPF considers the volume measurement is lower than the threshold only if all three measurements on
total, UL and DL volume are lower than the provisioned threshold. Likewise, it isthe same for
determining if the throughput measurement is lower than the provisioned threshold.

3) for time periods outside of measurement validity times; in this case, the UPF shall skip performing
measurements outside of the measurement validity times, i.e. the UPF shall perform measurements only during
the measurement validity time periods and send corresponding event reports (during or possibly outside the
measurement validity times).
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Conditions 1) and 2) shall be exclusive from each other, i.e. either condition 1) or 2) may be requested.

Upon being instructed to skip sending event reports to the NF service consumer for one or more of the above
conditions, the UPF shall skip sending event reports to the NF service consumer when at least one condition is met.

When the UPF sends the next notification request containing an event report after the UPF has skipped some event
reports as described above, the UPF shall include a skippedReportind in the notification to indicate to the NF service
consumer that some event reports were skipped previously.

5.2.2.34 UPF notifying bundled event reports of multiple subscriptions

The procedure specified in this clause is optional to support for the UPF and the NF Service Consumer. It may be used
if both the UPF and the NF Service Consumer support the Bundling Event Reports of Multiple Subscriptions (BERMS)
feature (see clause 6.1.8).

If the UPF supports the BERM S feature, the UPF may bundle event reports of multiple UPF event subscriptions within
asame Nupf_EventExposure_Notify request message, for subscriptions:

- received with the bundlingAllowed |E set to true (see clause 5.2.2.2.2);

- having the same eventNotifyUri (for subscriptions received without the bundledEventNotifyUri IE) or having the
same bundledEventNotifyUri (for subscriptions received with the bundledEventNotifyUri 1E); and

- having the same bundleld value, for subscriptions received with the bundleld IE.

The UPF may bundle event reports of multiple UPF event subscriptions (having the same eventNotifyUri or
bundledEventNotifyUri as described above) received with the bundlingAllowed IE set to true and without a bundleld
IE.

NOTE 1: The UPF cannot bundle event reports of UPF event subscriptions received with abundleld | E together
with event reports of UPF event subscriptions received without a bundleld IE.

The UPF shall not bundle event reports generated for a subscription received without the bundlingAllowed IE set to
true, with other event reports of other suscriptions.

When bundling of event reports of multiple subscriptionsis allowed and possible, the UPF implementation shall
consider the following aspects:

- bundling should not add delay for delay critical events, i.e. the UPF may bundle delay critical events which
happen nearly at the same time; and

NOTE 2: How the UPF determines whether events happen nearly at the same time isimplementation specific.

- bundling for delay tolerant events may happen as long as the bundled events are sent before their last alowed
reporting time (indicated by the reportingTimelnfo |E).

The UPF shall notify bundled event reports of multiple subscriptions as described in Figure 5.2.2.3.4-1.

NOTE 3: The procedure specified in clause 5.2.2.3.2 applies when the UPF notifies event reports of asingle
subscription. In this case, the UPF sends the event reports to the eventNotifyUri of the subscription,
regardless of whether a bundledEventNotifyUri was provided or not for the subscription.

NF Service Consumer UPF
[

I

| : : . :
1. POST {eventNotifyUri or bund!edEventNotlfyUrl } I
(array of at least two NotificationData)

|

|

! 2a. 204 No Content ()

: 2b. 4xx/5xx (ProblemDetails) or 3xx

_vY___

Figure 5.2.2.3.4-1: UPF notifying bundled event reports of multiple subscriptions
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1. The UPF shall send a POST request to the bundledEventNotifyUri (if the bundledEventNotifyUri IE was
received for the subscription as specified in clause 5.2.2.2.2), otherwise to the eventNotifyUri (i.e. if no
bundledEventNotifyUri | E was received for the subscription).

The content of the POST request shall include one NotificationData for each subscription for which events are
reported. If the POST reguest is sent to the bundledEventNotifyUri, each NotificationData shall further include
the eventNotifyUri | E set to the eventNotifyUri of the subscription for which events are reported.

2a. Upon success, the NF Service Consumer shall respond with "204 No Content”.

If agiven NotificationData is sent to report a subscription termination (i.e. the event typeis set to
"SUBSCRIPTION_TERMINATION") for adirect subscription, the NF service consumer shall additionally
terminate the corresponding subscription locally.

NOTE 4: The NF service consumer can only set subTerminationReportind for a direct subscription. The NF service
consumer will not receive any notification indicating the subscription termination if it does not explicitly
require so by including the subTerminationReportind in the Subscription request.

2b. On failure or redirection:

- If the NF Service Consumer does not consider the bundledEventNotifyUri or the eventNotifyUri asavalid
notification URI, the NF Service Consumer shall return the "404 Not Found" status code with the
ProblemDetails |E providing details of the error.

- Inthe case of redirection, the NF service consumer shall return a 3xx status code, which shall contain a
Location header with an URI pointing to the endpoint of another NF service consumer endpoint.

5.3 Nupf_ GetUEPrivatelPaddrAndldentifiers Service

5.3.1 Service Description

The Nupf_GetUEPrivatel PaddrAndl dentifiers Service enables the UPF to provide the UE IP address information of a
PDU session and optionally UE identifiers (e.g. SUPI, GPSl), e.g. to provide the (private) UE | P address when being
queried with aNATed UE IP Address, to the NF service consumer (e.g. a NEF), when the NAT functionality of the UE
| P address is deployed within the UPF.

Table 5.3.1-1 lists the service operations that are supported by the Nupf_GetUEPrivatel PaddrAndldentifiers service.

Table 5.3.1-1: Service operations supported by the Nupf_GetUEPrivatelPaddrAndldentifiers service

Service Operations Description Operation Example Consumers
Semantics
Retrieve the UE IP address information of a
Get PDU session, to get e.g., UE's private IP Request / NEE
address and optionally the associated IP Response
domain.

5.3.2 Service Operations

5321 Introduction

See Table 5.3.1-1 for an overview of the service operations supported by the Nupf_GetUEPrivatel PaddrAndl dentifiers
service.

5.3.2.2 Get

5.3.2.2.1 General

The Get service operation is used in the following procedure:
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AF specific UE ID retrieval as specified in clause 4.15.10 of 3GPP TS 23.502[3] ;

AF traffic influence request without HPLMN DNN, S-NSSAI information for a single UE, private IP address or
public 1P address owned by VPLMN as specified in clause 4.3.6.5.3 of 3GPP TS 23.502 [3];

AF traffic influence request without HPLMN DNN, S-NSSAI information for asingle UE, UE I P address owned
and assigned by HPLMN as specified in clause 4.3.6.5.4 of 3GPP TS 23.502 [3].

This service operation is consumed by querying the "ue-ip-info" resource. The regquest is sent to the UPF hosting the P
addressin the query.

1

NF Service Consumer UPF

I
:—1. GET .../ue-ip-info?<query parameters>—>:

2a. 200 OK (Uelplinfo)
2b. 4xx/5xx (ProblemDetails) or 3xx

Figure 5.3.2.2.1-1: Retrieval of UE IP Info for a PDU session

The NF Service Consumer shall send an HTTP GET request to the resource URI of "ue-ip-info". Theinput filter
criteriafor the discovery request shall be included in query parameters, e.g. the UE (public) IP address and Port
Number, and optionally DNN and S-NSSAI.

2a. On success, "200 OK" shall be returned. The response body shall include a Uel plnfo object which contains

relevant attributes matching the query parameters included in the request message.

2b. On failure, one of the HTTP status code listed in Table 6.2.3.2.3.1-3 shall be returned. For a 4xx/5xx response,

the message body may contain a ProblemDetails structure with the "cause” attribute set to one of the application
errorslisted in Table 6.2.3.2.3.1-3, where applicable.

On redirection, "307 Temporary Redirect” or "308 Permanent Redirect” shall be returned. A RedirectResponse
IE may be included in the content of POST response.

6

6.1

API Definitions

Nupf EventExposure Service API

6.1.1  APIURI

The Nupf_EventExposure shall use the Nupf_EventExposure API.

The APl URI of the Nupf_EventExposure API shall be:

{apiRoot}/<apiName>/<apiVersion>

The request URIs used in HT TP requests from the NF service consumer towards the NF service producer shall have the
Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>

with the following components:

The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].

The <apiName> shall be "nupf-ee".
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-  The<apiVersion> shall be"v1".

- The <api SpecificResourceUriPart> shall be set as described in clause 6.1.3.
6.1.2 Usage of HTTP

6.1.2.1 General
HTTP/2, IETF RFC 9113 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_EventExposure AP is contained in
Annex A.

6.1.2.2 HTTP standard headers

6.1.2.2.1 General
See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.

6.1.2.2.2 Content type

JSON, IETF RFC 8259 [12], shall be used as content type of the HT TP bodies specified in the present specification as
specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type
"application/json”.

"Problem Details" JSON object shall be used to indicate additional details of the error in aHT TP response body and
shall be signalled by the content type " application/problem+json”, as defined in IETF RFC 9457 [13].

6.1.2.3 HTTP custom headers

The mandatory HT TP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and
the optional HT TP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.

In thisrelease of this specification, no custom headers specific to the Nupf_EventExposure service are defined.
6.1.3 Resources

6.1.3.1 Overview

{apiRoot}/nupf-ee/<apiVersion>

{/ee-subscri ptions ]

{subscriptionld} }

Figure 6.1.3.1-1: Resource URI structure of the nupf-ee API
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Table 6.1.3.1-1 provides an overview of the resources and applicable HT TP methods.

Table 6.1.3.1-1: Resources and methods overview

HTTP
method "
Resource name Resource URI or Description
(service operation)
custom
operation
EventExposureSubscriptions POST Subscribe service operation, creating

(Collection) fee-subscriptions a new subscription .
DELETE |Unsubscribe service operation

/ee-subscriptions/{subscriptionld} |PATCH Subscribe service operation,

Individual subscription

(Document) modification of a subscription
6.1.3.2 Resource: EventExposureSubscriptions
6.1.3.2.1 Description

This resource represents a collection of subscriptions created by NF service consumers of Nupf_EventExposure service.

Thisresource is modelled as the Collection resource archetype (see clause C.2 of 3GPP TS 29.501 [5]).

6.1.3.2.2 Resource Definition
Resource URI: {apiRoot}/nupf-ee/<apiVer sion>/ee-subscriptions

This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.

Table 6.1.3.2.2-1: Resource URI variables for this resource

Name Data type Definition
apiRoot string See clause 6.1.1
apiVersion string See clause 6.1.1
6.1.3.2.3 Resource Standard Methods
6.1.3.2.3.1 POST

This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P |Cardinality Description Applicability

n/a

This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and
response codes specified in table 6.1.3.2.3.1-3.

Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
CreateEventSubs | M |1 Content of the Subscribe request to create a subscription.
cription
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Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
CreatedEventSub | M |1 201 Represents successful creation of an UPF Event Subscription
scription Created
RedirectRespons | O (0..1 307 Temporary redirection.
e Temporary |(NOTE 2)
Redirect
RedirectRespons | O (0.1 308 Permanent redirection.
e Permanent [(NOTE 2)
Redirect
ProblemDetails O (0.1 403 Indicates the creation of subscription has failed due to
Forbidden [application error.
The "cause" attribute may be used to indicate one of the
following application errors:
- PDU_SESSION_NOT_SERVED_BY_UPF
- MUTING_EXC_INSTR_NOT_ACCEPTED
- REJECTION_DUE_TO_NO_DNN_SNSSAI
ProblemDetails O |0.1 501 Not The "cause" attribute may be used to indicate one of the
Implemente [following application errors:
d
- UNSUPPORTED_EVENT TYPE

NOTE 1: The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see
clause 5.2.7 of 3GPP TS 29.500 [4]).

NOTE 2: RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].
Table 6.1.3.2.3.1-4: Headers supported by the 201 Response Code on this resource
Name Data type P | Cardinality Description
Location string M |1 Contains the URI of the newly created resource, according to
the structure: {apiRoot}/nupf-ee/<apiVersion>/ee-
subscriptions/{subscription|d}
Table 6.1.3.2.3.1-5: Headers supported by the 307 Response Code on this endpoint
Name Data type P | Cardinality Description
Location string M |1 An alternative URI of the resource located on an alternative
service instance. For the case, when a request is redirected to
the same target resource via a different SCP, see
clause 6.10.9.1 in 3GPP TS 29.500 [4].
3gpp-Shi-Target- [string O |0..1 Identifier of the target NF (service) instance ID towards which

Nf-1d

the request is redirected

Table 6.1.3.2.3.1-6: Headers supported by the 308 Response Code on this endpoint

Name Data type P | Cardinality Description
Location string M |1 An alternative URI of the resource located on an alternative
service instance. For the case, when a request is redirected to
the same target resource via a different SCP, see
clause 6.10.9.1 in 3GPP TS 29.500 [4].
3gpp-Shi-Target- [string O |0..1 Identifier of the target NF (service) instance ID towards which
Nf-1d the request is redirected

6.1.3.2.4

None.

Resource Custom Operations
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6.1.3.3 Resource: Individual subscription

6.1.3.3.1 Description

This resource represents an individual of subscription created by NF service consumers of Nupf _EventExposure
service.

Thisresource is modelled as the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [5]).

6.1.3.3.2 Resource Definition
Resource URI: {apiRoot}/nupf-ee/<apiVer sion>/ee-subscriptions/{subscriptionl d}

This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.

Table 6.1.3.3.2-1: Resource URI variables for this resource

Name Data type Definition
apiRoot string See clause 6.2.1
apiVersion string See clause 6.2.1.
subscriptionld |string String identifies an individual subscription to the UPF event exposure service
6.1.3.3.3 Resource Standard Methods
6.1.3.3.3.1 DELETE

This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.

Table 6.1.3.3.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P |Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and
response codes specified in table 6.1.3.3.3.1-3.

Table 6.1.3.3.3.1-2: Data structures supported by the DELETE Request Body on this resource

Data type P Cardinality Description

n/a
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: Data structures supported by the DELETE Response Body on this resource

Data type P Cardinality |Response Description
codes
n/a 204 No
Content
RedirectResponse O (0.1 307 Temporary redirection.
Temporary [(NOTE 2)
Redirect
RedirectResponse O 0.1 308 Permanent redirection.
Permanent |(NOTE 2)
Redirect
ProblemDetails O (0.1 404 Not Indicates the modification of subscription has failed due to
Found application error.
The "cause" attribute may be used to indicate one of the
following application errors:
- SUBSCRIPTION_NOT_FOUND

NOTE 1: The mandatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see
clause 5.2.7 of 3GPP TS 29.500 [4]).

NOTE 2: RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].
Table 6.1.3.3.3.1-4: Headers supported by the 307 Response Code on this endpoint
Name Data type P | Cardinality Description

Location string M |1 An alternative URI of the resource located on an alternative
service instance. For the case, when a request is redirected to
the same target resource via a different SCP, see
clause 6.10.9.1 in 3GPP TS 29.500 [4].

3gpp-Shi-Target- [string O |0..1 Identifier of the target NF (service) instance ID towards which

Nf-1d the request is redirected

Table 6.1.3.3.3.1-5: Headers supported by the 308 Response Code on this endpoint

Name Data type P | Cardinality Description

Location string M |1 An alternative URI of the resource located on an alternative
service instance. For the case, when a request is redirected to
the same target resource via a different SCP, see
clause 6.10.9.1 in 3GPP TS 29.500 [4].

3gpp-Shi-Target- [string O |0..1 Identifier of the target NF (service) instance ID towards which

Nf-1d the request is redirected

6.1.3.3.3.2 PATCH

This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.

Table 6.1.3.3.3.2-1: URI query parameters supported by the PATCH method on this resource

Name

Data type

P | Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and
response codes specified in table 6.1.3.3.3.2-3.
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Table 6.1.3.3.3.2-2: Data structures supported by the PATCH Request Body on this resource

Data type

P | Cardinality

Description

array(Patchltem)

M 1..N

Items describe the modifications to the Event Subscription

Table 6.1.3.3.3.2-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content (NOTE 2)
PatchResult M |1 200 OK Upon success, the execution report is returned. (NOTE 2)
RedirectRespons (O [0..1 307 Temporary redirection.
e Temporary
Redirect (NOTE 3)
RedirectRespons (O |0..1 308 Permanent redirection.
e Permanent
Redirect (NOTE 3)
ProblemDetails O |[0.1 403 One or more attributes are not allowed to be modified.
Forbidden
The "cause" attribute may be used to indicate one of the
following application errors:
- MODIFICATION_NOT_ALLOWED, see
3GPP TS 29.500 [4] table 5.2.7.2-1.
- MUTING EXC INSTR_NOT ACCEPTED
ProblemDetails O Jo0.1 404 Not The "cause" attribute may be used to indicate one of the
Found following application errors:
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4]
table 5.2.7.2-1.

NOTE 2:

NOTE 1: The mandatory HTTP error status code for the PATCH method listed in Table 5.2.7.1-1 of

3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see
clause 5.2.7 of 3GPP TS 29.500 [4]).
If all the modification instructions in the PATCH request have been implemented, the UPF shall respond
with 204 No Content response; if some of the modification instructions in the PATCH request have been
discarded, the UPF shall respond with PatchResult.

NOTE 3: RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].

Table 6.1.3.3.3.2-4: Headers supported by the 307 Response Code on this endpoint

Name

Data type P

Cardinality

Description

Location

string M

1

An alternative URI of the resource located on an alternative
service instance. It is implementation specific how the
alternative URI is determined. For the case, when a request is
r