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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the stage 3 protocol and data model for the PLMN and/or SNPN interconnection
Interface. It provides stage 3 protocol definitions and message flows, and specifies the APIs for the procedures on the
PLMN interconnection interface (i.e N32).

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

The stage 2 level N32 procedures are specified in 3GPP TS 33.501 [6].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6] 3GPP TS 33.501: "Security architecture and procedures for 5G system".

[7] IETF RFC 9113: "HTTP/2".

[8] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[9] IETF RFC 9110: "HTTP Semantics'.

[10] Void.

[11] IETF RFC 793: "Transmission Control Protocol”.

[12] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13] IETF RFC 7518: "JSON Web Algorithms (JWA)".

[14] IETF RFC 7516: "JSON Web Encryption (JWE)".

[15] IETF RFC 4648: "The Basel6, Base32, and Base64 Data Encodings”.

[16] IETF RFC 7515: "JSON Web Signature (JWS)".

[17] IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".

[18] 3GPP TS 29.510: "Network Function Repository Services; Stage 3".

[19] 3GPP TS 23.003: "Numbering, addressing and identification".
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[20] 3GPP TR 21.900: "Technical Specification Group working methods'.

[21] IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures'.

[22] IETF RFC 9457: "Problem Detailsfor HTTP APIS".

[23] IETF RFC 1952: "GZIP file format specification version 4.3".

[24] Void

[25] 3GPP TS 29.518:; "5G System; Access and Mobility Management Service; Stage 3".

[26] 3GPP TS 29.503: "5G System; Unified Data Management Services, Stage 3".

[27] OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.

[28] 3GPP TS 22.261: " Service requirements for the 5G system; Stage 1".

[29] 3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data

analytics services; Stage 2".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

c-SEPP: The SEPP that is present on the NF service consumer sideis called the c-SEPP.
p-SEPP: The SEPP that is present on the NF service producer sideis called the p-SEPP.

NOTE: For the purpose of N32-c procedures, the two interacting SEPPs are called "initiating” SEPP and
"responding” SEPP. The c-SEPP and p-SEPP terminology is hot used in this specification though it is
used in 3GPP TS 33.501 [6].

c-1PX: The IPX on the NF service consumer side.
p-1PX: The IPX of the NF service producer side.

N32-c context: This context is set up at the SEPP after the Security Capability Exchange procedureis finalized. It
defines the security capability that is mutually agreed and effective for both the cSEPP and the pSEPP.

Roaming Hub: A type of Roaming Intermediary that provides a set of servicesto client PLMNsto facilitate the
deployment and the operation of roaming and interworking services; as defined by GSMA (see clause 3.1 of
3GPP TS 33.501 [6]).

Roaming Intermediary: an entity that provides roaming related services (see clause 3.1 of 3GPP TS 33.501 [6]).

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

GzZIP GNU zZIP

IPX IP Exchange Service

JOSE Javascript Object Signing and Encryption
JWE JSON Web Encryption

JWS JSON Web Signature

ETSI


https://spec.openapis.org/oas/v3.0.0

3GPP TS 29.573 version 18.7.0 Release 18 12 ETSI TS 129 573 V18.7.0 (2024-07)

PRINS PRotocol for N32 INterconnect Security
RI Roaming Intermediary
SEPP Security and Edge Protection Proxy
TLS Transport Layer Security
UPU UE Parameters Update

4 General Description

4.1 Introduction

This clause provides a general description of the interconnect interfaces used between the PLMNs and/or SNPNs for
transporting the service based interface message exchanges.

4.2 N32 Interface

42.1 General

The N32 interface is used between SEPPs of different PLMNSs for both roaming and PLMN interconnect scenarios.

The N32 interface may also be used between SEPPs from an SNPN and another SNPN or PLMN, for SNPN
interconnect scenarios (e.g. for SNPN connectivity with a Credentials Holder network, see clause 5.30.2.9.3 of
3GPP TS 23.501 [2]). Unless specified otherwise, referencesto "PLMN" throughout this specification shall be
substituted by "SNPN" for a SEPP that is deployed in an SNPN.

The SEPP that is on the NF service consumer sideis called the c-SEPP and the SEPP that is on the NF service producer
is called the p-SEPP. The NF service consumer or SCP may be configured with the c-SEPP or discover the c-SEPP by
querying the NRF. The NF service producer or SCP may be configured with the p-SEPP or discover the p-SEPP by
querying the NRF.

The N32 interface can be logically considered as 2 separate interfaces as given below.

- N32-c, acontrol plane interface between the SEPPs for performing initial handshake and negotiating the
parameters to be applied for the actual N32 message forwarding.

- N32-, aforwarding interface between the SEPPs which is used for forwarding the communication between the
NF service consumer and the NF service producer after applying application level security protection or TLS
security protection.

4.2.2 N32-c Interface

The following figure shows the scope of the N32-c interface.

PLMN A PLMN B

Figure 4.2.2-1: N32-c Interface

The N32-c interface provides the following functionalities:

- Initial handshake procedure between the SEPP in PLMN A (called the initiating SEPP) and the SEPP in PLMN
B (called the responding SEPP), that involves capability negotiation and parameter exchange as specified in
3GPP TS 33.501[6].
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4.2.3 N32-f Interface
The following figures shows the scope of the N32-f interface.
SEPPin |11 ——px L 1I""Tpx- "1 N| SEPPin
PLMNA [\ T (PLMNA 1 2 —(PLMNB 11| PLMN B
__ Side) ___Side) |
Figure 4.2.3-1a: N32-f Interface with TLS security
SEPP in SEPP in
PLMN A PLMN B
ORI ORI
(PLMN A ' (PLMN B
- | . |
L __Side) L __Side)

Figure 4.2.3-1b: N32-f Interface with PRINS

The N32-f interface shall be used to forward the HT TP/2 messages of the NF service producers and the NF service
consumersin different PLMN, through the SEPPs of the respective PLMN.

If TLSisthe negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the
HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting at the SEPPs
and/or the IPXs (seefigure 4.2.3-1a).

The application layer security protection functionality of the N32-f is used only if the PRotocol for N32 INterconnect
Security (PRINS) is negotiated between the SEPPs using N32-c (see figure 4.2.3-1b).

The N32-f interface provides the following application layer security protection functionalities:

- Message protection of the information exchanged between the NF service consumer and the NF service producer
across PLMNSs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].

- Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN.
Such forwarding may involve RIs on path.

- If RIsare on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may
involve the insertion of content modification instructions which the receiving SEPP applies after verifying the
integrity of such modification instructions.

4.3 Protocol Stack

43.1 General

The protocol stack for the N32 interface is shown below in Figure 4.3.1-1.
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Application (PRINS may be used for
security)

HTTP/2

| TLS (Conditiond) |

TCP

IP

L2

L1

Figure 4.3.1-1: N32 Protocol Stack

The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol (see clause 4.2.2 and 4.2.3, respectively) with JSON (see
clause 4.2.4) asthe application layer serialization protocol. For the security protection at the transport layer, the SEPPs
shall support TLS as specified in clause 13.1.2 of 3GPP TS 33.501 [6].

For the N32-f interface, the application layer (i.e the JSON content) encapsul ates the complete HTTP/2 message
between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into
specific JSON attributes as specified in clause 6.2. For the scenarios when there are RIs between SEPPS, see

clause 4.3.2 for TLS/PRINS usage.

4.3.2 HTTP/2 Protocol

4321 General

HTTP/2 asdescribed in IETF RFC 9113 [7] shall be used for N32 interface.

4.3.2.2 HTTP standard headers

The HTTP request standard headers and the HT TP response standard headers that shall be supported on the N32
interface are defined in Table 4.3.2.2-1 and in Table 4.3.2.2-2 respectively.

Table 4.3.2.2-1: Mandatory to support HTTP request standard headers

Name Reference Description

Accept IETF RFC 9110 [9] This header is used to specify response media types that are
acceptable.

Accept-Encoding IETF RFC 9110 [9] This header may be used to indicate what response content-
encodings (e.g gzip) are acceptable in the response.

Content-Length IETF RFC 9110 [9] This header is used to provide the anticipated size, as a decimal
number of octets, for a potential content.

Content-Type IETF RFC 9110 [9] This header is used to indicate the media type of the associated
representation.

Via IETF RFC 9110 [9] This header is used to indicate the intermediate proxies in the
service request path. Please refer to clause 6.10.8 of
3GPP TS 29.500 [4] for encoding of the via header
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Table 4.3.2.2-2: Mandatory to support HTTP response standard headers

Name Reference Description
Content-Length IETF RFC 9110 [9] This header may be used to provide the anticipated size, as a
decimal number of octets, for a potential content.
Content-Type IETF RFC 9110 [9] This header shall be used to indicate the media type of the
associated representation.
Content-Encoding IETF RFC 9110 [9] This header may be used in some responses to indicate to the

HTTP/2 client the content encodings (e.g gzip) applied to the
response body beyond those inherent in the media type.

Via IETF RFC 9110 [9] This header is used to indicate the intermediate proxies in the
service response path. Please refer to clause 6.10.8 of
3GPP TS 29.500 [4] for encoding of the via header.

Server IETF RFC 9110 [9] This header is used to indicate the originator of an HTTP error
response.

4323 HTTP custom headers

The HTTP custom headers specified in clause 5.2.3 of 3GPP TS 29.500 [4] shall be supported on the N32 interface.

4.3.2.4 HTTP/2 connection management

Each SEPP initiates HT TP/2 connections towards its peer SEPP for the following purposes
- N32-cinterface
- N32- interface

The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is
completed the connection istorn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-cis
end to end between the SEPPs and does not involve an RI to intercept the HTTP/2 connection, though an RI may be
involved for IP level routing.

NOTE: Roaming Hubs as Roaming Intermediaries may disallow the establishment of the N32-c connection (see
clause 5.5.2).

The scope of the HTTP/2 connection used for the N32-f interface islong-lived. The N32-f HTTP/2 connection at a
SEPP can be:

- Case A: Towards a SEPP of another PLMN without involving any RI or involving Rl where RI does not require
modification or observation of the information; or

- CaseB: Towards a SEPP of another PLMN via Rl where Rl requires modification or observation of the
information. In this case, the HTTP/2 connection from a SEPP terminates at the next hop RI with the RI acting
asaHTTP proxy.

For the N32-f interface the HTTP/2 connection management requirements specified in clause 5.2.6 of

3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API
shall be "http". If confidentiality protection of al IEs for the N32-f JOSE protected message forwarding procedure is
required, then:

- For case A, the security between the SEPPs shall be ensured by means of an IPSec or TLS connection;
- For case B, hop-by-hop security between the SEPP and the Rl's should be established on N32-f. This hop-by-hop
security shall be established using an IPSec or TL'S connection.
4.3.3 Transport Protocol

The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required
by HTTP/2 (see IETF RFC 9113 [7]).

When thereis no Rl between the SEPPs or RI(s) are offering only IP routing service without modification or
observation of the content, TLS shall be used for security protection (see clause 13.1.2 of 3GPP TS 33.501 [6]). When
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thereis RI between the SEPPs and RI requires modification or observation of the content, TLS or NDS/IP should be
used for security protection as specified in clause 13.1.2 of 3GPP TS 33.501 [6].

NOTE:

4.3.4

The JavaScript Object Notation (JSON) format as described in IETF RFC 8259 [8] shall be used as the serialization

protocol.

Serialization Protocol

When using TCP as the transport protocol, an HTTP/2 connection is mapped to a TCP connection.

5 N32 Procedures

5.1

Introduction

The procedures on the N32 interface are split into two categories:

- Procedures that happen end to end between the SEPPs on the N32-c interface;

- Proceduresthat are used for the forwarding of messages on the service based interface between the NF service
consumer and the NF service producer viathe SEPP across the N32-f interface.

Table 5.1-1 summarizes the corresponding APIs defined for this specification.

Table 5.1-1: API Descriptions

Service Name Clause Description OpenAPI Specification apiName | Annex
File
N32 Handshake 6.1 N32-c Handshake TS29573_N32_Handshake. | n32c- A2
Service yaml handshake

JOSE Protected Message 6.2 N32-f Message TS29573_JOSEProtectedM | n32f- A3
Forwarding Forwarding Service essageForwarding.yaml forward
Nsepp_Telescopic_FQDN | 6.3 SEPP Telescopic FQDN TS29573_SeppTelescopicF | nsepp- A4
_Mapping Mapping gdnMapping.yaml telescopic

5.2

521 General

N32 Handshake Procedures (N32-c)

The N32 handshake procedure is used between the SEPPsin two PLMNs to mutually authenticate each other and
negotiate the security mechanism to use over N32-f along with associated security configuration parameters.

A HTTP/2 connection shall be established between the initiating SEPP and the responding SEPP end to end over TLS.
The following N32 handshake procedures are specified in the clauses below.

- Security Capability Negotiation Procedure

- Parameter Exchange Procedure

- N32-f Context Termination Procedure

- N32-f Error Reporting Procedure
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5.2.2 Security Capability Negotiation Procedure

The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on
a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TL S connection
shall be setup between the SEPPs before the initiation of this procedure. This procedure may also be used to tear down
the N32-f TLS connection if the remote SEPP indicated support of the feature NFTLST during the setup of the N32-c
connection. The procedure is described in Figure 5.2.2-1 below.

Initiating SEPP Responding SEPP

|
:— 1. POST .../exchange-capability (SecNegotiateReqData) —>:

l«— — — — 2a 200 OK (SecNegotiateRspData) — — — — -
| |
:4— — — — 2b. 4xx/5xx (ProblemDetails) or 3xx — — — — -:

Figure 5.2.2-1: Security Capability Negotiation Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecNegotiateRegData" |E carrying the following information:

- Supported security capabilities (i.e., PRINS and/or TLS);

- Whether the 3gpp-Shi-Target-apiRoot HTTP header is supported, if TLS security is supported;
- Sender PLMN ID(s) or SNPN ID(s);

- Target PLMN ID or SNPN ID;

- Purpose of the intended usage of N32 connection;

- The senderN32fFqdn IE, if the initiating SEPP wishes the responding SEPP to establish the N32-f connection
towards a specific FQDN (of the initiating SEPP);

- The senderN32fPortList IE, if the initiating SEPP wishes the responding SEPP to establish the N32-f
connection using a specific port number. When present, the list shall contain one port number per supported
security capability (i.e., PRINS and/or TLS);

- Then32Handshakeld IE, if the N32 handshake identifier is supported by the initiating SEPP, that may be
used to correlate the N32-f connection to the parent N32-c context for TLS security (see clause 5.3.3.2). If
the responding SEPP supports the N32 handshake identifier, the responding SEPP shall include the received
N32 handshake identifier in TLS protected message forwarding procedure via correlated N32-f connection(s)
towards the initiating SEPP and the subsequent N32-c signaling request related to this N32-c context (e.g. to
request to tear down the N32-f TLS connection).

If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN 1Ds (respectively) supported by a
SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both
SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.

NOTE 1: If SEPPs support separate FQDN per PLMN or SNPN, then Target PLMN Id or Target SNPN Id is not
required as target PLMN or SNPN can be selected by the FQDN.

To tear down the N32-f connection when negotiated security schemeis TLS, the " SecNegotiateRegData’ | E shall
contain:

- Supported security capability set to "NONE"

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a"200
OK" status code and a POST response body that contains " SecNegotiateRspData" |E carrying the following
information:
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- Selected security capability (i.e., PRINS or TLS);

- Whether the 3gpp-Shi-Target-apiRoot HTTP header is supported, if TLS security is selected;
- Sender PLMN ID(s) or SNPN ID(s).

- Purpose of the accepted usage of N32 connection.

- ThesenderN32fFqgdn IE, if the responding SEPP wishes the initiating SEPP to establish the N32-f connection
towards a specific FQDN (of the responding SEPP).

- ThesenderN32fPort IE, if the responding SEPP wishes the initiating SEPP to establish the N32-f connection
using a specific port number.

- Then32Handshakeld IE, if the N32 handshake identifier was received in the request and the responding
SEPP supports the N32 handshake identifier. The initiating SEPP shall include the received N32 handshake
identifier in TLS protected message forwarding procedure via correlated N32-f connection(s) towards the
responding SEPP and the subsequent N32-c signaling request related to this N32-c context (e.g. to request to
tear down the N32-f TLS connection).

NOTE 2: Same SEPP endpoints can serve all accepted purposes over the same N32-f connection established as the
result of request/response messages.

The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security
capabilities and selects, based on itslocal policy, a security mechanism, which is supported by both the SEPPs. If
the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection
initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security
capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs
may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards
the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see
clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).

If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a
SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both
SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.

The SEPP shall select the PLMN or SNPN from the list of supported PLMN(s) or SNPN(s) based on the received
Target PLMN ID or SNPN ID, or based on PLMN or SNPN specific FQDN used in the request, and provide the
selected PLMN's PLMN Id(s) in the pimnldList or the selected SNPN's SNPN 1d(s) in the snpnldList.

In case no purposes are exchanged, the receiving SEPP shall assume by default that purposes are for Roaming and
inter-PLMN mobility as described in clause 6.1.5.3.9.

Theinitiating SEPP and/or responding SEPP may enable the establishment of an N32 connection for the purpose of
Disaster Roaming only during disaster conditions.

When the request is for tearing down the existing N32-f TL S connection, the " SecNegotiateRspData" |1E shall
contain:

- Supported security capability set to "NONE"
and, subsequently, both SEPP shall terminate the N32-c and N32-f TL S connection.

If the initiating SEPP receives the senderN32fFqdn | E and/or the senderN32fPort | E from the responding SEPP, the
initiating SEPP shall establish the N32-f connection towards the responding SEPP using the received N32-f FQDN
and/or the senderN32fPort |E.

If the responding SEPP receives the senderN32fFqdn | E and/or the senderN32fPortList |E from the initiating SEPP,
the responding SEPP shall establish the N32-f connection towards the initiating SEPP using the received N32-f
FQDN and/or the N32-f port number received in the senderN32fPortList |E corresponding to the selected security
capability (i.e,, TLS or PRINS).

If the N32-f context exists between the peer SEPPs, and the N32 exchange capability request is not for tearing down
the N32-f connections, the responding SEPP shall:

- stop sending any further messages over the N32-f towards the initiating SEPP;
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- delete the current N32-f context and terminate any N32-f connection with the initiating SEPP; and
- process the received exchange capability request.

2b. On failure or redirection, the responding SEPP shall respond to the initiating SEPP with an appropriate status
code as specified in clause 6.1.4.2.

If the responding SEPP has sent an outgoing Security Capability Negotiation request to the initiating SEPP, the
responding SEPP shall compare the FQDN of the initiating SEPP that has been received in the incoming Security
Capability Negotiation request message with the FQDN of the responding SEPP that has been sent in the outgoing
Security Capability Negotiation request. If the responding SEPP's FQDN lexicographically precedes, it shall reject
the incoming HT TP request message with the cause "N32C_EXCHANGE_CAPABILITY_ONGOING" and it shall
continue with itsinitiated procedure and vice versa.

EXAMPLE: assuming SEPP A's FQDN is "sepp.5gc.mnc345.mcc012.3gppnetwork.org" and SEPP B's FQDN is
"sepp.5gc.mnc346.mcc012.3gppnetwork.org”, then SEPP A's FQDN precedes SEPP B's FQDN
and SEPP A proceeds with its exchange capability procedure.

A SEPP may be configured to accept an HT TP request from a given PLMN and not to send an HTTP request for
exchange capability towards that PLMN.

5.2.3 Parameter Exchange Procedure

5.23.1 General

The parameter exchange procedure shall be executed if the security capability negotiation procedure selected the
security capability as PRINS. The parameter exchange procedure is performed to:

- Agreeon acipher suite to use for protecting NF service related signalling over N32-f; and

- Optionally, exchange the protection policies to use for protecting NF service related signalling over N32.

5.2.3.2 Parameter Exchange Procedure for Cipher Suite Negotiation

The parameter exchange procedure for cipher suite negotiation shall be performed after the security capability
negotiation procedure if the selected security policy is PRINS. If there is a change in the cipher suite and the SEPP
wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure to override what was exchanged
before.

The procedure is described in Figure 5.2.3.2-1 below.

Initiating SEPP Responding SEPP
| I
| 1. POST .../exchange-params _»:
I (SecParamExchReaData) I
:4— — — — 2a. 200 OK (SecParamExchRspData) — — — —:
I I
:4— - — 2b. 4xx/5xx (ProblemDetails) _—— - -:

Figure 5.2.3.2-1: Parameter Exchange Procedure for Cipher Suite Negotiation

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecParamExchRegData" |1E carrying the following information

- Supported cipher suites;
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The supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6]
appearing at the top of thelist.

The initiating SEPP aso provides a N32-f context identifier for the responding SEPP to use towards the
initiating SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3)
when the responding SEPP acts as the forwarding SEPP.

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a*200
OK" status code and a POST response body that contains the following information

- Selected cipher suite

The responding SEPP compares the initiating SEPP's supported cipher suites to its own supported cipher suites
and selects, based on itslocal policy, a cipher suite, which is supported by both the SEPPs. The responding
SEPP's supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6]
appearing at the top of the list. The selected cipher suite is applicable for both the directions of communication
between the SEPPs.

The responding SEPP also provides a N32-f context identifier for the initiating SEPP to use towards the
responding SEPP for subsequent JOSE Protected M essage Forwarding procedures over N32-f (see clause 5.3.3)
when the initiating SEPP acts as the forwarding SEPP.

If the receiving SEPP already has a previoudy negotiated cipher suite, the SEPP shall overwrite it with the new
one.

2b. On failure, the responding p-SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code
as specified in clause 6.1.4.3. If the SEPP already has a previously negotiated cipher suite, the SEPP shall
continue to use the same.

NOTE : If aSEPP aready has a previousy negotiated cipher suite and a new cipher suite is also received, the
SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a
limited time period. This allows messages with old policies to be completed gracefully.

If the initiating SEPP receives a security parameter exchange request from the responding SEPP before receiving a
response for its request (i.e security parameter exchange procedure collision), the initiating SEPP shall compare its
FQDN that was sent in its request with the FQDN of the responding SEPP that is received in the security parameter
exchange request message. If the initiating SEPP's FQDN lexicographically precedes, it shall reject the incoming
HTTP request message with the cause "SECURITY_PARAM_EXCHANGE_COLLISION" and it shall continue
with itsinitiated procedure and vice versa.

EXAMPLE: Assuming SEPP A's FQDN is "sepp.5gc.mnc345.mcc012.3gppnetwork.org” and SEPP B's FQDN
is"sepp.5gc.mnc346.mcc012.3gppnetwork.org”, then SEPP A's FQDN precedes SEPP B's FQDN
and SEPP A proceeds with its security parameter exchange procedure.

5.2.3.3 Parameter Exchange Procedure for Protection Policy Exchange

The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange
Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If aHTTP/2 connection does not exist towards the peer
SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If there is a change in the
protection policy exchange and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange
procedure for the protection policy exchange to override what was exchanged before. If the parameter exchange
procedure for the protection policy exchange is not performed, then the protection policies between the SEPP shall be
exchanged out of bands.

The procedure is described in Figure 5.2.3.3-1 below.
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Initiating SEPP Responding SEPP
I I

I I
:— 1. POST .../exchange-params (SecParamExchReqData) —>:

l«— — — —  2a.200 OK (SecParamExchRspData) — — —

I
:4— _— 2b. 4xx/5xx (ProblemDetails) _———— -:

Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Exchange

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecParamExchRegData" |1E carrying the following information:

- Protection policy information
The protection policy information contains:
- API to |E mapping containing the mapping information of list of leaf |1Es for each:

- Request/response and Subscribe / Unsubscribe service operation, identified by the APl URI and method;
and/or

- Cadllbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header
" 3gpp-Shi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]).

- List of IE typesthat are to be protected across N32-f (i.e the data type encryption policy as specified in
clause 13.2.3.2 of 3GPP TS 33.501[6]); and

- Modification policy: Against each leaf IE inthe API to |E mapping information, a boolean flag indicating
whether that I1E is allowed to be modified by an RI on the side of the SEPP sending the protection policy
information.

Alternatively, if both the initiating SEPP and the responding SEPP support the PSEPRO feature (PRINS Security
Profiles Support, see clause 6.1.7), the initiating SEPP may include a candidate list of security profilesinstead of
Protection policy information in the parameter exchange request message towards the responding SEPP.

NOTE 1. The definition of security profilesis out of scope of 3GPP.

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a"200
OK" status code and a POST response body that contains the following information

- Selected protection policy information

The Selected protection policy information contains the | Es allowed to be modified by an RI on the side of the
responding SEPP. If the responding SEPP connects to severa RIs, an isModifiable |IE may be included to
indicate an IE is allowed to be modified by all RI(s) or an map type of isModifiableBylpx |E may be included to
indicate an |E is allowed to be modified by an RI identified by the key of ipxProviderld IE if this|E is allowed to
be modified by some of (but not al) the RI(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].

The initiating SEPP shall store the modification policy which are sent from responding SEPP in selected
protection policy information and the responding SEPP shall store the modification policy which are sent from
the initiating SEPP in the protection policy information. The SEPP receiving the subsequent message transfers
over N32-f shall check whether the modifications performed by the Rls were permitted by the respective
modification policy.

The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy
for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable
for both the directions of communication between the SEPPs.
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Alternatively, the responding SEPP shall return the selected security profiles to theinitiating SEPP, if the
responding SEPP supports the PSEPRO feature, and the initiating SEPP sent a candidate list of security profiles
in the exchange parameter request message to the responding SEPP.

If the receiving SEPP aready has a previoudy negotiated protection policy information, the SEPP shall
overwrite it with the new one.

The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this
procedure.

2b. On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as
specified in clause 6.1.4.3. If the SEPP aready has previously negotiated protection policy information, the
SEPP shall continue to use the same.

NOTE 2: If a SEPP aready has a previoudly negotiated cipher suite and a new cipher suiteisalso received, the
SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a
limited time period. This allows messages with old policies to be completed gracefully.

Anillustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2
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Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP

During the N32-f message forwarding, the SEPP looks at aHTTP request or response it receives from an NF service
consumer or NF service producer and then uses the above tables to decide which |Es and headers in the message it shall
cipher and integrity protect and which IEsit shall allow the RIs to modify.

5.2.3.4 Parameter Exchange Procedure for Security Information list Exchange
Theinitiating SEPP shall initiate a Security Information list exchange procedure towards the responding SEPP to

exchange the Security Information lists that contain information on RI public keys or certificates that are needed to
verify Rl modifications at the receiving SEPP as specified in clause 13.2.2.2 of 3GPP TS 33.501 [6]. If thereis achange
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in the security information list and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange
procedure for the security information list exchange to override what was exchanged before.

The procedure is described in Figure 5.2.3.4-1 below.

Initiating SEPP Responding SEPP
I I

I I
:— 1. POST .../exchange-params (SecParamExchReqData) —>:

l«— — — —  2a.200 OK (SecParamExchRspData) — — —

I
:4— _— 2b. 4xx/5xx (ProblemDetails) _———— -:

Figure 5.2.3.4-1: Parameter Exchange Procedure for Security Information List exchange

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the " SecParamExchRegData" | E carrying the following information:

- Rl identifier connected to the initiating SEPP;
- List of raw public keys or certificates for that RI.

2a. On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a"200
OK" status code and a POST response body that contains the " SecParamExchRspData" | E carrying the following
information:

- Rl identifier connected to the responding SEPP;
- List of raw public keys or certificates for that RI.

If the receiving SEPP already has a previously negotiated security information list, the SEPP shall overwriteit
with the new one.

2b. On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as
specified in clause 6.1.4.3. If the SEPP aready has previously negotiated security information list, the SEPP
shall continue to use the same.

NOTE: If aSEPP dready has a previoudy negotiated cipher suite and a new cipher suiteis also received, the
SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a
limited time period. This allows messages with old policies to be completed gracefully.

524 N32-f Context Termination Procedure

After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an
N32-f context is established between the two SEPPs. The "n32fContextld" of each SEPP is provided to the other SEPP.
This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context
termination procedure. The SEPP that isinitiating the N32-f context termination procedure shall use the HT TP method
POST on the URI: { apiRoot} /n32c-handshake/<apiV ersion>/n32f-terminate. If a HTTP/2 connection does not exist
towards the receiving SEPP, aHTTP/2 connection shall be created before initiating this procedure. The procedureis
shown below in Figure 5.2.4-1.
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Initiating SEPP Responding SEPP
I I
I I
:— 1. POST .../n32f-terminate (N32fContextinfo) —>:
l— — — — 2a. 200 OK (N32fContextinfo) - ——H
I I
:4— _— 2b. 4xx/5xx (ProblemDetails) _———— -:

Figure 5.2.4-1: N32f Context Termination Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the N32-f context id information that is to be terminated.

2a. On success, the responding SEPP, shall:
- stop sending any further messages over the N32-f towards the initiating SEPP;

- onceall the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete
the N32-f context identified by the "n32f Contextld" provided in the request.

The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an RI, since that
HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the
status code "200 OK" together with an N32ContextInfo content that carries the "n32fContextld" of the initiating
SEPP that the responding SEPP has stored.

The initiating SEPP shall:
- stop sending any further messages over the N32-f towards the responding SEPP;

- once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete
the local N32-f context identified by this "n32fContextld".

If theinitiating SEPP receives a N32-f termination request from the responding SEPP before receiving a response
for itsrequest (i.e N32-f Context Termination Procedure collision), the initiating SEPP shall process the received
N32-f termination request from the responding SEPP and shall return the status code "200 OK" together with an
N32Contextlnfo content that carries the "n32fContextld" of the responding SEPP that the initiating SEPP has stored.
Theinitiating SEPP shall behave as specified above without waiting for a response from the responding SEPP for its
N32-f Context Termination request.

2b. On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the
"ProblemDetails" JSON body.

5.25 N32-f Error Reporting Procedure

When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is
conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is
initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: { apiRoot} /n32c-
handshake/<apiVersion>/n32f-error. If aHTTP/2 connection does not exist towards the receiving SEPP, aHTTP/2
connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.
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Initiating SEPP Responding SEPP
I I
I I
:— 1. POST .../n32f-error (N32fErrorinfo) —»:
l— — — — 2a. 204 No Content - ——H
I I
:4— _— 2b. 4xx/5xx (ProblemDetails) _—— -:

Figure 5.2.5-1: N32f Error Reporting Procedure

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the N32-f error information that is to be reported.

2a. On success, the responding SEPP, shall:

- log that the N32-f request / response message identified by the "n32fMessageld” is not processed by the
receiving SEPP;

The responding SEPP shall return the status code "204 No Content”.

2b. On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the
"ProblemDetails" JSON body.

5.3 Message Forwarding Procedure on N32 (N32-f)

531 Introduction
The N32-f interface is used between two SEPPs for:

- Theforwarding of JOSE protected HTTP/2 messages between the NF service consumer and the NF service
producer across two PLMNs, when PRINS is the negotiated security policy. The message forwarding on N32-f
shall be based on the negotiated security capability and the exchanged security parameters between the two
SEPPs (see clause 5.2).

- Forwarding of the HTTP/2 messages between the NF service consumer and the NF service producer without any
reformatting and application layer protection, when TLSis the negotiated security policy.

5.3.2 Use of Application Layer Security

5321 General

If the negotiated security capability between the two SEPPsis PRINS, one or more HTTP/2 connections between the
two SEPPs for the forwarding of JOSE protected message shall be established, which may involve RIs on path. The
forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:

1. Identification of the protection policy applicable for the APl being invoked (i.e either arequest/response NF
service API or a subscribe/unsubscribe service API or anotification API).

2. Message reformatting as per the identified protection policy.
3. Forwarding of the reformatted message over the N32 interface.
The processing of a message received over the N32-f interface at the receiving RI involves the following steps:

1. Apply the modificationsin the "modificationsBlock™ appended by the sending Rl as JSON patchesin the
DataT ol ntegrityProtectBlock (from the decoded "aad" part), if the "modificationsBlock™ isreceived in the

message.
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2.

3.

Determine further modifications required based on modification policy and insert the modification entriesin
"modificationsBlock".

Forwarding the received message with the above inserted modification entries in "modificationsBlock™ over the
N32 interface.

The processing of a message received over the N32-f interface at the receiving SEPP involves the following steps.

1
2.

Identify the N32-f context using the N32-f context Id received in the message.

Verify the integrity protection of the message using the keying material obtained from the TLS layer during the
parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from
which the keying material is obtained isthe N32-c TLS connection used for the parameter exchange procedure.

Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the IWE message using
BASE64URL decoding.

For each entry in the "modificationsBlock™ of the received message:

- First verify the integity protection of that entry using the keying material applicable for the RI that inserted
that block (using the "identity” IE in the "modificationsBlock");

- ldentify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP
if the RI that inserted the modificationsBlock is from the sending SEPP side; el se identify the modifications
policy applicable for the Rl based on local configuration;

- Check if the inserted modifications are as per the identified modifications policy;
- Apply the modifications as a JSON patch in the DataT ol ntegrityProtectBlock (from the decoded "aad" part).

Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified
"aad" block possibly modified as described in step 4.

If the reconstructed HT TP message has an "Authorization” header, then the SEPP shall check whether the
service consumer's PLMN ID or SNPN ID is present in the Bearer token contained in the Authorization header
(see 3GPP TS 29.510[18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" or "Remote SNPN
ID" of the N32-f context. If they do not match, the SEPP shall respond to the sending SEPP with "403
Forbidden" status code with the application specific cause set as"PLMNID_MISMATCH" or
"SNPNID_MISMATCH".

NOTE 1: Inthis case, the N32-f Error Reporting procedure specified in clause 5.2.5 is not used since the processing

of the complete N32-f message fails at the receiving SEPP.

NOTE 2: If the service consumer's PLMN ID or SNPN ID is present in the reconstructed HT TP message, then the

receiving SEPP compares this with the sending SEPP's PLMN ID or SNPN ID, which is retrieved from
N32f Context (see clause 5.9.3in 3GPP TS 33.501 [6]). See the above step 6 for the receiving SEPP
behaviour. If the service consumer's PLMN ID and SNPN ID are not present, the comparison is not done.

SEPPs and RI should support gzip coding (see IETF RFC 1952 [23]) in HT TP requests and responses and indicate so in
the Accept-Encoding header, as described in clause 6.9 of 3GPP TS 29.500 [4] and clause 6.2.2.2.3.

5.3.2.2 Protection Policy Lookup

When a SEPP receives a HTTP/2 request or response message intended to be routed towards another PLMN, the
sending SEPP shall identify the protection policy as given below

1

Identify the target PLMN from the ":aurthority” part of the message using the format specified in clause 6.1.4.3
of 3GPP TS 29.500 [4].

Check if the incoming HT TP/2 message has the " 3gpp-Shi-Callback” header. When present, the SEPP shall
select the data encryption and modification policy applicable for the specific notification type, identified by the
value of the "3gpp-Shi-Callback™ header and the target PLMN, using the notification type list stored as specified
in subclase 5.2.3.3.
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3. Elsg if itisaHTTP/2 request message, then from the ":authority” and ":path" part of the received HTTP/2
request message, form the API URI. For the identified PLMN, check if a protection policy exists for the AP
URI using the table stored as specified in clause 5.2.3.3.

4. Elsg, if itisaHTTP/2 response message, then based on the HTTP/2 stream ID on which the response is received,
identify the corresponding request that was sent by the SEPP and the protection policy applicable for that
request, as specified in step 3.

5. If anentry is not found, then it means that either the particular API has no protection policy exchanged.
Once a protection policy isidentified, the SEPP shall apply the application layer security as per the identified
protection policy.
5.3.2.3 Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:

- When it receives aHTTP/2 request message from an NF service consumer to aan NF service producer in
another PLMN;

- When it receives aresponse HTTP/2 response message from an NF service producer to an NF service consumer
in another PLMN.

- When it receives aHTTP/2 notification request message from an NF service producer to an NF service consumer
in another PLMN;

- When it receives aHT TP/2 natification response message from an NF service consumer to an NF service
producer in another PLMN

The SEPP shall reformat the HT TP/2 message by encapsul ating the whole message into the body of a new HTTP POST
message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2
request/response message respectively. The HTTP POST request/response body shall be encoded as the
"N32fReformattedRegM sg" /" N32fReformattedRspM sg" JSON bodies respectively, as specified in clause 6.2.5.

The "N32fReformattedRegM sg" /" N32fReformattedRspM sg* are structured as given below:
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BASE64URL
(DataTolntegrityProtectBlock)

FlatJweJson |
N32fReformattedReqMsg /
N32fReformattedRspMsg metaData(n32fContextid)
Headers, protected, -
unprotected requestL!ne /
reformattedData statusLine
v Headers =
array{"header”: <header name>,
aad “value”: {free form obj}’
_ JsonPayload =
modificationsBlock ciphertext = i
BASE64URL(JWE “‘ieName”: <iename>,
CipherText) “value”: {free form obj
h
]
BASE64URL
(Modifications) Input to JWE Cipher Text
DataTolntegrityProtecAnd
Unprotected, operations (array of ( ci oty
iphertBlock)
headers Patchltem)
payload identity
[ “hdrival”, {payload 1},
“payload 27, ...]
JWS signature tag

FlatJwsJson

Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJdson shall be prepared as given below

. Encryption BASEG64URL
Input for Cipher Text Function Transform
{*ndrlvalue”, {payloadl BASE64UR .
ob, > ednpuy [y Lowe [ CReTecRenel
“payload2 val”,...} Ciphertext)

Figure 5.3.2.3-2 Transformation of HTTP Header and Content to Encrypt into CipherText

1. Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the IWE
ciphering and integrity protection as an array of arbitrary typesin the "DataT ol ntegrityProtectAndCipher" block
with each entry containing either a HT TP header value or the value of a JSON payload |E of the APl message
being reformatted. The index value "encBlockldx™ in the contentpart of DataT ol ntegrityProtectBlock shall point
to theindex of a header value or |E value in thisinput array.

2. Theinput block is fed into an encryption function along with the other required inputs for JWE as specified in
IETF RFC 7516 [14].

3. The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL
transformation as specified in IETF RFC 4648 [15] clause 5.
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4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJwedson |E specified in
clause 6.2.5.2.11.

5.3.24 Message Forwarding to Peer SEPP

Once a SEPP reformats the HTTP/2 message into the "N32ReformattedRegM sg" /" N32ReformattedRspM sg* JSON
object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking aHTTP POST
method as shown in figure 5.3.2.4-1 below.

SEPP SEPP
(PLMN A) (PLMN B)

-— — 2a. 200 OK (N32fReformattedRspMsg) -——

|

.

. :

:4— _— 2b. 4xx/5xx (ProblemDetails) _———— -:
Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f

1. Theinitiating SEPP issuesa HTTP POST request towards the responding SEPP with the request body containing
the "N32ReformattedRegqM sg" |E carrying the reformatted HTTP/2 message. The request message shall contain
the "n32fContextld" information provided by the responding SEPP to theinitiating SEPP earlier during the
parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextld"
information to:

- Locate the agreed cipher suite and protection policy;
- Locate the n32Contextld to be used in the response.

If the HTTP request/response message to be forwarded over N32-f includes an 3gpp-Shi-Message-Priority header,
the initiating/responding SEPP should additionally insert a 3gpp-Shi-Message-Priority header in the N32-f message
with the same contents as the 3gpp-Shi-M essage-Priority header encoded within the "N32ReformattedRegMsg"/
N32ReformattedRspMsg | E respectively.

NOTE 1. Replicating the information in a N32-f message header enables the receiving SEPP to determine the
priority of the forwarded HTTP request/response without having to parse the N32-f message content.

The HTTP request content may be compressed hop by hop over N32-f, if the initiating SEPP or RI and its next hop
(RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).

2a. On successful processing of the request, the responding SEPP shall:
- decompress the N32-f HTTP request content, if it is compressed;
- reconstruct the HTTP/2 message towards the NF service producer;

- compress the reconstructed HTTP request if the reconstructed HTTP content contains a Content-Encoding
header indicating gzip compression;

- forward the reconstructed HTTP/2 message to the NF service producer;
- wait for the response from the NF service producer; and then

- once the response from the NF service producer is received, respond to the initiating SEPP with a"200 OK"
status code and a POST response body that contains the "N32ReformattedRspMsg”. The
"N32ReformattedRspMsg" shall contain the reformatted HT TP response message from the responding
PLMN. The response message shall contain the "n32fContextld" information provided by the initiating SEPP
to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).

NOTE 2: For unsuccessful processing of the request with "PLMNID_MISMATCH", see clause 5.3.2.1.
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The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2
stream | D for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID
and the HTTP/2 connection information on either side shall be used to derive this mapping.

The HTTP response content may be compressed hop by hop over N32-f, if the responding SEPP or RI and its next
hop (RI or SEPP) support gzip coding (see IETF RFC 1952 [23]).

2b. On failure or unsuccessful processing of the request, the responding SEPP shall respond to the initiating SEPP
with an appropriate 4xx/5xx status code, the message body shall contain a ProblemDetails structure with the
"cause" attribute set to one of the application error as specified in clause 6.2.4.2. The "cause" attribute shall be
set to "UNSPECIFIED", if the responding SEPP fails to process the reconstructed message, and the error is
reported by N32f error reporting procedure as specified in clause 5.2.5.

5.3.25 JOSE Protected Forwarding Options

The JOSE Protected Forwarding Optionsis used by the sending SEPP or RI to discover the communication options
supported by its next hop (RI or SEPP) for N32-f message processing.

SEPP or RI RI or SEPP

1. OPTIONS.../n32f-process

h 4

2. 204 No Content
Or 4xx/5xx (ProblemDetails)

A

Figure 5.3.2.5-1: Procedure for the discovery of communication options supported by the next hop

1. Thesending SEPP or RI shall send an OPTIONS request to discover the communication options supported by its
next hop (RI or SEPP) for N32-f message processing.

2. If therequest is accepted, the next hop (RI or SEPP) shall respond with the status code 204 No Content and
include an Accept-Encoding header (as described in IETF RFC 9110 [9]).

On failure, the next hop shall return one of the HTTP status code listed in Table 6.2.4.3.2.1-3.

5.3.3 Message Forwarding to Peer SEPP when TLS is used

5.33.1 General

When the negotiated security policy between the SEPPsis TLS, then the procedures described in clause 5.3.2 shall not
be applied. Messages shall be forwarded to the peer SEPP as specified in clause 6.1.4.3.4 of 3GPP TS 29.500 [4].

5.3.3.2 Correlation of N32-c context and N32-f Connection for TLS Security

This clause addresses the correl ation between a N32-f connection and its parent N32-c context when the negotiated
security modeis TLS. When TLS Security is used, the correlation between a N32-f connection to its parent N32-c
context shall be identified with following mechanism:

- When thereis only one N32-c context successfully negotiated between a pair of SEPPs, one SEPP shall correlate
aN32-f connection to its N32-c context by matching the peer SEPP's identifier (i.e. the FQDN of the peer SEPP)
in the received TLS certificate with the FQDN(s) of the peer SEPP in the corresponding N32-c context (i.e. the
FQDNs carried in the "sender" |E and/or the "senderN32fFqdn” |E); or
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NOTE: If thereceived certificate contains FQDNs for different SEPPs (e.g. one common certificate used for all
the SEPPs in the whole network), one SEPP can use the peer SEPP FQDN in the Via header (see
clause 6.10.10.3 of 3GPP TS 29.500 [4]) of the incoming N32-f HTTP message to perform the matching
with the FQDN in the corresponding N32-c context.

- When multiple N32-c contexts were successfully negotiated between a pair of SEPPs, then

- if the N32 Handshake Ids were exchanged during the N32-c negotiation, one SEPP shall correlate the N32-f
connection to its parent N32-c context by matching the N32 Handshake Id in the incoming N32-f HTTP
messages (carried in the "3gpp-Shi-N32-Handshake-Id" header) with the received N32 Handshake Id (carried
in the "n32Handshakeld" |E) in corresponding N32-c context; or

- if the N32 Handshake Ids were not successfully exchanged during the N32-c negotiation (i.e. if at least one
SEPP did not signal its N32 Handshake Id during the Security Capability Negotiation Procedure) and if
different N32 purposes were successfully negotiated for N32-c contexts, one SEPP shall correlate the N32-f
connection to its parent N32-c context by matching the N32 purpose of the incoming N32-f HT TP messages
(as stated in the " 3gpp-Shi-Interplmn-Purpose” HTTP header if present or as "ROAMING" if the " 3gpp-Shi-
Interplmn-Purpose” HTTP header is not present, see clause 6.14 of 3GPP TS 29.500 [4]) with the supported
N32 purpose(s) in the corresponding N32-c context.

5.3.3.3 3gpp-Shbi-N32-Handshake-Id

This header contains the N32 Handshake ID that is negotiated during the N32-c handshake, when TLS security is used.
This header isincluded in the N32-f request by the sending SEPP and removed from the N32-f request by the receiving
SEPP.

The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].

Shi - N32- Handshake- | d- Header = "3gpp- Sbhi - N32- Handshake- 1 d: " OA5 n32Handshakel d OAS

n32Handshakel d = 16HEXDI G

EXAMPLE: 3gpp-Shi-N32-Handshake-1d: 955cac631f953ed8

5.3.34 Error Handling
On failure or unsuccessful processing of the incoming N32-f request, the responding SEPP shall respond to the

initiating SEPP with an appropriate 4xx/5xx status code including a ProblemDetails structure with the "cause" attribute
set to one of the following application errors as specified in Table 5.3.3.4-1.

Table 5.3.3.4-1: Protocol and application errors generated by SEPP

Protocol or application Error HTTP status code Description

"CONTEXT_NOT_FOUND" 403 Forbidden The N32-f request which was received over TLS
connection is rejected due to having no related
N32-c context.

For correlation of a N32-f connection to its parent
N32-c context, please refer to clause 5.3.3.2.

534 Void

54 Nsepp_Telescopic_ FQDN_Mapping Service

54.1 General

The Nsepp_Telescopic FQDN_Mapping service is used between any Network Function and the SEPPs in the same
PLMN, if TLS protection between the Network Function and the SEPP relies on using telescopic FQDN. See
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clause 28.5.2 of 3GPP TS 23.003 [19] and clause 6.1.4.3 of 3GPP TS 29.500 [4]) for the definition and use of
Telescopic FQDN.

5.4.2 Foreign FQDN to Telescopic FQDN Mapping Procedure

This procedure isinitiated by an NF Service Consumer (typically an NRF or an NSSF) that needs to interact with aNF
inaforeign PLMN (typically the corresponding NRF or NSSF), and to do so, it needs to build a telescopic FQDN of
said NF (i.e. concatenation of the FQDN of the foreign FQDN, and the FQDN of the local SEPP), and then the resulting
telescopic FQDN needs to be "flattened" (i.e. the FQDN of the NF in the foreign PLMN needs to be converted to a
singel label). The procedure is described in Figure 5.4.2-1 below.

NF Service

Consumer SEPP

1. GET .../mapping?foreign-fqdn=<fqdn> ——»|
[

2a. 200 OK (TelescopicMapping)
< 2b. 4xx/5xx (ProblemDetails)

|
[
1
1
Figure 5.4.2-1: Foreignh FQDN to Telescopic FQDN Mapping Procedure

1. The NF Service Consumer issues an HTTP GET request towards the local SEPP with a query parameter
"foreign-fgdn” containing the FQDN of the NF in the foreign PLMN, that needs to be transformed into a
flattened telescopic FQDN.

2a. On successful processing of the request, the responding SEPP shall respond to the NF Service Consumer with a
"200 OK" status code and a response body that contains a JSON object of type "TelescopicMapping”, containing
as attributes the label to be used asfirst 1abel in the telescopic FQDN, and the domain of the local SEPP to be
appended after such first label. The resulting FQDN shall be used by the NF Consumer to setup a TLS session
terminated in the local SEPP, where the SEPP shall present a server certificate with awildcard domain matching
the returned telescopic FQDN.

54.3 Telescopic FQDN to Foreign FQDN Mapping Procedure

This procedureisinitiated by an NF Service Consumer (typically another SEPP) that has received a service request with
an unknown first label of atelescopic FQDN. Typicaly, this SEPP may interact with other SEPPsin the same PLMN in
order to determine if there is an existing mapping for a given label to an FQDN of aforeign FQDN; this procedure is
only expected to be used when multiple SEPPs are deployed in a PLMN. The procedure is described in Figure 5.4.3-1
below.

NF Service

SEPP
Consumer

1. GET .../mapping?telescopic-label=<label> ———»|
|

2a. 200 OK (TelescopicMapping)
< 2b. 4xx/5xx (ProblemDetails)

I
I
]
|
Figure 5.4.3-1: Foreign FQDN to Telescopic FQDN Mapping Procedure

1. The NF Service Consumer issuesan HTTP GET reguest towards another SEPP with a query parameter
"telescopic-label™ containing the first label of a given telescopic FQDN, whose mapping towards an FQDN of an
NF in aforeign PLMN needs to be verified.
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2a. On successful processing of the request, the responding SEPP shall respond to the NF Service Consumer with a
"200 OK" status code and a response body that contains a JSON object of type "TelescopicMapping”, containing
as attribute "foreignFgdn", containing the FQDN of the NF in the foreign PLMN.

5.5 Support of Roaming Intermediaries

55.1 General

Roaming services providers provide the technical and commercial means to facilitate the deployment and operation of
roaming services between a client operator and a set of selected connected operators (see clause 6.45 of
3GPP TS 22.261 [29)).

The communication between two SEPPs may pass up to two RIs. The changes made by RIsto messages originated by a
SEPP, based on the originating PLMNs policy, shall be identifiable by the receiving SEPP.

NOTE 1: Inthisrelease of the specification, the descriptionsin clause 5.5 are provided for Roaming Hubs as
Roaming Intermediary, only.

NOTE 2: The requirements specified in this clause for supporting Roaming I ntermediaries can be applicable to
SEPPs starting from Release 16. It isimplementation specific how to support scenarios where the
Release 16 and 17 SEPP of the roaming partners are not aligned regarding the support of Roaming
Hub/Intermediaries.

552 N32-c connection establishment via RIs

5.5.2.1 N32-c connection establishment using HTTP CONNECT

55211 General

This clause specifies the requirements that apply in scenarios where a PLMN SEPP makes use of RIs and support
messages generated by Rls as specified in clause 5.9.3.2a of 3GPP TS 33.501 [6].

The N32 Handshake procedures specified in clause 5.2 shall apply between the c-SEPP and p-SEPP with the following
additions:

- Prior to establishing the (end-to-end) N32-c TLS connection with the pSEPP, the c-SEPP shall send an HTTP
CONNECT Request to the RI to request the RI to set up a TCP connection towards the p-SEPP as specified in
clause 5.5.2.1.2 (with one RI between the SEPPs) and clause 5.5.2.1.3 (with two RIs between the SEPPs); upon
receipt of a successful HTTP CONNECT response, the c-SEPP shall establish the N32-c TLS connection and
proceed with the N32 Handshake procedures,

- If aRl disallows the establishment of the N32-c connection, the RI shall reject the HTTP CONNECT request as
specified in clause 5.5.2.2.

55.2.1.2 Successful N32-c connection establishment via one RI

Figure 5.5.2.1.2-1 depicts the successful establishment of the N32-c connection between c-SEPP and p-SEPP via one RI
(RI-A).
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c-SEPP RI-A p-SEPP

1. TCP connection establishment

2. HTTP CONNECT
(p-SEPP host and port, 3gpp-Connect-
Reg-Info)

P

3. RI determines whether to allow the
N32-c connection establishment

| 4. TCP connection establishment

5. 200 OK
(Sgpp-Connect-Resp-info) |

Blind forwarding of data

| 6. e2e N32-c TLS connection establishment |

| 7. e2e N32-c Handshake service requests/responses |

Figure 5.5.2.1.2-1: Successful N32-c connection establishment via one RI

1. The c-SEPP shall establish a TCP connection with the RI-A.

2. Thec-SEPP shall send an HTTP CONNECT reguest to the RI-A to request the RI-A to establish a TCP
connection towards the p-SEPP. The authority of the HTTP CONNECT request shall contain the p-SEPP's
FQDN.

The c-SEPP shall include the following information in the 3gpp-Connect-Reg-Info header in the HTTP
CONNECT request:

- the HTTP connect purpose set to "'n32c" to indicate that the TCP connection requested to be established isto
set up an N32-c connection between the c-SEPP and p-SEPP;

- thec-SEPP'sPLMN ID or SNPN ID; and
- thec-SEPP's FQDN.

The c-SEPP may also include the following information in the HTTP CONNECT request in the 3gpp-Connect-
Reg-Info header:

- theintended N32 purpose(s) of the N32 connection.
The HTTP CONNECT request shall not contain any content (i.e. payload).

3. TheRI shall determine whether to (dis)allow the N32-c connection establishment based on its roaming
contractual agreements and the following parameters:

- thesource PLMN ID or SNPN-ID; and
- thetarget PLMN ID or SNPN ID.
The RI may also consider the following information for the above determination:

- the HTTP connect purpose, e.g. the RI may accept an HTTP CONNECT request only for the purpose of
establishing a N32-c connection; and/or
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- theintended N32 purposes, e.g. the RI may accept to establish the N32-c connection between the two
PLMNs only for specific purposes.

4. If the RI-A allows the establishment of the N32-c connection, it shall establish the TCP connection towards the
p-SEPP.

5. On successful processing of the request and establishment of the TCP connection towards the p-SEPP, the RI-A
shall respond to the c-SEPP with a"200 OK" status code and may include the following information in the 3gpp-
Connect-Resp-Info header in the HTTP CONNECT response:

- the allowed N32 purposes for the N32 connection, which may be a subset of the N32 purposes signalled in
the request; and/or.

- thep-SEPP FQDN, if the RI has overwritten the p-SEPP FQDN received from the c-SEPP that the c-SEPP
should use for sending its N32-c requests to the p-SEPP.

6 The c-SEPP shall establish the (end to end) N32-c TLS connection with the p-SEPP.
7. The c-SEPP shall proceed with the N32-c Handshake procedures specified in clause 5.2.

55.2.1.3 Successful N32-c connection establishment via two RIs

Figure 5.5.2.1.3-1 depicts the successful establishment of the N32-c connection between ¢c-SEPPs and p-SEPP viatwo
RI's (RI-A and RI-B).

c-SEPP RI-A RI-B p-SEPP

I
| 1. TCP connection establishment |

(p-SEPP host/port, 3gpp-Connect-Reg-Info)
3. RI determines if it allows the N32-c
connection establishment

I

TCP connection establishment |

4. HTTP CONNECT N
p-SEPP host/port, SGPP-Connect-Req-Info)

5. RI determines if it allows the N32-c
connection establishment
I
| 6. TCP connection establishment

b, 200 OK ‘ 7a. 200 OK
(Sgpp—C(;nnect—Resp—info) (3gpp-Connect-Resp-info)
[ Blind fowarding of data | | Blind forwarding of data

| 8. e2e N32-c TLS connection establishment |

| 9. e2e N32-c Handshake service requests/responses |
I I I I

Figure 5.5.2.1.3-1: Successful N32-c connection establishment via 2 Rls

Steps 1 to 3: same as steps 1 to 3 of Figure 5.5.2.1.2-1.

4. If the RI-A allows the establishment of the N32-c connection, it shall establish a TCP connection towards the RI-
B and send an HTTP CONNECT request to the RI-B, as described in for step 2 but with the following
modification:

- the RI-A shall include the RI-A's FQDN in the 3gpp-Connect-Reg-Info header, instead of including the c-
SEPP's FQDN.

steps 5 and 6: same as steps 3 and 4 of Figure 5.5.2.1.2-1.

Steps 7aand 7b: same as step 5 of Figure 5.5.2.1.2-1. The RI-A shall send the response to the c-SEPP only upon
receiving the 200 OK response from the RI-B.
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Steps 8 and 9: same as steps 6 and 7 of Figure 5.5.2.1.2-1.

55.2.2 Error messages originated by RIs over the N32-c interface

55.2.21 General
The RI may reject an N32-c connection establishment request by rejecting the HTTP CONNECT request.
The following error scenarios are supported and further detailed in the following clauses.
1) Errors determined upon receipt of the HTTP CONNECT request
Examples: Rl rejecting an HTTP CONNECT request due to:
- the N32-c connection cannot be setup due to contractual reasons;

- the N32-c connection cannot be setup due to a connectivity issue.

5.5.2.2.2 N32-c connection establishment rejection by RI A

cNF c-SEPP RI-A RI-B p-SEPP PNF

1. HTTP CONNECT.

A

2. AXXI5XX
(ProblemDetails)

Figure 5.5.2.2.2-1: N32-c connection establishment rejection by Rls
1. The c-SEPP shall send an HTTP CONNECT request message as specified in step 2 of Figure 5.5.2.1.2-1.

2. Onfailure, if the Rl A determines that an N32 connection shall not or cannot be established e.g. due to
contractual reasons or connectivity issues, the RI shall return an 4xx or 5xx response with the ProblemDetails
providing details on the N32 related error for the c-SEPP.
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5.5.2.2.3

N32-c connection establishment rejection by RI B

cNF

c-SEPP RI-A RI-B p-SEPP PNF

1. HTTP CONNECT.

2. HTTP CONNECT

»

3. 4XX/5XX
(ProblemDetails)

4. 4XX/5XX <
(ProblemDetails)

-

Figure 5.5.2.2.3-1: N32-c connection establishment rejection by Rls

- Stepsland 2: sameassteps?2 and 4 of Figure 5.5.2.1.3-1.

- Steps3 and 4: same as step 2 of Figure 5.5.2.2.2-1. The RI-A shall send the response to the c-SEPP only upon
receiving the 4xx or 5xx response from the RI-B.

5.5.3

5.5.3.1

5.5.3.1.1

N32-f messages forwarding or origination via Rls

Error messages originated by (or related to) RIs over the N32-f interface

General

Error messages may be originated from either PLMN SEPPs or RIsto adjacent RIs or adjacent PLMN SEPPs, in an
identifiable way. Furthermore, if allowed by the PLMN policy, the SEPP shall be able to send error messages on the
N32 interface to a Rl viathe N32-f. See clause 5.9.3.2 of 3GPP TS 33.501 [6]).

The following error scenarios are supported and further detailed in the following clauses.

1) N32-f related error determined upon receipt of an N32-f request

Examples. RI rgjecting an N32-f request due to:

the N32-f connection cannot be setup due to contractual reasons;
the N32-f connection cannot be setup due to a connectivity issue;

incompatible encryption/plain information in the request (e.g. an |E is encrypted while it was expected in
clear);

N32-f request not delivered due contractual reasons.

2) N32-f related error determined upon receipt of an N32-f response

Example:

incompatible encryption/plain information in the N32-f response (e.g. an |E is encrypted while it was
expected in clear).

3) Applicative (i.e. SBI related) error determined upon receipt of an N32-f request

Example:

RI rejecting a UE Registration on behalf of the involved PLMNs based on roaming agreements.
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5.5.3.2 N32-f related error determined upon receipt of an N32-f request
55.3.21 Error message originated by RI via N32-f
cNF ‘ ’ c-SEPP ‘ ’ RI-A ‘ ’ RI-B ‘ | p-SEPP l ’ pNF

1. Service Reques

Lt

2. N32-f Request
(N32ReformattedRgqMsg)

ProblemDetails)

If the|c-SEPP cannot or does not attempt tq re-
send the request

----------------------------

4. Axx/5xx respgnse
(ProblemDetails)

L

|, 5. N32-f Request 7|~ i ‘ \I
I (N32ReformattedReqMsg) | "|_6- Service Request
: 7. Service Response :
I 8. 200 OK < o - I
I (N32ReformattedRspMsgy I
l p.Service Responge |
e 0l L --_—_—_—_t—_—— | ’

Figure 5.5.3.2.1-1: Error message originated by RI via N32-f

The cSEPP receives a service request (HTTP request) message from cNF.

The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service
request message to the pSEPP.

The RI detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden" response, with
the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an
encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which |Es
were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error
response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested
application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the RI suggests the cSEPP to forward in
the error response to the cNF, if the cSEPP cannot or does not attempt to re-send the N32-f request taking into
account the N32-f error information.

If the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error
information, the cSEPP sends an error response to the ctNF. The cSEPP may use the suggested status code and/or
suggested application error for the error response sent to the ctNF (e.g. the cSEPP may send a "504 Gateway
timeout” response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).

ETSI



3GPP TS 29.573 version 18.7.0 Release 18

5.5.83.2.2

40

ETSI TS 129 573 V18.7.0 (2024-07)

5. Alternatively, the cSEPP may re-send the N32-f request taking into account the N32-f error information that was
received from the RI. For instance, if the cSEPP receives an error message with the application error
"POLICY_MISMATCH", the cSEPP may change the data type encryption policy to 'Parameter shall be
encrypted' or 'Parameter shall not be encrypted', if thisis alowed by local policies, and if necessary, re-negotiate
the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based
on the updated data type encryption policy to the RI.

6-9.

The rest of procedures are processed accordingly.

Error message originated by pSEPP on N32-f (and optionally N32-c)

cNF

c-SEPP

RI-A

RI-B

p-SEPP

pNF

If the

1. Service Request

2
(N32R

N32-f Request -

eformattedRegMsg)~

.

c-SEPP cannot or
______ send the

6. 4xx/5xx respg

does not attempt tg
cequest -

nse

(ProblemDetai

7. N

s)

Y.

32-f Request T

“-1"" 3. 403 Forbidder

(ProblemDetails

—

(N32Ref

ormattedReqMsg){-~

(N32R¢formattedRspMsg)”

11. Service Response

0. 200 OK ~=1-

"l 8. Service Request

L

9. Service Respohse

-

L ——__

Figure 5.5.3.2.2-1: Error message originated by pSEPP via N32-f (and optionally N32-c)

1. The cSEPP receives a service request (HTTP request) message from cNF.

2. The cSEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service

reguest message to the pSEPP.

The pSEPP detects an N32-f related error and returns an N32-f error response, e.g. "403 Forbidden” response,
with the ProblemDetails data providing details on the N32-f related error for the cSEPP. If the error is due to an

encryption policy mismatch, the ProblemDetails may include the invalidParams attribute indicating which |Es

were received ciphered when they were expected to be received in clear, and vice-versa. The N32-f error
response may additionally contain a suggested status code (e.g. "504 Gateway Timeout") and a suggested
application error (e.g. "TARGET_PLMN_NOT_REACHABLE") that the pSEPP suggests the cSEPP to forward
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in the error response to the cNF, if the cSEPP cannot or does not attempt to re-send the N32-f request taking into
account the N32-f error information.

4. The pSEPP may aso send an N32-c request (HTTP POST request) towards the cSEPP with the content
containing the N32-f error information that is to be reported (see clause 5.2.5).

5. The cSEPP shall return the status code "204 No Content" as the response to the N32-f Error Reporting. (see
clause 5.2.5)

6. If the cSEPP cannot or does not attempt to re-send the N32-f request taking into account the N32-f error
information, the cSEPP sends an error response to the cNF. The cSEPP may use the suggested status code and/or
suggested application error for the error response to the cNF (e.g. the cSEPP may send a'504 Gateway timeout"
response with the cause "TARGET_PLMN_NOT_REACHABLE" in the ProblemDetails).

7. Alternatively, the cSEPP may re-send the N32-f request taking into account the N32-f error information that was
received from the pSEPP. For instance, if the cSEPP receives an error message with the application error
"POLICY_MISMATCH", the cSEPP may change the data type encryption policy to 'Parameter shall be
encrypted' or 'Parameter shall not be encrypted', if thisis alowed by local policies, and if necessary, re-negotiate
the data type encryption policy with the peer SEPP. After that, the cSEPP may re-send the N32-f Request based
on the updated data type encryption policy to the RI.

8-11. Therest of procedures are processed accordingly.
5.5.3.3 N32-f related error determined upon receipt of an N32-f response

5.5.3.3.1 Error message originated by RI via N32-f interface

The procedure below describes the situation in which RI B detects an error in the response.
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cNF c-SEPP RI-A RI-B p-SEPP pNF

1
2.

1. Service Reques

2.|N32-f Request _~T™ ~T .
(N32RgformattedReqMsg) 1 3. Service Request

4. Service Respgnse

-

<« 2. 200 OK

(N32‘ReformattedRspMsg)
- -—-—-62000K _ __

(N32ReformattedRspMsq)

¢ 7. 2000K |
(N32ReformattedRspMsQ) 9. HTTP POST (N32fErgrinfo)
. NB2-f Error Reporting
8 Service Response with| POLICY_MISMAT(CH
10. 204 No content
1p. Service Request 11. Store status of error

13. N32-f Request ™, s .
(N32ReformattedReqMsg) - e 14. Service Request

;5. Service Respgnse
A -+-. 16. 200 OK

N3pReformattedRspMsg)
with fixed encryption/plain
information

17. Service Response

Figure 5.5.3.3.1-1: Error message originated by Rl upon receipt of an N32-f response

The c-SEPP receives a service request (HTTP request) message from cNF.

The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service

request message to the p-SEPP.

3.
4.
5.

The pSEPP send the service request to the pNF (see clause 5.3.2.3)
The pNF returns the service response (e.g. 200 OK response) to the p-SEPP.

The p-SEPP encapsul ates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards
the message to the c-SEPP (see clause 5.3.2.3).

6-8. Asthe RI B detects an N32-f related error (e.g. an |E is received ciphered while it should bein clear),

depending on the RI’s palicy, the RI B may forward the response message (200 OK) encapsulating the service
response to the c-SEPP and the ¢c-SEPP sends the Service Response to the cNF.

NOTE: Incasethe RI decides not to forward the response message to ¢-SEPP, NF consumers and NF producers

9.

can end up with de-synchronized status in case of a non-safe/idempotent operation. Mechanisms specified
for 5GC SBI can be used for handling such situation (e.g. to detect the re-transmitted request).

The RI B sends a new N32-f request encapsulating an N32-c "N32-f Error Reporting request” message towards
p-SEPP to report the error, as specified in clause 5.5.3.3.2. For instance, the Roaming Intermediary B reports the
error "POLICY_MISMATCH" to the p-SEPP to indicate that | Es that should have been received unprotected
have been ciphered.

Upon receipt of an N32-f request encapsulating an N32-c message with a dummy N32-c apiRoot, the receiving
N32-f service instance of the p-SEPP looks up for a N32-c service instance that can support the N32-f
connection (identified by the n32fContextld received in the N32-f request), substitutes the dummy N32-c
apiRoot of the N32-c message with the apiRoot of that N32-c service instance and forwards the N32-c message
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towards that N32-c service instance. The receiving N32-f service instance of the p-SEPP may also determine the
message in which the error occurred, based on the messageld received in the N32-f request.

10. The p-SEPP returns "204 No Content” to the RI B.

11. The p-SEPP logs the error and, if possible and allowed by local policies, considersit for further N32-f messages
the p-SEPP sends towards the c-SEPP (e.g. if the error indicated that | Es that should have been received
unprotected have been ciphered, the p-SEPP may send the IEs in clear in further messages it forwards towards
the c-SEPP).

12. The ctNF may repeat its service request in case no response is being received from the c-SEPP.

13. The c-SEPP forwards the (repeated) service request from the cNF, if any. Alternatively, the c-SEPP may resend
its N32-f request to the p-SEPP due to no response being received from the p-SEPP.

14. The pSEPP forwards the service request towards the pNF.
15. The pNF returns the service response (e.g. 200 OK response).

16. The p-SEPP encapsulates the service response in an N32-f response (i.e. JOSE protected message) and forwards
the message to the c-SEPP, taking into account any error information earlier received from the cSEPP or RI, if
possible and allowed by local policies (e.g. the IE previously reported in error in clear).

17. The ¢c-SEPP send the service response to the cNF.

The procedure isidentical if the RI A detects an error.

5.5.3.3.2 Error message formatting by the RI

If aRI needsto generate an N32-f related error message upon receiving an N32-f response, the RI shall construct a new
N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:

- the DataT olntegrityProtectBlock (see Table 6.2.5.2.2-1) shall only contain the MetaData with the n32f Contextld
and messagel d of the N32-f response message for which an error was detected.

- the patch instructions in the modificationsBlock (see Table 6.2.5.2.2-1) shall be based on an
DataT ol ntegrityProtectBlock only containing the MetaData with the n32f Contextld and messagel d.

- the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error
Reporting, i.e. it shall contain patch instructions:

- adding the requestLine to form an HTTP POST request "{ n32c-apiRoot} /n32c-handshake/v1/n32f-error”; the
{n32c-apiRoot} shall be set to a dummy N32-c apiRoot defined as the N32-f apiRoot with the authority part
prepended with the label "'n32c".

EXAMPLE: If the n32-f apiRoot is https.//sepp-n32f.5gc.mMnc203.mcc422. 3gppnetwork.org:443, the dummy
N32-c apiRoot is:

https://n32c.sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443

NOTE: The dummy N32-c apiRoot in the N32-c message encapsulated in the N32-f request needs not contain
addressing information of any actual N32-c service instance of the p-SEPP. Instead, this indicatesto the
receiving N32-f service instance of the p-SEPP that it needs to look up for a N32-c service instance and
route the request towards that N32-c service instance. See step 9 of clause 5.5.3.3.1.

- adding headers, if applicable; and
- adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorinfo.
- the modificationsBlock shall contain the WS signature of the RI.

The RI shall then send its N32-f request towards the p-SEPP, (using the same N32-f apiRoot as the one that was used in
the original N32-f request sent to the p-SEPP) possibly via another intermediate RI.
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5.5.34 Applicative (i.e. SBI related) error determined upon receipt of an N32-f
request
5.5.34.1 Applicative error originated by RI via N32-f
cNF c-SEPP RI-A RI-B p-SEPP pNF

4.

1. Service Request

2. N32-f Request |
(NB2fReformatted RequgT

<3200 OK
(N32fRefprmattedRspMsg including
Intermediary origipated DataTolntegrityProtectBlock)

4. Service Responsge
il

-

Figure 5.5.3.4.1-1: Applicative (i.e. SBI related) error originated by Rl via N32-f

The c-SEPP receives a service request (HTTP request) message from cNF.

The ¢c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service
request message to the p-SEPP.

The RI detects an applicative error within the service request encapsulated in the N32-f request, e.g. the UE
registration needs to be rejected on behalf of the involved PLMNSs. The RI responds back with a successful N32-
f response encapsulating a service error response instead of forwarding the N32-f request to the p-SEPP, as
defined in clause 5.5.3.2.

The c-SEPP forwards the service error response towards the cNF.

5.5.3.4.2 Error message formatting by the RI

If aRI needsto generate a service error message upon receiving an N32-f request, the RI shall construct a service error
response (to be sent within a successful N32-f response) as defined in clause 5.3.2.3 for a SEPP with the following
modifications:

the DataT ol ntegrityProtectBlock (see Table 6.2.5.2.3-1) shall only contain metadata with messageld and
n32fContextld of the N32-f request message;

the patch instructions in the modificationsBlock (see Table 6.2.5.2.3-1) shall be based on the intermediary
originated DataT ol ntegrityProtectBlock only containing the MetaData with the messageld and n32fContextld.

the modifications in the "modificationsBlock" shall result in encoding the service error responsg, i.e. it shall
contain patch instructions;

- adding the statusLine to form the desired service error response (e.g. 403 Forbidden response);
- adding SBI headers, if applicable; and

- adding the payload that shall be the content of the service error response (e.g. ProblemDetails with the reason
why the registration request is rejected);

the modificationsBlock shall contain the JWS signature of the RI.

The RI shall then send its N32-f response towards the ¢c-SEPP, possibly via another intermediate RI, encapsulating the
Sservice error response.
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5.5.35 Handling of applicative events trigger determined by RI

5.5.35.1 Applicative request message originated by RI via N32-f

The procedure below describes the situation in which RI detects an event where there are no immediate N32-f messages
corresponding to react on. An independent request message isinitiated by the RI.

RI p-SEPP pNF

1. Detect condition

2. N32-f Request >
(reformatted request message for pNF API) | 3a. Request message for pNF API

>

3b. 4xx/5xx (ProblemDetalils)
i 4. Response

5. 200 OK (reformatted response message)

Figure 5.5.3.5.1-1: Applicative request message originated by Rl via N32-f

1. TheRI detects an applicative event regarding the status of roaming where the RI requires to change the status on
specific NF.

NOTE 1: How the Rl becomes aware of n32fContextld is outside the scope of this specification.

2. TheRI shall create a new N32-f request encapsulating a request for the appropriate NF as specified in
clause 5.5.3.5.2, and shall send the request towards pSEPP for the message targeted to NF Producer.

NOTE 2: The encapsulated message itself is not in scope of N32 definition. Here only the transport is defined, the
content is application specific.

3a. The p-SEPP shall verify that the Rl is allowed to generate the given request according to operator policy. If
allowed by the policy, the p-SEPP shall reconstruct the request to be forwarded to the NF and forward the
reguest to the target NF.

3b. If the message is not allowed by the policy asin step 3a, then the responding SEPP shall return an appropriate
4Axx/5xx status code together with the "ProblemDetails" in the content of the response.

4. Thetarget NF shall return an appropriate response to the p-SEPP.

5. The pSEPP shall forward the response using PRINS security to RI. Since the Rl isthe NF consumer of the
request, the response is not forwarded to any other entity from the RI.

NOTE 3: Step 5 does not prohibit the RI to initiate any further signalling corresponding to the received HTTP
response.

The procedure is analogous if the RI detects an event that is required on NF beyond the other RI. In this case the request
is routed viathe other RI to the p-SEPP.

NOTE 4: Asthere can only be two RIs between two SEPPS, the scenario described above refers to the case when
the RI needs to send to the SEPP connected via the other RI.

5.5.3.5.2 Originated request message formatting by the RI

If aRI needsto generate an applicative request message, the RI shall construct a new N32-f request as defined in
clause 5.5.3.3.2, with the difference that the procedure applies to request instead of response. However, the
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rnodific_ationsin the "modificationsBlock" shall result in encoding arequest for NF API thei.e. it shall contain patch
instructions:

- adding the requestLine to form an HTTP POST request for the target NF the request isintended for;

- adding headers, if applicable; and

- adding the content that shall be the content of the requested NF service operation.

NOTE: The present document does not specify how the Rl knows the apiRoot of the NF service.

554 N32-f Context and/or N32-f Connection termination initiated by the
RI

554.1 General
The Rl may need to instruct the SEPP to terminate or re-establish an N32-f connection and/or an N32-f context.
The RI may do so either by:

- sending an N32-f error reporting request encapsulated in a N32-f reformatted request message (e.g. when no
N32-f messages are being received when the event triggering this procedure occurs); or

- sending an N32-f error response message upon receiving an N32-f request.

In either case, the RI should indicate, in the error information, the cause of the error and whether the SEPP should
terminate or re-establish the N32-f connection and/or the N32-f context. The Rl may also indicate an alternative RI
entity (from the same RI operator) through which the N32-f context or N32-f connection should be re-established.

NOTE: A RI can trigger the above procedures towards alocal SEPP or aremote SEPP.

5.5.4.2 N32-f error reporting request encapsulated in a N32-f request

The RI may instruct the SEPP to terminate or re-establish an N32-f connection and/or an N32-f context by
encapsulating an N32-f error reporting request within an N32-f request message.

The N32-f error reporting request message serves as an error notification to the SEPP and based or the reported error
information (error cause and indication to release or re-establish the N32-f context and/or N32-f connection), the SEPP
shall take the appropriate action e.g. by terminating or re-establishing the N32-f connection and/or N32-f context if so
requested by the RI. If the RI requested to re-establish the N32-f context and/or the N32-f connection and provided an
alternative RI entity in the error information, the SEPP should re-establish the N32-f connection and/or the N32-f
context viathe alternative RI entity.
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P-SEPP

and the error information.

The Rl determines that the N32-f context/
connection should be terminated or re-established.
The Rl originates an N32-f request (encapsulating an
N32-f error reporting request), with dummy apiRoot

| 1. N32-f Request

| (N32ReformattedReqMsg
encapsulating

N32-f Error Reporting Request)

|
[ 200K——

3. N32f Context Termination Request (N32fContextInfo)

—>
|
|

|

2. If the received error information
requires the SEPP to tefminate or
re-establish the N32-f dontext, the

SEPP initiates the N32}f Context
Termination procedureland, in the
latter case, the re-establishment of

the N32-f contgxt.

Figure 5.5.4.2.-1: N32-f Error Reporting Request encapsulated in a N32-f request

1. TheRI-B decidesto terminate the N32-f context. The RI-B sends an N32-f request message encapsulating an
N32-f Error Reporting Request towards p-SEPP to report the error. The error message signals to the SEPP that
the N32-f context is requested to be terminated.

2. The p-SEPP N32-f service instance sends the N32-c request message (i.e. N32-f Error Reporting Request)
towards the target N32-c service instance, including the RI sender identity (so that the SEPP N32-c instance can
determine the RI that originated the error and take the proper decision based the contract or the agreement

between the SEPP and the RI).

Based on the error information received from the RI, the p-SEPP terminates the N32-f connection and/or the
N32-f context (the latter is depicted in the figure).

The p-SEPP returns "200 OK response” to the RI-B, encapsulating a 204 No Content response message (i.e.
the N32-f Error Reporting Response).

3. The p-SEPP initiates the N32-f Context Termination Procedure by sending N32-f context termination request
message towards the ¢c-SEPP based on the received error information from the RI-B.

If the RI requests to re-establish the N32-f context and/or the N32-f connection and provides an alternative RI
entity in the error information, the SEPP should re-establish the N32-f connection and/or N32-f context viathe

aternative RI entity (not depicted

5543 Using N32-f error

in the figure).

response

The RI may send error information in response to an incoming N32-f request message, in which case it rejects the N32-f
request message with an 4xx or 5xx response message including the error information.
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RI-B

P-SEPP

|
| (N32ReformattedReqMsg)

I
1. N32-f Request |

The RI determines thatl N32-f context/connection
should bd terminated.

2. 4xx/5xx response (error information)

- __

If the received error inforn:ation requires the
SEPP to terminate or re-egtablish the N32-f
context, the SEPP initiate5|the N32-f Context
Termination procedure anq, in the latter case,
the re-establishment of the N32-f context

3. !\132f Context Termination Requestl(N32fContextInfo) |

Figure 5.5.4.3.-1: The RI-B sends 4XX/5XX response to tear down the N32-f context

1. TheRI-B receives an N32-f request message. The RI-B determines to terminate the N32-f context.

2. TheRI-B sends a4XX/5XX response to the p-SEPP including error information signalling to the SEPP that the
N32-f context is requested to be terminated.

The p-SEPP initiates the N32-f Context Termination Procedure by sending a N32-f context termination request message
towards the c-SEPP based on the error information received from the RI-B.

6

6.1

6.1.1

API Definitions

N32 Handshake API

APl URI

The N32 Handshake Procedures shall use the N32 Handshake API.

The APl URI of the N32 Handshake API shall be:

{apiRoot}/<apiName>/<apiVersion>

The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the
Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>

with the following components:

The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].

The <apiName> shall be "n32c-handshake".

The <apiVersion> shall be "v1".

The <api SpecificResourceUriPart> shall be set as described in clause 6.1.4.
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6.1.2 Usage of HTTP

6.1.2.1 General
HTTP/2, asdefined in IETF RFC 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.

HTTP messages and bodies for the N32 handshake API shall comply with the OpenAPI [27] specification contained in
Annex A.

6.1.2.2 HTTP standard headers

6.1.2.2.1 General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.

6.1.2.2.2 Content type
The following content types shall be supported:

- the JSON format (see IETF RFC 8259 [8]). The use of the JISON format shall be signalled by the content type
"application/json". See also clause 5.3.4.

- the Problem Details JSON Object (see IETF RFC 9457 [22]). The use of the Problem Details JSON object in a
HTTP response body shall be signalled by the content type " application/problem+json”.

6.1.2.3 HTTP custom headers

6.1.2.3.1 General
In this release of the specification, no specific custom headers are defined for the N32 handshake API.

For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
6.1.3 Resources

6.1.3.1 Overview

There are no resources in this version of the N32 handshake API. All the operations are realized as custom operations
without resources.
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6.1.4 Custom Operations without Associated Resources

6.1.4.1 Overview

Table 6.1.4.1-1: Custom operations without associated resources

Operation Name Mapped HTTP
method
Security Capability Negotiation |/exchange-capability POST This is the N32 capability exchange

API used to negotiate the security
capabilities between SEPPs or tear
down the N32-f TLS connection.
Parameter Exchange /exchange-params POST This is the N32 parameter exchange
API used to exchange the cipher
suites and protection policies.

Custom operation URI Description

N32-f Context Terminate /n32f-terminate POST This is the N32-f context termination
procedure API.
N32-f Error Reporting /n32f-error POST This is the N32-f error reporting

procedure API.

6.1.4.2 Operation: Security Capability Negotiation

6.1.4.2.1 Description

This custom operation is used between the SEPPs to negotiate their security capabilities or to tear down the N32-f
connection when negotiated security schemeis TLS. The HTTP method POST shall be used on the following URI:

URI: { apiRoot} /n32c-handshake/<apiV ersion>/exchange-capability

This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.

Table 6.1.4.2.1-1: Resource URI variables for this Operation

Name Data type Definition
apiRoot string See clause 6.1.1.
6.1.4.2.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-
2.

Table 6.1.4.2.2-1: Data structures supported by the POST Request Body

Data type P | Cardinality Description
SecNegotiateReq | M |1 The IE shall contain the security capabilities of the initiating SEPP.
Data
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Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description
codes
SecNegotiateRspData M |1 200 OK This represents the successful processing of the requested
security capabilities. The responding SEPP shall provide
the security capabilities that it has selected, in the
response.
RedirectResponse O |0..1 307 Temporary redirection. See clause 6.1.8.
Temporary
Redirect
ProblemDetails O |0.1 403 The "cause" attribute may be used to indicate one of the
Forbidden |following application errors:
- REQUESTED_PURPOSE_NOT_ALLOWED
When the receiving SEPP fails to negotiate the security
capability, the "cause" attribute shall be set to
"NEGOTIATION_NOT_ALLOWED".
ProblemDetails O |0.1 409 The "cause" attribute may be used to indicate one of the
Conflict following application errors:
- N32C_EXCHANGE_CAPABILITY_ONGOING, when the
receiving SEPP receives an N32-c exchange capability
request from a peer SEPP while it is waiting for an N32-c
exchange capability response message from the same
peer SEPP as specified in clause 5.2.2.

NOTE:

The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data

type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

Table 6.1.4.2.2-3: Headers supported by the 307 response code on this resource

Name

Data
type

P |Cardinality

Description

Location

string

M (1

The URI of the SEPP towards which the request is
redirected. See clause 6.1.8.

6.1.4.3

6.1.4.3.1

Operation: Parameter Exchange

Description

This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP
method POST shall be used on the following URI:

URI: { apiRoot} /n32c-handshake/<apiV ersion>/exchange-params

This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.3.1-1: Resource URI variables for this Operation

Name Data type Definition
apiRoot string See clause 6.1.1.
6.1.4.3.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.3.2-1 and 6.1.4.3.2-

2.
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Table 6.1.4.3.2-1: Data structures supported by the POST Request Body

Data type

P | Cardinality

Description

egData

SecParamExchR | M |1

The IE shall contain the parameters requested by the requesting SEPP.

Table 6.1.4.3.2-2: Data structures supported by the POST Response Body on this resource

Data type P |Cardinality |Response Description

codes

SecParamExchRspData |M |1

200 OK This represents the successful processing of the requested
parameters. The SEPP shall provide the selected parameters
(i.e selected cipher suite and/or selected data type encryption
policy) depending on what was requested by the requesting
SEPP and what is supported by the responding SEPP, or the
SEPP shall provide the modification policy and/or security
information lists of the connected Rls.

ProblemDetails

409 The "cause" attribute may be used to indicate one of the
Conflict following application errors:

- REQUESTED_PARAM_MISMATCH

- SECURITY_PARAM_EXCHANGE_COLLISION, when the
receiving SEPP receives a security parameter exchange
request from a peer SEPP while it is waiting for a security
parameter exchange response message from the same peer
SEPP as specified in clause 5.2.3.2.

NOTE: The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data
type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

6.1.4.4

6.1.4.4.1

Operation: N32-f Context Terminate

Description

This custom operation is used between the SEPPs to terminate an N32-f context. The HTTP method POST shall be used
on the following URI:

URI: { apiRoot} /n32c-handshake/<apiV ersion>/n32f-terminate

This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.

Table 6.1.4.4.1-1: Resource URI variables for this Operation

Name

Data type

Definition

apiRoot string

See clause 6.1.1.

6.1.4.4.2

Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.4.2-1 and 6.1.4.4.2-

2.

Table 6.1.4.4.2-1: Data structures supported by the POST Request Body

Data type

P | Cardinality

Description

N32fContextinfo

M |1

The IE shall contain the information about the N32-f context requested to be
terminated by the requesting SEPP.

ETSI



3GPP TS 29.573 version 18.7.0 Release 18 53 ETSI TS 129 573 V18.7.0 (2024-07)

Table 6.1.4.4.2-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
N32fContextinfo M |1 200 OK This represents the successful deletion of the request N32-f

context. The responding SEPP shall return the "n32fContextld"
it had towards the initiating SEPP, in this IE.
NOTE: The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data
type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

6.1.4.5 Operation: N32-f Error Reporting

6.1.45.1 Description

This custom operation is used between the SEPPs to report errorsidentified while processing the messages received on
N32-f. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32c-handshake/<apiVer sion>/n32f-error
This operation shall support the resource URI variables defined in table 6.1.4.5.1-1.

Table 6.1.4.5.1-1: Resource URI variables for this Operation

Name Data type Definition
apiRoot string See clause 6.1.1.
6.1.4.5.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.1.4.5.2-1 and 6.1.4.5.2-
2.

Table 6.1.4.5.2-1: Data structures supported by the POST Request Body

Data type P
N32fErrorinfo M (1

Cardinality Description
The IE shall contain the information about the N32-f message that failed to
process at the SEPP initiating the N32-f error reporting procedure, together

with information related to the nature of the error.

Table 6.1.4.5.2-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
204 No This represents the successful processing of the N32-f error
Content report at the receiving SEPP.

NOTE:  The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data
type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

6.1.5 Data Model

6.1.5.1 General
This clause specifies the application data model supported by the API.

Table 6.1.5.1-1 specifies the data types defined for the N32 interface.
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Table 6.1.5.1-1: N32 specific Data Types

Data type Clause defined Description

SecNegotiateReqData  [6.1.5.2.2 Defines the security capabilities of a SEPP sent to a receiving
SEPP.

SecNegotiateRspData  [6.1.5.2.3 Defines the selected security capabilities by a SEPP.

SecurityCapability 6.1.5.3.3 Enumeration of security capabilities.

SecParamExchReqData [6.1.5.2.4 Request data structure for parameter exchange

SecParamExchRspData [6.1.5.2.5 Response data structure for parameter exchange

ProtectionPolicy 6.1.5.2.6 The protection policy to be negotiated between the SEPPs.

ApileMapping 6.1.5.2.7 API URI to IE mapping on which the protection policy needs to be
applied.

lelnfo 6.1.5.2.8 Protection and modification policy for the IE

ApiSignature 6.1.5.2.9 API URI of the service operation

N32fContextinfo 6.1.5.2.10 N32-f context information

N32fErrorinfo 6.1.5.2.11 N32-f error information.

FailedModificationInfo 6.1.5.2.12 Information on N32-f modifications block that failed to process.

N32fErrorDetail 6.1.5.2.13 Details about the N32f error.

CallbackName 6.1.5.2.14 Callback Name.

IpxProviderSecinfo 6.1.5.2.15 Defines the security information list of a RI.

IntendedN32Purpose 6.1.5.2.16 Defines the intended N32 establishment purpose.

RiErrorinformation 6.1.5.2.17 RI error information.

HttpMethod 6.1.5.34 Enumeration of HTTP methods.

leType 6.1.5.3.5 Enumeration of types of IEs (i.e kind of IE) to specify the
protection policy.

leLocation 6.1.5.3.6 Location of the IE in a HTTP message.

N32fErrorType 6.1.5.3.7 Type of error while processing N32-f message.

FailureReason 6.1.5.3.8 Reason for failure to reconstruct a HTTP/2 message from N32-f
message.

N32Purpose 6.1.5.3.9 Usage purpose of establishing N32 connectivity

N32Releaselndication 6.1.5.3.10 N32-f connection or N32-f context release instructions.

Table 6.1.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the N32 Handshake
service based interface.

Table 6.1.5.1-2: N32 re-used Data Types

Data type Reference Comments
Fqdn 3GPP TS 29.571[12]
SupportedFeatures 3GPP TS 29.571 [12] |Used to negotiate the applicability of the features defined in
table 6.1.7-1.
6.1.5.2 Structured data types
6.1.5.2.1 Introduction

This clause defines the structures to be used in the N32 Handshake API.
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6.1.5.2.2 Type: SecNegotiateRegData

Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
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Attribute name

Data type

Cardinality

Description

sender

Fqgdn

1

This IE shall uniquely identify the SEPP that is
sending the request. This IE is used to identify and
store the negotiated security capability against the
right SEPP.

n32Handshakeld

string

0.1

This IE shall be present if the initiating SEPP support
N32 handshake identifier and the N32 handshake
identifier may be used to correlate the N32-f
connection to the parent N32-c context for TLS
security (see clause 5.3.3.2).

When present, this IE shall contain the N32
handshake identifier to be used by the responding
SEPP, if TLS security is negotiated, for:

- TLS protected message forwarding procedure over
N32-f towards the initiating SEPP

- subsequent N32-c signalling request related to this
N32-c connection (e.g. to request to tear down the
N32-f TLS connection)

The n32Handshakeld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and
shall represent 4 bits. The most significant character
representing the 4 most significant bits of the N32
handshake Id shall appear first in the string, and the
character representing the 4 least significant bit of
the N32 handshake Id shall appear last in the string.

Pattern: "\[A-Fa-f0-9{16}$'

Example: "0600AD1855BD6007".

supportedSecCapability
List

array(SecurityCa
pability)

1..N

This IE shall contain the list of security capabilities
that the requesting SEPP supports.

To tear down the N32-f TLS connection and to reset
N32-c context (as identified by the n32Handshakeld
IE, if present), this IE shall set SecurityCapability as
"NONE".

3GppShiTargetApiRoot
Supported

boolean

0.1

This IE should be present and indicate that the 3gpp-
Shi-Target-apiRoot HTTP header is supported, if
TLS security is supported for N32f message
forwarding.

When present, it shall indicate if TLS security using
the 3gpp-Shi-Target-apiRoot HTTP header is
supported:

- true: supported

- false (default): not supported

(NOTE 1)

plmnldList

array(PImnid)

A list of PLMN IDs associated with the SEPP, which
is sending the request. The list to be stored by the
receiving SEPP in a N32-f Context (see clause 5.9.3
in 3GPP TS 33.501 [6])

snpnldList

array(PImnldNid)

A list of SNPN IDs associated with the SEPP, which
is sending the request. The list to be stored by the
receiving SEPP in a N32-f Context (see clause 5.9.3
in 3GPP TS 33.501 [6])

targetPimnid

PImnld

When present, this IE shall contain a PLMN ID of the
target SEPP.

See clause 5.2.2 step 1.

targetSnpnid

PImnidNid

When present, this IE shall contain a SNPN ID of the
target SEPP. See clause 5.2.2 step 1.

intendedUsagePurpose

array(IntendedN3
2Purpose)

This attribute notifies the list of requested usage
purpose the N32 is established for.

supportedFeatures

SupportedFeatur
es

This IE shall be present if at least one feature
defined in clause 6.1.7 is supported
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senderN32fFqdn Fqdn 0.1 This IE may be present if the sending SEPP wishes
the receiving SEPP to establish the N32-f connection
towards a specific FQDN.
(NOTE 2)

senderN32fPortList array(Uinteger) 1..N This IE may be present if the sending SEPP wishes

the receiving SEPP to establish the N32-f connection
using a specific port number.

The N32-f ports list shall contain one port number
per security capability encoded in the
supportedSecCapabilityList IE and it shall be
ordered in the same order as the security capabilities
list. For example, if TLS is the first security capability
in the supportedSecCapabilityList, then the first N32-
f port in the senderN32fPortList shall be for TLS.
(NOTE 3)

NOTE 1: The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute
name is kept though as defined in the current specification for backward compatibility reason.

NOTE 2: If the senderN32fFqgdn IE is absent, the receiving SEPP establishes the N32-f connection towards the
sending SEPP using the N32-c FQDN and/or local configuration. SEPP implementations complying with
earlier releases of the specification may not support this IE.

NOTE 3: |If the senderN32fPortList IE is absent, the receiving SEPP shall use a locally configured port if any,
otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in
IETF RFC 9113 [7]. SEPP implementations complying with earlier releases of the specification may not
support this IE.
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6.1.5.2.3 Type: SecNegotiateRspData

Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
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Attribute name

Data type

Cardinality

Description

sender

Fqgdn

1

This IE shall uniquely identify the SEPP that is
sending the response. This IE is used to identify and
store the negotiated security capability against the
right SEPP.

selectedSecCapability

SecurityCapabilit
y

This IE shall contain the security capability selected
by the responding SEPP.

When the request is for tearing down the N32-f TLS
connection, the responding SEPP shall add
SecurityCapability as "NONE".

n32Handshakeld

string

0.1

This IE shall be present, if the N32 handshake
identifier to was received in the request and the
responding SEPP supports the N32 handshake
identifier.

When present, this IE shall contain the N32
handshake identifier to be used by the initiating
SEPP for:

- TLS protected message forwarding procedure over
N32-f towards the responding SEPP

- subsequent N32-c signalling request related to this
N32-c connection (e.g. to request to tear down the
N32-f TLS connection)

The n32Handshakeld in the response may have a
different value than the n32Handshakeld received in
the request.

The n32Handshakeld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and
shall represent 4 bits. The most significant character
representing the 4 most significant bits of the N32
handshake Id shall appear first in the string, and the
character representing the 4 least significant bit of
the N32 handshake Id shall appear last in the string.

Pattern: "\[A-Fa-f0-9{16}$'

Example: "0600AD1855BD6007".

3GppShiTargetApiRoot
Supported

boolean

0.1

This IE should be present and indicate that the 3gpp-
Shi-Target-apiRoot HTTP header is supported, if
TLS security is negotiated for N32f message
forwarding and the initiating SEPP indicated support
of this header.

When present, it shall indicate if TLS security using
the 3gpp-Shi-Target-apiRoot HTTP header is
supported:

- true: supported

- false (default): not supported

(NOTE 1)

plmnldList

array(PImnid)

1..N

A list of PLMN IDs of a single PLMN associated with
the SEPP, which is sending the response. The list to
be stored by the receiving SEPP in a N32-f Context
(see clause 5.9.3 in 3GPP TS 33.501 [6]).

If different PLMNs are represented by different
PLMN IDs supported by a SEPP, then the SEPP
shall select the PLMN as specified in clause 5.2.2
step 2a.

snpnldList

array(PImnldNid)

1.N

A list of SNPN IDs of a single SNPN associated with
the SEPP, which is sending the response. The list to
be stored by the receiving SEPP in a N32-f Context
(see clause 5.9.3 in 3GPP TS 33.501 [6]).

If different SNPNs are represented by different
SNPN IDs supported by a SEPP, then the SEPP
shall select the SNPN as specified in clause 5.2.2
step 2a.
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allowedUsagePurpose |array(IntendedN3 1..N This attribute notifies the list of allowed usage
2Purpose) purpose the N32 is established for.
IntendedN32Purpose shall not include attribute
"cause”.
rejectedUsagePurpose |array(IntendedN3 1.N This attribute notifies the list of rejected usage
2Purpose) purpose the N32 is established for.
Shall only be present if any of the requested usage
purpose is rejected.
supportedFeatures SupportedFeatur 0.1 This IE shall be present if at least one feature
es defined in clause 6.1.7 is supported
senderN32fFgdn Fqdn 0.1 This IE may be present if the sending SEPP wishes
the receiving SEPP to establish the N32-f connection
towards a specific FQDN.
(NOTE 2)
senderN32fPort Uinteger 0.1 This IE may be present if the sending SEPP wishes

the receiving SEPP to establish the N32-f connection
using a specific port number.
(NOTE 3)

NOTE 1: The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute
name is kept though as defined in the current specification for backward compatibility reason.

NOTE 2: If the senderN32fFqgdn IE is absent, the receiving SEPP establishes the N32-f connection towards the
sending SEPP using the N32-c FQDN and/or local configuration. SEPP implementations complying with
earlier releases of the specification may not support this IE.

NOTE 3: If the senderN32fPort number is absent, the receiving SEPP shall use a locally configured port, if any,
otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in
IETF RFC 9113 [7]. SEPP implementations complying with earlier releases of the specification may not
support this IE.
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6.1.5.2.4 Type: SecParamExchReqData

Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
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Attribute name

Data type

Cardin
ality

Description

Applicability

n32fContextld

string

1

This IE shall contain the context identifier to be
used by the responding SEPP for subsequent
JOSE protected message forwarding procedure
over N32-f towards the initiating SEPP. The
initiating SEPP shall use this context identifier to
locate the cipher suite and protection policy
exchanged and agreed to be used with the
responding SEPP, for the message forwarding
procedure over N32-f.

The n32fContextld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F"
and shall represent 4 bits. The most significant
character representing the 4 most significant bits
of the N32-f context Id shall appear first in the
string, and the character representing the 4 least
significant bit of the N32-f context Id shall appear
last in the string.

Pattern: '\[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

jweCipherSuiteLi
st

array(string)

This IE shall be present during the parameter
exchange procedure for cipher suite negotiation
(see clause 5.2.3.2). When present, this IE shall
contain the ordered list of JWE cipher suites
supported by the requesting SEPP. Valid values
for the string are as specified in clause 5.1 of
IETF RFC 7518 [13].

jwsCipherSuiteLi
st

array(string)

This IE shall be present during the parameter
exchange procedure for cipher suite negotiation
(see clause 5.2.3.2). When present, this IE shall
contain the ordered list of JWS cipher suites
supported by the requesting SEPP. Valid values
for the string are as specified in clause 3.1 of
IETF RFC 7518 [13].

protectionPolicyl
nfo

ProtectionPoli
cy

Either this IE or the secProfiles IE shall be present
during the parameter exchange procedure for
protection policy exchange(see clause 5.2.3.3).
When present, this IE shall contain the data type
encryption policy requested by the requesting
SEPP and/or the modification policy supported by
the RI(s) on the side of the requesting SEPP.

secProfiles

array(string)

Either this IE or the protectionPolicylnfo IE shall be
present during the parameter exchange procedure
for protection policy exchange(see clause 5.2.3.3).
When present, this IE shall indicate the candidate
list of security profiles that the initiating SEPP is
supporting for PRINS.

The list may contain up to 256 profiles.

PSEPRO

ipxProviderSecInf
oList

array(IlpxProvi
derSecinfo)

This IE includes the list of RI security information.

sender

Fgdn

This IE shall be present if the Parameter
Exchange request is sent on a different N32-c
HTTP connection than the one used to perform the
Security Capability Negotiation procedure. It may
be present otherwise.

When present, it shall uniquely identify the SEPP
that is sending the request. This IE is used to store
the exchanged parameters against the right SEPP.
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6.1.5.2.5 Type: SecParamExchRspData

Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
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Attribute name

Data type

Car
dina
lity

Description

Applicability

n32fContextld

string

This IE shall contain the context identifier to be
used by the initiating SEPP for subsequent
JOSE protected message forwarding procedure
over N32-f towards the responding SEPP. The
responding SEPP shall use this context identifier
to locate the cipher suite and protection policy
exchanged and agreed to be used with the
initiating SEPP, for the message forwarding
procedure over N32-f.

The n32fContextld shall encode a 64-bit integer
in hexadecimal representation. Each character
in the string shall take a value of "0" to "9" or "A"
to "F" and shall represent 4 bits. The most
significant character representing the 4 most
significant bits of the N32-f context Id shall
appear first in the string, and the character
representing the 4 least significant bit of the
N32-f context Id shall appear last in the string.

Pattern: \[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

selectedJweCipherSuite

string

This IE shall be present during the parameter
exchange procedure for cipher suite negotiation
(see clause 5.2.3.2). When present, this IE shall
contain the JWE cipher suite selected by the
responding SEPP.

selectedJwsCipherSuite

string

This IE shall be present during the parameter
exchange procedure for cipher suite negotiation
(see clause 5.2.3.2). When present, this IE shall
contain the JWS cipher suite selected by the
responding SEPP.

selProtectionPolicylnfo

ProtectionP
olicy

0.1

This IE shall be present during the parameter
exchange procedure for protection policy
exchange (see clause 5.2.3.3) if the initiating
SEPP included the protectionPolicyInfo IE in the
exchange parameter request message to the
responding SEPP. When present, this IE shall
contain the data type encryption policy selected
by the responding SEPP and/or the modification
policy supported by the RI(s) on the side of the
responding SEPP.

selSecProfiles

array(string)

1..N

This IE shall indicate the list of selected security
profiles applicable for messages forwarding over
N32-f if the initiating SEPP sent a candidate list
of security profiles in the exchange parameter
request message to the responding SEPP.

The list may contain up to 256 profiles.

PSEPRO

ipxProviderSecinfoList

array(lpxPro
viderSeclInf
0)

1.N

This IE includes the list of RI security
information.

sender

Fgdn

0.1

This IE shall be present if the Parameter
Exchange response is sent on a different N32-c
HTTP connection than the one used to perform
the Security Capability Negotiation procedure. It
may be present otherwise.

When present, it shall uniquely identify the
SEPP that is sending the response. This IE is
used to store the exchanged parameters against
the right SEPP.
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6.1.5.2.6 Type: ProtectionPolicy

Table 6.1.5.2.6-1: Definition of type ProtectionPolicy

Attribute name Data type P | Cardinality Description
apileMappingList array(ApileMappi | M [1..N Contains an array of API URI to IE type - IE name
ng) mapping. The mapping includes an indication

against each IE if that IE is allowed to be modified by
the RI on the side of the SEPP or not.

dataTypeEncPolicy array(leType) C |[1.N This IE shall be present when the SEPPs need to
exchange the IE protection policies. When present,
this |IE shall contain the list of IE types that the SEPP
intends to protect by ciphering.

6.1.5.2.7 Type: ApileMapping

Table 6.1.5.2.7-1: Definition of type ApileMapping

Attribute name Data type P | Cardinality Description

apiSignature ApiSignature M |1 This IE shall contain:
- The API URI of the NF service operations
following request/response semantic; or

- The API URI of the subscribe / unsubscribe
service operation

apiMethod HttpMethod M |1 This IE shall contain the HTTP method used by the
API.

leList array(lelnfo) M [1.N This IE shall contain the array of les in the API.
(NOTE)

NOTE:  The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute
name is kept though as defined in the current specification for backward compatibility reason.
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6.1.5.2.8 Type: lelnfo

Table 6.1.5.2.8-1: Definition of type lelnfo
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Attribute name Data type

Cardinality

Description

ieLoc leLocation

1

This IE shall contain the location of the IE mentioned
in "reqle” or "rsple” (i.e Variable in URI path or URI
query parameter or HTTP header or JSON body or
multipart message)

ieType leType

This IE shall contain the type of the IE, representing
the nature of the information the IE is carrying.

regle string

0.1

This IE shall be included when the les in HTTP/2
request messages of an API need to be protected
when forwarded over N32-f. When present, this IE
shall contain:
- The JSON pointer representation of the IE to be
protected, if the "ieLoc" indicates "BODY". Only
the JSON pointer of the leaf IEs are included;

- The name of the Variable in URI path to be
protected, if the "ieLoc" indicates "URI_PATH";

e.g. the name "{ueld}" can be used to protect
the UE ID in the following APl URI:

"InNf-service/vl/(ueld)/service-operation-1"

- The name of the URI query parameter to be
protected, if the "ieLoc" indicates
"URI_PARAM";

- The name of the HTTP header, if the "ieLoc"
indicates "HEADER";

- The JSON pointer representation of the attribute
defined with the RefToBinaryData type if the
"ieLoc" indicates "MULTIPART_BINARY". It
shall be encoded as: <JSON Pointer of the
attribute defined with the RefToBinaryData
type>/data.

rsple string

0.1

This IE shall be included when the IEs in HTTP/2
response messages of an API need to be protected
when forwarded over N32-f. When present, this IE
shall contain:
- The JSON pointer representation of the IE to be
protected, if the "ieLoc" indicates "BODY". Only
the JSON pointer of the leaf IEs are included;

- The name of the HTTP header, if the "ieLoc"
indicates "HEADER";

- The JSON pointer representation of the attribute
defined with the RefToBinaryData type if the
"ieLoc" indicates "MULTIPART_BINARY". It
shall be encoded as: <JSON Pointer of the
attribute defined with the RefToBinaryData
type>/data.

isModifiable boolean

0.1

This IE shall be included if the IE is allowed to be
modified by all RI(s) on the side of the SEPP
sending the API IE mapping. When present,

- true, indicates that the IE is allowed to be
modified by all RI(S) on the side of the SEPP;

- false, indicates that the IE is not allowed to be
modified by any RI on the side of the SEPP;

- default is false.
When the IE is not included, the default value shall

be applied.
(NOTE)
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isModifiableBylpx

map(boolean)

(NOTE)

This IE shall be included if the IE is allowed to be
modified by some of (but not all) the RI(s) on the
side of the SEPP sending the API IE mapping. The
key of the map is the ipxProviderld for which the
boolean applies.

When present, each element carries the isModifiable
indication for the RI indicated by the key.

NOTE:

Either isModifiable or isModifiableBylpx may be present, but not both.

6.1.5.2.9

Type: ApiSignature

Table 6.1.5.2.9-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives”

Data type

Cardinality

Description

Applicability

Uri

1

API URI of a request/response or
subscribe/unsubscribe NF service
operation as specified in the
respective API specification with
the variable parts other than
{apiVersion} unresolved.

Examples:

"{apiRoot}/nsmf-pdusession/vl/sm-
contexts", for the SMF
PDUSession Create SM Context
service operation.

"{apiRoot}/nsmf-pdusession/vl/sm-
contexts/{smContextRef}/modify",
for the SMF PDUSession Update
SM Context service operation.

CallbackName

A value identifying the type of
callback.

6.1.5.2.10

Type: N32fContextinfo

Table 6.1.5.2.10-1: Definition of type N32fContextinfo

Attribute name

Data type

P | Cardinality

Description

n32fContextld

string

M (1

This IE shall contain the N32-f context identifier of
the receiving SEPP.

The n32fContextld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and
shall represent 4 bits. The most significant character
representing the 4 most significant bits of the N32-f
context Id shall appear first in the string, and the
character representing the 4 least significant bit of
the N32-f context Id shall appear last in the string.

Pattern: ""[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".
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Table 6.1.5.2.11-1: Definition of type N32fErrorinfo

Attribute name

Data type

Cardinality

Description

n32fMessageld

string

1

This IE shall contain the N32-f message identifier
received over N32-f (see clause 6.2.5.2.9).

n32fErrorType

N32fErrorType

1

This IE shall contain the type of processing error
encountered by the SEPP or the Rl initiating the
N32-f error reporting procedure.

n32fContextld

string

0.1

This IE shall be present if available.

When present, this IE shall contain the
n32fContextld of the SEPP receiving N32-f error
reporting message, which is exchanged between the
SEPPs during the parameter exchange procedure
(see clause 5.2.3).

The n32fContextld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and
shall represent 4 bits. The most significant character
representing the 4 most significant bits of the N32-f
context Id shall appear first in the string, and the
character representing the 4 least significant bit of
the N32-f context Id shall appear last in the string.

Pattern: "\[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

failedModificationList

array(FailedModif
icationInfo)

1.N

This IE shall be present if the n32ErrorType is
"INTEGRITY_CHECK_ON_MODIFICATIONS_FAIL
ED" or
"MODIFICATIONS_INSTRUCTIONS_FAILED".
When present this IE shall contain a list of FQDNs of
the RIs whose inserted modifications failed to
process at the SEPP initiating the N32-f error
reporting procedure, together with the reason for the
failure to process.

errorDetailsList

array(N32fErrorD
etail)

1.N

This IE may be included when the n32ErrorType |E
indicates
"MESSAGE_RECONSTRUCTION_FAILED ". When
present, this IE shall contain a list of JSON pointers
to the IEs that failed to process together with the
reason for the failure to process that IE.

policyMismatchList

array(InvalidPara
m)

1.N

This IE may be included when n32ErrorType is
"POLICY_MISMATCH". When present, this |IE shall
indicate a list of JSON pointers to the IEs and the
type of mismatch.

- If the parameter was sent in plain while it
should have been encrypted, the value
"Parameter shall be encrypted” shall be set
as the reason.

- If the parameter was sent confidentiality
protected when required without confidentially
protected, value "Parameter shall not be
encrypted"” shall be set as the reason.

riErrorinformation

RiErrorinformatio
n

0.1

This IE may be included by a Rl when it indicates an
error to the SEPP. When present, it shall instruct the
SEPP to terminate or re-establish the N32-f
connection and/or N32-f context (see clause 5.5.4).
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Table 6.1.5.2.12-1: Definition of type FailedModificationInfo

Attribute name Data type P | Cardinality Description
ipxld Fgdn M |1 This IE shall identify the RI.
n32fErrorType N32fErrorType M (1 This IE shall contain the type of processing error on
the modifications block, encountered by the SEPP
initiating the N32-f error reporting procedure. The
value shall be one of the following:
INTEGRITY_CHECK_ON_MODIFICATIONS_FA
ILED;
MODIFICATIONS_INSTRUCTIONS_FAILED
6.1.5.2.13 Type: N32fErrorDetail

Table 6.1.5.2.13-1: Definition of type N32fErrorDetail

Attribute name

Data type

P

Cardinality

Description

attribute

string

M

1

Contains either a HTTP header name or the JSON
pointer of an attribute within the N32-f message that
failed to reconstruct. The value shall be one of the
values of the iePath attribtue (see clause 6.2.5.2.8)
in the received N32-f message.

msgReconstructFailRea
son

FailureReason

Indicates the reason for the failure to reconstruct the
attribute.

6.1.5.2.14

Type: CallbackName

Table 6.1.5.2.14-1: Definition of type CallbackName

Attribute name

Data type

P

Cardinality

Description

callbackType

string

M

1

This IE shall contain a string identifying the type of
callback. The value shall be one of the values
specified in 3GPP 29.500 [4], Annex B.

6.1.5.2.15

Type: IpxProviderSecinfo

Table 6.1.5.2.15-1: Definition of type IpxProviderSecinfo

Attribute name Data type P | Cardinality Description

ipxProviderld Fqgdn M |1 This IE shall uniquely identify the RI.

rawPublicKeyList array(string) C |[1..N This IE includes the list of raw public keys for the RI.
When present, each array item shall contain a raw
public key for the RI, with textual encoding as
specified in clause 13 of IETF RFC 7468 [21].

certificateList array(string) C |1.N This IE includes the list of certificates for the RI.
When present, each array item shall contain a
certificate for the RI, with textual encoding as
specified in IETF RFC 7468 [21].

NOTE: Either the rawPublicKeyList attribute, or the certificateList attribute, shall be present.
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6.1.5.2.16 Type: IntendedN32Purpose

Table 6.1.5.2.16-1: Definition of type IntendedN32Purpose

Attribute name Data type P | Cardinality Description
usagePurpose N32Purpose M |1 This attribute provides the one purpose of the
intended N32 establishment.
additionallnfo String O (0.1 This attribute provides any additional information

necessary to characterize the intention for N32
establishment.

cause String O |(0..1 This attribute, if present, provided the reason for the
reject for the purpose described in other attributes
are rejected (e.g. "NO_CONTRACT").

This attribute shall be absent if the intended purpose
is allowed.

6.1.5.2.17 Type: RiErrorinformation

Table 6.2.5.2.17-1: Definition of type RiErrorinformation

Attribute name Data type P | Cardinality Description
n32fConnectionRellnd N32Releaselnd | C |[0..1 When present, this IE shall instruct the SEPP to only
ication terminate or re-establish the N32-f connection (see
clause 5.5.4). (NOTE)
n32fContextRellnd N32Releaselnd | C |0..1 When present, this IE shall instruct the SEPP to
ication terminate or re-establish the N32-f context and N32-f
connection (see clause 5.5.4). (NOTE)
alternativeRi Fgdn O |0..1 This IE may be present if the n32fConnectionRellnd

or n32fContextRellnd is present and instructs the
SEPP to re-establish the N32-f connection or N32-f
context.

When present, this IE shall indicate the FQDN of the
alternative RI entity that the SEPP should use to re-
establish the N32-f context or the N32-f connection
towards the peer SEPP.

NOTE:  Either the n32fConnectionRellnd IE or the n32fContextRellnd IE may be present.

6.1.5.3 Simple data types and enumerations

6.1.5.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.1.5.3.2 Simple data types
The simple data types defined in table 6.1.5.3.2-1 shall be supported.

Table 6.1.5.3.2-1: Simple data types

Type Name Type Definition Description
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6.1.5.3.3 Enumeration: SecurityCapability

Table 6.1.5.3.3-1: Enumeration SecurityCapability

Enumeration value Description Applicability
"TLS" TLS security.
"PRINS" PRotocol for N32 INterconnect Security.
"NONE" N32-f TLS connection termination NFTLST
6.1.5.3.4 Enumeration: HttpMethod

Table 6.1.5.3.4-1: Enumeration HttpMethod

Enumeration value Description
"GET" HTTP GET Method.
"PUT" HTTP PUT Method.
"POST" HTTP POST Method.
"DELETE" HTTP DELETE Method.
"PATCH" HTTP PATCH Method.
"HEAD" HTTP HEAD Method.
"OPTIONS" HTTP OPTIONS Method.
"CONNECT" HTTP CONNECT Method.
"TRACE" HTTP TRACE Method.
6.1.5.3.5 Enumeration: leType

Table 6.1.5.3.5-1: Enumeration leType

Enumeration value Description
"UEID" These are IEs which carry the UE identity (i.e. SUPI and GPSI).
This also includes the long-lasting identity Charging ID.
An example of a UEID IE is gpsi IE defined in
3GPP TS 29.518 [25].
"LOCATION" These are IEs which carry location information (i.e. cell-id and
TAI).
An example of a LOCATION IE is ncgi IE defined in
3GPP TS 29.571 [12].
"KEY_MATERIAL" These are IEs which carry keying material as KSEAF and UPU
related information.
An example of a KEY_MATERIAL IE is upulnfo IE defined in
3GPP TS 29.503 [26].
"AUTHENTICATION_MATERIAL" These are IEs which carry authentication material like
authentication vectors and EAP payload.
An example of an AUTHENTICATION_MATERIAL IE is
authenticationVector IE defined in 3GPP TS 29.503 [26].
"AUTHORIZATION_TOKEN" These are IEs which carry authorization Token. The oauth2
access_token would be of this type.
An example of an AUTHORIZATION_TOKEN IE is access_token
IE defined in 3GPP TS 29.510 [18].
"OTHER" These are IEs which do not fall into one of the above types, but
they would be considered sensitive, and which protection policies
may wish to apply confidentiality protection.
"NONSENSITIVE" These are IEs which carry information that are not sensitive. A
protection policy would not normally encrypt (confidentiality
protect) these.
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Table 6.1.5.3.6-1: Enumeration leLocation

Enumeration value

Description

"URI_PARAM"

IE is located in the URI query parameters.

"HEADER"

IE is located in the HTTP header.

"BODY" IE is located in the body.

"MULTIPART_BINARY"

IE is located in the message body but encoded as a multipart
message information in binary format.

"URI_PATH"

IE is located in the URI path excluding query parameters.

6.1.5.3.7

Enumeration: N32fErrorType

Table 6.1.5.3.7-1: Enumeration N32fErrorType

Enumeration value

Description

"INTEGRITY_CHECK_FAILED"

The integrity check verification on the received
N32-f message failed.

"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"

The integrity check verification on the
modifications block of the received N32-f message
failed.

"MODIFICATIONS_INSTRUCTIONS_FAILED"

Failed to apply the JSON patch instructions in the
modifications block of the received N32-f
message, e.g. the references to encBlockindex are
inserted or relocated by RI (see clause 5.9.3.2 of
3GPP TS 33.501 [6]).

"DECIPHERING_FAILED"

The deciphering of the encrypted block of the
received N32-f message failed.

"MESSAGE_RECONSTRUCTION_FAILED"

The reconstruction of the original HTTP/2
message from the received N32-f message failed.

"CONTEXT_NOT_FOUND"

The n32fContextld is unknown in the receiving
SEPP. (NOTE 1)

"INTEGRITY_KEY_EXPIRED"

The integrity keys in the receiving SEPP have
expired.

"ENCRYPTION_KEY_EXPIRED"

The encryption keys in the receiving SEPP have
expired.

"POLICY_MISMATCH"

The encryption policy verification on the received
N32-f message has failed, e.g. protected IEs are
not ciphered, or unprotected IEs are ciphered.

"NETWORK_MAINTENANCE"

Network maintenance is going on at the RI.
(NOTE 2)

"INSUFFICIENT_RESOURCES"

There is an on-going resources exhaustion at the
RI (e.g., memory, CPU, or network bandwidth).
(NOTE 2)

"NO_CONNECTION_DUE_TO_CONTRACT"

The RI decides to no longer facilitate
communication with a specific PLMN due to
business reasons (e.g., contract termination or
fraudulent behaviour).

(NOTE 2)

"IDLE_N32F_CONNECTION"

The N32-f connection has been found inactive by
the RI.
(NOTE 2)

"SWITCHING_TO_ANOTHER_RI"

The service is being taken over by another RI, e.qg.
due to the RI shutting down.
(NOTE 2)

"NO_CONNECTION_DUE_TO_CONNECTIVITY"

The RI observes connectivity issues with one of
the SEPPs.
(NOTE 2)

over the N32-c interface.

NOTE 1: This enumeration value is deprecated and shall not be used by N32-f error reporting procedure

NOTE 2: This cause may be sent by a RI together with an indication to release or re-establish the N32-f
context and/or the N32-f connection (see clause 5.5.4).
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Enumeration: FailureReason

Table 6.1.5.3.8-1: Enumeration FailureReason

Enumeration value

Description

"INVALID_JSON_POINTER"

The JSON pointer value in iePath attribute (see
clause 6.2.5.2.8) is invalid.

"INVALID_INDEX_TO_ENCRYPTED_BLOCK"

The value part of the HttpPayload attribute (see
clause 6.2.5.2.8) or HttpHeader attribute (see
clause 6.2.5.2.7) is pointing to an invalid index to the
encrypted block.

"INVALID_HTTP_HEADER"

The name of the header in the received HttpHeader
attribute is invalid.

6.1.5.3.9

Enumeration: N32Purpose

Table 6.1.5.3.9-1: Enumeration N32Purpose

Enumeration value

Description

"ROAMING"

Usage dedicated to roaming

"INTER_PLMN_MOBILITY"

Usage corresponding to any inter-mobility transactions

"SMS_INTERCONNECT"

Usage dedicated to SMS interconnect, e.g. SMS sent
between subscribers of two different networks

"ROAMING_TEST"

Usage dedicated to roaming, and allowed only for tests, e.g.
to allow traffic for test subscribers/SUPI or sessions

"INTER_PLMN_MOBILITY_TEST"

Usage corresponding to any inter-mobility transactions and
allowed only for tests, e.g. to allow traffic for test
subscribers/SUPI or sessions

"SMS_INTERCONNECT_TEST"

Usage dedicated to SMS interconnect, e.g. SMS sent
between subscribers of two different networks, and allowed
only for tests, e.g. to allow traffic for test subscribers/SUPI or
sessions

"SNPN_INTERCONNECT"

Usage dedicated to an interconnection with an SNPN

"SNPN_INTERCONNECT_TEST"

Usage corresponding to any interconnection with an SNPN
and allowed only for tests, e.g. to allow traffic for test
subscribers/SUPI or sessions

"DISASTER_ROAMING"

Usage dedicated to Disaster Roaming (see clause 5.40 of
3GPP TS 23.501 [2)).

"DISASTER_ROAMING_TEST"

Usage dedicated to Disaster Roaming (see clause 5.40 of
3GPP TS 23.501 [2]) and allowed only for tests, e.g. to allow
traffic for test subscribers/SUPI or sessions.

"DATA_ANALYTICS_EXCHANGE"

Usage dedicated to exchanging data or analytics (see
clause 4.3 of 3GPP TS 23.288 [29]).

"DATA_ANALYTICS_EXCHANGE_TEST"

Usage dedicated to exchanging data or analytics (see
clause 4.3 of 3GPP TS 23.288 [29]) and allowed only for
tests, e.g. to allow traffic for test subscribers/SUPI or
sessions.
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6.1.5.3.10 Enumeration: N32Releaselndication

Table 6.1.5.3.10-1: Enumeration N32Releaselndication

Enumeration value Description
"RELEASE_REESTABLISHMENT_ALLOWED" Indicates a request to the SEPP to terminate the
N32-f context or N32-f connection. The SEPP may
re-establish the N32-f context or N32-f connection
later, if needed.
"RELEASE_REESTABLISHMENT_NOT_ALLOWED" | Indicates a request to the SEPP to terminate the
N32-f context or N32-f connection. The SEPP should
not attempt to re-establish the N32-f context or N32-f
connection later.

"REESTABLISH" Indicates a request to the SEPP to release and re-
establish the N32-f context or N32-f connection.

6.1.5.4 Binary data

There are no multipart/binary part used on the N32-c API(s) in this release of this specification.

6.1.6 Error Handling

6.1.6.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.1.6.2 Protocol Errors

Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].

6.1.6.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the N32-c
Handshake service. The following application errorslisted in Table 6.1.6.3-1 are specific for the N32-c Handshake
service.
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Table 6.1.6.3-1: Application errors

Application Error HTTP Description
status
code
REQUESTED_PARAM_MISMATCH 409 This represents a parameter mismatch has been
Conflict detected by the receiving SEPP, i.e. received
data-type encryption or modification policy conflict
with the one manually configured for the specific
roaming partner, interconnect partner and RI
REQUESTED_PURPOSE_NOT_ALLOWED 403 This represents that all the requested purposes
Forbidden |included in the request was rejected by the
receiving SEPP.
NEGOTIATION_NOT_ALLOWED 403 This represents a security capability negotiation
Forbidden [failure at the receiving SEPP, i.e., the received
security capability from the peer SEPP is not
configured to be supported at the receiving SEPP.
N32C_EXCHANGE_CAPABILITY_ONGOING 409 This represents a security capability negotiation
Conflict  |failure at the receiving SEPP, i.e., the SEPP
receives an N32-c exchange capability request
from a peer SEPP while it is expecting an
exchange capability response from the same peer
SEPP as specified in clause 5.2.2.
SECURITY_PARAM_EXCHANGE_COLLISION 409 This represents a Parameter Exchange
Conflict Procedure for Cipher Suite Negotiation failure at

the receiving SEPP, i.e., the SEPP receives a
security parameter exchange request from a peer
SEPP while it is expecting a security parameter
exchange response from the same peer SEPP as
specified in clause 5.2.3.2.

6.1.7 Feature Negotiation

The feature negotiation mechanism specified in clause 6.6 of 3GPP TS 29.500 [4] shall be used to negotiate the features
applicable between the c-SEPP and the p-SEPP, for the N32 Handshake service, if any.

The c-SEPP shall indicate the features it supports for the N32 Handshake service, if any, by including the
supportedFeatures attribute in the HTTP POST request message for following service operations:

- Security Capability Negotiation procedure, as specified in clause 5.2.2 to negotiate the security capability;

The p-SEPP shall determine the supported features for the requested network as specified in clause 6.6 of
3GPP TS 29.500 [4] and shall indicate the supported features by including the supportedFeatures attribute in content of

the HT TP response for the service operation.

The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [12].

The following features are defined for the N32 Handshake service.
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Table 6.1.7-1: Features of supportedFeatures attribute used by N32 Handshake service

Feature Feature M/O Description
Number
1 NFTLST (0] N32-f TLS Connection Termination Support

A SEPP that supports this feature shall support handling of Security Capability
Negotiation procedure to tear down the N32-f TLS connection as specified in
clause 5.2.2).

2 PSEPRO (0] PRINS Security Profiles Support

A SEPP that supports this feature shall support the negotiation of security
profiles as specified in clause 5.2.3.3.
3 PSIU M Protection of Sensitive Information in URI (Path and Query Parameters)

A SEPP that complies with this release of the specification shall support this
feature, i.e. the protection of sensitive information in URI path and query
parameters in HTTP messages to be forwarded.

Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").

Description: A clear textual description of the feature.

6.1.8 HTTP redirection
An N32 HTTP request may be redirected to a different SEPP service instance located within the same PLMN.

If e.g. aSEPP-ALin PLMN-A receives aN32 HTTP request from another, e.g. SEPP-B that isin PLMN-B and
redirects the request to another SEPP-A2 in PLMN-A, the SEPP-A1 shall send 307 Temporary Redirect response to the
SEPP-B and may include a RedirectResponse data structure (see 3GPP TS 29.571 [12]) in the response, where the
"cause" attribute shall not be set to "SEPP_REDIRECTION" and the "targetSepp" attribute shall be absent. The
Location header shall contain the URI of the SEPP-A2.

NOTE 1: A sender that receives a redirectResponse with the cause "SEPP_REDIRECTION" ignores the Location
header as specified in clause 6.10.9.1 in 3GPP TS 29.500 [4], accordingly this cause is not used for
redirecting N32 reguest for which the location header is used to convey the URI of the SEPP to which the
request is redirected.

NOTE 2: For non N32 interfaces, if a SEPP receives a service request fromaHTTP client e.g. an NF or an SCP,
from the same PLMN and redirects the service request to a different SEPP in the same PLMN, the SEPP
sends 307 Temporary Redirect or 308 Permanent Redirect response to the HTTP client including a
RedirectResponse data structure (see 3GPP TS 29.571 [12]), where the "cause” attribute setsto
"SEPP_REDIRECTION" and the "targetSepp" attribute contains the apiRoot of the SEPP towards which
the request is redirected. The content of the Location header field isignored by the receiver. See
clause 6.10.9.1in 3GPP TS 29.500 [4].

6.2 JOSE Protected Message Forwarding APl on N32

6.2.1 APl URI

The JOSE Protected Message Forwarding Procedure on N32 shall use the JOSE Protected M essage Forwarding APl on
N32-f API.

The APl URI of the JOSE Protected Message Forwarding APl on N32-f API shall be:
{apiRoot}/<apiName>/<apiVersion>

The request URIs used in HTTP requests from the initiating SEPP towards the responding SEPP shall have the
Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
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{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUriPart>
with the following components:

- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].

The <apiName> shall be "n32f-forward".

The <apiVersion> shall be "v1".
- The <api SpecificResourceUriPart> shall be set as described in clause 6.2.4.

The apiRoot to use towards a SEPP of the target PLMN shall be configured at the SEPP. The URI scheme of the API
shall be "http". The apiName part of the URI shall be as specified here for homogeneity of the API across PLMNSs.

6.2.2 Usage of HTTP

6.2.2.1 General
HTTP/2, asdefined in IETF RFC 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.

HTTP messages and bodies for the JOSE protected message forwarding APl on N32-f shall comply with the
OpenAPI [27] specification contained in Annex A.

6.2.2.2 HTTP standard headers

6.2.2.2.1 General
The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.

6.2.2.2.2 Content type
The following content types shall be supported:

- the JSON format (see IETF RFC 8259 [8]). The use of the JSON format shall be signalled by the content type
"application/json". See also clause 5.3.4.

- the Problem Details JSON Object (see IETF RFC 9457 [22]). The use of the Problem Details JSON object in a
HTTP response body shall be signalled by the content type "application/problem-+json”.

6.2.2.2.3 Accept-Encoding

SEPPs and RI should support gzip coding (see IETF RFC 1952 [23]) in HT TP requests and responses and indicate so in
the Accept-Encoding header, as described in clause 5.3.2.1.

6.2.2.3 HTTP custom headers

6.2.2.3.1 General

In this release of the specification, no specific custom headers are defined for the JOSE protected message forwarding
API on N32.

For 3GPP specific HTTP custom headers used across all service based interfaces, see clause 4.3.2.3.
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6.2.3 Resources

6.2.3.1 Overview

There are no resources in this version of this API. All the operations are realized as custom operations without
resources.

6.2.4 Custom Operations without associated resources

6.24.1 Overview

Table 6.2.4.1-1: Custom operations without associated resources

OpErEiEn N Custom operation URI Mapr)rf);?]:(;rTP Description

JOSE Protected Forwarding /n32f-process POST This is the N32f forwarding API used
to forward a reformatted and JOSE
protected message to a receiving
SEPP.

JOSE Protected Forwarding In32f-process OPTIONS Discover the communication options

Options supported by the next hop (RI or
SEPP) for N32-f message
processing.

6.2.4.2 Operation: JOSE Protected Forwarding

6.2.4.2.1 Description

This custom operation is used between the SEPPs to forward the reformatted and JOSE protected HTTP/2 message on
N32-f. The HTTP method POST shall be used on the following URI:

URI: {apiRoot}/n32f-for war d/<apiV er sion>/n32f-process
This operation shall support the resource URI variables defined in table 6.1.4.2.1-1.

Table 6.2.4.2.1-1: Resource URI variables for this Operation

Name Data type Definition
apiRoot string See clause 6.2.1.
6.2.4.2.2 Operation Definition

This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-
2.

Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
N32fReformatted | M |1 This IE shall contain the reformatted HTTP/2 message comprising the plain
ReqMsg text part, encrypted information, meta data and modification chain
information. See clause 6.2.5.2.2.
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Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
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Data type Cardinality | Response Description
codes
N32fReformattedRspMsg 1 200 OK This represents the successful processing of the

reformatted JOSE protected message at the
responding SEPP. The responding SEPP shall
provide the reformatted and JOSE protected content
of the corresponding HTTP/2 response message
received from the NF service producer, or the HTTP/2
notification response message received from the NF
service consumer.
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ProblemDetailsMsgForwarding (O [0..1 403 When the receiving SEPP fails to process the
Forbidden |reconstructed message due to PLMN ID or SNPN ID
verification failure, the "cause" attribute shall be set to
"PLMNID_MISMATCH?" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests
over N32-f with purpose, marked using 3gpp-Sbi-
Interplmn-Purpose header as specified in

3GPP TS 29.500 [4], that does not match with any of
the purposes exchanged via the Security Capability
Negotiation procedure, then the "cause" attribute shall
be set to
"REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the
reconstructed message due to the n32fContextld is
unknown, the "cause" attribute shall be set to
"CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the
reconstructed message, and the error is reported by
N32f error reporting procedure as specified in
clause 5.2.5, the "cause" attribute shall be set to
"UNSPECIFIED".

When the RI or receiving SEPP receives HTTP
requests over N32-f and detects an encryption policy
mismatch, e.g. protected IEs are not ciphered, or
unprotected IEs are ciphered, the "cause" attribute
shall be set to "POLICY_MISMATCH?". In this case,
the ProblemDetails may include the invalidParams
attribute indicating which IEs were received ciphered
when they were expected to be received in clear, and
vice-versa, with the reason attribute for each invalid
parameter set to "Parameter shall be encrypted" if the
IE was sent without confidentiality protection” or
“Parameter shall not be encrypted" if the IE was sent
with confidential protection.

When the RI or receiving SEPP receives HTTP
requests, but the N32 connection cannot be setup due
to contractual reasons, the "cause" attribute shall be
set to "NO_CONNECTION_DUE_TO_CONTRACT".

When the RI receives HTTP requests but the N32
connection cannot be setup due to a connectivity
issue, the "cause" attribute shall be set to
"NO_CONNECTION_DUE_TO_CONNECTIVITY".

When the RI receives HTTP requests over N32-f but
the message was not delivered due to contractual
reasons, the "cause" attribute shall be set to
"MSG_NOT_DELIVERED_DUE_TO_CONTRACT".

When the receiving SEPP receives a Rl generated
error reporting request (see clause 5.2.3.3), but the
JWS signature of the Rl is invalid, the "cause"
attribute shall be set to
"INVALID_RI_JWS_SIGNATURE".

ProblemDetailsMsgForwarding (O (0..1 503 When the RI receives HTTP requests over N32-f but
Service the message cannot be delivered due to one of the
Unavailable |following application errors:

- SWITCHING_TO_ANOTHER_RI

- INSUFFICIENT_RESOURCES

- NETWORK_MAINTENANCE
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NOTE:

The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data
type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

Table 6.2.4.2.2-3: Headers supported by the POST method on this resource

Name

Data type

P |Cardinality

Description

3gpp-Shi-
Message-Priority

string

O (0.1

3gpp-Shi-Message-Priority header, defined in
3GPP TS 29.500 [4].

Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint

Name

Data type

P |Cardinality

Description

3gpp-Shi-
Message-Priority

string

O (0.1

3gpp-Shi-Message-Priority header, defined in
3GPP TS 29.500 [4].

6.2.4.3

6.2.4.3.1

Description

Operation: JOSE Protected Forwarding Options

This service operation queries the communication options supported by the next hop (Rl or SEPP) for N32-f message
processing (see clauses 5.3.2.4 and 5.3.4).

The HTTP method OPTIONS shall be used on the following URI:

URI: {apiRoot}/n32f-for war d/<apiV er sion>/n32f-process

This operation shall support the resource URI variables defined in table 6.2.4.3.1-1.

Table 6.2.4.3.1-1: Resource URI variables for this Operation

Name Data type Definition
apiRoot string See clause 6.1.1.
6.2.4.3.2 Operation Definition
6.2.4.3.2.1 OPTIONS

This method shall support the URI query parameters specified in table 6.2.4.3.2.1-1.

Table 6.2.4.3.2.1-1: URI query parameters supported by the OPTIONS method

Name

Data type

P

Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.4.3.2.1-2 and the response data structures and
response codes specified in table 6.2.4.3.2.1-3.

Table 6.2.4.3.2.1-2: Data structures supported by the OPTIONS Request Body on this resource

Data type

P

Cardinality

Description

n/a

ETSI




3GPP TS 29.573 version 18.7.0 Release 18 84 ETSI TS 129 573 V18.7.0 (2024-07)

Table 6.2.4.3.2.1-3: Data structures supported by the OPTIONS Response Body on this resource

Data type P Cardinality Response Description
codes
n/a 204 No Content
ProblemDetails (0] 0.1 405 Method Not
Allowed
ProblemDetails (0] 0.1 501 Not
Implemented
NOTE: The mandatory HTTP error status codes for the OPTIONS method listed in Table 5.2.7.1-1 of
3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data
type (see clause 5.2.7 of 3GPP TS 29.500 [4]).

Table 6.2.4.3.2.1-4: Headers supported by the 204 Response Code on this resource

Name Data type P |Cardinality Description
Accept-Encoding |string O [0.1 Accept-Encoding, described in IETF RFC 9110 [9]

6.2.5 Data Model

6.25.1 General

This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.

Table 6.2.5.1-1: N32 specific Data Types

Data type Clause defined Description
N32fReformattedRegMsg 6.2.5.2.2 Contains the reformatted HTTP/2 request message
N32fReformattedRspMsg 6.2.5.2.3 Contains the reformatted HTTP/2 response message
DataTolntegrityProtectAndCipherBlock |6.2.5.2.4 HTTP header to be encrypted or the value of a JSON
attribute to be encrypted

DataTolntegrityProtectBlock 6.2.5.2.5 Data to be integrity protected

RequestLine 6.2.5.2.6 Contains the request line of the HTTP API request
being reformatted and forwarded over N32-f

HttpHeader 6.2.5.2.7 Contains the encoding of HTTP headers in the API
request / response

HttpPayload 6.2.5.2.8 Contains the encoding of JSON content in the API
request / response

MetaData 6.2.5.2.9 Contains the meta data information needed for replay
protection

Modifications 6.2.5.2.10 Information on inserting of the modifications entry

FlatJweJson 6.2.5.2.11 Contains the integrity protected reformatted block

FlatJwsJson 6.2.5.2.12 Contains the modification from IPXes on path

IndexToEncryptedValue 6.2.5.2.13 Index to the encrypted value

EncodedHttpHeaderValue 6.2.5.2.14 HTTP header value or index to the HTTP header
value

ProblemDetailsMsgForwarding 6.2.5.2.15 N32-f message forwarding Error Detail

AdditionInfoMsgForwarding 6.2.5.2.16 Problem Details extensions for N32-f message
forwarding

Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the JOSE Protected
Message Forwarding APl on N32 service based interface.
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Table 6.2.5.1-2: N32 re-used Data Types

Data type Reference Comments
HttpMethod 6.1.5.3.5
leLocation 6.1.5.3.6
RiErrorinformation 6.1.5.2.17 RI error information
Patchltem 3GPP TS 29.571[12]
UriScheme 3GPP TS 29.571[12]
Fqdn 3GPP TS 29.571[12]
6.2.5.2 Structured data types
6.2.5.2.1 Introduction

This clause defines the structures to be used in the JOSE Protected M essage Forwarding APl on N32.

6.2.5.2.2

Type: N32fReformattedReqMsg

Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg

Attribute name

Data type P

Cardinality

Description

reformattedData

FlatJweJson M

1

This IE shall contain the integrity protected
reformatted block as well as the ciphered part of the
reformatted block of the HTTP/2 request message
sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request
message as:

- The part of original HTTP/2 request
message headers and the content that
needs to be only integrity protected is first
reformatted into
"DataTolntegrityProtectBlock" and then fed
as input for the "aad" parameter of the
FlatJweJson after subjecting to
BASE64URL encoding.

The part of the original HTTP/2 request message
headers and content that require integrity protection
and ciphering is first reformatted into
"DataTolntegrityProtectAndCipherBlock™" and then
fed as input for JWE ciphering and the JWE ciphered
block is then BASE64URL encoded and set into the
"ciphertext" parameter of the FlatJweJson.

modificationsBlock

array(FlatJwsJso | C

n)

1.N

This IE shall be included if the RIs on path are
allowed to apply modification policies and if they
have any specific modification to be applied on the
message contained in the
DataTolntegrityProtectBlock.

This IE shall also be included if a RI on the path
originates a N32-f Request (see clause 5.5.3).
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Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg

Attribute name

Data type

P

Cardinality

Description

reformattedData

FlatJweJson

M

1

This IE shall contain the integrity protected
reformatted block as well as the ciphered part of the
reformatted block of the HTTP/2 response message
sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response
message as:

- The part of original HTTP/2 response
message headers and the content that
needs to be only integrity protected is first
reformatted into
"DataTolntegrityProtectBlock" and then fed
as input for the "aad" parameter of the
FlatJweJson after subjecting to
BASEG64URL encoding.

- The part of the original HTTP/2 response
message headers and content that require
integrity protection and ciphering is first
reformatted into
"DataTolntegrityProtectAndCipherBlock™
and then fed as input for JWE ciphering and
the JWE ciphered block is then
BASE64URL encoded and set into the
"ciphertext" parameter of the FlatJweJson.

modificationsBlock

array(FlatwsJso
n)

1.N

This IE shall be included if the RIs on path are
allowed to apply modification policies and if they
have any specific modification to be applied on the
message contained in the
DataTolntegrityProtectBlock.

This IE shall also be included if a Rl on the path
originates an N32-f Response (see clause 5.5.3).

6.2.5.2.4 Type: DataTolntegrityProtectAndCipherBlock

Table 6.2.5.2.4-1: Definition of type DataTolntegrityProtectAndCipherBlock

Attribute name

Data type

P

Cardinality

Description

dataToEncrypt

array(Any Type)

M

1..N

This IE shall contain the input for ciphering as a
JSON object block containing an array of values with
arbitrary types. Each entry of the array shall contain
the value of a HTTP header to be encrypted or the

value of a JSON attribute to be encrypted.
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6.2.5.2.5 Type: DataTolntegrityProtectBlock

Table 6.2.5.2.5-1: Definition of type DataTolntegrityProtectBlock

Attribute name Data type P | Cardinality Description

metaData MetaData C |0.1 This IE shall be included if the SEPP encodes
additional information for replay protection. When
present this IE shall contain the meta data
information needed for replay protection.

This IE shall also be included if the RI originates a
N32-f Request or an N32-f Response (see

clause 5.5.3)

requestLine RequestLine cC il This IE shall be included when a JOSE protected
API "request” is forwarded over N32-f. When
present, this IE shall contain the request line of the
HTTP API request being reformatted and forwarded
over N32-f.

statusLine string C |0.1 This IE shall be included when a JOSE protected
API "response" is forwarded over N32-f. When
present, this IE shall contain the status line of the
HTTP API response being reformatted and
forwarded over N32-f.

headers array(HttpHeader | C [1..N This IE shall be included when a JOSE protected
API request / response contains HTTP headers.
When present this IE shall contain the encoding of
HTTP headers in the API request / response.

payload array(HttpPayloa | C |1..N This IE shall be included when a JOSE protected
d) API request / response contains JSON content that
needs to be sent in clear text. When present this IE
shall contain the encoding of JSON content in the
API request / response.
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Table 6.2.5.2.6-1: Definition of type RequestLine

Attribute name

Data type

Cardinality

Description

method

HttpMethod

1

This IE shall contain the HTTP method of the HTTP
request encapsulated in the N32-f Request.

scheme

UriScheme

1

This |IE shall contain the HTTP scheme of the API.

authority

string

1

This IE shall contain the authority part of the URI of
the API being invoked.

path

string

< | =|mo

This IE shall contain the path part of the URI of the
API being invoked, excluding the query and fragment
components.

The string value of this IE may contain one or more
IndexToEncryptedValue structures (encoded with
JSON format) specified in clause 6.2.5.2.13 if there
are Variables in URI path to be encrypted.

protocolVersion

string

This IE shall contain the HTTP protocol version. The
version shall be 2 in this release of this specification.

queryFragment

string

This IE shall contain the query component of the URI
of the API if available.

The string value of this IE may contain one or more
IndexToEncryptedValue structures (encoded with
JSON format) specified in clause 6.2.5.2.13 if the
values of certain URI query parameters are to be
encrypted.

pathQueryProtectind

array(leLocation)

This IE shall be present when IE(s) with sensitive
information in the URI path and/or query parameters
were protected with encryption.

When present, this IE shall indicate the location(s) of
the protected IE(s), i.e. "URI_PATH" and/or
"URI_PARAM".

6.2.5.2.7

Type: HttpHeader

Table 6.2.5.2.7-1: Definition of type HttpHeader

Attribute name Data type P |Cardinality Description
header string M (1 This IE shall contain the name of the HTTP header
to encoded.
value EncodedHttpHea | M |1 This IE shall contain the value of the HTTP header.
derValue The value of the HTTP header shall be encoded as:

- value field of the EncodedHttpHeaderValue
structure specified in clause 6.2.5.2.14 if the
HTTP header is not to be encrypted.

- IndexToEncryptedValue structure specified
in clause 6.2.5.2.13 if the value of the HTTP
header is to be encrypted.
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6.2.5.2.8 Type: HttpPayload

Table 6.2.5.2.8-1: Definition of type HttpPayload

ETSI



3GPP TS 29.573 version 18.7.0 Release 18

90

ETSI TS 129 573 V18.7.0 (2024-07)

Attribute name

Data type

Cardinality

Description

iePath

string

1

This IE identifies the JSON pointer representation
(see IETF RFC 6901 [17]) of full JISON path of the IE
to be encoded. IEs that are of type object shall be
flattened into each individual attribute's full JISON
path and the HttpPayload IE shall only contain the
final leaf attribute IE path and its corresponding
value.

ieValueLocation

leLocation

This IE shall identify where the IE value is located -
i,e in the JSON body or in the multipart message
part.

ETSI



3GPP TS 29.573 version 18.7.0 Release 18 91 ETSI TS 129 573 V18.7.0 (2024-07)

value

object M (1 This IE shall contain the value of the IE
corresponding to "iePath", encoded as a free form
object.

If the value of this IE is encrypted, then the value
part shall be encoded as

"encBl ockl ndex": <array index in
Dat aTol nt egri t yProt ect AndC pher Bl ock>

}
(see clause 6.2.5.2.4).

If the value of this IE is a RefToBinary data type (see
3GPP TS 29.571 [12], then value shall contain the
value of the Content-ID header field of the
referenced binary body part.

The referenced binary body part of the
multipart/related message shall be either encrypted
or not encrypted depending on the protection policy
exchanged between the SEPPs.

If the referenced binary body part is required to be
encrypted, then the binary part is first base64
encoded into a byte array and then inserted into the
"DataTolntegrityProtectAndCipherBlock". Then two
HttpPayload instances with the following values shall
be added immediately after this HttpPayload
instance in the "DataTolntegrityProtectBlock"

"iePath": <JSON Pointer of the attribute
defined with theRef ToBi naryData type
>/ contenttype

"i eVal ueLocation": "MILTI PART_BI NARY"

"val ue": <val ue of the content type of
mul tipart binary>

b
{

"iePath": <JSON Pointer of the attribute
defined with the RefToBi naryData
type>/ dat a,

"i eVal ueLocation": "MILTI PART_BI NARY"
"val ue": {"encBl ockl ndex": <array index in
Dat aTol nt egri t yProt ect AndCi pher Bl ock t hat
contains the byte array>}

}

If the referenced binary body part is not required to
be encrypted, then the binary part is first base64
encoded into a byte array and then inserted as new
instance of HttpPayload IE in "
DataTolntegrityProtectBlock" as

"iePath": <JSON Pointer of the attribute
defined with the RefToBi naryData
type>/ contenttype
"i eVal ueLocation": "MILTI PART_BI NARY"
"val ue": <value of the content type of
mul tipart binary>
b
{
"iePath": <JSON path of the attribute
defined with the RefToBi naryData
type>/ dat a,
"i eVal ueLocation": "MILTI PART_BI NARY"
"val ue": <base64 encoded byte array>

}
See NOTE 1.

NOTE 1:

In this release of this specification only N16 interface has binary content and there is no sensitive
information carried over N16 interface. Consequently ciphering of binary part is not required in this release
of this specification. The encoding specified here is to provide a N32-f framework in a future proof manner
so that if a binary part need to be encrypted in future this structure can be used.
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of type MetaData

Attribute name

Data type

Cardinality

Description

n32fContextld

string

1

This IE shall contain the n32fContextld of the SEPP
receiving the message, which is exchanged between
the SEPPs during the parameter exchange
procedure (see clause 5.2.3).

The n32fContextld shall encode a 64-bit integer in
hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and
shall represent 4 bits. The most significant character
representing the 4 most significant bits of the N32-f
context Id shall appear first in the string, and the
character representing the 4 least significant bit of
the N32-f context Id shall appear last in the string.

Pattern: "\[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".

messageld

string

This IE identifies a particular request that is
transformed by the SEPP. The value of this IE shall
be encoded in hexadecimal representation of a 64
bit integer. This identifier is used in the N32-f error
reporting procedure as specified in clause 6.1.4.5.

Pattern: [a-fA-FO-9]{1, 16}$

authorizedlpxid

string

This IE identifies the first hop RI that is authorized to
insert modifications block. The identifier of the RI
shall be an FQDN. When there is no Rl that's
authorized to update, the value of this IE is set to the
string "NULL".

This IE shall be set to the empty string ", if the RI
originates a message as defined in clause 5.5.3.

riFgdn

Fqdn

0.1

This IE shall be present, If the originator of the N32-f
request message is the Roaming Intermediary.

When present, the IE shall contain the FQDN of the
Roaming Intermediary originating the N32-f request.

When present, the riFgdn together with the
messageld shall uniquely identify a N32-f message
received over the N32-f connection.
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Table 6.2.5.2.10-1: Definition of type Modifications

Attribute name

Data type

Cardinality

Description

operations

array(Patchltem)

1..N

This IE shall be included if an RI inserts modification
instructions on the JSON data carried in the
"DataTolntegrityProtectBlock" part of the N32-f
forwarded message. For the first modifications entry,
this IE shall not be included, since the first entry is
inserted by the SEPP.

This IE shall also be included if a RI originates a
message as defined in clause 5.5.3.

identity

Fqgdn

This IE shall contain the identity of the entity
inserting the modifications entry. The identity shall
be encoded in the form of an URI.

tag

string

0.1

This IE shall be present when the JWE

Authentication Tag value is non-empty as specified
in IETF RFC 7515 [16]. When present, this IE shall
contain the BASE64URL(JWE Authentication Tag).
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6.2.5.2.11 Type: FlatJweJson

Table 6.2.5.2.11-1: Definition of type FlatJweJson

Attribute name Data type P | Cardinality Description
protected string C |0.1 This IE shall be present if there is a JWE Protected
Header part of the JOSE header to encode as
specified in IETF RFC 7516 [14]. When present, this
IE shall contain the BASE64URL(UTF8(JWE
Protected Header)) encoding of the JWE protected
header.
unprotected object C |0.1 This IE shall be present if there is a IWE
unprotected header part of the JOSE header that is
shared across recipients, to encode as specified in
IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

header object C |0.1 This IE shall be present if there is a IWE
unprotected header part of the JOSE header that is
specific for the recipient, to encode as specified in
IETF RFC 7515 [16]. This value is represented as
an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

encrypted_key string C |0.1 This IE shall be present when the JWE Encrypted
Key for the recipient is non empty. When present this
IE shall contain BASE64URL(JWE Encrypted Key).
(NOTE)

aad string Cc |0..1 This IE shall be present when the JWE AAD value is
non-empty as specified in IETF RFC 7515 [16].
When present, this IE shall contain BASE64URL
encoding of the DataTolntegrityProtectBlock JSON
object (see clause 6.2.5.2.5).

iv string C |0.1 This IE shall be present when the JWE Initialization
Vector is non-empty as specified in

IETF RFC 7515 [16]. When present, this |IE shall
contain the BASE64URL(JWE Initialization Vector).

ciphertext string M (1 This IE shall contain BASE64URL(JWE Ciphertext).
The input for JWE ciphering is the
DataTolntegrityProtecAndCiphertBlock (see

clause 6.2.5.2.5).

tag string C |0..1 This IE shall be present when the JWE

Authentication Tag value is non-empty as specified
in IETF RFC 7515 [16]. When present, this IE shall
contain the BASE64URL(JWE Authentication Tag).

NOTE:  The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute
name is kept though as defined in the current specification for backward compatibility reason.
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Table 6.2.5.2.12-1: Definition of type FlatJwsJson

Attribute name

Data type

Cardinality Description

payload

string

1

This IE shall contain the BASE64URL encoding of
the Modifications JSON object (see
clause 6.2.5.2.10).

protected

string

0.1

This IE shall be present if there is a JWS Protected
Header part of the JOSE header to encode as
specified in IETF RFC 7515 [16]. When present, this
IE shall contain the BASE64URL(UTF8(JWS
Protected Header)) encoding of the JWS protected
header.

header

object

0.1

This IE shall be present if there is a IWS
unprotected header part of the JOSE header to
encode as specified in IETF RFC 7515 [16]. This
value is represented as

an unencoded free form JSON object, rather than as
a string. These Header Parameter values are not
integrity protected.

signature

string

This IE shall contain the BASE64URL encoded value
of the calculated JWS signature.

6.2.5.2.13 Type: IndexToEncryptedValue

Table 6.2.5.2.13-1: Definition of type IndexToEncryptedHttpHeader

Attribute name Data type P |Cardinality Description
encBlockindex Uinteger M |1 Index to the value in
DataTolntegrityProtectAndCipherBlock
6.2.5.2.14 Type: EncodedHttpHeaderValue

Table 6.2.5.2.14-1: Definition of type EncodedHttpHeaderValue as a list of "mutually exclusive
alternatives"

Data type

Cardinality

Desc

ription Applicability

string

1

HTTP header value.

IndexToEncryptedValue |1

Index to encrypted HTTP header in

the
DataTolntegrityProtectAndCipherBI
ock

6.2.5.2.15 Type: ProblemDetailsMsgForwarding

Table 6.2.5.2.15-1: Definition of type ProblemDetailsMsgForwarding as a list of to be combined data

types
Data type Cardinality Description Applicability
ProblemDetails 1
AdditionInfoMsgForwarding 1
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6.2.5.2.16 Type: AdditionInfoMsgForwarding

Table 6.2.5.2.16-1: Definition of type AdditioniInfoMsgForwarding

Attribute name Data type P | Cardinality Description

suggestedStatusCode integer O |0.1 When present, this IE shall indicate a status code
that is suggested to be sent to cNF if the cSEPP
cannot or does not resend the N32-f request taking
into account the N32-f error information.

suggestedProblemDetails |ProblemDetails | O |[0..1 When present, this IE shall indicate suggested
ProblemDetails to be sent to cNF if the cSEPP
cannot or does not resend the N32-f request taking
into account the N32-f error information.

riErrorinformation RiErrorinformat | O |[0..1 This IE may be included by a RI.

ion When present, this IE shall provide instructions to
the SEPP to terminate or re-establish the N32-f
connection and/or the N32-f context.

6.2.5.3 Simple data types and enumerations

6.2.5.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the
previous clauses.

6.2.5.3.2 Simple data types
The simple data types defined in table 6.1.5.3.2-1 shall be supported.

Table 6.2.5.3.2-1: Simple data types

Type Name Type Definition Description
6.2.5.3.3 Void
6.2.5.3.4 Void

6.2.6 Error Handling

6.2.6.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.2.6.2 Protocol Errors

Protocol Error Handling shall be supported as specified in clause 5.2.7.2 of 3GPP TS 29.500 [4].

6.2.6.3 Application Errors
The application errors defined for the JOSE protected message forwarding APl on N32-f are listed in Table 6.2.6.3-1.

ETSI



3GPP TS 29.573 version 18.7.0 Release 18

97

ETSI TS 129 573 V18.7.0 (2024-07)

Table 6.2.6.3-1: Application errors

Application Error HTTP status Description
code
PLMNID_MISMATCH 403 The PLMN ID in the Bearer token carried in the
Forbidden "Authorization" header of the reconstructed message
does not match the PLMN ID of the N32-f context.
SNPNID_MISMATCH 403 The SNPN ID in the Bearer token carried in the
Forbidden "Authorization" header of the reconstructed message
does not match the SNPN ID of the N32-f context.
REQUESTED_PURPOSE_NOT_ALLOWED 403 The purpose indicated in 3gpp-Sbi-Interplmn-
Forbidden Purpose header as specified in 3GPP TS 29.500 [4]
of the reconstructed message does not match with
any of the purposes exchanged via the Security
Capability Negotiation procedure.
CONTEXT_NOT_FOUND 403 The n32fContextld is unknown in the receiving
Forbidden SEPP.
UNSPECIFIED 403 The receiving SEPP fails to process the
Forbidden reconstructed message, and the error is reported by
N32f error reporting procedure as specified in
clause 5.2.5.
POLICY_MISMATCH 403 The encryption policy verification on the received
Forbidden N32-f message has failed, e.g. protected IEs are not
ciphered, or unprotected IEs are ciphered.
NO_CONNECTION_DUE_TO_CONTRACT 403 The message failed to be delivered as N32
Forbidden connection cannot be setup due to contractual
reasons.
NO_CONNECTION_DUE_TO_CONNECTIVITY |403 The message failed to be delivered as N32
Forbidden connection cannot be setup due to a connectivity
issue.
MSG_NOT_DELIVERED_DUE_TO_CONTRACT 403 The message was not delivered due to contractual
Forbidden reasons.
INVALID_RI_JWS_SIGNATURE 403 The error reporting request generated by the RI was
Forbidden not delivered because the JWS signature of the Rl is
invalid.
SWITCHING_TO_ANOTHER_RI 503 Service |The message was not delivered due to the service
Unavailable |being taken over by another RI, e.g. when the Rl is
shutting down.
INSUFFICIENT_RESOURCES 503 Service |The message was not delivered due to resource
Unavailable |exhaustion at the RI (e.g., memory, CPU, or network
bandwidth).
NETWORK_MAINTENANCE 503 Service |The message was not delivered due to network
Unavailable |maintenance at the RI.

6.3

6.3.1 APIURI

Nsepp_Telescopic_ FQDN_Mapping API

The Nsepp_Telescopic FQDN_Mapping Service shall use the SEPP Telescopic FQDN Mapping API.

The API URI of the SEPP Telescopic FQDN Mapping API shall be:

{apiRoot}/<apiName>/<apiVersion>

The request URIs used in HT TP requests from the NF service consumer towards the SEPP shall have the Resource URI
structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:

{apiRoot}/<apiName>/<apiV er sion>/<api SpecificResour ceUr iPar t>

with the following components:

- The{apiRoot} shall be set as described in 3GPP TS 29.501 [5].
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- The <apiName> shall be "nsepp-telescopic".
-  The<apiVersion> shall be"v1".

- The <api SpecificResourceUriPart> shall be set as described in clause 6.3.3.
6.3.2 Usage of HTTP

6.3.2.1 General
HTTP/2, as defined in IETF RFC 9113 [7], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nsepp_Telescopic_ FQDN_Mapping service shall comply with the OpenAPI [27]
specification contained in Annex A.

6.3.2.2 HTTP standard headers

6.3.2.2.1 General

The HTTP standard headers as specified in clause 4.3.2.2 shall be supported for this API.

6.3.2.2.2 Content type
The following content types shall be supported:

- JSON, asdefined in IETF RFC 8259 [9]. The use of the JSON format shall be signalled by the content type
"application/json”. See also clause 5.4 of 3GPP TS 29.500 [4].

- The Problem Details JSON Object (IETF RFC 9457 [22]. The use of the Problem Details JSON object in a
HTTP response body shall be signalled by the content type " application/problem+json”.

6.3.2.3 HTTP custom headers

6.3.2.3.1 General

In this release of this specification, no custom headers specific to the Nsepp_Telescopic FQDN_Mapping service are
defined. For 3GPP specific HTTP custom headers used across all service-based interfaces, see clause 5.2.3 of
3GPP TS 29.500 [4].

6.3.3 Resources

6.3.3.1 Overview

{apiRoot}/nsepp-telescopic/<apiVersion>

/mapping

Figure 6.3.3.1-1: Resource URI structure of the nsepp-telescopic API

Table 6.3.3.1-1 provides an overview of the resources and applicable HT TP methods.
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Table 6.3.3.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
Retrieve the mapping between the
Mapping /mapping GET FQDN in a foreign PLMN and a
telescopic FQDN, or viceversa.
6.3.3.2 Resource: Mapping
6.3.3.2.1 Description

This resource represents the mapping between the FQDN of an NF in aforeign PLMN and a telescopic FQDN.

6.3.3.2.2

Resource URI: { apiRoot} /nsepp-tel escopic/<apiV ersion>/mapping

Resource Definition

This resource shall support the resource URI variables defined in table 6.3.3.2.2- 1.

Table 6.3.3.2.2-1: Resource URI variables for this resource

Name Data type Definition
apiRoot string See clause 6.3.1
6.3.3.2.3 Resource Standard Methods
6.3.3.2.3.1 GET

This method shall support the URI query parameters specified in table 6.3.3.2.3.1-1.

Table 6.3.3.2.3.1-1: URI query parameters supported by the GET method on this resource

Name

Data type P

Cardinality

Description

foreign-fqdn

Fgdn

O

0.1

This parameter shall contain the FQDN of the NF in the
foreign network, that needs to be flattened to a telescopic
FQDN in the local network (i.e. an FQDN that points to the
local SEPP).

telescopic-label

string

o

0.1

This parameter shall contain the first label used in a
telescopic FQDN (i.e. an FQDN that points to the local SEPP)
that needs to be mapped to an NF in the foreign network.

NOTE: The parameters "foreign-fqdn" and "telescopic-label" shall not be present simultaneously.

This method shall support the request data structures specified in table 6.3.3.2.3.1-2 and the response data structures and
response codes specified in table 6.3.3.2.3.1-3.

Table 6.3.3.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type

P

Cardinality

Description

n/a
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Table 6.3.3.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
TelescopicMappin | M |1 200 OK Upon success, a response body containing a
g TelescopicMapping object shall be returned
ProblemDetails O |0.1 404 Not The mapping between a foreign FQDN and a telescopic FQDN
Found could not be found.

6.3.4 Data Model

6.34.1 General
This clause specifies the application data model supported by the API.

Table 6.3.4.1-1 specifies the data types defined for the Nsepp_Telescopic_ FQDN_Mapping service-based interface
protocol.

Table 6.3.4.1-1: Nsepp_Telescopic_FQDN_Mapping specific Data Types

Data type Clause defined Description
TelescopicMapping 6.3.4.2.2 Contains the Telescopic mapping data

Table 6.3.4.1-2 specifies data types re-used by the Nsepp_Telescopic_Mapping service-based interface protocol from
other specifications.

Table 6.3.4.1-2: Nsepp_Telescopic_FQDN_Mapping re-used Data Types

Data type Reference Comments
Fqdn 3GPP TS 29.571 [12]
ProblemDetails 3GPP TS 29.571 [12] |[Common data type for error responses
6.3.4.2 Structured data types
6.3.4.2.1 Introduction

This clause defines the structures to be used in resource representations.
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Table 6.3.4.2.2-1: Definition of type TelescopicMapping

Attribute name

Data type

P | Cardinality

Description

telescopicLabel

string

Cc (0.1

This parameter shall contain the first label to be used
in a telescopic FQDN (i.e. an FQDN that points to
the local SEPP) that corresponds to a given NF in
the foreign network.

In a successful response, this parameter shall be
included when the query parameter "foreign-fgdn" is
present in the request.

seppDomain

Fqgdn

This parameter shall contain the FQDN of the
domain of the local SEPP that needs to be
appended after the "telescopicLabel" to compose the
complete flattened telescopic FQDN.

In a successful response, this parameter shall be
included when the query parameter "foreign-fqdn" is
present in the request.

foreignFgdn

Fqdn

This parameter shall contain the FQDN of the NF in
the foreign network.

In a successful response, this parameter shall be
included when the query parameter "telescopic-
label" is present in the request.

6.3.4.3 Simple data types and enumerations

6.3.4.3.1 Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the

previous clauses.

6.3.4.3.2 Simple data types

The simple data types defined in table 6.3.4.3.2-1 shall be supported.

Table 6.3.4.3.2-1: Simple data types

Type Name

Type Definition

Description

6.3.5 Error Handling

6.35.1 General

HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].

6.3.5.2 Protocol Errors

Protocol Error Handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].

6.3.5.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nsepp_Telescopic_Mapping service, and the following application errorslisted in Table 6.3.5.3-1 are specific for the
Nsepp_Telescopic_Mapping service.
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Table 6.3.5.3-1: Application errors

Application Error HTTP status code Description

6.3.6 Feature Negotiation

This API does not currently specify any features.

6.3.7 Security

6.3.7.1 General

This API shall be accessed only from NFsin the same PLMN as the SEPP; it shall not be exposed externally to NFs
from another PLMN.

7 Usage of HTTP CONNECT for N32-c connection
establishment via Roaming Intermediaries

7.1 General

HTTP/2, asdefined in IETF RFC 9113 [7], shall be used.

The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required
by HTTP/2 (see IETF RFC 9113 [7]).

The HTTP CONNECT method shall be used as defined in clause 9.3.6 of IETF RFC 9110 [9] and clause 8.5 of
IETF RFC 9113 [7].

The ":authority" pseudo-header field in the HTTP/2 CONNECT request message shall be set to:
":authority” = uri-host [*:" port] as specified in clause 8.3.1 of IETF RFC 9113 [7].

The Uri-host shall indicate the FQDN of the p-SEPP.

The HTTP CONNECT request and the 200 OK status response shall not contain any content.

7.2 HTTP standards headers

The HTTP standard headers defined in Table 7.2-1 shall be supported on the interface between the SEPP and RI.

Mandatory to support HT TP standard headers does not mean that all the HT TP requests and responses carry the
identified request and response headers respectively. It only meansit is mandatory to support the processing of the
identified headers in request and response message.
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Table 7.2-1: Mandatory to support HTTP response standard headers

Name Reference Description

Via IETF RFC 9110 [9] This header should be inserted by a Rl when relaying an HTTP
error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It
may be inserted when relaying other HTTP responses.

When inserted by a RI, the received-protocol portion of the
header field value should be set to "HTTP/2.0" or "2.0" and the
received-by portion of the header field value should be formatted
as follows:

- "RI-<RI FQDN>" for a RI

Server IETF RFC 9110 [9] This header should be inserted by the originator of an HTTP
error response (see clause 6.10.8 of 3GPP TS 29.500 [4]). It
may be inserted otherwise.

When inserted by a RI, the pattern of the header should be
formatted as follows:

- "RI-<RI FQDN>" for a RI

NOTE:  The inclusion of the Via and Server header in an HTTP CONNECT error response message enables the
receiving SEPP to determine which RI has rejected the request in scenarios with two Rls between the
SEPPs.

7.3 HTTP custom headers

7.3.1 3gpp-Connect-Reqg-Info

The header enables to convey information in the HTTP CONNECT request to the RI, that may be used by the RI to
determine whether to allow the establishment of the N32-c connection and/or for troiuble-shooting.

The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].

Shi - Connect - Reg- | nf o- Header = "3gpp- Connect - Reg- I nfo:" OAS connect - purpose”;" OAS ori g-network-id

" OAB sender-fqdn [";" OAS intended-n32-purposes] *( ";" OAN5 reqg-param) ONS
connect - pur pose = "connect - pur pose=" OAS connect - pur pose-val ue
connect - pur pose-val ue = "n32c" / token
orig-network-id = "originating-network-id=" ON5 3DIGT "-" 2*3DIG T [ "-" 11HEXDI G ]
sender-fqdn = "sender-fqdn=" OA5 4*( ALPHA / DIGT / "-" [ "." )

i nt ended- n32- pur poses = i ntended- n32- purpose *(";" OA5 intended- n32- purpose)
i nt ended- n32- purpose = "intended- n32- pur pose=" OA5 n32- pur pose-val ue

n32- pur pose-val ue = "ROAM NG'
/"1 NTER_PLMN_MOBI LI TY"
" SMS_| NTERCONNECT"
" ROAM NG_TEST"
"1 NTER_PLMN_MOBI LI TY_TEST"
" SM5_| NTERCONNECT_TEST"
" SNPN_| NTERCONNECT"
" SNPN_| NTERCONNECT_TEST"
" DI SASTER_ROAM NG'
"Dl SASTER_ROAM NG_TEST"
" DATA_ANALYTI CS_EXCHANGE"
" DATA_ANALYTI CS_EXCHANGE _TEST"
t oken

~ e~ — —

req- param = reqg- paramnane "=" OA5 reqg- paramval ue
reg- param nane = token

req- paramval ue = token
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EXAMPLE 1:  For an HTTP CONNECT request message from the c-SEPP to the RI-A to request establishing the
TCP connection towards the p-SEPP:
3gpp-Connect-Reg-Info: connect-purpose=n32c; originating-network-id=123-45;sender-
fgdn=sepp12.5gc.mnc155.mcc400.3gppnetwork;intended-n32-purpose=ROAMING;intended-32-
purpose=SMS _INTERCONNECT

EXAMPLE 2:  For an HTTP CONNECT request message from the RI-A to the RI-B to request establishing the
TCP connection towards p-SEPP:
3gpp-Connect-Reg-Info: connect-purpose=n32c;originating-network-id=123-45; sender-
fqdn=ri234.rioperator.com;intended-n32-purpose=ROAMING;intended-n32-
purpose=SMS _INTERCONNECT

7.3.2 3gpp-Connect-Resp-Info
The header enablesto convey information in the HTTP CONNECT response towards the ¢c-SEPP.
The encoding of the header follows the ABNF as defined in IETF RFC 9110 [9].

Shi - Connect - Resp- | nf 0o- Header = "3gpp- Connect-Resp-Info:" OAS resp-param*( ";" OA5 resp-param) OAS
resp-param = al | owed- n32- purposes / p-sepp-fqgdn / other-resp-param

al | owed- n32- pur poses = al | owed- n32- purpose *(";" OAS al | owed- n32- pur pose)

al | owed- n32- purpose = "al | owed- n32- pur pose=" OAS n32- pur pose-val ue

p-sepp-fgdn = "p-sepp-fqdn=" OA5 4*( ALPHA/ DI T/ "-" [ "." )

ot her-resp-param = ot her-resp-paramnanme "=" OAS ot her-resp-paramval ue

ot her - resp- param name = t oken

ot her-resp-paramval ue = token

EXAMPLE: 3gpp-Connect-Resp-Info: alowed-n32-purpose=ROAMING;allowed-n32-
purpose=SMS_INTERCONNECT;p-sepp-fgdn=sepp2.5gc.mnc203.mcc422.3gppnetwork.org

7.4 Error Handling

7.4.1 General
HTTP/2 connection error and stream error shall be supported as specified in clause 5.4 of IETF RFC 9113 [7].
Upon detecting an error, the RI shall send an 4XX or 5XX error response. The error response should include a

ProblemDetails object providing details on the error and including one of the application errors defined in Table 7.4.2-
1

7.4.2  Application Errors

The application errors defined for the HTTP CONNECT service arelisted in Table 7.4.2-1.
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Table 7.4.2-1: Application errors

Application Error HTTP status Description
code
INVALID_MSG_FORMAT 400 Bad It is used when the c-SEPP sends an HTTP request
Request with an invalid format.

CONTRACTUAL_REASON

403 Forbidden

It is used when the SEPP request does not match
with the contract between the SEPP and RI.

INSUFFICIENT_RESOURCES

500 Internal
Server Error

It is used when the RI does not have enough
resources to establish the TCP connection toward the
destination.

SYSTEM_FAILURE 500 Internal  |The request is rejected due to generic error condition
Server Error__|at the RI.

CONNECTIVITY_ISSUE 502 Bad It is used when the RI cannot establish the
Gateway connection towards the destination SEPP due to

connectivity issue.
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Annex A (normative):
OpenAPI Specification

Al General

This Annex specifies the formal definition of the N32 Handshake API(s) on the N32-c interface. It consists of OpenAPI
3.0.0 specifications, in Y AML format.

This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of
information elements and methods within the API(s).

NOTE: The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations
of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the
specification also apply.

Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a
Git-based repository that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and
3GPP TR 21.900 [7] clause 5B).

A.2 N32 Handshake API

openapi: 3.0.0

info
version: '1.3.0
title: 'N32 Handshake API
description:
N32- ¢ Handshake Service
© 2024, 3GPP Organi zational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTO
Al rights reserved
servers:
- url: '{api Root}/n32c-handshake/v1l
vari abl es:
api Root :
default: https://exanple.com
description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
ext er nal Docs
description: 3GPP TS 29.573 V18.7.0; 5G System Public Land Mbile Network (PLMN) |nterconnection
Stage 3
url: https://ww. 3gpp. org/ ftp/ Specs/archivel/29_series/29.573/

pat hs:
/ exchange- capabi lity
post:
summary: Security Capability Negotiation
tags:

- Security Capability Negotiation

operationld: PostExchangeCapability

request Body:
description: Custom operation for security capability negotiation
requi red: true

content:
application/json
schema:
$ref: '#/ conponents/schemas/ SecNegoti at eReqDat a
responses
' 200
description: OK (Successful negitiation of security capabilities)
content:
application/json
schema:
$ref: ' #/ conponent s/ schemas/ SecNegot i at eRspDat a'
' 307
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 307
' 400'
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 401
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$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 401’

' 4g§ef . ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 403’
' 4gfef © ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 4g?ef : ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 409’
' Aég-ef © ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 411’
' 4é?ef : ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 413’
' 4éfef © ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 415’
' 4§?ef . ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 429’
' Sg?ef © ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 500°
' 5grzef : ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 502'
dsgfe:‘ : ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
efaul t:

description: Unexpected error
| exchange- par ans:
post:

sunmary: Paraneter Exchange

tags:
- Paraneter Exchange

operationld: Post ExchangePar ans

r equest Body:
description: Custom operation for paraneter exchange
required: true

content:

application/json

schema
$ref: ' #/ conponent s/ schemas/ SecPar anExchReqDat a
responses

' 200

description: OK (Successful exchange of paraneters)

content:

application/json
schema
$ref: '#/ conponents/schemas/ SecPar anExchRspDat a

' 400

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 401

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 401
' 403

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403
' 404

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 404
' 409'

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 409
'411

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 411
'413'

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 413
'415'

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 415
' 429'

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 429
' 500

$ref: ' TS29571_ ConmonDat a. yanl #/ conponent s/ r esponses/ 500
' 502

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 502
' 503"

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error
/I n32f -term nate
post :
summary: N32-f Context Term nate
t ags:
- N32-f Context Term nate
operationld: PostN32f Term nate
request Body:
description: Custom operation for n32-f context term nation
required: true
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content:

application/json:

schema:
$ref: '#/ conponent s/ schemas/ N32f Cont ext | nf o'
responses:

'200':

description: OK (Successful exchange of paraneters)

content:

application/json:
schema:
$ref: ' #/ conponent s/ schemas/ N32f Cont ext | nf o'

' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
'401":

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 401"
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
"411":

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 411"
'413":

$ref: 'TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 413’
'415':

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 415'
'429':

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 429’
' 500" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 502" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 502"
' 503" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error
/n32f-error:
post:

summary: N32-f Error Reporting Procedure

tags:
- N32-f Error Report

operationld: PostN32fError

r equest Body:
description: Customoperation for n32-f error reporting procedure
required: true

content:

application/json:

schema:
$ref: '#/ conponents/schenas/ N32f Errorl nfo'
responses:

'204":

description: successful error reporting
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
'401":

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 401"
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
"411":

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 411"
'413':

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 413’
'415':

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 415'
'429':

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 429’
' 500" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 502" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 502'
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

conponents:
schemas:

SecurityCapability:
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description: Enuneration of security capabilities
anyCf :
- type: string
enum
- TLS
- PRINS
- NONE
- type: string
Api Si ghat ur e:
description: APl URl of the service operation
oneC :
- $ref: 'TS29571_ConmmonDat a. yanl #/ conponent s/ schemas/ Uri'
- $ref: '#/ component s/ schemas/ Cal | backNarne'
Ht t pMet hod:
description: Enuneration of HTTP met hods
anyOf :
- type: string
enum
- CGET
- PUT
- POST
- DELETE
- PATCH
- HEAD
- OPTIONS
- CONNECT
- TRACE
- type: string

| eType:
description: Enuneration of types of IEs (i.e kind of IE) to specify the protection policy
anyCf :
- type: string
enum
- UEID
- LOCATI ON
- KEY_MATERI AL
- AUTHENTI CATI ON_MATERI AL
- AUTHORI ZATI ON_TOKEN
- OTHER
- NONSENSI Tl VE
- type: string

| eLocati on:
description: Location of the |E in a HITP nmessage
anyCf :
- type: string
enum
- UR _PARAM
- HEADER
- BODY
- MULTI PART_BI NARY
- URI _PATH
- type: string

| el nfo:
description: Protection and nodification policy for the IE
type: object
required:
- ielLoc
- ieType
properties:
i eLoc:
$ref: '#/ components/schemas/|elLocation’
i eType:
$ref: '#/ conponents/schenas/|eType'
reqle:
type: string
rsple:
type: string
i sModi fi abl e:
type: bool ean
i sModi fi abl eByl px:
type: object
addi ti onal Properti es:
type: bool ean
m nProperties: 1
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Api | eMappi ng:
description: APl URl to |E mapping on which the protection policy needs to be applied
type: object
required:
- api Signature
- api Met hod
- lelist
properties:
api Si gnat ure:
$ref: '#/ conponents/schemas/ Api Si gnature'
api Met hod:
$ref: '#/ conponents/schemas/ H t pMet hod'
leList:
type: array
items:
$ref: ' #/ conponents/schenas/|elnfo'
mnltems: 1
# The attribute name does not follow the nam ng conventions specified in 3GPP TS 29.501. The
attribute name is kept though as defined in the current specification for backward conpatibility
reason.

Prot ectionPolicy:
description: The protection policy to be negotiated between the SEPPs
type: object
required:
- api | eMappi ngLi st
properties:
api | eMappi nglLi st :
type: array
itens:
$ref: '#/ conponents/schemas/ Api | eMappi ng'
mnltems: 1
dat aTypeEncPol i cy:
type: array
itens:
$ref: ' #/ conponents/schenmas/|eType'
mnltems: 1

SecNegot i at eReqDat a:
description: Defines the security capabilities of a SEPP sent to a receiving SEPP
type: object
required:
- sender
- supportedSecCapabilityLi st
properties:
sender:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Fqdn'
n32Handshakel d:
type: string
pattern: '~[A-Fa-f0-9]{16}%'
support edSecCapabi | i tyLi st:
type: array
items:
$ref: '#/ conponents/schenas/ SecurityCapability'
mnltenms: 1
3GopShi Tar get Api Root Support ed:
type: bool ean
default: false
# The attribute name does not follow the nam ng conventions specified in 3GPP TS 29.501. The
attribute nanme is kept though as defined in the current specification for backward conpatibility
reason.
pl rml dLi st:
type: array
itens:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl ml d'
mnltems: 1
snpnl dLi st:
type: array
itens:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Pl rml dNi d'
mnltems: 1
target Pl ml d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl ml d'
tar get Snpnl d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Pl i dNi d'
i nt endedUsagePur pose:
type: array
itens:
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$ref: '#/ conponents/schenas/ | nt endedN32Pur pose’

mnltens: 1
suppor t edFeat ur es:

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
sender N32f Fqdn:

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schemas/ Fqdn'
sender N32f Por t :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Ui nt eger’

SecNegot i at eRspDat a:
description: Defines the selected security capabilities by a SEPP
type: object
required:
- sender
- sel ectedSecCapability
properties:
sender:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Fqdn'
sel ect edSecCapabi lity:
$ref: ' #/ conmponent s/ schemas/ SecurityCapability'
n32Handshakel d:
type: string
pattern: '~[A-Fa-f0-9]{16} %'
3CGopShi Tar get Api Root Support ed:
type: bool ean
default: false
# The attribute name does not follow the nam ng conventions specified in 3GPP TS 29.501. The
attribute name is kept though as defined in the current specification for backward conpatibility
reason.
pl ml dLi st:
type: array
itemns:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Pl i d'
mnltems: 1
snpnl dLi st :
type: array
itemns:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Pl I dNi d'
mnltems: 1
al | onedUsagePur pose:
type: array
itens:
$ref: '#/ conponents/schenas/ | nt endedN32Pur pose'
mnltems: 1
rej ect edUsagePur pose:
type: array
itens:
$ref: '#/ conponents/schenas/ | nt endedN32Pur pose’
mnltems: 1
support edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
sender N32f Fqdn:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Fqdn'
sender N32f Por t Li st :
type: array
items:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Ui nt eger’
mnltems: 1

SecPar anExchReqDat a:
description: Request data structure for parameter exchange
type: object
required:
- n32f Contextld
properties:
n32f Cont ext | d:
type: string
pattern: '~[A-Fa-f0-9]{16}%
j weCG pher Sui teLi st:
type: array
itemns:
type: string
mnltems: 1
j wsCi pher Sui teLi st:
type: array
items:
type: string
mnltems: 1

ETSI



3GPP TS 29.573 version 18.7.0 Release 18 112

protectionPolicylnfo:
$ref: '#/ conponents/schenas/ ProtectionPolicy'
secProfiles:
type: array
items:
type: string
mnltenms: 1
maxltens: 256
i pxProvi der Secl nf oLi st :
type: array
items:
$ref: '#/ conponents/schenas/ | pxProvi der Secl nf o'
mnltems: 1
sender:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Fqdn'

SecPar anExchRspDat a:
description: Response data structure for parameter exchange
type: object
required:
- n32f Contextld
properties:
n32f Cont ext | d:
type: string
pattern: '~[A-Fa-f0-9]{16}%
sel ect edJweCi pher Sui te:
type: string
sel ect edJwsCi pher Sui t e:
type: string
sel Prot ecti onPol i cyl nfo:
$ref: '#/ conponents/schenas/ ProtectionPolicy'
sel SecProfiles:
type: array
itens:
type: string
mnltems: 1
maxl|tems: 256
i pxProvi der Secl nf oLi st :
type: array
items:
$ref: ' #/ conponent s/ schemas/ | pxProvi der Secl nf o'
mnltenms: 1
sender:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ Fqdn'

N32f Cont ext | nf o:
description: N32-f context information
type: object
required:
- n32f Contextld
properties:
n32f Cont ext | d:
type: string
pattern: '~[A-Fa-f0-9]{16}%
Cal | backNarre:
description: Callback Name
type: object
required:
- cal |l backType
properties:
cal | backType:
type: string
N32f Error | nf o:
description: N32-f error information
type: object
required:
- n32f Messagel d
- n32fError Type
properti es:
n32f Messagel d:
type: string
n32f Er r or Type:
$ref: '#/ conponents/schenas/ N32f Err or Type'
n32f Cont ext | d:
type: string
pattern: '~[A-Fa-f0-9]{16}%'
fail edModi ficationList:
type: array
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items:
$ref: '#/ conponents/schenas/ Fai |l edModi ficationl nfo'
mnltems: 1
errorDetail sList:
type: array
items:
$ref: '#/ conponents/schemas/ N32f Error Detai | '
mnltens: 1
pol i cyM smat chlLi st:
type: array
items:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ | nval i dPar am
mnltems: 1
ri Errorlnformation:
$ref: '#/ conponents/schemas/ R Errorlnformation'

Fai | edMbdi fi cati onl nf o:
description: Information on N32-f nodifications block that failed to process
type: object
required:
- ipxld
- n32f Error Type
properties:
i pxId:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Fqdn'
n32f Err or Type:
$ref: ' #/ conponent s/ schemas/ N32f Err or Type'
N32f Error Det ai | :
description: Details about the N32f error
type: object
required:
- attribute
- nsgReconst ruct Fai | Reason
properties:
attribute:
type: string
msgReconst ruct Fai | Reason:
$ref: '#/ conponents/schenas/ Fail ur eReason'
| pxProvi der Secl nf o:
description: Defines the security information |ist of an R
type: object
required:
- ipxProviderld
properties:
i pxProvi derl d:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Fqdn'
rawPubl i cKeylLi st :
type: array
items:
type: string
mnltenms: 1
certificateList:
type: array
items:
type: string
mnltenms: 1

I nt endedN32Pur pose:
description: Indicates the intended N32 establishnent purpose
type: object
required:
- usagePur pose
properties:
usagePur pose:
$ref: '#/ conponents/schemas/ N32Pur pose’
addi tional I nfo:
type: string
cause:
type: string

Ri Errorlnformation:
description: R error information
type: object
properties:
n32f Connect i onRel | nd:
$ref: ' #/ conponent s/ schemas/ N32Rel easel ndi cati on'
n32f Cont ext Rel | nd:
$ref: '#/ conponents/schenas/ N32Rel easel ndi cati on'
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alternativeR :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Fqdn'

N32f Er r or Type:
description: Type of error while processing N32-f nmessage
anyCf :
- type: string
enum
- | NTEGRI TY_CHECK_FAI LED
- | NTEGRI TY_CHECK_ON_MODI FI CATI ONS_FAI LED
- MODI FI CATI ONS_| NSTRUCTI ONS_FAI LED
- DECI PHERI NG_FAI LED
- MESSAGE_RECONSTRUCTI ON_FAI LED
- CONTEXT_NOT_FOUND
- | NTEGRI TY_KEY_EXPI RED
- ENCRYPTI ON_KEY_EXPI RED
- POLI CY_M SVATCH
- NETWORK_MAI NTENANCE
- | NSUFFI Cl ENT_RESOURCES
- NO_CONNECTI ON_DUE_TO_CONTRACT
- | DLE_N32F_CONNECTI ON
- SWTCH NG _TO ANOTHER RI
- NO_CONNECTI ON_DUE_TO_CONNECTI VI TY
- type: string

Fai | ur eReason:
description: Reason for failure to reconstruct a HITP/ 2 nessage from N32-f nessage
anyOf :
- type: string
enum
- I NVALI D_JSON_PQO NTER
- I NVALI D_| NDEX_TO ENCRYPTED BLOCK
- | NVALI D_HTTP_HEADER
- type: string

N32Pur pose:
description: Usage purpose of establishing N32 connectivity
anyCf :
- type: string
enum
- ROAM NG
- | NTER_PLMN_MOBI LI TY
- SMS_| NTERCONNECT
- ROAM NG_TEST
- I NTER_PLMN_MOBI LI TY_TEST
- SMS_| NTERCONNECT_TEST
- SNPN_| NTERCONNECT
- SNPN_I NTERCONNECT_TEST
- DI SASTER_ROAM NG
- DI SASTER_ROAM NG _TEST
- DATA _ANALYTI CS_EXCHANGE
- DATA _ANALYTI CS_EXCHANGE _TEST
- type: string

N32Rel easel ndi cati on:
description: N32-f connection/context rel ease indication
anyCf :
- type: string
enum
- RELEASE_REESTABLI| SHVENT_ALLOWED
- RELEASE_REESTABL| SHVENT_NOT_ALLONED
- REESTABLI SH
- type: string

A.3  JOSE Protected Message Forwarding API on N32-f

openapi: 3.0.0

i nfo:
version: '1.3.0
title: "JOSE Protected Message Forwarding API'
description: |
N32-f Message Forwarding Service.
© 2024, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTO).
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Al rights reserved.

servers:
- url: '{api Root}/n32f-forward/ vl
vari abl es:
api Root :

default: https://exanple.com
description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
ext er nal Docs:
description: 3GPP TS 29.573 V18.7.0; 5G System Public Land Mbile Network (PLMN) I nterconnection;
St age 3
url: https://ww. 3gpp. org/ftp/ Specs/ archivel/ 29 _series/29.573/

pat hs:
/ n32f - process:
post:
summary: N32-f Message Forwardi ng
tags:
- N32-f Forward
operationld: PostN32fProcess

par anet ers:
- name: Content-Encodi ng
in: header
description: Content-Encoding, described in | ETF RFC 9110
schema:

type: string
- name: Accept - Encodi ng
in: header
description: Accept-Encodi ng, described in | ETF RFC 9110
schema:
type: string
- nane: 3gpp- Shi - Message-Priority
in: header
description: 3gpp- Shi-Mssage-Priority, defined in 3GPP TS 29. 500
schema
type: string
request Body:
description: Custom operation N32-f Message Forwardi ng
required: true

content:
application/json:
schena:
$ref: ' #/ conponent s/ schemas/ N32f Ref or mat t edReqMVsg'
responses:
'200':
description: OK (Successful forwarding of reformatted nmessage over N32-f)
content:
application/json:
schema:
$ref: '#/ conponents/schenmas/ N32f Ref or mat t edRspMsg'
headers:

Accept - Encodi ng:
description: Accept-Encoding, described in | ETF RFC 9110
schema:
type: string
Cont ent - Encodi ng:
description: Content-Encoding, described in | ETF RFC 9110
schema:
type: string
3gpp- Sbi - Message-Priority:
description: 3gpp- Shi-Mssage-Priority, defined in 3GPP TS 29. 500
schema:
type: string

' 400" :

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 400’
' 401" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 401"
' 403" :

description: Forbidden

content:

appl i cati on/ probl emtj son:
schema:
$ref: ' #/ conponents/schenas/ Probl enDet ai | sMsgFor war di ng'

' 404" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404"
411" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 411’
'413':

$r e]; . ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 413’
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'415":
$ref:
'429'
$ref:
'500':
$ref:
'502':
$ref:
'503":
$ref:
defaul t:
descri

options:

' TS29571_CommonDat a.
' TS29571_CommonDat a.
' TS29571_CommonDat a.
' TS29571_ConmonDat a.
' TS29571_CommonDat a.

ption:

116

yani #/ conponent s/ r esponses/ 415’
yani #/ conponent s/ r esponses/ 429’
yaml #/ conponent s/ r esponses/ 500’
yani #/ conponent s/ r esponses/ 502'

yaml #/ conponent s/ r esponses/ 503’

Unexpected error

summary: Di scover conmmuni cation options supported by next hop (R
operationld: N32f ProcessOpti ons

t ags:
- N32-f Forward
responses:

1204 :

description: No Content

header s:

Accept - Encodi ng:
description:
schema:
type: string

'400' :

$ref: ' TS29571_ CommonDat a.
'401":

$ref: ' TS29571_ConmonDat a.
'403':

$ref: ' TS29571 CommonDat a.
'404' :

$ref: ' TS29571_CommonDat a.
' 405" :

$ref: ' TS29571_CommonDat a.
'429'

$ref: ' TS29571_CommonDat a.
' 500" :

$ref: ' TS29571_CommonDat a.
'501":

$ref: ' TS29571_CommonDat a.
'502':

$ref: ' TS29571 CommonDat a.
'503':

$ref: ' TS29571_CommonDat a.
defaul t:

$ref: ' TS29571_ConmmonDat a.

conponent s:
schemas:

#

# STRUCTURED TYPES

#

Fl at JweJson:

descri ption:
obj ect

type:
required:

- ci phertext
properties:
pr ot ect ed:

type:

string

unpr ot ect ed:

type:
header :

type:

obj ect

obj ect

encrypt ed_key:

type:

string

Accept - Encodi ng,

described in | ETF RFC 9110

yanl #/ conponent s/ r esponses/ 400’
yani #/ conponent s/ r esponses/ 401’
yanl #/ conponent s/ r esponses/ 403’
yani #/ conponent s/ r esponses/ 404’
yanl #/ conponent s/ r esponses/ 405’
yani #/ conponent s/ r esponses/ 429’
yanl #/ conponent s/ r esponses/ 500’
yani #/ conponent s/ r esponses/ 501’
yaml #/ conponent s/ r esponses/ 502’
yani #/ conponent s/ r esponses/ 503’

yam #/ conponent s/ responses/ def aul t'

Contains the integrity protected reformatted bl ock

ETSI TS 129 573 V18.7.0 (2024-07)

or SEPP)

# The attribute name does not follow the nam ng conventions specified in 3GPP TS 29.501. The
attribute name is kept though as defined in the current specification for backward conpatibility

reason.
aad:
type:
iv:
type:

string

string

ci phertext:
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type: string
tag:
type: string

Fl at JwsJson:
description: Contains the nodification fromR's on path
type: object
required:

- payl oad
- signature
properties:
payl oad:
type: string
protect ed:
type: string
header :
type: object
si gnature:
type: string

N32f Ref or mat t edReqMsQ:
description: Contains the reformatted HTTP/ 2 request message
type: object
required:
- reformattedData
properties:
ref ormat t edDat a:
$ref: ' #/ conponent s/ schenmas/ Fl at JweJson'
nodi fi cati onsBl ock:
type: array
itens:
$ref: ' #/ conponent s/ schenmas/ Fl at JwsJson'
mnltems: 1

N32f Ref or nat t edRspMsg:
description: Contains the reformatted HTTP/ 2 response nessage
type: object
required:
- reformattedDat a
properties:
ref ormatt edDat a:
$ref: '#/ conponents/schenas/Fl at JweJson'
nodi fi cati onsBl ock:
type: array
items:
$ref: ' #/ conponents/schenas/Fl at JwsJson'
mnltems: 1

Dat aTol nt egri t yProt ect AndGi pher Bl ock:
description: HTTP header to be encrypted or the value of a JSON attribute to be encrypted
type: object
required:

- dat aToEncrypt
properties:
dat aToEncrypt :
type: array
items: {}
mnltems: 1

Dat aTol nt egri t yPr ot ect Bl ock:
description: Data to be integrity protected
type: object
properties:

met aDat a:
$ref: ' #/ component s/ schemas/ Met aDat a'
request Li ne:
$ref: '#/ conponents/schenas/ Request Li ne'
st at usLi ne:
type: string
headers:
type: array
itemns:
$ref: ' #/ conponent s/ schemas/ Ht t pHeader'
mnltems: 1
pay! oad:
type: array
items:
$ref: ' #/ conponents/schemas/ Ht t pPayl oad’
mnltems: 1
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Request Li ne:
description: >
Contains the request |ine of the HTTP APl request being reformatted and forwarded over N32-f
type: object
required:
- net hod
- schene
- authority
- path
- protocol Version
properties:
net hod:
$ref: ' TS29573_N32_Handshake. yanl #/ conponent s/ schemas/ Ht t pMet hod'
scheme:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Uri Scheng'
aut hority:
type: string
pat h:
type: string
pr ot ocol Ver si on:
type: string
quer yFragnent :
type: string
pat hQuer yProt ect | nd:
type: array
items:
$ref: ' TS29573_N32_Handshake. yani #/ conponent s/ schenas/ | eLocat i on'
mnltems: 1
maxltems: 2
Ht t pHeader :
description: Contains the encoding of HITP headers in the APl request / response
type: object
required:
- header
- val ue
properties:
header :
type: string
val ue:
$ref: ' #/ conponent s/ schemas/ EncodedHt t pHeader Val ue'
Ht t pPayl oad:
description: Contains the encoding of JSON content in the APl request / response
type: object
required:
- iePath
- ieVal ueLocation
- val ue
properties:
i ePat h:
type: string
i eVal ueLocati on:
$ref: ' TS29573_N32_Handshake. yanl #/ conponent s/ schemas/ | eLocat i on’
val ue:
type: object
Met aDat a:
description: Contains the nmeta data information needed for replay protection
type: object
required:
- n32f Contextld
- nessageld
- authorizedl pxld
properties:
n32f Cont ext | d:
type: string
pattern: '~[A-Fa-f0-9]{16}%
messagel d:
type: string
aut hori zedl px| d:
type: string
ri Fgdn:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Fqdn'
Modi fi cations:
description: Information on inserting of the nodifications entry
type: object
required:
- identity
properties:
identity:
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$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Fqdn'
operati ons:
type: array
items:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ Pat chl t eni
mnltems: 1
tag:
type: string
I ndexToEncr ypt edVal ue:
description: Index to the encrypted val ue
type: object
required:
- encBl ockl ndex
properties:
encBl ockl ndex:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Ui nt eger'
EncodedHt t pHeader Val ue:
description: HTTP header value or index to the HITP header val ue
oneC :
- type: string
- $ref: '#/ component s/ schemas/ | ndexToEncr ypt edVal ue'

Pr obl enDet ai | sMsgFor war di ng:
description: N32-f nmessage forwarding Error Detail
al | OF :
- $ref: 'TS29571_CommonDat a. yani #/ conponent s/ schenas/ Pr obl enDet ai | s’
- $ref: '#/ conponents/schemas/ Addi ti onl nf oMsgFor war di ng'

Addi ti onl nf oMsgFor war di ng:
description: Problem Details extensions for N32-f message forwarding
properties:
suggest edSt at usCode:
type: integer
suggest edPr obl enDet ai | s:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
ri Errorlnformation:
$ref: ' TS29573_N32_Handshake. yanl #/ conponent s/ schemas/ Ri Error | nf or nati on’

#
# SI MPLE TYPES
#

#
# ENUMS
#

A.4  SEPP Telescopic FQDN Mapping API

openapi: 3.0.0

i nfo:
version: '1.2.0
title: 'SEPP Tel escopi c FQDN Mappi ng API'
description: |
SEPP Tel escopi ¢ FQDN Mappi ng Servi ce.
© 2024, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTO).
Al rights reserved.

servers:
- url: '{api Root}/ nsepp-tel escopic/vl
vari abl es:
api Root :

defaul t: https://exanple.com
description: apiRoot as defined in clause 4.4 of 3GPP TS 29. 501.

ext er nal Docs:

description: 3GPP TS 29.573 V18.7.0; 5G System Public Land Mbile Network (PLMN) |nterconnection;
Stage 3

url: https://ww. 3gpp. org/ ftp/ Specs/archivel/29_series/29.573/

pat hs:
/ mappi ng:
get:
summary: Maps an FQDN to/froma tel escopic FQDN
operationld: GetTel escopi cMappi ng
tags:
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- Tel escopi ¢ Mappi ng (Docunent)
parameters:

- nane: foreign-fqdn

in: query

description: FQDN of the NF in the foreign PLMN

schema:

$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Fqdn'

- nanme: tel escopic-|abel

in: query

description: Tel escopic Label

schena:

type: string
responses:

'200':

description: Expected response to a valid request

content:

application/json:
schema:
$ref: ' #/ conponents/schenas/ Tel escopi cMappi ng'

' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
'401':

$ref: 'TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 401"
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403'
' 404" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 404’
'429':

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 429’
' 500" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 502" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 502’
' 503" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ def aul t'

conponent s:

schenas:
#
# STRUCTURED TYPES
#
Tel escopi cMappi ng:
description: Contains the Tel escopic mappi ng data
type: object
properties:
t el escopi cLabel :
type: string
seppDomai n:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Fqdn'
f or ei gnFqgdn:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Fqdn'
#
# S| MPLE TYPES
#
#
# ENUMVB
#
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Annex B (informative):
Examples of N32-f Encoding

B.1 General

This Annex provides some example encodings of HTTP/2 request and response messages initiated by NF service
consumer / producer when they are reformatted and sent over N32-f

B.2 Input Message Containing No Binary Part

Consider the following example:
- Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
- Some content part of the input HTTP/2 message need to be integrity protected and ciphered.
- Theinput HTTP/2 message has no multipart/related binary content.

- The headers and content that are not required to be integrity protected and ciphered in the input HT TP/2 message
need to be only integrity protected.

The N32fReformattedRegM essage for this example looks like

"reformattedData": {
"protected": BASE64URL(UTF8(JVE Protected Header),
"unprotected": <non integrity protected shared JOSE headers>,
"header": <non integrity protected recipient specific JOSE headers>,
"encrypt ed_key": BASE64URL(JWE Encrypted Key),
"aad": BASE64URL( Dat aTol ntegrityProtectBl ock),
"iv": BASE64URL(JVE Initialization Vector),
"ci phertext": BASE64URL(JWE C pher Text (Dat aTol ntegrityProtect AndC pher Bl ock),
"tag": BASE64URL(JVE Aut hentication Tag)

}

The DataT ol ntegrityProtectBlock for this example looks like

{

"met aDat a":
"n32f Contextld": <the n32fcontext |d of receiving SEPP>,
"messagel d": <Id of the nmessage>,
"aut hori zedl pxl d': <FQDN of the RI >

"requestLi ne":

{
"method": <http nethod of the NF service APl >,
"scheme": <http scheme of the NF service APl >,
"authority": <authority part of the NF service APl URI >,
"path": <path part of the NF service APl URI >,
"protocol Version": <HTTP protocol version>,
"queryFragnment": <query fragment of the NF service API, if avail abl e>
"headers":
[
{
"header": <name of HTTP header 1>,
"value": {"headerval": <string carrying value of the header>}
b
{
"header": <name of HTTP header 2>,
"val ue": {"encBl ockl ndex": 1}
}
1.
" payl oad":
[
{
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"iePath": <JSON Pointer of IE 1>,
"i eVal ueLocati on": "BODY",
"val ue": <value of |E>

b

{
"iePath": <JSON Pointer of IE 2>,
"i eVal ueLocati on": "BODY",
"val ue": {"encBl ockl ndex": 2}

}

]
}

The DataT ol ntegrityProtectAndCipherBlock for this example looks like

"dat aToEncrypt":
[

<val ue of HTTP header 2>,
<val ue of payl oad 2>

]

B.3 Input Message Containing Multipart Binary Part

Consider the following example:
- Some headers of theinput HT TP/2 message need to be integrity protected and ciphered.
- Some content part of the input HTTP/2 message need to be integrity protected and ciphered.

- Theinput HTTP/2 message has two multipart/related binary content out of which one binary content needs to be
integrity protected and ciphered while the other is only required to be integrity protected.

- The headers and content that are not required to be integrity protected and ciphered in the input HT TP/2 message
need to be only integrity protected.

The N32fReformattedRegM essage for this example looks like

"reformattedData":
"protected": BASE64URL(UTF8(JWE Protected Header),
"unprotected": <non integrity protected shared JOSE headers>,
"header": <non integrity protected recipient specific JOSE headers>,
"encrypt ed_key": BASE64URL(JWE Encrypted Key),
"aad": BASE64URL(Dat aTol ntegrityProtectBl ock),
"iv": BASE64URL(JVE Initialization Vector),
"ciphertext": BASE64URL(JVE Ci pher Text ( Dat aTol ntegrityProtect AndC pher Bl ock),
"tag": BASE64URL(JVE Aut hentication Tag)

}
The DataT ol ntegrityProtectBlock for this example looks like

{

"met aDat a" :

"n32f Contextld": <the n32fcontext |d of receiving SEPP>,
"messagel d": <Id of the nmessage>,
"aut hori zedl pxl d": <FQDN of the R >

b

"request Line":

"method": <http nmethod of the NF service APl >,

"scheme": <http schenme of the NF service APl >,

"authority": <authority part of the NF service APl URl >,

"path": <path part of the NF service APl URl >,

"protocol Version": <HTTP protocol version>,

"queryFragnment": <query fragment of the NF service API, if avail abl e>

"headers":

[

"header": <nane of HTTP header 1>,
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"val ue": {"headerval": <string carrying value of the header>}
b
{
"header": <nanme of HITP header 2>,
"val ue": {"encBl ockl ndex": 1}
}
I,
"payl oad":
[
"iePath": <JSON Pointer of |E 1>,
"i eVal ueLocation": "BODY",
"val ue": <value of |E>
},
{

"iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBi naryData
type>/contentld,

"i eVal ueLocation": "BODY",

"val ue": <value of the Content |D>

h
{

"iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBi naryData
type>/ contenttype,

"ieVal ueLocation": "MJLTI PART_BI NARY",

"val ue": <value of the Content Type>

h
{

"iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBi naryData
type>/ dat a,
"i eVal ueLocation": "MJLTI PART_BI NARY",
"val ue": <BASE 64 encoded byte array of the binary part>
}
{
"iePath": <JSON Pointer of |E 3 - which is an attribute defined with the RefToBi naryData
type>/contentld,
"i eVal ueLocation": "BODY",
"val ue": <value of the Content I|D>

h
{

"iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBi naryData
type>/ contenttype,

"i eVal ueLocati on": "MJLTI PART_BI NARY",

"val ue": <value of the Content Type>

h
{

"iePath": <JSON Pointer of |E 3 - which is an attribute defined with the Ref ToBi naryData
type>/ dat a,

"i eVal ueLocation": "MJLTI PART_BI NARY",

"val ue": {"encBl ockl ndex": 2}

}
]

NOTE: The"iePath" for Content Type or dataisavirtua path, which actually refers to the " Content-Type" and
"data’ in multipart body.
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If the input HTTP message contains multipart binary part, as:
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POST / exanpl e. conml nanf - cormi v1/ ue- cont ext s/ { ueCont ext | d} / n1- n2- nessages HITP/ 2
Content-Type: multipart/rel ated; boundary=----Boundary

Content-Length: xyz

------ Boundary

Content - Type: application/json

{

"n2l nfoContainer": {

"n2l nformati ond ass": "SM',

"smnfo": {
"pduSessi onl d":
"n2l nfoContent":

"ngapl eType":
"ngapData": {

"content!d":
}

}
}
H
"pduSessionld": 5

—————— Boundary

5,

{
'PDU_RES SETUP_REQ',

"n2nmsg”

Cont ent - Type: application/vnd. 3gpp. ngap

Content-1d: n2nmsg

{ ...N2 Information binary data .}

------ Boundary

the binary content needs to be integrity protected will be formatted, as:

"payl oad":
[
{

"iePath": "/n2lnfoContainer/smnnfo/n2l nfoContent/ngapData/contentld",

"ieVal ueLocation":
"val ue": "n2msg"

" BODY",

"iePath": "/n2lnfoContainer/sm nfo/n2l nfoCont ent/ ngapDat a/ contenttype",

"i eVal ueLocation":

"MULTI PART_BI NARY",

"val ue": "application/vnd. 3gpp. ngap"

"iePath": "/n2lnfoContainer/sm nfo/n2l nfoCont ent/ngapDat a/ data",

"ieVal ueLocation":

"MULTI PART_BI NARY",

"val ue": <BASE 64 encoded byte array of N2 Information binary data >

The DataT ol ntegrityProtectAndCipherBlock for this example looks like

"dat aToEncrypt":
[

<val ue of HTTP header 2>,

]

<byte array containing BASE 64 encodi ng of the binary part>

B.4 Input Message Containing Sensitive Information in
URI Path and/or URI Query Parameters

Consider the following example:

POST / nNf-servicel/vl/ (uel d)/service-operation-1?ue-| oc={uelLocation}&query2={val ue of query

paraneter 2}
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in the above HTTP request,

- OneVariablein URI path of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. the UE
ID.

- One URI query parameter of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. UE
location.

- The headersand content in the input HTTP/2 message need to be only integrity protected.
The N32fReformattedRegM essage for this example looks like

"reformattedData": {
"protected": BASE64URL(UTF8(JWE Protected Header),
"unprotected": <non integrity protected shared JOSE headers>,
"header": <non integrity protected recipient specific JOSE headers>,
"encrypt ed_key": BASE64URL(JWE Encrypted Key),
"aad": BASE64URL(Dat aTol ntegrityProtectBl ock),
"iv": BASE64URL(JVE Initialization Vector),
"ciphertext": BASE64URL(JVE Ci pher Text (Dat aTol ntegrityProtect AndC pher Bl ock),
"tag": BASE64URL(JVE Aut hentication Tag)

}
The DataT ol ntegrityProtectBlock for this example looks like
{
"met abDat a":
"n32f Contextld": <the n32fcontext |d of receiving SEPP>,
"messagel d": <lId of the message>,
"aut hori zedl pxl d": <FQDN of the R >
},
"request Line":
"method": <http nmethod of the NF service APl >,
"scheme": <http schenme of the NF service APl >,
"authority": <authority part of the NF service APl URl >,
"path": "/nNf-servicel/vl/{"encBl ockl ndex": 1}/servi ce-operation-1",
"protocol Version": <HTTP protocol version>,
"queryFragnent": "ue-|oc={"encBl ockl ndex": 2} &uery2={val ue of query paranmeter 2}",
"pat hQueryProtectlnd": [ "URH _PATH', "UR _PARAM ]
"headers":
[
{
"header": <name of HITP header 1>,
"value": {"headerval": <string carrying value of the header>}
},
{
"header": <name of HITP header 2>,
"value": {"headerval": <string carrying value of the header>}
}
I,
"payl oad":
[
"iePath": <JSON Pointer of IE 1>,
"i eVal ueLocation": "BODY",
"val ue": <value of IE>
b
o, .
"iePath": <JSON Pointer of I|E 2>,
"i eVal ueLocation": "BODY",
"val ue": <val ue of IE>
}
]
}

The DataT ol ntegrityProtectAndCipherBlock for this example looks like

"dat aToEncrypt":
[

<val ue of {ueld}>,
<val ue of {uelLocation}>
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Annex C (informative):
End to end call flows when SEPP is on path

C.1 General

This Annex provides an informative reference for how the end to end call flow works when the NF service consumer
and the NF service producer are in different PLMNs and SEPP isinvolved on path.

The following clauses explain how the HT TP messages are forwarded between NF servicesin two PLMNsviathe
SEPP. In these clauses, the following aspects are not shown to avoid cluttering of the figures and procedure:

- Resolution of FQDN into an IP address using DNS. TCP / TLS connection for sending the HTTP/2 messagesis
initiated towards the | P address obtained from DNS resol ution.

When https URI scheme is used, TLS protection between the Network Function and the SEPP may rely on using
telescopic FQDN or 3gpp-Shi-Target-apiRoot header. See clause 6.1.4.3 of 3GPP TS 29.500 [4].

C.2  TLS security between SEPPs

C.2.1 When http URI scheme is used

C.2.1.1 General

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;

the negotiated security policy between the SEPPsisTLS;
- "http" scheme URI is used between the NF service consumer and NF service producer; and
- "http" scheme URI is used for accessing NRF's NF discovery service.

NOTE: There may be one or more RI(S), offering only IP routing serving without content modification or
observation of the information, in between the SEPPs.

C.2.1.2 Without TLS protection between NF and SEPP and with TLS
security without the 3gpp-Shi-Target-apiRoot header used over N32f
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Figure C.2.1.2-1: End to end call flow when http scheme URI is used and TLS security without the

3gpp-Shi-Target-apiRoot header used is used between SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)

negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use TL S asthe security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.

3. Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access
the Nnrf_NFDiscovery service.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF is configured to route all HT TP messages with inter PLMN
FQDN asthe "authority” part of the URI viathe ¢c-SEPP. The c-SEPP acts asa HT TP proxy.

5. The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2.

6. The p-SEPP forwards the NF discovery request to the p-NRF.
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7. The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme.
The FQDN of the NF serviceisan inter PLMN FQDN.
8. The p-SEPP forwards the NF discovery response within TL S tunnel to the c-SEPP.
9. The c-SEPP forwards the NF discovery response to c-NRF.
10. The c-NRF sends the NF discovery response to NF service consumer.

11. The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF
service consumer initiates a HT TP message (as supported by the NF service producer API) using "http" scheme
URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the
"authority" part of the URI viathe c-SEPP. The c-SEPP actsasaHTTP proxy.

12. The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2.
13. The p-SEPP forwards the HT TP service request to the NF service producer.

14. The NF service producer sends the HT TP service response.

15. The p-SEPP forwards the HT TP service response within TLS tunnel to the c-SEPP.

16. The c-SEPP forwards the HT TP service response to the NF service consumer.
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C.2.1.3 Without TLS protection between NF and SEPP and with TLS
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Figure C.2.1.3-1: End to end call flow when http scheme URI is used and TLS security with the 3gpp-
Shi-Target-apiRoot header used is used between SEPPs

A w0 bR

Same as step 1 of Figure C.2.1.2-1.
Same as step 3 of Figure C.2.1.2-1
Same as step 4 of Figure C.2.1.2-1

The ¢c-SEPP setups a TL S connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the

Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongsto the
authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.

The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP, inserts the 3gpp-Shi-Target-

apiRoot header set to the apiRoot of the p-NRF, and sends the request towards p-SEPP.
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6. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the api Root of the p-SEPP
FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-apiRoot header, and
then seeing that the URI scheme of the NF discovery service of the p-NRF is "http", the p-SEPP forwards the NF
discovery request to the p-NRF.

7tol1ll. Sameassteps7to 11 of Figure C.2.1.2-1.

12. The c-SEPP sets the apiRoot of the p-SEPP FQDN in the request URI, inserts the 3gpp-Shi-Target-api Root
header set to the apiRoot of the p-NF, and sends the request towards p-SEPP.

13. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the apiRoot of the p-SEPP
FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Shi-Target-apiRoot header and then
seeing that the URI scheme of the NF service producer is "http", the p-SEPP forwards the request to the p-NF.

13to0 16. Same as steps 13 to 16 of Figure C.2.1.2-1.

C.2.2 When https URI scheme is used

C.2.2.1 General

The following figures show the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;

the negotiated security policy between the SEPPsis TLS;
- "https' scheme URI is used between the NF service consumer and NF service producer;
- "https' scheme URI isused for accessing NRF's NF discovery service; and

- TLSprotection between NF and SEPP relies on using telescopic FQDN or 3gpp-Shi-Target-api Root header.

C.2.2.2 With TLS protection between NF and SEPP relying on telescopic
FQDN, and TLS security without the 3gpp-Sbhi-Target-apiRoot
header used over N32f
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Figure C.2.2.2-1: End to end call flow when https scheme URI is used, telescopic FQDNs are used
between NF and SEPP and TLS security without the 3gpp-Sbhi-Target-apiRoot header is used between
SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use TLS asthe security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.

3. Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "https* scheme URI to
access the Nnrf_NFDiscovery service. Thisimplies that the NF service consumer sets up a TL'S connection to
the c-NRF and then sends the HT TP request over the TLS connection to the c-NRF.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https' scheme URI to access the NF discovery service of
the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF hasto
verify that the certificate presented by the endpoint of the TLS connection belongs to the authoritative server of
the p-NRF, atelescopic FQDN with wildcarded certificate scheme mechanism is specified in
3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic
FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the
authoritative server for the telescopic FQDN (i.e. the c-SEPP).

5. The c-NRF forwards the NF discovery request in this TLS connection.

6. The c-SEPP extracts the NF discovery request from the TL'S connection, replaces the telescopic FQDN in the
request URI with the FQDN of the p-NRF and sends the request towards p-SEPP in the TLS tunnel setup in step
2. The c-SEPP and the p-SEPP act as aman in the middle proxy in this case.

7. The p-SEPP extracts the HTTP message received on the TL S connection, and then seeing that the URI scheme
of the NF discovery service of the p-NRF isin the request URI "https', the p-SEPP sets up a TLS connection
with the p-NRF.

8. The p-SEPP forwards the NF discovery request to the p-NRF.

9. The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service
URI with "https' scheme. The FQDN of the NF serviceis an inter PLMN FQDN.

10. The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 to the c-SEPP. The p-SEPP
may replace the inter PLMN FQDN of the NF service producer's API endpoint with alabel representing that
FQDN. The p-SEPP re-maps the label with the NF service producer's APl endpoint in step 17.

11. The ¢c-SEPP upon receiving the HT TP response message for NF discovery response, within the TLS tunnel in
step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's APl endpoint in the NF
service profile with the FQDN of the c-SEPP, to form atelescopic FQDN as specified in clause 28.5.2 of
3GPP TS 23.003[19]. The c-SEPP may replace the label part of the telescopic FQDN with alabel of it'sown
significance. The p-SEPP re-maps the label in step 16.

12. The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the
telescopic FQDN.

13. The c-NRF sends the NF discovery response to NF service consumer.

14. The NF service profile received at the NF service consumer contains service URI with "https* scheme. The NF
service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. c-SEPP)
received in step 13.

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP.

16. The c-SEPP extracts the HTTP request from the TL S connection, replaces the telescopic FQDN in the request
URI the FQDN of the NF service producer and sends the request towards p-SEPP in the TLS tunnel setup in step
2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
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17. The p-SEPP extracts the HT TP message received on the TL S connection, and then seeing that the URI scheme
of the NF service producer in the request URI is"https", the p-SEPP sets up a TLS connection with the NF
service producer. The p-SEPP also replaces callback URI and link relations within the extracted HT TP message
with atelescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of
3GPP TS 29.500 [4].

18. The p-SEPP forwards the HT TP request to the NF service producer.
19. The NF service producer sends the HTTP response within the TLS connection.
20. The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP.

21. The ¢-SEPP upon receiving the HT TP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted
HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as
specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
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C.2.2.3 With TLS protection between NF and SEPP relying on 3gpp-Sbi-
Target-apiRoot header, and TLS security without the 3gpp-Shi-
Target-apiRoot header used over N32f
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Figure C.2.2.3-1 End to end call flow when https scheme URI is used, 3gpp-Sbhi-Target-apiRoot
header is used between NF and SEPP and TLS security without the 3gpp-Sbi-Target-apiRoot header
is used between SEPPs

1. Sameasstep 1 of Figure C.2.2.2-1.
2. Sameas step 2 of Figure C.2.2.2-1.
3. Sameasstep 3 of Figure C.2.2.2-1

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery reguest to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of
the p-NRF. The c-NRF setups a TL S connection with the authoritative server for the SEPP FQDN (in the
apiRoot of the Request URI) and verifies that the certificate presented by the endpoint of the TLS connection
belongs to the authoritative server of the c-SEPP. The ¢-NRF is configured with the c-SEPP FQDN, or the c-
SEPP registered to the c-NRF (including c-SEPP FQDN in its profile).

5. The c-NRF forwards the NF discovery request in this TLS connection, including an 3gpp-Shi-T arget-api Root
header set to the apiRoot of the p-NRF.

6. The c-SEPP extracts the NF discovery request from the TL'S connection, replaces the api Root of the SEPP
FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-api Root header and
sends the request towards p-SEPP in the TLS tunnel setup in step 2. The ¢c-SEPP and the p-SEPP act asaman in
the middle proxy in this case.

7. The p-SEPP extracts the HT TP message received on the TL S connection, and then seeing that the URI scheme
of the NF discovery service of the p-NRF is "https’, the p-SEPP sets up a TLS connection with the p-NRF.

8. Sameasstep 8 of Figure C.2.2.2-1

9. Sameasstep 9 of Figure C.2.2.2-1

10. Same as step 10 of Figure C.2.2.2-1

11, 12.The ¢c-SEPP forwards the NF discovery response to c-NRF.
13. Same as step 13 of Figure C.2.2.2-1

14. The NF service profile received at the NF service consumer contains service URI with "https' scheme. Since the
URI of the p-NF contains an authority of aremote PLMN, the NF service consumer sets up a TLS connection
with the authoritative server for the SEPP FQDN (i.e. c-SEPP). The c-NF is configured with the c-SEPP FQDN,
or the c-NF discovers the c-SEPP FQDN by querying the c-NRF.

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP, including a
3pp-Shi-Target-apiRoot header set to the apiRoot of the p-NF.

16. The c-SEPP extracts the HT TP request from the TL'S connection, replaces the apiRoot of the SEPP FQDN in the
request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-api Root header and sends the
reguest towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act asaman in the
middle proxy in this case.

17. The p-SEPP extracts the HT TP message received on the TLS connection and then seeing that the URI scheme of
the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer.

18. Same as step 18 of Figure C.2.2.2-1
19. Same as step 19 of Figure C.2.2.2-1
20. Same as step 20 of Figure C.2.2.2-1

21. The c-SEPP upon receiving the HT TP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer.
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C.2.2.4 With TLS protection between NF and SEPP relying on telescopic

FQDN, and TLS security with the 3gpp-Shi-Target-apiRoot header
used over N32f
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Figure C.2.2.4-1: End to end call flow when https scheme URI is used, telescopic FQDNs are used
between NF and SEPP and TLS security with the 3gpp-Sbhi-Target-apiRoot header is used between
SEPPs

1. Sameasstep 1 of Figure C.2.2.2-1.
2. Sameas step 3 of Figure C.2.2.2-1.
3. Sameasstep 4 of Figure C.2.2.2-1.
4. Same as step 5 of Figure C.2.2.2-1

5. The ¢c-SEPP setups a TL S connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the
Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongsto the
authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.

6. The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP, inserts the 3gpp-Shi-Target-
apiRoot header set to the apiRoot of the p-NRF derived from the telescopic FQDN received in step 4, and sends
the request towards p-SEPP.

7. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the api Root of the p-SEPP
FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-apiRoot header, and
then seeing that the URI scheme of the NF discovery service of the p-NRF is "https’, the p-SEPP setsup a TLS
connection with the p-NRF.

8t015. Sameassteps8to 15 of Figure C.2.2.3-1.

16. The c-SEPP extracts the HT TP request from the TLS connection, sets the apiRoot of the p-SEPP FQDN in the
request URI, inserts the 3gpp-Shi-Target-api Root header set to the apiRoot of the p-NF derived from the
telescopic FQDN received in step 15, and sends the request towards p-SEPP.

17. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the apiRoot of the p-SEPP
FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Shi-Target-api Root header and then
seeing that the URI scheme of the NF service producer is "https', the p-SEPP sets up a TLS connection with the
NF service producer.

18t021. Sameassteps 18 to 21 of Figure C.2.2.2-1
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C.2.2.5 With TLS protection between NF and SEPP relying on 3gpp-Sbi-
Target-apiRoot header, and TLS security with the 3gpp-Shi-Target-
apiRoot header used over N32f
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Figure C.2.2.5-1: End to end call flow when https scheme URI is used, 3gpp-Shi-Target-apiRoot
header is used between NF and SEPP and TLS security with the 3gpp-Sbhi-Target-apiRoot header is

o 0 w DN

used between SEPPs

Same as step 1 of Figure C.2.2.3-1.
Same as step 3 of Figure C.2.2.3-1
Same as step 4 of Figure C.2.2.3-1
Same as step 5 of Figure C.2.2.3-1.

The ¢c-SEPP setups a TL'S connection with the authoritative server for the p-SEPP FQDN (in the apiRoot of the
Request URI) and verifies that the certificate presented by the endpoint of the TLS connection belongsto the
authoritative server of the p-SEPP. The c-SEPP is configured with the p-SEPP FQDN.

The c-SEPP sets the apiRoot in the request URI with the apiRoot of the p-SEPP and sends the request towards p-
SEPP including the 3gpp-Shi-Target-apiRoot header received in step 4.

The p-SEPP extracts the HT TP message received on the TL S connection, replaces the api Root of the p-SEPP
FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-apiRoot header, and
then seeing that the URI scheme of the NF discovery service of the p-NRF is "https’, the p-SEPP setsup a TLS
connection with the p-NRF.

8to15. Sameassteps8to 15 of Figure C.2.2.3-1.

16. The c-SEPP extracts the HT TP request from the TL S connection, replaces the apiRoot of the c-SEPP FQDN in

the request URI with the apiRoot of the p-SEPP, and sends the request towards p-SEPP including the 3gpp-Shi-
Target-apiRoot header received in step 15.

17. The p-SEPP extracts the HT TP message received on the TL S connection, replaces the apiRoot of the p-SEPP

FQDN in the request URI with the apiRoot of the p-NF received in the 3gpp-Shi-Target-apiRoot header and then
seeing that the URI scheme of the NF service producer is "https', the p-SEPP sets up a TLS connection with the
NF service producer.

18t021. Sameassteps 18 to 21 of Figure C.2.2.2-1

C.3

Application Layer Security between SEPPs

C.3.1 When http URI scheme is used

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

the SEPP in each PLMN acts as a security proxy;
the negotiated security policy between the SEPPsis "PRINS";
"http" scheme URI is used between the NF service consumer and NF service producer; and

"http" scheme URI is used for accessing NRF's NF discovery service.

ETSI



3GPP TS 29.573 version 18.7.0 Release 18 144 ETSI TS 129 573 V18.7.0 (2024-07)

NF Service c-NRF c-SEPP p-SEPP p-NRF NF Service
Consumer Producer

1. N32-c Security Capability

Network uses Negotiation Procedure (subclause
http scheme 5.2.2)
URI for NF Selected security policy = PRINS
discovery
service of NRF 2. Hop by hop TLS connection (if IPXes
3. Nnrf_NFDiscovery on path) setup for N32-f forwarding

request

"1 4. Nnrf_NFDiscovery
request

>

?SE protected Nnrf_NFDisc@y 6. Nnrf_NFDiscovery

Request within TLS tunnel
req uest

7. Nnrf_NFDiscovery
response

«

. 8. JOSE protected Nnrf_NFDiscévery
D. Nnrf_N FD|SCOVery Response within TLS tunny
response

=

. Nnrf_NFDiscovery
response

Discovered NF
service profile
has http
scheme URI

11. HTTP/2 Service Request

A 4

. JOSE protected HTT)
Service

do
equest within TLS tunhel 13. HTTP/2 Service Request

14. HTTP/2 Sgrvice Response

A

Service

15, JOSE protected HTTP/2
sponse within TLS tunnel

16. HTTP/2 Sgervice Response

A

Figure C.3.1-1 End to end call flow when http scheme URI is used and "PRINS" security is used
between SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)

negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use "PRINS" asthe security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If Rls are deployed
between the c-SEPP and p-SEPP, the TL S connection is set up hop by hop with the authoritative server of the
next hop.

3. Beforethe NF service consumer starts using the API of the NF service producer it needsto discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access
the Nnrf_NFDiscovery service.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN
FQDN as the "authority" part of the URI viathe c-SEPP. The c-SEPP actsasaHTTP proxy.
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5. The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2 and using the
JOSE protected message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively. The
apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall
not contain any 3gpp-Shi-Target-api Root header.

6. The p-SEPP forwards the NF discovery request to the p-NRF.

7. The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme.
The FQDN of the NF serviceisan inter PLMN FQDN.

8. The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP using the JOSE protected
message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively.

9. The c-SEPP forwards the NF discovery response to c-NRF.
10. The c-NRF sends the NF discovery response to NF service consumer.

11. The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF
service consumer initiates a HT TP message (as supported by the NF service producer API) using "http" scheme
URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the
"authority" part of the URI viathe c-SEPP. The c-SEPP actsasa HTTP proxy.

12. The c-SEPP forwards the HT TP service request within the N32-f TLS tunnel established in step 2 and using the
JOSE protected message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively. The
apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall
not contain any 3gpp-Shi-Target-api Root header.

13. The p-SEPP forwards the HT TP service request to the NF service producer.
14. The NF service producer sends the HT TP service response.

15. The p-SEPP forwards the HT TP service response within TLS tunnel to the ¢-SEPP using the JOSE protected
message forwarding procedure and API specified in clauses 5.3 and 6.2 respectively.

16. The c-SEPP forwards the HT TP service response to the NF service consumer.

C.3.2 When https URI scheme is used

C.3.2.1 General

The following figure shows the end to end call flow between an NF service consumer and a NF service producer in
different PLMNs when:

- the SEPPin each PLMN acts as a security proxy;

- the negotiated security policy between the SEPPsis"PRINS";

- "https' scheme URI is used between the NF service consumer and NF service producer; and

- "https' scheme URI is used for accessing NRF's NF discovery service; and

- TLSprotection between NF and SEPP relies on using telescopic FQDN or 3gpp-Shi-Target-api Root header.

When https URI scheme is used, TLS protection between the Network Function and the SEPP may rely on using
telescopic FQDN or 3gpp-Shi-Target-apiRoot header. See clause 6.1.4.3 of 3GPP TS 29.500 [4].
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C.3.2.2 With TLS protection between NF and SEPP relying on telescopic
FQDN
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Figure C.3.2.2-1 End to end call flow when https scheme URI is used, telescopic FQDNs are used
between NF and SEPP and "PRINS" security is used between SEPPs

1. The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP)
negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to
use "PRINS' as the security policy.

2. A TLSconnection is setup between the c-SEPP and the p-SEPP for N32-f forwarding. If Rls are deployed
between the c-SEPP and p-SEPP, the TLS connection is set up hop by hop with the authoritative server of the
next hop.

3. Beforethe NF service consumer starts using the API of the NF service producer it needs to discover the NF
service profile of the producer by querying the NRF. The NF service consumer uses "https* scheme URI to
access the Nnrf_NFDiscovery service. Thisimplies that the NF service consumer sets up a TLS connection to
the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https' scheme URI to access the NF discovery service of
the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF hasto
verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of
the p-NRF, atelescopic FQDN with wildcarded certificate scheme mechanism is specified in
3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic
FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the
authoritative server for the telescopic FQDN (i.e. the c-SEPP).

5. The c-NRF forwards the NF discovery request in this TLS connection.

6. The c-SEPP extracts the NF discovery request from the TLS connection, replaces the telescopic FQDN in the
request URI with the FQDN of the p-NRF and sends the request towards p-SEPP in the TLS tunnel setup in step
2 and using the JOSE protected message forwarding procedure and APl specified in clauses 5.3 and 6.2
respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The
HTTP request shall not contain any 3gpp-Shi-Target-apiRoot header. The c-SEPP and the p-SEPP act asaman
in the middle proxy in this case.

7. The p-SEPP extracts the HTTP message received on the TLS connection, and then seeing that the URI scheme
of the NF discovery service of the p-NRF in the request URI is "https', the p-SEPP sets up a TLS connection
with the p-NRF.

8. The p-SEPP forwards the NF discovery request to the p-NRF.

9. The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service
URI with "https" scheme. The FQDN of the NF serviceis an inter PLMN FQDN.

10. The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 using the JOSE protected
message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively, to the c-SEPP. The p-SEPP
may replace the inter PLMN FQDN of the NF service producer's APl endpoint with alabel representing that
FQDN. The p-SEPP re-maps the label with the NF service producer's APl endpoint in step 17.

11. The ¢c-SEPP upon receiving the HT TP response message for NF discovery response, within the TLStunnel in
step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's APl endpoint in the NF
service profile with the FQDN of the c-SEPP, to form atelescopic FQDN as specified in clause 28.5.2 of
3GPP TS 23.003[19]. The c-SEPP may replace the label part of the telescopic FQDN with alabel of it's own
significance. The p-SEPP re-maps the label in step 16.

12. The ¢c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the
telescopic FQDN.

13. The c-NRF sends the NF discovery response to NF service consumer.

14. The NF service profile received at the NF service consumer contains service URI with "https' scheme. The NF
service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-
SEPP).

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP.
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16. The c-SEPP extracts the HTTP request from the TLS connection, replaces the the telescopic FQDN in the
reguest URI with the FQDN of the NF service producer and sends the request towards p-SEPP in the TL S tunnel
setup in step 2 using the JOSE protected message forwarding procedure and APl specified in clauses 5.3 and 6.2
respectively. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The
HTTP request shall not contain any 3gpp-Shi-Target-apiRoot header. The ¢c-SEPP and the p-SEPP act as aman
in the middle proxy in this case.

17. The p-SEPP extracts the HT TP message received on the TL S connection, and then seeing that the URI scheme
of the NF service producer in the request URI is"https", the p-SEPP sets up a TLS connection with the NF
service producer. The p-SEPP also replaces callback URI and link relations within the extracted HT TP message
with atelescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of
3GPP TS 29.500 [4].

18. The p-SEPP forwards the HT TP request to the NF service producer.
19. The NF service producer sends the HTTP response within the TLS connection.

20. The p-SEPP forwards the HT TP response within TLS tunnel setup in step 2 to the ¢c-SEPP using the JOSE
protected message forwarding procedure and APl specified in clauses 5.3 and 6.2 respectively.

21. The ¢-SEPP upon receiving the HT TP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer. The ¢-SEPP replaces callback URI and link relations within the extracted
HTTP response message with atelescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as
specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].

C.3.2.3 With TLS protection between NF and SEPP relying on 3gpp-Shi-
Target-apiRoot header
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Figure C.3.2.3-1 End to end call flow when https scheme URI is used, 3gpp-Sbhi-Target-apiRoot
header is used between NF and SEPP and "PRINS" security is used between SEPPs

1. Sameasstep 1 of Figure C.3.2.2-1.
2. Sameas step 2 of Figure C.3.2.2-1.
3. Sameasstep 3 of Figure C.3.2.2-1.

4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery reguest to the NRF on the
NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of
the p-NRF. The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. The c-NRF
setups a TL'S connection with the authoritative server for the SEPP FQDN (in the apiRoot of the Request URI)
and verifies that the certificate presented by the endpoint of the TLS connection belongs to the authoritative
server of the c-SEPP. The ¢-NRF is configured with the c-SEPP FQDN, or the c-SEPP registered to the c-NRF
(including c-SEPP FQDN inits profile).

5. The c-NRF forwards the NF discovery request in this TLS connection, including an 3gpp-Shi-T arget-api Root
header set to the apiRoot of the p-NRF.

6. The c-SEPP extracts the NF discovery request from the TL'S connection, replaces the api Root of the SEPP
FQDN in the request URI with the apiRoot of the p-NRF received in the 3gpp-Shi-Target-api Root header and
sends the regquest towards p-SEPP in the TLS tunnel setup in step 2 and using the JOSE protected message
forwarding procedure and API specified in clauses 5.3 and 6.2 respectively. The apiRoot of the Request URI of
the HTTP request shall contain the apiRoot of p-SEPP. The HTTP request shall not contain any 3gpp-Shi-
Target-apiRoot header. The c-SEPP and the p-SEPP act as aman in the middle proxy in this case.

7. The p-SEPP extracts the HT TP message received on the TL S connection, and then seeing that the URI scheme
of the NF discovery service of the p-NRF is "https’, the p-SEPP sets up a TLS connection with the p-NRF.

8. Same as step 8 of Figure C.3.2.2-1.

9. Sameasstep 9 of Figure C.3.2.2-1.

10. Same as step 10 of Figure C.3.2.2-1.

11, 12.The ¢c-SEPP forwards the NF discovery response to c-NRF.
13. Same as step 13 of Figure C.3.2.2-1.

14. The NF service profile received at the NF service consumer contains service URI with "https' scheme. Since the
URI of the p-NF contains an authority of aremote PLMN, the NF service consumer sets up a TLS connection
with the authoritative server for the SEPP FQDN (i.e. ¢-SEPP). The c-NF is configured with the c-SEPP FQDN,
or the c-NF discovers the c-SEPP FQDN by querying the c-NRF.

15. The NF service consumer sends the HT TP service request within the TLS connection to the c-SEPP, including a
3pp-Shi-Target-apiRoot header set to the apiRoot of the p-NF.

16. The c-SEPP extracts the HTTP request from the TL S connection, replaces the apiRoot of the SEPP FQDN in the
request URI with the apiRoot of the p-NF received in the 3gpp-Shi-Target-api Root header and sends the request
towards p-SEPP in the TLS tunnel setup in step 2 using the JOSE protected message forwarding procedure and
API specified in clauses 5.3 and 6.2 respectively. The c-SEPP and the p-SEPP act as a man in the middle proxy
in this case. The apiRoot of the Request URI of the HTTP request shall contain the apiRoot of p-SEPP. The
HTTP request shall not contain any 3gpp-Shi-Target-api Root header.

17. The p-SEPP extracts the HT TP message received on the TL S connection, and then seeing that the URI scheme
of the NF service producer is "https', the p-SEPP sets up a TLS connection with the NF service producer.

18. Same as step 18 of Figure C.3.2.2-1.
19. Same as step 19 of Figure C.3.2.2-1.
20. Same as step 20 of Figure C.3.2.2-1.

21. The c-SEPP upon receiving the HT TP response message within the TLS tunnel setup in step 2, forwards the
response to the NF service consumer.
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Annex D (informative):
Withdrawn API versions

D.1 General

This Annex lists withdrawn API versions of the APIs defined in the present specification. 3GPP TS 29.501 [5]
clause 4.3.1.6 describes the withdrawal of API versions.

D.2 N32 Handshake API
The API versions listed in table D.2-1 are withdrawn for the N32 Handshake API.

Table D.2-1: Withdrawn API versions of the N32 Handshake API service

API version number Reason for withdrawal
1.0.0 A backward incompatible change has been introduced in v1.0.1 to align with related stage
2 specifications. Indeed, the term "ALS" has been replaced by "PRINS" during the
handshake procedure. As a consequence, the v1.0.0 must not be used in the field in order
to avoid interoperability problem between roaming partners.
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Annex E (Normative):
ABNF grammar for HTTP custom headers

E.1 General

This Annex contains a self-contained set of ABNF rules, comprising the re-used rules from IETF RFCs, and the rules
defined by the 3GPP custom headers defined in this specification (see clause 7.3).

This grammar may be used as input to existing tools to help implementations to parse 3GPP custom headers.

E.2  ABNF definitions
(Filename:"TS29573 CustomHeaders.abnf")

; RFC 5234
HTAB = %09 ; horizontal tab
SP = %20

DGAT = %30-39 ; 0-9
ALPHA = %&41-5A /| %61-7A; A-Z /] a-z

HEXDOG=Dd@T/ "A"/ "B" [/ "C" [/ "D" [/ "E" [ "F"

. RFC 9110

O = *( SP/ HTAB)

Cchar = "1n [ vav [ ongn | vog [ mar  men [ wxe [ owgn ) e
[ uw WA g ew poein g owle fow f DIGT I ALPHA

token = 1*tchar

3GPP TS 29.573
Version: 18.7.0 (June 2024)

(c) 2024, 3GPP Organizational Partners (AR B, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

Header: 3gpp- Connect-Reqg-Info

Shi - Connect - Reg- | nf o- Header = "3gpp- Connect-Reg-Info:" OAS connect-purpose ";" ONB
orig-network-id ";" OAS sender-fqdn [ ";" OWAS intended-n32-purposes ]
*(";" OANB reg-param) ONB
connect - pur pose = "connect - pur pose=" OAS connect - pur pose-val ue
connect - pur pose- val ue = "n32c" / token
orig-network-id = "originating-network-id=" OM8 3DIGT "-" 2*3DIG T [ "-" 11HEXD G ]
sender - f qdn = "sender-fqgdn=" ON6 4*( ALPHA/ DIGT / "-" [ "." )

i nt ended- n32- pur poses i nt ended- n32- purpose *( ";" OWAS intended- n32- purpose )
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i nt ended- n32- pur pose

n32- pur pose- val ue

/" DATA_ANALYTI CS_EXCHANGE_TEST"

reg- par am
r eg- par am name

reqg- param val ue

Header: 3gpp- Connect - Resp-
Shi - Connect - Resp- | nf o- Header
resp-param

al | owed- n32- pur poses

al | owed- n32- pur pose

p- sepp-fqgdn

ot her - r esp- param

ot her - r esp- par am nane

ot her -resp- param val ue

N A

154

"i nt ended- n32- pur pose="

' ROAM NG’

"I NTER_PLMN_MOBI LI TY"

" SM5_I NTERCONNECT"
" ROAM NG_TEST"
"1 NTER_PLMN_MOBI LI TY_TEST"

" SM5_| NTERCONNECT_TEST"

" SNPN_I NTERCONNECT"
" SNPN_I NTERCONNECT_TEST"
" DI SASTER_ROAM NG'

" DI SASTER_ROAM NG_TEST"
/" DATA_ANALYTI CS_EXCHANGE"

/ token

reg- param nane "="

t oken

t oken

nfo

" 3gpp- Connect - Resp-I nfo: "

ETSI TS 129 573 V18.7.0 (2024-07)

ONB n32- pur pose-val ue

ONS req- param val ue

ONB resp-param *( ";" OAB resp-param) ONB

al | owed- n32- pur poses / p-sepp-fqgdn / other-resp-param

al | oned- n32- purpose *( ";"

"al | oned- n32- pur pose="

"p-sepp-fqgdn=" ONB 4*(

ot her - resp- param nanme "

t oken

t oken

; Header: 3gpp- Shi - N32- Handshake- |1 d

Shi - N32- Handshake- | d- Header

n32Handshakel d

ONB al | owed- n32- pur pose)

OAN5 n32- pur pose-val ue

ALPHA / DIGT / "-" [ ".")

" ONB ot her-resp-paramval ue

" 3gpp- Shi - N32- Handshake- 1 d: " OA5 n32Handshakel d OAB

16HEXDI G
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Annex F (informative):
Change history
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Change history
Date Meeting |TDoc CR |Rev [Cat |Subject/Comment New
version
2018-07 |CT4#85bi| C4-185523 TS Skeleton, Scope, General Description and N32 Procedures. 0.1.0
s Implementation of C4-185531, C4-185353, C4-185352, C4-185469

2018-08 | CT4#86 | C4-186630 Implementations of PCRs agreed in CT4#86 - C4-186157, C4- 0.2.0

186421, C4-186422, C4-186423, C4-186425 and C4-186599
2018-09 [ CT#81 | CP-182082 Presented for information and approval 1.0.0
2018-09 CT#81 CP-182233 Approved in CT#81 15.0.0
2018-12 | CT#82 | CP-183026 |[0001 1[{ F |Resolve the editor's note on HTTP/2 connection management 15.1.0
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2018-12 | CT#82 | CP-183026 |0007 1[{ F |OpenAPI for N32 Handshake API 15.1.0
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2019-09 [ CT#85 | CP-192123 |0021 F | SecurityNegotiateRegData in the Security Capability Negotiation 16.0.0
2019-09 | CT#85 | CP-192120 |0023 F [3GPP TS 29.573 API Version Update 16.0.0
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2023-06 | CT#100 | CP-231029 |[0140 5| F [Location header and missing Redirection clause 18.3.0
2023-06 | CT#100 | CP-231070 |[0143 F 129.573 Rel-18 API version and External doc update 18.3.0
2023-09 | CT#101 | CP-232058 |0144 3] F [Major API version 18.4.0
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2023-12 | CT#102 | CP-233028 |[0151 F |N32-f interface with TLS security 18.5.0
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CP-233031 F_|N32-c context recovery
2023-12 | CT#102 | CP-233057 |0153 3] B [N32-frelated error determined upon receipt of an N32-f request 18.5.0
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2023-12 | CT#102 | CP-233057 |0156 2 Procedures for Roaming Intermediary to reject N32 connection 18.5.0
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