ETS| TS 131 213 V18.1.0 (2025-04)

TECHNICAL SPECIFICATION

Universal Mobile Telecommunications System (UMTS);
LTE;
Test specification for (U)SIM,;
Application Programming Interface (API) for Java Card™
(3GPP TS 31.213 version 18.1.0 Release 18)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TS 31.213 version 18.1.0 Release 18 1 ETSI TS 131 213 V18.1.0 (2025-04)

Reference
RTS/TSGC-0631213vil0

Keywords
LTE,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 31.213 version 18.1.0 Release 18 2 ETSI TS 131 213 V18.1.0 (2025-04)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 31.213 version 18.1.0 Release 18 3 ETSI TS 131 213 V18.1.0 (2025-04)

Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
1= 11 o TSRS 7
1 o0 o< TP P URUP PRSPPSO 9
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 9
3 Definitions, symbols and abbreviationsS ............cceeiiiiieii e 10
31 D= T o T] (0] TP PP 10
3.2 ADDIEVIBLIONS ...ttt ettt b et ese e bt sh e b e e he e ae e s e e ne e b e eReeh e e Re et e e e bt bt eheene e e ne e 10
4 L= 0= 01V (] 01107 | SRS T 11
4.1 APPHICADITTTY ..ttt bbbt b e bt b e bt b s b bt s b et ekt s e e e bt R e e bt R et eb e bt ene b nnene s 11
4.2 Test enVIroNMENT AESCIIPLION ......c.eiviiiteieeiet ettt b e et b e et b e e b sb e e eb e s b e e ebesbeneeneas 11
43 QL= S (0] 00! 11
431 ICS == N = L = oSSR 11
4311 CONfOrMANCE FEQUITEIMIENES .......ueeieeesteeteeieeeseestee st e steesteeeeeseesseesseesteeteenseaneesseesneesseeseensesssessenssensses 12
4312 TESE AIEATIIES ... bbb b bt neens 12
4313 QL= o 0o =0 (1= 13
4314 LIS 0V = o PR PR 13
4.4 [NITTBI CONAITIONS. ...ttt b bt h sttt e e b e s bt bt e bt s aeea e e e e e e st seeebesaeene e e enrees 13
45 00 1< 0 1= 13
4.6 ATD COUING . ¢+ttt ettt sttt ettt b e bt eb b e b bt e eb e eh e s e eb e eh e A e eb e eb e se e bt eb e se e st ebeneeb e e b e e eb e e b et eb e e b et ebeerennene s 14
4.7 TESE EQUIPIMENT ...ttt ettt etttk e et eb bt b s b e e eb e eb e s e eb e b e s e e b e e b e seeb e e b e ne ekt se e e eb e nb e e eb e sbe e ebesrennenens 15
47.1 1= (oo IR TURRSRPSRURO 15
47.2 INEErfACES ANA ClASSES USE ...eoutiiiieeeteeie ettt ettt sttt a et e e s eeseesaeeaeese e e eneeeeseesbeseeeseeneenseneens 15
4.7.3 UL PACKBOE ...+ ettt et b bbbt b e s bt bt e et e b e e et b e e e Rt e b e s e e st b e et et eben b et eb e st 15
4.7.4 Java Software DevelOPMENt Kit VEISION........cuiiiiirieiriieres sttt 15
5 LIS 0 o= OSSR 15
51 Package UiCC.USIM.BCCESS PACKAJE .......cieerieeeiieesie st et eteete st e e e te s te s saeesreeteentesseesseesaesseesseeseensenneennns 15
511 INEEITACE SIIM CONSLANES ......eeteteiteet ettt e e sb et a e ae et e b e e s bt s bt shees e e e e b e e e ne e besbesbe e e enneneen 15
5.1.2 INEErfACE USIIMCONSIANES ...e.tiie ettt sttt sttt se e be e e be et ene et e se e beseeseeseesneeseeneenseneens 15
52 Package UicC.USIM.LOOIKIT PACKBGE. ......c.civieeeireeiitirie ettt e 16
521 INterfaCe TOOIKITCONSIANES. ... .e.viieeeeeeeiee ettt sttt et e et e e e e besaeebeeneeneeeeseesbesaeeseeneenseneens 16
522 Interface USATENVEIOPEHBNAIEN ......c..oiiiieeee e e e b 16
5221 Method getSecuredDatal ENGLN...........cc.oiiiiireereee ettt b e s b e e ebesreseene 16
5222 Method getSecuredD A0 SEL .........ceiiieeiiereee e b bbb e enea 20
5.2.2.3 Method getShortMessagel ength............oooo oo 24
5.2.24 Method getShortMesSageOfTSEL.........vi et snees 27
5225 MELOO GEETPUD L OFFSEL. ... ettt st sttt st st st seeseebesae e ebesbeneenens 31
5.2.2.6 Method getUSErDatal €NgEN ........ccuiieeece ettt e st e te e e raesnaesreennees 33
5.2.2.7 Method getItEMIAENTITIEN .....c.eeeeee e ee e et et e e ssaesreesreeseees 36
5228 Method getChannEl TAENLITIEN .........coiriee bbb ene 37
5229 MEthOd GEICNANNEI SEALUS .....c.ecueiveeeiiite ettt et e b e et b e et b e et sa e b b e ene 40
52210 MELNOO GEISIZE ...ttt bbb st b e seeb e s b et eb e s b e b e ebenneneas 42
52211 L= (aTele o = I o PSS U PSPPSR PPTOSRURPTRN 43
52212 MELhOO COMPAIEV BIUE ...ttt b e bbbt b e bt bt eb e sb e b e sbennenea 44
52213 IMEENOO COPY ...ttt ettt bbb bbbt b e b e bt bt b e e e et b e b et b b et eb e b 46
5.2.2.14 Y= 1 aTe o oo o)V AV = LSS 48
5.2.2.15 Method findAndCompareV a ue(byte tag, byte[] compareBuffer, short compareOffset)..........ccove.... 51
5.2.2.16 Method findAndCompareV a ue(byte tag, byte occurrence, short valueOffset, byte[]

compareBuffer, short compareOffset, short compareLength) ...........cccveveeeriesiere e, 53
5.2.2.17 Method findAndCopyV alue(byte tag, byte[] dstBuffer, short dstOffset).......ccccvevvvievceviereeceeeee, 56
5.2.2.18 Method findAndCopyV alue(byte tag, byte occurrence, short valueOffset, byte[] dstBuffer, short

dstOffset, ShOrt ASELENGEN) ......eitieeiiee bbb 58

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 4 ETSI TS 131 213 V18.1.0 (2025-04)

5.2.2.19 VK= g To o I 1o N N SOOI 61
52220 MELNOO GEICEPACITY ... veueevereeieeteieee ettt et b et b e e b b et bt s b e e eb e se e e ebesbe e ebesbenneneas 63
52221 MEOO GEILENGEN ...ttt et sa e b b snene 64
52222 MELhOO GBIV AIUEBYLE ...ttt bbb bt et eb e b e b b nnenea 65
52223 Method getValUELENGEN. ... e et b e eb e e seene 66
5.2.2.24 Method gEIVAIUESNIONT ........cveeieeece et ae e ae et et e enaesnaesreesneas 67
523 Interface USATTEMINAIPIOFITE ......coiieeee e et e 68
524 Class USATENVEIOPEHANAIErSYSLEM........ooe e s st enee et e a e e s 68
5241 Method gEITREHANIEN ......ceeeeeeee e e e e e et snaesnaesreennees 68
525 INtErface TOOIKITREGISIITY . eeivee ettt e st et e ae et e esaesraeste e te e teeseeneeeneennns 69
5251 V= g ToTo L= o SO SRPRSN 69
5.25.2 MELNOA ISEVENESEL ... ettt st e et aeene et et e besaeeneeneeneeneens 71
5.25.3 MELNOA SEEEVENL ...ttt sttt e e e e seesbe s aeeae e st e s e te e e nsesbesaesseeneenseneans 72
5254 MENOA SEEEVEIMELISE ...ttt et ae et e e e e se et e beseeeseeneeneeneens 75
53 (U)SAT FraMEWOTK ...ttt sttt ettt b bbb b st bbbt b et nb e b 79
531 Minimum handler aVailaDIliTY ......... ..o e 79
5311 PrOACHVEHANAIEN ...ttt st se e bbbt e e e e e beseesb e s e ennennen 79
53.1.2 ProactiveRESPONSEHANAIES ........ooiviieee e e sa e et e e e e e snaesraesreenneas 84
5.3.1.3 [ 01V o] 0= =T | < S 94
53.14 ENvelOpeRESPONSEHANIEN ........ociiee et e st se e naesnaesreenrees 97
5.3.15 L0 SN I 01V oo 1= =TT [ 104
5.3.1.6 Applet triggering with oNgoiNg ProaCtive SESSION..........ccvccieieeiereeseeseese s e see e e e e eaeete e sreeseees 106
532 HENAIEE TNEEGITTY ...ttt bbb b et b e bt b et et n et nb b 112
5321 ProaCtivVeRESPONSEHANAIES ......c.oiiiiiiiee e bbb bbb 112
5322 ENVEIOPEHANAIES ...ttt et st b et b et b e bbb 113
5323 USATENVE OPEHANAIE ...ttt et bttt 124
533 EXCEPLION NANAIING ...ttt ettt b et b et e 138
5331 (€T o I 2T 7= YT R 138
5.3.3.2 Interaction With MUItiPlE TrHQGEITNG. ....eccueieeieeceese ettt e st e b e eneesnaesraesnees 140
534 F N o o] = e o 1= oo S 141
5341 EVENT_FORMATTED_SMS PP _ENV ..ottt e 141
5342 EVENT_UNFORMATTED_SMS PP _ENV ...t e 143
5343 EVENT_FORMATTED_SMS PP _UPD .....oiiiiiiiieere ettt 145
5344 EVENT_UNFORMATTED_SMS PP _UPD .....ooiiiiiiii ettt st 147
5345 EVENT_FORMATTED _SMS CB ...ttt st s eae e see st e sneeneeneeneenes 150
5.3.4.6 EVENT_UNFORMATTED_SMS CB ...ttt sttt et s e e e 151
5347 Y40 o P RRRRRS 152
5348 Y40 o P TRRS 152
535 ENVEIOPE FESPONSE POSLING. 1. cvereeeereeenertesteieete sttt sttt bbb bbbt b e bbb et nb e b 152
5351 EVENT_MO_SHORT_MESSAGE_CONTROL_BY _SIM ....ooiiiiiiiinieneeeeee e 152
536 TOOIKIT INSEAITALTION ...ttt b e b a e bt s et e st et bt e b e e e e e e e enres 154
5.36.1 MiNIMUM SECUNLY TEVE] ...ttt e sr et e et e e re e reeneenneenes 154
53.6.2 LI TSP PRTPRRURRRON 156
5.3.6.3 AALCCESS TOIMBIN ...ttt ettt e bttt b bt s et eb e e et e s e e e e b e e bt eb e eh e e aeembese e s e nbesbenbeeneeneennennas 160
537 Other partstransferred to (U)SAT framework from AP ..o 162
5371 A handler isatemporary JCRE Entry POIiNt ODJECE. ..o 162
538 Framework SECUFtY MANAGEIMENT .........i ettt bbbttt b et n et st ne e 162
5381 IPUL GBEAL ...ttt bbbt bbbt b et b ettt b e 163
5382 OULPUL GAEAL ...+ttt ettt b bbbt b bt b s b e e b e s h e e eb e s b et eb e sb e e eb e sb et ebesb e e ebesbeneebenbenneneas 171
5.3.9 CONCAENGLEA SIMIS........eeeee ettt et st et e et s et sae et en e e seeseesbesaeeseeneeneeneensesaesaeeneensenseseens 173
5391 CONCALENELI ON PIrOCESSI M. ... eeveeeueererteneetesseeetessereesesseseesesseseesesseseesesbeseeseabeseeseebeseeseebeseebesbeneebenaeneenens 173
5392 TESE AIEATIIES ...t bbbttt r b h e a e nee 173
5393 IS 0V = o TP 174
5.3.94 BLIE=S o 0o =0 (1TSS 174
5.3.10 CEll BrOBOCASE SEIVICE. ... ettt sttt bt et bttt b e b sh e e bt s st ese e e e b e sbesresbe e e enneneen 175
5.3.10.1 Multiple Message reaSSEMDIING .......c.viciiiiiee e e st et te s e e eeeeeeneeenes 175
5.3.10.2 L= A== 1 =SSP PRRRRS 176
5.3.10.3 =S A0l =T [ PP P TR 176
5311 Yoo SRS 177
54 Package UiCcC.USIM.GDA U PACKAJE ......coveeeieiieiete ettt ettt ettt s b et sb e ebesnenneneas 177
54.1 (OIS €12 N LT o] = OSSPSR 177
5411 Method getinstance (Dyte, DOOIEAN) ........coi et 177

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 5 ETSI TS 131 213 V18.1.0 (2025-04)

5421 Method doFinal (byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOffset)........ 178
Annex A (nor mative): Class, methods and USATFramework testsacronyms..........ccccceeeeeeennene 184
AL TOOIKIT PAMT ...ttt h bt h et b e s e e et e h e e e s e e e e e e st b e nr e ne e 184
A.ll USATENVE OpeHANAIEr INTEITACE. ...ttt 184
A.l2 USATENvelopeHandlerSystem MELhod ..........ccoiriiiiieceeee s 184
A.L3  TOOIKItREGISIY MELNOUS......cceceiitiieieiitieeiert ettt bbbt b s bbb e s 185
A.2  Acronymsfor USATRFIrAmMEWOrK tESIS. .......cceiieie ettt 185
A21 Minimum handler @Vail@DilITY .........c.oceeieeiice ettt e s et e e eeenaeeneeeraennnas 185
A.22 L0101 1= AT 01 = /SR 185
A.2.3 P o]l = T o= 1o [OOSR UPT PSR PROTPURPRTPRIN 185
A.24 EXCEPLION NANAIING ...ttt bbbt bbbt b et b et nn e ens 185
A.25 ENVEIOPE FESPONSE POSLING ...ttt sttt ettt ettt b et b e bt s b e e bt sb e e b b es e b et e senb et e e e s e nneneenis 186
A.2.6 QL0 Lol AT = 1 = € o S 186
A.2.7 Other partstransferred from APL 0 CAT RE........o e 186
A.28 FrAMEWOIK SEOUTTY ...ttt ettt b et et b bbb e bt b et e bt et e st nn e enis 186
A.2.9 CONCALENGLEA SIMS ...ttt R bt s e R et R et r e et r e n et e re s 186
A.210  Cell BrOBUCASE SEIVICE ......civieeiiriiieeieitere ettt e et n et n e n e nn e nn e e r e n e s e nnenens 186
A.3 Acronymsfor GBAU_U API part (UiCC.USIM.GDE U) ....c.coeiiriiiiiiiiiieieieee e 186
A31 GBAUCIPNEN MELNOM........eceieteeieieee bbbttt b et b bbb bbb e bbb 186
A3.2 GBAUSIGNAIUIE MELNOT ......ceieieiitiiee ettt bbbt b b 187
Annex B (normative): Global prepersonalization..........c.coeerereneneseee s 188
B.1 Under MFand DT E L ECOM -ttt e ettt ettt et e e e e e e e e e e e e e e e e e e e e e e e e e e eee e e eeeeaaeennnn—aaaaaaaaes 188
B.2  ADF USIM ..ttt bbbt b e s h et bt E e ehe b bt a e b ehe et e b st e e saeeeas 188
B.2.1 ADF USIM FIBS ...ttt ettt h e b et b bt e b bt e bt ne b s ne bt ne b nnas 188
B.2.2 L T (=g To 0= T T [ o4 o o) IS 189
B.2.3 EFARR (ACCESS RUIE REFEFEINCE) ......eeieeeciee ettt sttt ettt e te st e s e e saeesaeeaeenseeneeenaeeraenraennens 189
B.24 EFIMSI (IIMIS]) bbb bR Rt b bt 189
B.2.5 EFkeys (Ciphering and INtegrity KEYS) ... .ottt s 189
B.2.6 EFkeyses (Ciphering and Integrity Keys for Packet Switched domain) .........cccoeeeeriiiniinenene e 189
B.2.7 EFvpeLmn (Higher Priority PLMN SEarch Period)........coeieeiereiieneesie ettt 189
B.2.8 EFUST (USIM SErVIiCE TaIE).....ceiuiiieieieriete ettt b e se bt st seebene e 190
B.2.9 EFsrart-Hen (Initialisation values for Hyperframe nUMDEr) ........cooeiiiiei e 190
B.210  EFtHresHoLD (Maximum VAIUE OFf START) ..ottt 190
B.211  EFps.oci (Packet Switched location infOrmation)..........c.eoeiriieirieineseeese e e 190
B.2.12  EFAcc (ACCESS CONLIOI CIASS) ....iitiiiiieiieiieieeieesteesteeteetessteste e st este e teeeesseesseesseesseanseenseesaesseesseesseensesnsesnnesnes 190
B.2.13  EFrpmin (FOrDIidden PLIMINS) ...c.couiiiiiiectee ettt 190
[ 0200 S = S Yo (e Tex= o g T g o 2o ) 190
B.2.15  EFap (ADMINISIIAtiVE D L) ......cecoeeieeieeiie e e eiestiese e eeae e st teesaesaesaeesaeesseenteenteesaessaesseenseenseeseennennes 190
B.2.16  EFecc (EMErgency Call COUES)......ccouiiiiieieeiie ettt e sttt ettt ae e s e e e teente et e esaessaesseesreenteeneesnnennes 190
B.2.17  EFiddenkey (Key for hidden phone BooK ENtriEs) ..o 191
B.2.18  EFneTrar (NEIWOIK PAr@MELErS) ......ccuiiiiiitiiieeiertee ettt bbbt 191
B.219  EFceaspr (GBA BOOSIrapping Par@MELEIS)......ccuerveueruirieierierieesiesieisie sttt bbbt 191
B.220  EFGBANL (GBA NAF LIS cooouceeceeceeceeeeieeeeeeeseesees s s es s aes s es s es s ses s es s es s essessensesssssssnsnnnes 191
B.2.21  EFyurc (USAT FaClity CONLION) .....ciuiiiiiieiiiiiesetes ettt bbb 191
B.2.22  EFips (IMEI(SV) PaITTNG SLALUS) ....ccueitieeiiriiieieriinieieriesie sttt sttt s ns et st ne s 191
B.2.23  EFipp (IMEI(SV) Of PAIFING DEVICE) .....eeiue e cee ettt sttt ste et te e srea e teente st esnaessaesseeteeeeeneesnnennes 191
o S N N (0= (0= o B (AN o oo i ) 191
B.2.25 EFac cBauap (Access Control t0 GBA_U_API) ...ttt et esnaenraenrean 191
= 0222 S T = T (=g o U= o T 1 g o (o= 1 o) 192
Annex C (normative): Test filledESCriPlioN.....ccuiieeee e e 193
Annex D (normative): uicc.usim.test.util package, (U)SIM interfaces and testing script

Lo =101 o (SRS 194
Annex E (normative): TSt AFEATIES. ..o e 195

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 6 ETSI TS 131 213 V18.1.0 (2025-04)

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 7 ETSI TS 131 213 V18.1.0 (2025-04)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 9 ETSI TS 131 213 V18.1.0 (2025-04)

1 Scope

The present document covers the minimum characteristics considered necessary in order to provide compliance to
TS31.130[2].

The present document describes the technical characteristics and methods of test for testing the (U)SIM API for Java
Card™ (TS 31.130 [2]) implemented in the (U)SIM. It specifies the following parts:

- test applicability;

- test environment description;
- testsformat;

- test areareference;

- conformance requirements;

- test suitefiles;

- test procedure;

- test coverage; and

- adescription of the associated testing tools that shall be used.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] ETSI TS 101 220: "Integrated Circuit Cards (ICC); ETSI numbering system for
telecommunication; Application providers (AID)".

[2] 3GPP TS 31 130: "(U)SIM API for Java Card™"

[3] Void.

[4] 3GPP TS 31.102: "Characteristics of the USIM Application".

[5] 3GPP TS 51.011 Release 4: " Specification of the Subscriber Identity Module- M obile Equipment
(SIM —ME) interface”.

[6] 3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[7] Void.

[8] 3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[9] Void.

[10] 3GPP TS 31.115: "Secured packet structure for the (U)SIM Toolkit applications”.

[11] 3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
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[12] void

[13] Sun Microsystems Java Card™ Specification: "Java Card™ 2.2.1 Runtime Environment (JCRE)
Specification”.

[14] void

[15] ETSI TS 102 268 V7.3.0: "Test specification for UICC Application Programming I nterface for
Java Card (TM) ".

[16] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[17] 3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics'.

[18] 3GPP TS 31.103: " Characteristics of the IP Multimedia Services Identity Module (1SIM)
application”.

[19] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping (GBA)".

[20] 3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for subscriber
certificates”.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [16] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [16].

applet installation parameters: values for applet installation parameters
Confor mance Requirement Reference (CRR): description of the expected card behaviour according to TS 31.130[2]

expected state: state in which the (U)SIM is supposed to be after the execution of the test procedure applied on the
relevant initial conditions

security parameters; minimum security requirements defined for the applet installation process

test area: set of Test Cases applicable to a specific part (class method, CAT RE behaviour, etc) of the TS 31.130 [2].
test case: elementary test that checks for compliance with one or more Conformance Requirement References

test procedure: sequence of actions/commands to perform all the test cases defined in atest area

test sourcefile: javafile containing methods that will load and install test applet in the card, execute and verify the test
results, and restore the Default Initial Conditions on the (U)SIM (when possible).

test toolkit applet: applet designed to test a specific functionality of the USIM API (TS 31.130 [2])

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [16] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905 [16].

AID Application [ Dentifier

APDU Application Protocol Data Unit

AP Application Programming Interface

B-TID Bootstrapping Transaction Identifier

CAT RE Card Application Toolkit Runtime Environment
CRR Conformance requirements Reference

CRRC Conformance requirement Reference Context Error
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CRRN Conformance requirement Reference Normal
CRRP Conformance requirement Reference Parameter Error
FFS For Further Study
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
GBA_ME ME-based GBA
GBA_U GBA with UICC-based enhancements
KDF Key Derivation Function
Ks int_ NAF Derived key in GBA_U which remains on UICC
NAF Network Application Function
4 Test environment

This clause specifies requirements that shall be met and the testing rules that shall be followed during the test
procedure.

4.1 Applicability

The tests defined in the present document shall be performed taking into account the services supported by the card as
specified in the EFssr file under DFgsw as defined in TS 51.011 [5] or EFysr file under ADFygm as defined in
TS 31.102 [4] or EFysr file under ADFigm asdefined in TS 31.103 [18].

The test defined in the present document are applicable to cards implementing TS 31.130 [2] unless otherwise stated.

The tests defined in the present document require that the card support the concatenation process with 2 concatenated
SMS.

4.2 Test environment description

The general architecture for the test environment is:

4.3 Tests format

4.3.1 Test area reference

Each test areais referenced as follows:
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For API testing:
API Testing: 'API_[package name]_[classname]_[ methodname]’ where
package name:
uicc.usim.access package: '1'
uicc.usm.toolkit package: '2'
uicc.usim.gba_u package: '3'
class name:
yyy: 3 letters for each class.
See Annex A for full classes acronymslist.
method name:
Zzzz[input parameters):
See Annex A for full methods name acronymslist.
For Framework testing:
FWK: framework testing
Chapter name:
xxx: 3 letters for each chapter
See annex F for full chapter acronyms list
Subchapter name
yyyy: : 4 letters for each subchapter

See annex F for full subchapter acronyms list

4311 Conformance requirements
The conformance requirements are expressed in the following way:
- Method prototype aslisted in TS 31.130 [2].

- Normal execution:

ETSI TS 131 213 V18.1.0 (2025-04)

- Contains normal execution and correct parameters limit values, each referenced as a Conformance

Requirement Reference Normal (CRRN).

- Parameterserror:

- Contains parameter errors and incorrect parameter limit values, each referenced as a Conformance

Requirement Reference Parameter Error (CRRP).

- Context error:

- Contains errors due to the context the method is used in, each referenced as a Conformance Requirement

Reference Context Error (CRRC).

43.1.2 Test area files
Thefilesincluded in the Test Area use the following naming convention:

- Test Source: Test [Test Area Reference].java
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- Test Applet: [Test Area Reference] [Test applet number].java
- CapFile: [Test Area Reference].cap
The applet numbers start from '1'.
The test source shall use common interfaces defined in Annex D.
The Cap Fileformat is described in Java Card™ Virtual Machine Specification [4].
Test files can be run in any order.

All files from the same test area are located in the same subfolder.

4.3.1.3 Test procedure

Each test procedure contains a table to indicate the expected responses form the API and/or the APDU level as follows:

Test Case
Id Description API/(U)SAT Framework APDU Expectation
Expectation
Test Case detailed description  |API and/or (U)SAT Framework Expected response at APDU
expected behaviour. level.

4.3.1.4 Test coverage

The table above each test procedure indicates the correspondence between the Conformance Reguirements Reference
(CRR) and the different test cases.

4.4 Initial conditions

The Initial Conditions are a set of genera prerequisites for the (U)SIM prior to the execution of testing. For each test
procedure described in the present document, the following rules apply to the Initial Conditions:

- unless otherwise stated, the file system and the files' content shall fulfil the requirements described in annex B;

- unless otherwise stated, before installing the applet(s) relevant to the current test procedure, all packages specific
to other test procedures shall not be present.

When both statements apply, atest procedureis said to be in the "Default Initial Conditions" state.

4.5 Package name
Java packages integrating this Test Suite shall follow this naming convention:

uicc.usm.test.access.[Test Area Reference]: Java Card packages containing Test Area References for the
TS 31.130 [2] uicc.access package.

uicc.usm.test.toolkit.[ Test Area Reference]: Java Card packages containing Test Area References for the
TS 31.130 [2] uicc.toolkit package.

uicc.usm.test.usatframework.[Test Area Reference]: Java Card packages containing Test Area References for the
TS 31.130[2] USAT Framework.

uicc.usim.test.util: for the Test util package defined in this Test Suite.

uicc.usm.test.gba u.[Test Area Reference]: Java Card packages containing Test Area References for the
TS 31.130[2] uicc.gba_u package.

where the Test Area Reference is written in lower case.
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EXAMPLE: The package ../uicc.usim.test.access.[ Test Area Reference] creates the following directory
structure ../uiccusinv/test/access/[ Test Area Reference] /Api_1 ... [1..n].*, where
‘Api_1 ... [1..n].*" arethe different test applets Java source files used in [ Test Area Reference] .

4.6 AID coding

The AID coding for the Test Packages, Applet classes and Applets shall be as specified in ETSI TS 101 220 [5]. In
addition, the following TAR and Application Provider specific data val ues are defined for use within the present
document:

AID coding

Byte 1 | Byte12 | Byte13 | Byte 14 [ Byte 15 | Byte 16 |

Application Provider specific data

TAR

Specified in ETSI TS 101 220 [5]

TAR coding (3 bytes/ 24 hits):

[bl1] [b4]bs] |[bg8][b9] [b12]bl3] [b1l6]bl7] [b24]
| | Applet instance number
Applet class number
Package number
RFU
Test Part Identifier

Applet instance number, Applet Class number, Package number:
For package AID, package number shall start from 0 and class and instance humbers shall be 0.

For class AID, package number is the number of the class package, class number shall start from 1 and instance
shall be 0.

For instance AID, package and class number are the number of class and package of which instance belongs, and
instance number shall start from 1.

Test part Identifier (bits bl-b4):
- 0000 reserved (as TAR="00.00.00" is reserved for Issuer Security Domain)
- 0010 API uicc.usm.toolkit
- 0011 API uicc.usim.gba u
- 0101 USAT Framework
- 1110 USIM ADF
- 1111 uicc.util
- other values are RFU
Application Provider specific data (1 byte):
- '00 for Package
- '01' for Applet class

- '02 for Applet Instance
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EXAMPLE: The AID of Package uicc.usim.util is'’A000 0000 871005FF FFFFFF89 FO 00 00 00

4.7 Test equipment

These clauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.7.1  Testtool

Thistest tool shall meet the following requirements:
- beable to send and receive APDU command to the USIM;
- theresult of I/O commands must be presented at the application layer;
- beableto provide results of the tests;

- shall send and/or compare all data specified in test file.

4.7.2 Interfaces and classes use

The USIM test tool extends the UICC test tool defined in ETSI TS 102 268 [15]. Then The USIM test tool cannot be
run without having implemented the UICC test tool.

The USIM test tool shall use some interfaces and classes, defined in Annex D. They define the only allowed methods to
write the test sources.

Interfaces and classes are defined as follow:
- USimToolkitService defines methods to manage toolkit commands,
- USImAPITestService defines methods to send envelopes defined in TS 31.111 [§],

- USimAPITestCardService defines the static method to get a reference of the class implementing all interfaces.

4.7.3 Util package

Annex D includes java source code of TestToolkitApplet abstract class of the uicc.usim.util package. Each test applet
shall extend this abstract classin order to retrieve test results when selecting it.

4.7.4 Java Software Development kit version

Java software development kit (SDK) version supported by Java Card 2.2.1 specifications ([12], [13], [14]) is1.4.1.

5 Test plan

Thetest plan is divided according to the (U)SIM API specification, that way the tests will follow the class hierarchy for
the uicc.usim.toolkit, uicc.usim.access and uicc.usim.gba u package; for the SIM Toolkit framework thistest plan
describes the different points that will be tested with the present test specification.

5.1 Package uicc.usim.access package

51.1 Interface SIMConstants

The constantsin Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be
performed.

51.2 Interface USIMConstants
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The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be
performed.

5.2 Package uicc.usim.toolkit package

5.2.1 Interface ToolkitConstants
The constants in Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be

performed.

5.2.2 Interface USATEnvelopeHandler

5.2.2.1 Method getSecuredDatalength

Test Area Reference: Api_2_Ueh Gsdl

5.2.2.11 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short get SecuredDat alLength()
throws uicc.toolkit. Tool kit Exception

522111 Normal execution

- CRRNZ1: The method shall return the length of the Secured Data from the Command Packet in the SMS TPDU
(simple or concatenated) or Cell Broadcast Page Comprehension TLV contained in the Envelope handler.

- CRRN2: Thelengthisfromthefirst SMSTPDU TLV, USSD String TLV or Cell Broadcast Page
Comprehension TLV.

- CRRN3: The length should not include padding bytes.

- CRRN4: The method can be used if the event iSEVENT_FORMATTED_SMS PP_ENV and if the SMS TP UD
isformatted according to TS 31.115 [10] Single or Concatenated Short Message.

- CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS PP _UPD and if the SMS TP UD
isformatted according to TS 31.115[10] Single or Concatenated Short Message.

- CRRNG6: The method can be used if the event isEVENT_FORMATTED_SMS CB and if the Cell Broadcast
Page is formatted according to TS 31.115 [10].

- CRRNT7: The method can be used if the event isEVENT_FORMATTED_USSD and if the USSD String id is
formatted according to TS31.115 [10]

- CRRNS: If the method is successful and if the event isEVENT_FORMATTED _SMS PP ENV, the selected
TLV should bethe SMSTPDU TLV.

- CRRNQ9: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD, the selected
TLV should bethe SMSTPDU TLV.

- CRRNI10: If the method is successful and if the event isEVENT_FORMATTED_SMS CB, the selected TLV
should be the Cell Broadcast Page TLV.

- CRRN11: If the method is successful and if the event isEVENT_FORMATTED_USSD, the selected TLV
should be the USSD String TLV.

5221.1.2 Parameter errors

No requirements.
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5.22.1.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of unavailable SMS
TPDU TLV, USSD String TLV element or Cell Broadcast Page Comprehension TLV.

- CRRC2: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of wrong data format.

5.2.2.1.2 Test area files
Specific triggering:

- FORMATTED SMSCB.

- UNFORMATTED SMSCB.

- FORMATTED SMSPP ENV.

- UNFORMATED SMSPPENV.

- FORMATTED SMSPP UPD.

- FORMATTED USSD ENV.

- UNFORMATTED USSD ENV.

- For Formatted triggering if CC/RC/DS is used, the security parameters are the one defined in clause "5.3.8
Framework Security Management".

Test Source: Test Api_2 Ueh Gsdl.java
Test Applet: Api_2 Ueh Gsdl_1.java

Cap File: Api_2 Ueh Gsdl.cap
5.2.2.1.3 Test coverage
CRR number Test case number
N1 1to 42
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18
N2 13, 30
N3 6, 7,23, 24,37, 38
N4 1to17
N5 18to0 34
N6 35t042
N7 43 to 56
N8 17
N9 34
N10 42
N11 56
C1 57
Cc2 58
C3 59

Test procedure
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for 2 concatenated envelopes : OXFA

Id Description API/(U)SAT Framework APDU Expectation
Expectation

FORMATTED SMS PP ENV Triggering

1 |Testwith FORMATTED_SMS_PP_ENV and TP- |Returns 0X002A
OA length of 2

2 |Test with TP-OA length of 6 Returns 0x002A

3 |Test with TP-OA length of 12 Returns 0x002A

4 |Test with RC/CC/DS length of 0 Returns 0x0010

5 |Test with RC/CC/DS length of 8 Returns 0x0010

6 |Test with PCNTR =0 Returns 0x0010

7 |Test with PCNTR = 7 (ciphering shall be used) Returns 0x0003

8 |Test with Secured Data Length = 00 Returns 0x0000

9 |[Test with Secured Data Length = 0x33 Returns 0x0033

10 |Test with Secured Data Length = 0x6C (UDL = Returns 0x006C
0Xx7F)

11 |Test with Secured Data Length = 0x6D (UDL = Returns 0x006D
0x80)

12 |Test with Secured Data Length = maximum Returns 0x0079
length for one envelope : 0x79 (UDL = 0x8C)

13 |Verify it is the first TPDU TLV: Returns 0x0005
Send a SMS PP with 2 TPDU TLV and inside two
different secured data lengths: 5 and 10

14 |Test with secured data length = Ox7F (2 Returns 0x007F
concatenated envelopes are needed)

15 |Test with secured data length = 0x80 (2 Returns 0x0080
concatenated envelopes are needed)

16 |Test with secured data length = maximum length |Returns OXO0FA
for 2 concatenated envelopes : OXFA

17 |Test with FORMATTED_SMS_PP_ENV getValueByte returns 0x0040
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDatalength
and then getValueByte to verify that the current
TLV is the TPDU TLV

FORMATTED SMS PP UPD Triggering

18 |Same test as 1 but with Returns 0x002A
FORMATTED_SMS_PP_UPD

19 [Same test as 2 but with Returns 0x002A
FORMATTED_SMS_PP_UPD

20 |Same test as 3 but with Returns 0x002A
FORMATTED_SMS _PP_UPD

21 |Same test as 4 but with Returns 0x0010
FORMATTED_SMS_PP_UPD

22 |Same test as 5 but with Returns 0x0010
FORMATTED_SMS_PP_UPD

23 |Same test as 6 but with Returns 0x0010
FORMATTED_SMS _PP_UPD

24 |Same test as 7 but with Returns 0x0003
FORMATTED_SMS_PP_UPD

25 |Same test as 8 but with Returns 0x0000
FORMATTED_SMS_PP_UPD

26 |Same test as 9 but with Returns 0x0033
FORMATTED_SMS _PP_UPD

27 |Same test as 10 but with Returns 0x006C
FORMATTED_SMS_PP_UPD

28 |Same test as 11 but with Returns 0x006D
FORMATTED_SMS_PP_UPD

29 |Same test as 12 but with Returns 0x0079
FORMATTED_SMS _PP_UPD

30 |Same test as 13 but with Returns 0x0005
FORMATTED_SMS_PP_UPD

31 |[Test with secured data length = Ox7F (2 Returns Ox007F
concatenated envelopes are needed)

32 |Test with secured data length = 0x80 (2 Returns 0x0080
concatenated envelopes are needed)

33 |Test with secured data length = maximum length  [Returns OXO0OFA
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
34 |(Test with FORMATTED_SMS_PP_UPD getValueByte returns 0x0040
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDatal.ength
and then getValueByte to verify that the current
TLV is the TPDU TLV
FORMATTED SMS CB Triggering
35 [Same test as 4 but with FORMATTED SMS CB |Returns 0x0010
36 [Same test as 5 but with FORMATTED_SMS_CB  |Returns 0x0010
37 |Same test as 6 but with FORMATTED _SMS_CB |Returns 0x0010
38 |[Same test as 7 but with FORMATTED _SMS_CB |Returns 0x0003
39 [Same test as 8 but with FORMATTED_SMS _CB  |Returns 0x0000
40 |[Same test as 9 but with FORMATTED SMS CB |Returns 0x0033
41 |Same test as 12 but with maximum secured data |Returns 0x0042
length: 0x42, and FORMATTED_SMS_CB
42 |Test with FORMATTED_SMS_CB getValueByte returns 0x00
Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:
findTLV device identities, getSecuredDatalength
and then getValueByte to verify that the current
TLV is the Cell Broadcast Page TLV
FORMATTED USSD Triggering
43 |Test with formatted USSD and RC/CC/DS length |Returns 0x0010
of 0
44 |Test with RC/CC/DS length of 8 Returns 0x0010
45 |Test with PCNTR =0 Returns 0x0010
46 |Test with PCNTR = 7 (ciphering shall be used) Returns 0x0003
47 |Test with Secured Data Length = 00 Returns 0x0000
48 |Test with Secured Data Length = 0x33 Returns 0x0033
49 |(Test with Secured Data Length = 0x6C (UDL = Returns 0x006C
0x7F)
50 |Test with Secured Data Length = 0x6D (UDL = Returns 0x006D
0x80)
51 |Test with Secured Data Length = maximum Returns 0x0079
length for one envelope : 0x79 (UDL = 0x8C)
52 |Verify it is the first String TLV: Returns 0x0005
Send a USSD with 2 USSD String TLV and inside
two different secured data lengths: 5 and 10
53 |Test with secured data length = Ox7F (2 Returns Ox007F
concatenated envelopes are needed)
54 |Test with secured data length = 0x80 (2 Returns 0x0080
concatenated envelopes are needed)
55 |[Test with secured data length = maximum length  |Returns 0x00FA
for 2 concatenated envelopes : OXFA
56 |Test with FORMATTED_USSD getValueByte returns 0x0040
Verify after call of the method the current TLV is
the USSD String TLV:
findTLV device identities, getSecuredDatalength
and then getValueByte to verify that the current
TLV is the USSD String TLV
Error tests
57 |Send an envelope SMS CB, ToolkitException.UNAVAILABLE_
getSecuredDatalLength ELEMENT
58 |Send an envelope SMS PP unformatted ToolkitException.UNAVAILABLE_
ELEMENT
59 |Send an envelope USSD unformatted ToolkitException.UNAVAILABLE_
ELEMENT
5.2.2.2 Method getSecuredDataOffset

Test Area Reference: Api_2 Ueh Gsdo
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5.2.2.21 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short get SecuredDataO fset ()
throws uicc.tool kit. Tool kit Exception

522211 Normal execution

- CRRNZ1: The method shall return the offset of the secured datafirst byte contained inaSMS TPDU TLV or
USSD String TLV.

- CRRN2: The offset isfrom thefirst SMS TPDU TLV or USSD String TLV.

- CRRN3: The method can be used if the event isEVENT_FORMATTED _SMS PP _ENV and if the SMS TP-
UD isformatted according to TS 31.115 [10].

- CRRN4: The method can be used if the event isSEVENT_FORMATTED_SMS PP_UPD and if the SMS TP-
UD isformatted according to TS 31.115 [10].

- CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS _CB and if the Cell Broadcast
Page is formatted according to TS 31.115[10].

- CRRNG: If the method is successful and if the event isEVENT_FORMATTED _SMS PP ENV, the selected
TLV should bethe SMSTPDU TLV.

- CRRNY: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD, the selected
TLV should be the SMSTPDU TLV.

- CRRNS: If the method is successful and if the event iSEVENT_FORMATTED_SMS CB, the selected TLV
should be the Cell Broadcast Page TLV.

- CRRN9: If the method is successful and if the event isEVENT_FORMATTED_USSD, the selected TLV should
be the USSD String TLV.

- CRRNI10: If the Secured Data length is zero the value returned shall be the offset of the first byte following the
TS 31.115[10] Command Packet structure.

5.22.2.1.2 Parameter errors

No reguirements.

5.2.2.2.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of unavailable SMS
TPDU TLV or USSD String TLV element.

- CRRC2: The method shall throw ToolkitException.UNAVAILABLE _ELEMENT in case of wrong data format.

5.2.2.2.2 Test area files
Specific triggering:

- FORMATTED SMSCB.

- UNFORMATTED SMSCB.

- FORMATTED SMSPP UPD.

- FORMATTED SMSPP ENV.

- UNFORMATED SMSPPENV.

- FORMATTED USSD ENV.
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- UNFORMATTED USSD ENV.

- For Formatted triggering if CC/RC/DS is used, the security parameters are the one defined in clause "5.3.8
Framework Security Management".

Test Source: Test Api_2 Ueh Gsdo.java
Test Applet: Api_2 Ueh Gsdo 1.java

Cap File: Api_2 Ueh Gsdo.cap
5.2.2.2.3 Test coverage
CRR number Test case number

N1 1to 20
N2 5,13
N3 lto8
N4 9to 16
N5 17,18, 19, 20
N6 7
N7 15
N8 20
N9 211025
N10 6, 14, 19
C1 26
C2 27

5.22.24 Test procedure

Id Description API/(U)SAT Framework APDU Expectation

Expectation

FORMATTED SMS PP ENV triggering
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Verify after call of the method the current TLV is
the String TLV:

findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current

TLV is the StringTLV

Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 |Test with TP-OA length of 2 and RC/CC/DS Returns 0x21
length is O
2 |Test with TP-OA length of 6 and RC/CC/DS Returns 0x23
length is O
3 |Test with TP-OA length of 12 and RC/CC/DS Returns 0x26
length is O
4 |Test with RC/CC/DS length of 8 and TP-OA Returns 0x29
length is 2
5 |Send a SMS PP with 2 TPDU TLV and inside two [Returns 0x24 ( the first offset )
different secured data offsets
6 |Same test as 1 but without any secured data Returns 0x21
7 |Test with FORMATTED_SMS_PP ENV Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
8 |Same test as 1, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = OXO0FA)
FORMATTED SMS PP UPR triggering
9 |Same test as 1 but with Returns 0x21
FORMATTED_SMS _PP_UPD
10 [Same test as 2 but with Returns 0x23
FORMATTED_SMS PP_UPD
11 |Same test as 3 but with Returns 0x26
FORMATTED_SMS_PP_UPD
12 |Same test as 4 but with Returns 0x29
FORMATTED_SMS _PP_UPD
13 |Same test as 5 but with Returns 0x24 ( the first offset )
FORMATTED_SMS PP_UPD
14 |Same test as 6 but with Returns 0x21
FORMATTED_SMS_PP_UPD
15 |Test with FORMATTED_SMS_PP UPD Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
16 |Same test as 8, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = OXO0FA)
FORMATTED SMS CB triggering
17 |Same test as 2 but with FORMATTED _SMS_CB  |Returns 0x16
18 |Same test as 4 but with FORMATTED _SMS_CB  |Returns Ox1E
19 |Same test as 6 but with FORMATTED SMS CB |Returns 0x16
20 |Test with FORMATTED_SMS_CB Returns 0x00
Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the Cell Broadcast Page TLV
FORMATTED USSD triggering
21 |Test with RC/CC/DS length of 8 Returns 0x29
22 |Send a USSD with 2 USSD StringTLV and inside |Returns 0x24 ( the first offset )
two different secured data offsets
23 |Same test as 1 but without any secured data Returns 0x21
24 |Test with FORMATTED_USSD Returns 0x40
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
25 |Same test as 1, but with a concatenated SMS (2 |Returns 0x21
USSD message and maximum Secured Data
Length = OXO0FA)

UNFORMATTED Triggering

26 |Send an UNFORMATTED SMS CB envelope, ToolkitException.UNAVAILABLE_
getSecuredDataOffset ELEMENT
27 |Send an UNFORMATTED SMS PP envelope, ToolkitException.UNAVAILABLE_
getSecuredDataOffset ELEMENT
28 |Send an UNFORMATTED USSD envelope, ToolkitException.UNAVAILABLE_
getSecuredDataOffset ELEMENT
5.2.2.3 Method getShortMessageLength

Test Area Reference: Api_2_Ueh Gsml

5.2.2.31 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short get ShortMessagelLength()
throws uicc.toolkit. Tool kit Exception

52.2.3.1.1 Normal execution

- CRRNZ1: The method shall return the length of the Short Message from the User Data part in the SMS TPDU
(simple or concatenated) or Cell Broadcast Page Comprehension TLV contained in the USATEnvelopeHandler.

- CRRN2: Thelengthisfrom thefirst SMSTPDU TLV or Cell Broadcast Page Comprehension TLV.
- CRRN3: The length should not include padding bytes.
- CRRN4: Thelength should not include the UDH if any.

- CRRNS5: The method can be used if the event isEVENT_FORMATTED_SMS PP _ENV or
EVENT_UNFORMATTED_SMS PP.

- CRRNG6: The method can be used if the event isEVENT_FORMATTED_SMS PP_UPD or
EVENT_UNFORMATTED_SMS UPD.

- CRRNT7: The method can be used if the event isEVENT_FORMATTED_SMS CB or
EVENT_UNFORMATTED_SMS CB.

- CRRNS: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_ENV or
EVENT_UNFORMATTED_SMS PP, the selected TLV should bethe SMSTPDU TLV.

- CRRNQ9: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD or
EVENT_UNFORMATTED_SMS_UPD, the selected TLV should bethe SMSTPDU TLV.

- CRRNI10: If the method is successful and if the event isEVENT_FORMATTED_SMS CB or
EVENT_UNFORMATTED_SMS CB, the selected TLV should be the Cell Broadcast Page TLV.

- CRRN11: If the Short Message Length is zero, no exception shall be thrown.

52.23.1.2 Parameter errors

No reguirements.

5.2.2.3.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of unavailable SMS
TPDU TLV element or Cell Broadcast Page Comprehension TLV.
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- CRRC2: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of wrong data format.

5.2.2.3.2 Test area files
Specific triggering:
- FORMATTED SMSCB.
- UNFORMATTED SMSCB.
- FORMATTED SMSPP UPD.
- UNFORMATTED SMS PP UPD.
- FORMATTED SMSPP ENV.
- UNFORMATTED SMS PP ENV.
- UNRECOGNIZED_ENVELOPE.

- For Formatted triggering if CC/RC/DS is used, the security parameters are the one defined in clause "5.3.8
Framework Security Management".

Test Source: Test Api_2 Ueh Gsml.java
Test Applet: Api_2 Ueh Gsml_1.java

Cap File: Api_2 Ueh Gsml.cap
5.2.2.33 Test coverage
CRR number Test case number

N1 11to 46
N2 8, 18, 26, 34, 41, 45
N3 4,14, 22
N4 1lto 27
N5 1to 10 and 28 to 35
N6 11 to 20 and 36 to 43
N7 21to 27 and 44 to 46
N8 9,35
N9 19, 43
N10 27,46
N11 6, 16, 24, 30, 38
C1l 47
C2 Not applicable

5.2.2.34 Test procedure

Id Description API/(U)SAT Framework APDU Expectation

Expectation

FORMATTED SMS PP ENV Triggering
1 |Testwith FORMATTED_SMS_PP_ENV and TP- |Returns 0X003A
OA length of 2 and secured data length of 0x2A
with no padding byte (PCNTR = 0, no RC/CC/DS)
2 |Test with TP-OA length of 12 and secured data Returns 0x003A
length of 0x2A with no padding byte (PCNTR =0,
no RC/CC/DS)

3 |Test with PCNTR = 0, no RC/CC/DS and data Returns 0x0020
length of 0x10
4 |Testwith PCNTR =7, no RC/CC/DS and data Returns 0x001A
length of 0x03 (ciphering shall be used)

5 |Test with PCNTR = 0, with RC/CC/DS length of 8 |Returns 0x0028
and secured data length of 0x10
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FindTLV() with TAG_DEVICE_IDENTITIES.
GetShortMessageLength() and then
getValueByte() with offset 0

23.041 first byte)

Id Description API/(U)SAT Framework APDU Expectation
Expectation

6 |Test with PCNTR =0, no RC/CC/DS and Returns 0x0010
SecuredDatalength = 00

7 |Test with PCNTR = 0, no RC/CC/DS and Returns 0x0089
UserDatalength = maximum length (0x8C) for a
single SMS

8 |Verify it is the first TPDU TLV: Returns 0x0015
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23 (with
PCNTR =0, no RC/CC/DS)

9 |Send envelope SMS-PP Formatted. getValueByte() returns 0x40(TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.040 [11] first byte)
getShortMessagelLength() and then
getValueByte() with offset 0

10 |Test with UserDataLength = maximum length Returns 0x010A
(0x010D) with 2 concatenated SMS

FORMATTED SMS PP UPD Triggering

11 |Test with FORMATTED_SMS_PP_UPD and TP- |Returns OxO003A
OA length of 2 and secured data length of 0x2A
with no padding byte (PCNTR = 0)

12 |Test with TP-OA length of 12 and secured data Returns 0x003A
length of 0x2A with no padding byte (PCNTR = 0)

13 |Test with PCNTR = 0, no RC/CC/DS and data Returns 0x0020
length of 0x10

14 |Test with PCNTR = 7, no RC/CC/DS and data Returns 0x001A
length of 0x03 (ciphering shall be used)

15 |Test with PCNTR = 0, with RC/CC/DS length of 8 |Returns 0x0028
and secured data length of 0x10

16 |Test with PCNTR = 0, no RC/CC/DS and Returns 0x0010
SecuredDatalength = 00

17 |Test with PCNTR = 0, no RC/CC/DS and Returns 0x0089
UserDatalLength = maximum length (0x8C) for a
single SMS

18 |Verify it is the first TPDU TLV: Returns 0x0015
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23 (with
PCNTR =0, no RC/CC/DS)

19 |Send envelope SMS-PP Formatted. GetValueByte() returns 0x40(TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.040 [11] first byte)
GetShortMessageLength() and then
getValueByte() with offset 0

20 |Test with UserDatalLength = maximum length Returns 0x0010A
(0x010D) with 2 concatenated SMS

FORMATTED SMS CB Triggering

21 |Test with PCNTR = 0, no RC/CC/DS and data Returns 0x0052
length of 0x10

22 |Test with PCNTR = 7, no RC/CC/DS and data Returns 0x0052
length of 0x03 (ciphering shall be used)

23 |Test with PCNTR = 0, with RC/CC/DS length of 8 |Returns 0x0052
and secured data length of 0x10

24 |Test with PCNTR =0, no RC/CC/DS and Returns 0x0052
SecuredDatalLength = 00

25 |Test with PCNTR =0, no RC/CC/DS and Returns 0x0052
UserDatalLength = maximum length (0x58) for a
single SMS CB

26 |Verify it is the first Cell Broadcast Page TLV: Returns 0x0052 and
Send a SMS CB with 2 Cell Broadcast Page TLV |GetValueShort(6) returns 0x0016
with two different user data lengths: 0x18 and (UDL of first Page TLV)
0x23 (with PCNTR = 0, no RC/CC/DS)

27 |Send envelope SMS-CB Formatted. GetValueByte() returns 0x00 (TS
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
UNFORMATTED SMS PP ENV Triggering
28 |Test with UNFORMATTED_SMS_PP_ENV and  |Returns 0x003D
TP-OA length of 2, and user data length of 0x3D
29 |Test with TP-OA length of 12, and user data Returns 0x003D
length of 0x3D
30 |Test with UserDataLength = 0x00 Returns 0x0000 with no exception
31 [Test with UserDatalength = Ox7F Returns 0x007F
32 |Test with UserDataLength = 0x80 Returns 0x0080
33 |Test with UserDataLength = maximum length: Returns 0x008C
0x8C for a single SMS
34 |Verify it is the first TPDU TLV: Returns 0x0018
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23
35 |Send envelope SMS-PP Unformatted. GetValueByte() returns 0x00
FindTLV() with TAG_DEVICE_IDENTITIES. (TS 23.040 [11] first byte)
getShortMessagelLength() and then
getValueByte() with offset O (first user data =
0x55)
UNFORMATTED SMS PP UPD Triggering
36 |Test with UNFORMATTED_SMS_PP_UPD and  |Returns 0x003D
TP-OA length of 2, and user data length of 0x3D
37 |Test with TP-OA length of 12, and user data Returns 0x003D
length of 0x3D
38 |Test with UserDataLength = 0x00 Returns 0x0000 with no exception
39 |Test with UserDataLength = Ox7F Returns 0x007F
40 |Test with UserDatalength = 0x80 Returns 0x0080
41 |Verify itis the first TPDU TLV: Returns 0x0018
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23
42 |Test with UserDatal.ength = maximum length: Returns 0x008C
0x8C for a single SMS
43 |Send envelope SMS-PP Formatted. GetValueByte() returns 0x00 (TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.040 [11] first byte)
GetShortMessageLength() and then
getValueByte() with offset 0
UNFORMATTED SMS CB Triggering
44 |Test with UNFORMATTED_SMS_CB Returns 0x0052
45 |Verify it is the first Cell Broadcast Page TLV: Returns 0x0052
Send a SMS CB with 2 Cell Broadcast Page TLV
with two different user data lengths: 0x58 and
0x23
46 |Send envelope SMS-CB Formatted. GetValueByte() returns 0x00 (TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.041 first byte)
GetShortMessageLength() and then
getValueByte() with offset 0
Unrecognized Envelope Triggering
47 |Send an Unrecognized Envelope with neither ToolkitException.UNAVAILABLE_
TPDU TLV nor Cell Broadcast Page TLV, then ELEMENT
call the method.
5.2.2.4 Method getShortMessageOffset

Test Area Reference: Api_2 Ueh Gsmo

52241

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short get ShortMessageO fset ()
throws uicc.toolkit. Tool kit Exception
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5224.1.1 Normal execution

- CRRNZ1: The method shall return the offset of the Short Message first byte contained in the User Data part of the
SMSTPDU TLV contained in the USATEnvel opeHandler.

- CRRNZ2: The offset is from the first SMSTPDU TLV.

- CRRN3: The method can be used if the event isEVENT_FORMATTED_SMS PP_ENV or
EVENT_UNFORMATTED_SMS _PP_ENV.

- CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP_UPD or
EVENT_UNFORMATTED_SMS PP_UPD.

- CRRNS5: The method can be used if the event isEVENT_FORMATTED _SMS CB or
EVENT_UNFORMATTED_SMS CB.

- CRRNG: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_ENV or
EVENT_UNFORMATTED_SMS PP_ENV, the selected TLV should be the SMS TPDU TLV.

- CRRNY: If the method is successful and if the event isEVENT_FORMATTED_SMS PP_UPD or
EVENT_UNFORMATTED_SMS_PP_UPD, the selected TLV should be the SMSTPDU TLV.

- CRRNS: If the method is successful and if the event isEVENT_FORMATTED_SMS CB or
EVENT_UNFORMATTED_SMS CB, the selected TLV should be the Cell Broadcast Page TLV.

- CRRNB9: The method returns the offset of the first byte after the UDH, if any.

5224.1.2 Parameter errors

No reguirements.

52.2.4.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of unavailable SMS
TPDU TLV or Cell Broadcast Page Comprehension TLV element.

- CRRC2: The method shall throw ToolkitException.UNAVAILABLE _ELEMENT in case of wrong data format.

5.2.24.2 Test area files
Specific triggering:

- FORMATTED SMSCB.

- UNFORMATTED SMSCB.

- FORMATTED SMSPP UPD.

- UNFORMATTED SMS PP UPD.

- FORMATED SMS PP ENV.

- UNFORMATED SMSPPENV.

- UNRECOGNIZED_ENVELOPE.

- For Formatted triggering if CC/RC/DS is used, the security parameters are the one defined in clause "5.3.8
Framework Security Management".

Test Source: Test_Api_2 Ueh Gsmo.java
Test Applet: Api_2 Ueh Gsmo_1java

Cap File: Api_2 Ueh Gsmo.cap
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5.2.24.3 Test coverage
CRR number Test case number

N1 1to0 30
N2 4,11,21,26
N3 1to 7 and 19 to 23
N4 810 14 and 24 to 28
N5 151t0 18, 29, 30
N6 6, 22
N7 13, 27
N8 18, 30
N9 1to 18, 23, 28
C1 31
C2 Not applicable

5.2.2.4.4 Test procedure

Id Description API/(U)SAT Framework APDU Expectation

Expectation

FORMATTED SMS PP ENV triggering
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 |Test with TP-OA length of 2 and RC/CC/DS Returns 0x11
length is O
2 |Test with TP-OA length of 12 and RC/CC/DS Returns 0x16
length is O
3 |Test with RC/CC/DS length of 8 and TP-OA Returns 0x11
length is 2
4 [Send a SMS PP with 2 TPDU TLV and inside two |Returns 0x14 ( the first offset )
different secured data offsets
5 |Same test as 1 but without any secured data Returns 0x11
6 |Test with FORMATTED_SMS_PP ENV Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
7 |Same test as 1, but with a concatenated SMS (2  |Returns 0x15
Short Messages and maximum Secured Data
Length = OXO0FA)
FORMATTED SMS PP UPD triggering
8 |Same test as 1 but with Returns 0x11
FORMATTED SMS PP UPD
9 |Same test as 2 but with Returns 0x16
FORMATTED_SMS_PP_UPD
10 [Same test as 3 but with Returns 0x11
FORMATTED_SMS PP _UPD
11 |Same test as 4 but with Returns0x14 ( the first offset )
FORMATTED SMS PP UPD
12 |Same test as 5 but with Returns Ox11
FORMATTED_SMS_PP_UPD
13 |Test with FORMATTED_SMS_PP UPD Returns 0x40
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getSecuredDataOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
14 |Same test as 10, but with a concatenated SMS (2 |Returns 0x21
Short Messages and maximum Secured Data
Length = OXO0FA)
FORMATTED SMS CB triggering
15 |Same test as 1 but with FORMATTED SMS CB |Returns 0x06
16 |Same test as 3 but with FORMATTED_SMS _CB |Returns 0x06
17 |Same test as 5 but with FORMATTED_SMS _CB |Returns 0x06
18 |Test with FORMATTED_SMS_CB Returns 0x00

Verify after call of the method the current TLV is
the Cell Broadcast Page TLV:

FindTLV() device identities,
getSecuredDataOffset() and then getValueByte()
to verify that the current TLV is the Cell Broadcast
Page TLV

UNFORMATTED SMS PP ENV triggering
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
19 |Test with TP-OA length of 2 Returns 0x0E
20 |Test with TP-OA length of 12 Returns 0x13
21 |Send a SMS PP with 2 TPDU TLV and inside two |Returns 0x11 (the first offset)
different UDL offsets
22 |Test with UNFORMATTED_SMS_PP ENV Returns 00
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getShortMessageOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
23 |Same test as 19, but with a concatenated SMS (2 |Returns OXOE or OxOF (depending
Short Messages and maximum User Data Length |of UDHI implementation)
= 0x0102)
UNFORMATTED SMS PP UPD triggering
24 |Same test as 19 but with Returns OxOE
FORMATTED_SMS _PP_UPD
25 |Same test as 20 but with Returns 0x13
FORMATTED_SMS_PP_UPD
26 |Same test as 21 but with Returns 0x11 ( the first offset )
FORMATTED_SMS_PP_UPD
27 |Test with FORMATTED_SMS_UPD Returns 0x11
Verify after call of the method the current TLV is
the TPDU TLV:
findTLV device identities, getShortMessageOffset
and then getValueByte to verify that the current
TLV is the TPDU TLV
28 |Same test as 25, but with a concatenated SMS (2 |Returns OXOE or 0xOF (depending
Short Messages and maximum Secured Data of UDHI implementation)
Length = OXO0FA)
UNFORMATTED SMS CB Triggering
29 |Test with UNFORMATTED_SMS_CB Returns 0x06
30 |Send envelope SMS-CB Unformatted. GetValueByte() returns 0x00 (TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.041 first byte)
getShortMessageOffset() and then
getValueByte() with offset 0
Unrecognized Envelope Triggering
31 |Send an Unrecognized Envelope with neither ToolkitException.UNAVAILABLE_
TPDU TLV nor Cell Broadcast Page TLV, then ELEMENT
call the method.
5.2.2.5 Method getTPUDLOffset

Test Area Reference: Api_2 Ueh Gtpo

5.2.251

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short get TPUDLOf f set ()
throws uicc.tool kit. Tool kitException

522511

Normal execution

CRRN1: The method shall return the TPUDL offset inaSMS TPDU TLV.

CRRN2: The offset isfrom the firss SMSTPDU TLV.

CRRN3: The method can be used if the event is EVENT_FORMATTED_SMS_PP_ENV.

CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP_UPD.

CRRNS5: The method can be used if the event isEVENT_UNFORMATTED_SMS PP_ENV.
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- CRRNG6: The method can be used if the event isEVENT_UNFORMATTED_SMS PP UPD.
- CRRNZ7: If the method is successful, the selected TLV should be the SMSTPDU TLV.

5.2.25.1.2 Parameter errors

No requirements.

5.2.25.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT in case of unavailable SMS
TPDU TLV element.

- CRRCZ: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if the TPUDL field does not
exist.
5.2.25.2 Test area files
Specific triggering:
- FORMATTED SMSPP UPD.
- UNFORMATTED SMS PP UPD.
- UNFORMATTED SMS PP ENV.
- FORMATTED SMSPP ENV.
- UNFORMATTED SMSCB.
Test Source Test Api_2 Ueh Gtpo.java
Test Applet: Api_2 Ueh Gtpo_1java

Cap File: Api_2 Ueh Gtpo.cap
5.2.25.3 Test coverage
CRR number Test case number
N1 1to 21.
N2 4,10, 15, 20.
N3 1,2,3,45¢6
N4 7,8,9,10,11
N5 12,13, 14, 15, 16
N6 17,18, 19, 20,21
N7 6
C1 22
Cc2 Not testable
5.2.254 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

FORMATTED SMS PP ENV triggering
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1 |[Test with TP-OA length of 2 Returns 0x0D
2 |Test with TP-OA length of 6 Returns Ox0F
3 |Test with TP-OA length of 12 Returns 0x12
4 |Send a SMS PP with 2 TPDU TLV and inside two  |Returns 0x10 (the first offset)
different UDL offsets
5 |Same test as 1, but with a concatenated SMS (2 Returns 0x0D
Short Messages and maximum Secured Data
Length = Ox00FA)
6 |Verify after call of the method the current TLV is the |Returns 0x40
TPDU TLV:
findTLV device identities, getTPUDLOffset and
then getValueByte to verify that the current TLV is
the TPDU TLV
FORMATTED SMS PP UPD triggering
7 |Same test as 1 but with Returns 0x0D
FORMATTED SMS PP UPD
8 |Same test as 2 but with Returns OxOF
FORMATTED_SMS_PP_UPD
9 |Same test as 3 but with Returns 0x12
FORMATTED SMS PP_UPD
10 |Same test as 4 but with Returns 0x10 (the first offset)
FORMATTED SMS PP UPD
11 |Same test as 7, but with a concatenated SMS (2 Returns 0x0D
Short Messages and maximum Secured Data
Length = OX0O0FA)
UNFORMATTED SMS PP UPD triggering
12 [Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP UPD
13 [Same test as 2 but with Returns OxOF
UNFORMATTED_SMS_PP_UPD
14 |Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP _UPD
15 |Same test as 4 but with Returns 0x12 (the first offset)
UNFORMATTED SMS PP UPD
16 [Same test as 12, but with a concatenated SMS (2  |Returns 0x0D
Short Messages and maximum User Data Length =
0x010C)
UNFORMATTED SMS PP ENV triggering
17 [Same test as 1 but with Returns 0x0D
UNFORMATTED SMS PP _ENV
18 [Same test as 2 but with Returns OxOF
UNFORMATTED _SMS PP_ENV
19 [Same test as 3 but with Returns 0x12
UNFORMATTED SMS PP _ENV
20 [Same test as 4 but with Returns 0x10 (the first offset)
UNFORMATTED SMS PP _ENV
21 |Same test as 17, but with a concatenated SMS (2  |Returns 0x0D
Short Messages and maximum User Data Length =
0x010C)
UNFORMATTED SMS CB triggering
22 |Send an envelope Unformatted SMS CB, ToolkitException.UNAVAILAB
getTPUDLOffset LE ELEMENT
5.2.2.6  Method getUserDatalLength

Test Area Reference: Api_2 Ueh Gudl

5.2.2.6.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getUserDatalLength()

throws uicc.tool kit. Tool ki t Exception
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5.2.26.11 Normal execution
- CRRNZ1: The method shall return the length of the User Data contained in the SMS TPDU TLV element.
- CRRN2: Thelengthisfrom the first SMSTPDU TLV element.
- CRRN3: If the SMSTPDU TLV element is available, it becomes the selected TLV
- CRRN4: The method can be used if the event isEVENT_FORMATTED_SMS PP_ENV.
- CRRN5: The method can be used if the event isEVENT_FORMATTED_SMS PP _UPD.
- CRRNS6: The method can be used if the event isEVENT_UNFORMATED_SMS _PP_ENV.
- CRRNT7: The method can be used if the event isEVENT_UNFORMATTED_SMS PP_UDP.

5.2.2.6.1.2 Context errors
- CRRC1: The method shall throw UNAVAILABLE_ELEMENT in case of unavailable TPDU TLV element.
- CRRC2: The method shall throw UNAVAILABLE_ELEMENT in case of wrong data format.

5.2.2.6.2 Test area files
Specific triggering:
- FORMATTED SMSPP UPD.
- UNFORMATTED SMS PP UPD.
- FORMATED SMSPPENV.
- UNFORMATED SMSPPENV.

- For Formatted triggering if CC/RC/DSis used, the security parameters are the one defined in clause "5.3.8
Framework Security Management".

Test Source: Test Api_2 Ueh Gudl.java
Test Applet: Api_2 Ueh Gudl_1.java

Cap File: Api_2 Ueh Gudl.cap
5.2.2.6.3 Test coverage
CRR number Test case number

N1 All test cases excepted:
53

N2 11, 26, 37,45

N3 12, 27, 38, 46

N4 1to 15

N5 16 to 30

N6 31to0 38

N7 39 to 46

C1l 47

Cc2 Not applicable
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5.2.2.6.4 Test procedure

Id Description API/(U)SAT Framework APDU Expectation
Expectation

FORMATTED SMS PP ENV Triggering

1 |Testwith FORMATTED_SMS_PP_ENV and TP- |Returns 0x003D
OA length of 2 and user data length of 0x3D

2 |Test with TP-OA length of 12 and user data Returns 0x003D
length of 0x3D

3 |Test with RC/CC/DS length of 0 and secured data [Returns 0x0023
length of 0x10

4 |Test with RC/CC/DS length of 8 and secured data |Returns 0x002B
length of 0x10

5 |Test with PCNTR = 0, no RC/CC/DS and data Returns 0x0023
length of 0x10

6 |Testwith PCNTR =7, no RC/CC/DS and data Returns 0x001D
length of 0x03 (ciphering shall be used)

7 |Test with SecuredDatalLength = 00 and no Returns 0x0013
RC/CC/DS

8 |Test with UserDatalength = Ox7F Returns Ox007F

9 |Test with UserDatalLength = 0x80 Returns 0x0080

10 |Test with UserDatal.ength = maximum length Returns 0x008C
(0x8C) for a single SMS

11 |Verifyitis the first TPDU TLV: Returns 0x0018

Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

12 |Send envelope SMS-PP Formatted. GetValueByte() returns 0x40(TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.040 [11] first byte)
GetUserDatalLength() and then getValueByte()
with offset 0

13 |Test with UserDatalLength = OxFF with 2 Returns OxO0FF
concatenated SMS

14 |Test with UserDatalength = 0x100 with 2 Returns 0x0100
concatenated SMS

15 |Test with UserDatal.ength = maximum length Returns 0x010D

(0x010D) with 2 concatenated SMS

FORMATTED SMS PP UPD Triggering

16 |Test with FORMATTED_SMS_PP_UPD and TP- |Returns 0x003D
OA length of 2 and user data length of 0x3D

17 |Test with TP-OA length of 12 and user data Returns 0x003D
length of 0x3D

18 |Test with RC/CC/DS length of 0 and secured data |Returns 0x0023
length of 0x10

19 |Test with RC/CC/DS length of 8 and secured data |Returns 0x002B
length of 0x10

20 |Test with PCNTR = 0, no RC/CC/DS and data Returns 0x0023
length of 0x10

21 |Test with PCNTR =7, no RC/CC/DS and data Returns 0x001D
length of 0x03 (ciphering shall be used)

22 |Test with SecuredDatalLength = 00 and no Returns 0x0013
RC/CC/DS

23 |Test with UserDatalLength = Ox7F Returns 0x007F

24 |Test with UserDatalLength = 0x80 Returns 0x0080

25 |Test with UserDatalLength = maximum Returns 0x008C
length(0x8C) for a single SMS

26 |Verify it is the first TPDU TLV: Returns 0x0018

Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

27 |Send envelope SMS-PP Formatted. GetValueByte() returns 0x40(TS
FindTLV() with TAG_DEVICE_IDENTITIES. 23.040 [11] first byte)
GetUserDatalength() and then getValueByte()
with offset 0

28 |Test with UserDatalength = OxFF with 2 Returns OxO0FF
concatenated SMS
29 |Test with UserDatalLength = 0x100 with 2 Returns 0x0100

concatenated SMS
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30

Test with UserDatal.ength = maximum length
(0x010D) with 2 concatenated SMS

Returns 0x010D

UNFORMATTED SMS PP ENV Triggering

31

Test with UNFORMATTED_SMS_PP_ENV and
TP-OA length of 2, and user data length of 0x3D

Returns 0x003D

32

Test with TP-OA length of 12, and user data
length of 0x3D

Returns 0x003D

33 |Test with UserDataLength = 0x00 Returns 0x0000

34 |Test with UserDatalLength = Ox7F Returns Ox007F

35 |Test with UserDatalength = 0x80 Returns 0x0080

36 |Test with UserDataLength = maximum length: Returns 0x008C
0x8C for a single SMS

37 |Verify it is the first TPDU TLV: Returns 0x0018

Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23

38

Send envelope SMS-PP Unformatted.
FindTLV() with TAG_DEVICE_IDENTITIES.
GetUserDatalLength() and then getValueByte()
with offset O (first user data = 0x55)

GetValueByte() returns 0x00
(TS 23.040 [11] first byte)

UNFORMATTED SMS PP UPD Triggering

39

Test with UNFORMATTED_SMS_PP_UPD and
TP-OA length of 2, and user data length of 0x3D

Returns 0x003D

40 |Test with TP-OA length of 12, and user data Returns 0x003D
length of 0x3D
41 |Test with UserDatalLength = 0x00 Returns 0x0000
42 |Test with UserDataLength = Ox7F Returns 0x007F
43 |Test with UserDatalength = 0x80 Returns 0x0080
44 |Test with UserDataLength = maximum length: Returns 0x008C
0x8C for a single SMS
45 |Verify it is the first TPDU TLV: Returns 0x0018
Send a SMS PP with 2 TPDU TLV with two
different user data lengths: 0x18 and 0x23
46 |Send envelope SMS-PP Unformatted. GetValueByte() returns 0x00
FindTLV() with TAG_DEVICE_IDENTITIES. (TS 23.040 [11] first byte)
GetUserDatalLength() and then getValueByte()
with offset 0
UNRECOGNIZED_ENVELOPE Triggering
47 |Test with an UNRECOGNIZED_ENVELOPE ToolkitException.UNAVAILABLE_E
LEMENT
5.2.2.7 Method getltemldentifier

Test Area Reference: Api_2 Ueh Giid

5.2.2.7.1

The method with following header shall be compliant to its definition in the API.

public byte getltem dentifier()

522711

t hrows Tool ki t Exception

Normal execution

Conformance requirement

CRRN1:The method shall return the item identifier byte value.

CRRN2:Theitem identifier byte value returned shall be from the first Item Identifier TLV element.

CRRN3: If the element is available it becomes the TLV selected.

CRRN4: Theitem identifier is available for al triggered toolkit applets from the invocation to the termination of

their processToolkit method if the USATEnvelopeHandler is available.
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5.22.7.1.2 Parameter Errors

No requirements.

5.2.2.7.1.3 Context errors

- CRRCL1: The method shall throw ToolkitException. UNAVAILABLE _ELEMENT if the item identifier TLV is
not present.

- CRRC2: The method shall throw ToolkitException.OUT_OF _TLV_BOUNDARIES if the item identifier byteis
missing in the Item Identifier Comprehension TLV.

52.2.7.2 Test area files

Test Source: Test_ Api_2 Ueh Giid.java
Test Applet: Api_2 Ueh Giid_1.java

Cap File: Api_2 Ueh Giid.cap
5.2.2.7.3 Test coverage
CRR number Test case number
N1 1,2,3
N2 2,3
N3 4
N4 6
C1 5
Cc2 7
5.22.7.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 |Send envelope formatted SMS with an item Returns 03
identifier TLV and identifier value of 03
2 |Send envelope formatted SMS with two item Returns FF
identifier TLV with first value FF and second 44
3 |Send envelope formatted SMS with two item Returns 81

identifier TLV with first value 81 and second 44, Returns 81
call twice the method getltemidentifier()

4 |Send envelope formatted SMS with item identifier |getltemldentifier()=getValueByte()
TLV and value of 66. FindTLV() with TAG 02.
getltemldentifier() and then getValueByte() with

offset 0
5 |Send envelope formatted SMS without item ToolkitException.UNAVAILABLE_
identifier TLV and getltemldentifier() ELEMENT

6 |Send envelope formatted SMS with item identifier |Returns 66
TLV (66), send proactive command. Then
getltemldentifier()

7 |Send envelope formatted SMS with item identifier |ToolkitException.OUT_OF_TLV_B
TLV but without item number OUNDARIES

5.2.2.8 Method getChannelldentifier

Test Area Reference: Api_2 Ueh Gcid

5.2.2.81 Conformance requirement

The method with following header shall be compliant to its definition in the API.
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public byte getChannel | dentifier()
throws Tool ki t Exception

52.28.11 Normal execution
- CRRNZ1: The method shall return the channel identifier byte value.
- CRRNZ2: The channel identifier byte value returned shall be from the first Channel status TLV element.
- CRRNS3: If the element is available it becomes the currently selected TLV.

- CRRN4: The channel identifier is available for all triggered toolkit applets from the invocation to the termination
of their processToolkit method if the USATEnvelopeHandler is available.

5.2.28.1.2 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if the Channel status TLV is
not present.

- CRRC2: The method shall throw ToolkitException.OUT_OF TLV_BOUNDARIES if the Comprehension TLV
Channel Status length isequal to O.

5.2.2.8.2 Test area files
Test Source: Test_ Api_2 Ueh_Gcid.java
Test Applet: Api_2 Ueh Gcid_1.java

Cap File: Api_2 Ueh Gcid.cap

5.2.2.8.3 Test coverage

CRR number Test case number
N1 1,2
N2
N3
N4
C1
C2

oO|hlO|wW|lw
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Id

Description

API/(U)SAT Framework
Expectation

APDU Expectation

0

1- Appletl is installed with maximum number of channel =
07.

2- Appletl builds proactive commands OPEN CHANNEL
with init() method in order to open all channels.
ProactiveHandler.send() method is called.

2- OPEN CHANNEL
proactive command is
fetched

TERMINAL RESPONSE is
issued with Channel Id
from 01 to 07

Successful Call

1- Send envelope Event Download Channel Status with
channel status TLV:
channel status value = 0x8100.

2- Call USATEnvelopeHandler.getChannelldentifier()
method

1- Appletl is triggered

2- Returns 0x01

Two channel status elements

1- Send envelope Event Download Channel Status with
two channel status TLV:

first value = 0x8400

second value = 0x8500.

2- Call twice the
USATEnvelopeHandler.getChannelldentifier() method

2- Returns twice 0x04

Verify current TLV
1- Send envelope Event Download Channel Status with
channel status TLV:
Channel Status value = 0x0605
ViewHandler.FindTLV() with Device Identity Tag.

2- Call USATEnvelopeHandler.getChannelldentifier()
method.

3- Compare USATEnvelopeHandler.getChannelldentifier()
and then ViewHandler.getValueByte(0).

2- Returns 0x06

3- GetChannelldentifier()
=getValueByte(0)

UNAVAILABLE_ELEMENT exception

1- Send envelope Menu Selection without Channel Status
TLV.

2- Call USATEnvelopeHandler.getChannelldentifier()
method.

2- A Toolkit exception
UNAVAILABLE_ELEME
NT is thrown.

Successful Call

1- Send Envelope Event Download Channel Status with
Channel Status TLV:
Channel status value = 0x0600

2- Call USATEnvelopeHandler.getChannelldentifier()
method.

1- Returns 0x06

OUT_OF_TLV_BOUNDARIES exception

1- Send unrecognized envelope with a Channel Status
TLV having a length equal to 0.

2- Call USATEnvelopeHandler.getChannelldentifier()
method.

2- A Toolkit exception
OUT_OF_TLV_BOUNDA
RIES is thrown.
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5.2.2.9 Method getChannelStatus
Test Area Reference: Api_2 Ueh Gest

5.2.29.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short getChannel Status(byte channelldentifier)

throws Tool ki t Exception

52.29.1.1 Normal execution

- CRRNZ1: The method shall return the value of the first Channel Status TLV element whose channel identifier is
equal to the channelldentifier parameter.

- CRRN2: The Channel Status value returned shall be from the element whose channel identifier is equal to the
Channelldentifier parameter.

- CRRNS3: If the element is available it becomes the currently selected TLV.

- CRRN4: The channel statusis available for al triggered toolkit applets from the invocation to the termination of
their processToolkit method if the USATEnvelopeHandler is available.

5.2.29.1.2 Context errors

- CRRC1: The method shall throw ToolkitException.UNAVAILABLE_ELEMENT if no Channel Status TLV
element with the right identifier could be found.

- CRRC2: The method shall throw ToolkitException.OUT_OF TLV_BOUNDARIESif a Channel Status TLV
element with the right identifier could be found but its value isless than 2 bytes long.

5.2.2.9.2 Test area files

Test Source: Test Api_2 Ueh Gcstjava
Test Applet: Api_2 Ueh Gcst_1.java

Cap File: Api_2 Ueh Gcst.cap
5.2.2.9.3 Test coverage
CRR number Test case number
N1 6
N2 57
N3 8
N4 9
C1 1,2
C2 3,4
5.2.2.94 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation
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0 |1- Appletl is installed with maximum number of 2- OPEN CHANNEL
channel = 01. proactive command is
2- Appletl builds proactive commands OPEN fetched
CHANNEL with init() method in order to open a
channel.

ProactiveHandler.send() method is called. ]
TERMINAL RESPONSE is

issued with channel status
value = 0x8100

1 Channel status TLV is not present
1- Send envelope unrecognized

2- Call
USATEnvelopeHandler.getChannelStatus(0x01)
method. 2- UNAVAILABLE_ELEMENT
ToolkitException is thrown

2 Channel status TLV with the identifier is not
present

1- Send envelope Event Download Channel
Status with Channel status Value = 0x8100

2- Call 2- UNAVAILABLE_ELEMENT
USATEnvelopeHandler.getChannelStatus(0x02) |ToolkitException is thrown
method.

3 Channel status TLV with alength equal to O

1- Send envelope unrecognized with Channel
status TLV with a length equal to 0.

2- UNAVAILABLE_ELEMENT
2- Call ToolkitException is thrown
USATEnNvelopeHandler.getChannelStatus(0x01)
method.

4 Channel status TLV with a length equal to 1

1- - Send envelope unrecognized with Channel
status TLV with a length equal to 1.
2- OUT_OF_TLV_BOUNDARIES

2- Call ToolkitException is thrown
USATEnvelopeHandler.getChannelStatus(0x01)
method.

5 Get channel status value

1- Send envelope Event Download Channel
Status with Channel status value=0x8100.

2- Call
USATEnNvelopeHandler.getChannelStatus(0x01) |2- Returns 0x8100
method.

6 Get channel status value with 2 TLV

1- Send envelope Event Download Channel
Status with 2 channel status value: 0x8100 and
0x8101.

2- Call 2- Returns 0x8100
USATEnvelopeHandler.getChannelStatus(0x01)
method.
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7 Get channel status value with 2 TLV

1- Send envelope Event Download Channel
Status with 2 channel status value: 0x8100 and
0x8201.

2- Call 2- Returns 0x8201
USATEnvelopeHandler.getChannelStatus(0x02)
method.

8 | Channel status TLV is currently selected TLV

1- Send envelope Event Download Channel
Status with channel status value 0x8100.
Call ViewHandler.FindTLV() method with Device

Identity Tag.

2- Call

USATEnvelopeHandler.getChannelStatus(0x01) |2- Returns 0x8100

method.

3- Compare 3- Check getChannelStatus()

USATEnvelopeHandler.getChannelStatus(0x01) |=getValueShort(0)
and ViewHandler.getValueShort(0) method
results.

9 Get channel status value after a proactive
command

1- Send envelope Event Download Channel
Status with Channel status value=0x8100.

2- Call
USATEnvelopeHandler.getChannelStatus(0x01) |2- Returns 0x8100
method.

3- Send a proactive command display text
4- Call 4- Returns 0x8100

USATEnvelopeHandler.getChannelStatus(0x01)
method.

3- DISPLAY TEXT proactive
command is fetched

TERMINAL RESPONSE is
issued

5.2.2.10 Method getSize
Test Area Reference: Api_2 Ueh Gtsz

5.2.2.10.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short getSize()
5.2.2.10.1.1 Normal execution

- CRRNL1: Returnsthe BER TLV size, thisincludes the tag and the length.
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5.2.2.10.1.2 Parameter errors

No requirements

5.2.2.10.1.3 Context errors

No requirements

5.2.2.10.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Gtszjava
Test Applet: Api_2 Ueh Gtsz 1.java

Cap File: Api_2 Ueh Gtsz.cap
5.2.2.10.3 Test coverage
CRR number Test case number
1 1,2
5.2.2.10.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

0 |Send an unrecogni zed envel ope of |ength
0x33 (including tag and | ength)

1 |[Call getSize() nethod just after Returns 0x33
triggering of the application.

2 |Call getSize() nethod after a proactive Returns 0x33
conmmand.

5.2.2.11 Method getTag

Test Area Reference: Api_2_Ueh Gttg

5.2.2.11.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short getTag()

5.2.2.11.1.1 Normal execution

- CRRNZ1: Returnsthe BER Tag of the BER TLV list.

52211.1.2 Parameter errors

No reguirements.

5221113 Context errors

No requirements.

5.2.2.11.2 Test area files
Specific triggering: Unrecognized Envelope
Test Source: Test_ Api_2 Ueh_Gttg.java
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Test Applet: Api_2 Ueh Gttg 1.java

Cap File: Api_2 Ueh Gttg.cap
5.2.2.11.3 Test coverage
CRR number Test case number
1 1,2
5.2.2.11.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

0 |Send an unrecogni zed envel ope

1 |Call getTag() nethod just after Returns 0x01
triggering of the application.

2 |Call getTag() nethod after a proactive Returns 0x01
conmmand.

5.2.2.12 Method compareValue

Test Area Reference: Api_2_Ueh Cprv

5.2.2.12.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte conpareVal ue(short val ueO fset,
byt e[] conpareBuffer,
short conpareO fset,
short conparelength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5221211 Normal execution
Comparesthe last found TLV element with a buffer:
- CRRNZ1: returns O if identical.
- CRRN2: returns -1 if the first miscomparing byte in Comprehension TLV List isless than that in compareBuffer.

- CRRNS3: returns 1 if the first miscomparing byte in Comprehension TLV List is greater than that in
compareBuffer.

5.2.2.12.1.2 Parameter errors
- CRRPL: if compareBuffer is null NullPointerException shall be thrown.

- CRRP2: if compareOffset or compareL ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOfBoundsException shall be thrown.

- CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.22.12.1.3 Context errors

- CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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shall be ToolkitException.UNAVAILABLE_ELEMENT.

Test area files

Specific triggering: Unrecognized Envelope

Test Source: Test Api_2 Ueh Cprv.java
Test Applet: Api_2 Ueh Cprv_1java
Cap File: Api_2 Ueh Cprv.cap
5.2.2.12.3 Test coverage
CRR number Test case number
N1 12,15
N2 13, 16, 18
N3 14, 17
P1 1
P2 2,3,45,6
P3 7,8,9 10
C1 Does not apply for
USATEnvelopeHandler
C2 11
5.2.2.12.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Search TLV 02h
conpareVal ue() with a null conpareBuffer |NullPointerException is thrown
2 Search TLV 0Bh
compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length =5
conpareCf fset = 5
conparelLength = 1
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
conpareCffset = -1
conparelength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length = 5
compareCfset = 0
conparelLength = 6
5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown
conpar eVal ue()
conpareBuffer.length =5
compareOffset = 3
conparelLength = 3
6 comparelLength <0 ArraylndexOutOfBoundsExceptio
conpar eVal ue() n is thrown
conpareBuffer.length =5
conpareCffset = 0
conparelLength = -1
7 Search TLV 06h

valueOffset > TLV Length
conpar eVal ue()
valueCffset = 6
conpareBuffer.length = 15
conpar e f set 0
conpar eLengt h 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
8 valueOffset <0 ToolkitException.OUT_OF_TLV_
conpar eVal ue() BOUNDARIES is thrown
valueOffset = -1
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 1
9 compareLength > TLV length ToolkitException.OUT_OF_TLV_
compar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 7
10 valueOffset + compareLength > TLV length  [ToolkitException.OUT_OF _TLV_
conpar eVal ue() BOUNDARIES is thrown
val ueCf fset = 2
conpareBuffer.length = 15
conpareCffset = 0
conparelLength = 5
11 Search TLV 01h Resultis TLV_NOT_FOUND
conpar eVal ue() ToolkitException.UNAVAILABLE
ELEMENT is thrown
12 Search TLV 06h
Initialize compareBuffer
conpar eBuf fer =
81 11 22 33 44 F5
Compare buffers Result is 00h
conpar eVal ue()
valueOffset = 0
compareCfset = 0
conparelLength = 6
13 Initialize compareBuffer
conpareBuffer =
7F 11 22 33 44 F5
Compare buffers with same parameters Resultis -1
14 Initialize compareBuffer
conpareBuffer =
83 11 22 33 44 F5
Compare buffers with same parameters Resultis -1
15 Initialize compareBuffer
conpareBuffer =
55 55 55 81 11 22 33 44 F5
55 55 55 55 55
Compare buffers Result is 00h
conpar eVal ue()
valueOffset = 1
conpareCffset = 4
conparelLength = 5
16 Initialize compareBuffer
conpareBuffer =
55 55 55 81 10 22 33 44 F5
55 55 55 55 55
Compare buffers with same parameters Resultis +1
17 Initialize compareBuffer
conpar eBuf fer =
55 55 55 81 12 22 33 44 F5
55 55 55 55 55
Compare buffers with same parameters Resultis -1
18 |Successful call, compareValue() with length=0 |Result of compareValue() is 0
Conpar eBuffer.length = 15
ConpareC(f fset = 15
ConpareLength = 0
5.2.2.13 Method copy

Test Area Reference: Api_2_Ueh Copy
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5.2.2.13.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short copy(byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.lang. Nul | Poi nter Excepti on,
java. l ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.13.1.1 Normal execution
- CRRNZ1: copiesthe Comprehension TLV list contained in the handler to the destination byte array.
- CRRNZ2: returns dstOffset + dstLength.

5.2.2.13.1.2 Parameter errors
- CRRP1L: if dstBuffer is null a NullPointerException is thrown.

- CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative,
an ArraylndexOutOfBoundsException is thrown.

- CRRP3: if dstLength is greater than the length of the Comprehension TLV List, an instance of ToolkitException
shall be thrown. The reason code shall be ToolkitException. OUT_OF TLV_BOUNDARIES.

5.2.2.13.1.3 Context errors

- CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.13.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Copy.java
Test Applet: Api_2 Ueh Copy 1java

Cap File Api_2 Ueh Copy.cap
5.2.2.13.3 Test coverage
CRR number Test case number
N1 9,11, 13,15
N2 8,10,12, 14,16
P1 1
P2 2,3,45,6
P3 7
C1 Does not apply for
USATEnvelopeHandler
5.2.2.13.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 NULL as parameter to dstBuffer NullPointerException is thrown
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsException is
copy() thrown
dstBuffer.length =5
dstOffset =5
dstLength = 1
3 dstOffset <0 ArraylndexOutOfBoundsException is
copy() thrown
dstBuffer.length = 5
dstOffset = -1
dstlLength =1
4 dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
copy() thrown
dstBuffer.length = 5
dstOffset = 0
dstlLength = 6
5 DstOffset + dstLength > dstBuffer.length ArraylndexOutOfBoundsException is
copy() thrown
DstBuffer.length = 5
DstOf fset = 3
Dst Length = 3
6 dstLength <0 ArraylndexOutOfBoundsException is
copy() thrown
dstBuffer.length =5
dstOffset = 0
dstlLength = -1
7 DstLength > length of the Comprehension ToolkitException.OUT_OF_TLV_BO
TLV list UNDARIES is thrown
copy()
Dst Buf fer.length = 48
DstOffset = 0
Dst Length = 48
8 | Successful call, dstBuffer is the whole buffer |Result of copy() is 0X0047
copy()
Dst Buf fer.length = 47
DstOffset = 0
Dst Length = 47
9 Compare the buffer Result of arrayCompare() is 0
10 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0X0032
copy()
Dst Buf fer.length = 50
dstOffset = 3
dstLength = 47
11 Compare the whole buffer Result of arrayCompare() is 0
12 | Successful call, dstBuffer is part of a buffer |Result of copy() is 0X0009
copy()
dstBuffer.length = 15
dstOffset = 3
dstlLength = 6
13 Compare the whole buffer Result of arrayCompare() is 0
14 |[Successful call, dstBuffer is part of a buffer Result of copy() is 0X0104
copy()
dstBuffer.length = 260
dst O fset = 257
dstLength = 3
15 Compare the whole buffer Result of arrayCompare() is 0
16 Successful call, copy() with length =0 Result of copy() is 0x104
dstBuffer.length = 260
dst O fset = 260
dstLength = 0
5.2.2.14 Method copyValue

Test Area Reference: Api_2_Ueh Cpyv

5.2.2.14.1

Conformance requirement

The method with following header shall be compliant with its definition in the API.

public short copyVal ue(short val ueO fset,
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byte[] dstBuffer,
short dstOf fset,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.14.1.1 Normal execution
- CRRNZ1: copiesapart of thelast TLV element which has been found, into a destination. buffer.

- CRRNZ2: returns dstOffset + dstLength.

5.2.2.14.1.2 Parameter errors
- CRRPL: if dstBuffer is null NullPointerException is thrown.

- CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOf BoundsException is thrown.

- CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException OUT_OF TLV_BOUNDARIES.

5.2.2.14.1.3 Context errors

- CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

- CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE _ELEMENT.

5.2.2.14.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Cpyv.java
Test Applet: Api_2 Ueh Cpyv_1ljava

Cap File: Api_2 Ueh Cpyv.cap
5.2.2.14.3 Test coverage
CRR number Test case number
N1 13, 15
N2 12, 14, 16
P1 1
P2 2,3,45,6
P3 7,8,9,10
C1 Does not apply for
USATEnvelopeHandler
Cc2 11
5.2.2.14.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Search TLV 02h
copyValue() with a null dstBuffer NullPointerException is thrown
2 Search TLV OBh
dstOffset = dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset =5
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

dstLength = 1

3 dstOffset <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown

dstBuffer.length =5
dstOffset = -1
dstLength = 1

4 dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown

dstBuffer.length = 5
dstOffset =0
dstlLength = 6

5 dstOffset + dstLength >dstBuffer.length ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length = 5
dstOffset = 3
dstLength = 3
6 dstLength <0 ArraylndexOutOfBoundsExceptio
copyVal ue() n is thrown
dstBuffer.length =5
dstOffset = 0
dstlLength = -1
7 Search TLV 06h
valueOffset 2 TLV Length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown

valueOffset = 6
dstBuffer.length = 15

dstOffset = 0
dstLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown
valueOffset = -1

dstBuffer.length = 15
dstOffset = 0
dstLength = 1

9 dstLength > TLV length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown

val ueOffset = 0
dstBuffer.length = 15
dstOfset = 0
dstLength = 7

10 valueOffset + dstLength > TLV length ToolkitException.OUT_OF_TLV_
copyVal ue() BOUNDARIES is thrown

val ueCf fset = 2
dstBuffer.length = 15
dstOffset = 0

dst Length 5
11 Search TLV 01h
copyVal ue() ToolkitException.UNAVAILABLE
_ELEMENT is thrown on the
copyValue() method call.
12 Search TLV 06h
Successful call Result of copyValue() is 0x0006

copyVal ue()
valueOffset =0
dstBuffer.length = 6

dstOffset = 0
dstLength = 6
13 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
14 initialize dstBuffer
dstBuffer = 55 55 ...55
Successful call Result of copyValue() is 0x0007

copyVal ue()
valueOffset = 1
dstBuffer.length = 20
dstOffset = 3
dstlLength = 4

15 Compare buffer Result is 00h
buffer =

55 55 55 11 22
33 44 55 55 55
55 55 55 55 55
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

55 55 55 55 55

16 Successful call, copy with length =0 Result of copyValue() is 20
dstBuffer.length = 20
dst Offset = 20
dstlLength = 0

5.2.2.15 Method findAndCompareValue(byte tag, byte[] compareBuffer, short
compareOffset)

Test Area Reference: Api_2 Ueh Facrb Bs

5.2.2.15.1 Conformance requirement
The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byte[] conpareBuffer,
short conpareOfset)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.15.1.1 Normal execution
Looks for the first occurrence of a TLV element from beginning of a TLV list and compare its value with a buffer:

- CRRNZ1:if no TLV element isfound, the UNAVAILABLE _ELEMENT exception isthrown and the current
TLV isno longer defined.

- CRRNZ2: if the method is successful then the corresponding TLV becomes current.

- CRRNS3: if identical returns 0.

- CRRN4: if the first miscomparing byte in Comprehension TLV isless than that in compareBuffer returns -1.

- CRRNS: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer returns 1.

- CRRNG6: The search method is comprehension required flag independent.

5.2.2.15.1.2 Parameter errors
- CRRPL: if compareBuffer is null NullPointerException shall be thrown.

- CRRP2: if compareOffset would cause access outside array bounds Arrayl ndexOutOfBoundsException shall be
thrown.

5.2.2.15.1.3 Context errors

- CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.15.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test_ Api_2 Ueh Facrb Bsjava
Test Applet: Api_2 Ueh Facrb Bs 1java
Cap File: Api_2 Ueh Facrb Bs.cap
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5.2.2.15.3 Test coverage
CRR number Test case number

N1 6,7

N2 9

N3 8,12,13

N4 10, 14

N5 11, 15

N6 16, 17

P1 1

P2 2,3,45

C1 Does not apply for

USATEnvelopeHandler

5.2.2.15.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 81 11 22 3344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...

1 | findAndCompareValue() with a null dstBuffer |NullPointerException is thrown
2 compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
tag = 06h
conpareBuffer.length = 12
conpareOfset = 12
3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 12
conpareOfset = -1
4 length > compareBuffer.length ArraylndexOutOfBoundsExceptio
f i ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 05
conpareCf fset = 0
5 compareOffset + length > ArraylndexOutOfBoundsExceptio
compareBuffer.length n is thrown
f i ndAndConpar eVal ue()
conpareBuffer.length = 12
conpare(f fset = 7
6 Select a TLV (tag 02h)
findAndCompareValue() ToolkitException.UNAVAILABLE
tag = 03h _ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.
8 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F5
Compare buffers Result is 00h
f i ndAndConpar eVal ue()
tag = 06h
conpareOf fset = 0
9 Verify current TLV Result is 06
get Val uelLengt h()
10 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
11 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F6
Compare buffers with same parameters Result is -1
12 Initialize compareBuffer
conpar eBuf fer =
55 55 81 11 22 33 44 F5 55 55 55 55
Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpare(f fset = 2
13 Initialize compareBuffer

conpareBuffer =
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55 55 83 81 55 55 55 55 55 55 55 55

Compare buffers Result is 00h
fi ndAndConpar eVal ue()
conpare(f fset = 2

14 Initialize compareBuffer
conpar eBuf fer =
55 55 83 80 55 55 55 55 55 55 55 55

Compare buffers Resultis +1
f i ndAndConpar eVal ue()
conpare(f fset = 2

15 Initialize compareBuffer
conpareBuffer =
55 55 83 82 55 55 55 55 55 55 55 55

Compare buffers Resultis -1
fi ndAndConpar eVal ue()
conpareO fset = 2

16 Initialize compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
f i ndAndConpar eVal ue()
tag = 02h

conpareBuffer.length = 12
conmpareOffset = 0

17 Initialize compareBuffer
ConpareBuffer = 01 02 ...C4

Successful call (with tag B3h) Result is 00h
f i ndAndConpar eVal ue()
Tag = B3h
ConpareBuffer.length = C4
ConpareCf fset = 0

5.2.2.16 Method findAndCompareValue(byte tag, byte occurrence, short valueOffset,
byte[] compareBuffer, short compareOffset, short compareLength)

Test Area Reference: Api_2 Ueh Facrbbs Bss

5.2.2.16.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findAndConpareVal ue(byte tag,
byt e occurrence,
short val ueOf f set,
byte[] conpareBuffer,
short conpareO fset,
short conparelLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.16.1.1 Normal execution

Looks for the indicated occurrence of aTLV element from the beginning of a TLV list and compare its value with a
buffer:

- CRRNL1: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception isthrown and the current
TLV isno longer defined.

- CRRNZ2: if the method is successful then the corresponding TLV becomes current.
- CRRN3: if identical Oisreturned.
- CRRN4: if the first miscomparing byte in Comprehension TLV isless than that in compareBuffer -1 is returned.

- CRRNS: if the first miscomparing byte in Comprehension TLV is greater than that in compareBuffer 1 is
returned

- CRRNG: The search method is comprehension required flag independent.
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5.2.2.16.1.2 Parameter errors
- CRRPL: if compareBuffer is null NullPointerException shall be thrown.

- CRRP2: if compareOffset or comparel ength or both would cause access outside array bounds, or if
compareL ength is negative Arrayl ndexOutOf BoundsException shall be thrown.

- CRRP3: if valueOffset, compareL ength or both are out of the current TLV an instance of ToolkitException shall
be thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

- CRRP4. if an input parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException.BAD_INPUT_PARAMETER.

5.2.2.16.1.3 Context errors

- CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.16.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Facrbbs Bssjava
Test Applet: Api_2 Ueh Facrbbs Bss 1.java

Cap File: Api_2 Ueh Facrbbs Bss.cap
5.2.2.16.3 Test coverage
CRR number Test case number
N1 12,13
N2 15
N3 14, 18, 21, 22, 26
N4 16, 20
N5 17,19, 23
N6 24, 25
P1 1
P2 2,3,4,5,6
P3 7,8,9, 10
P4 11
C1 Does not apply for
USATEnvelopeHandler
5.2.2.16.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 81 11 22 3344
F5, Tag 02 Value 22 44 Tag 33, Length C4

Value 01 02 ...
1 findAndCompareValue() with a null NullPointerException is thrown
compareBuffer
2 compareOffset > compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown

tag = 06h, occurrence =1
valueOffset = 0
conpareBuffer.length = 6
conpareCf fset = 6
conparelLength = 1

3 compareOffset <0 ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() n is thrown
conpareBuffer.length = 6
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
compareOffset = -1
conparelLength = 1
4 compareLength >compareBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndConpar eVal ue() nis thrown

conpareBuffer.length =5
compareCfset = 0
conparelLength = 6

5 compareOffset + compareLength ArraylndexOutOfBoundsExceptio
>compareBuffer.length n is thrown

f i ndAndConpar eVal ue()

conpareBuffer.length =5

conpareCf fset = 3

conparelLength = 3

6 compareLength <0 ArraylndexOutOfBoundsExceptio
f i ndAndConpar eVal ue() nis thrown
conpareBuffer.length = 5
conpareCf fset = 0
conparelLength = -1

7 valueOffset = Value Length ToolkitException.OUT_OF_TLV_
f i ndAndConpar eVal ue() BOUNDARIES is thrown

tag = 06h, occurrence =1
valueCffset = 6
conpareBuffer.length = 15
conpareCf fset = 0
conparelLength = 1

8 valueOffset <0 ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
val ueOffset = -1

conpareBuffer.length = 15
conpareCf fset = 0
conparelLength = 1

9 compareLength > Value length ToolkitException.OUT_OF_TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown
valueOffset = 0
conpareBuffer.length = 15
conpareCf fset = 0
conparelLength = 7

10 | valueOffset + compareLength > Value length [ToolkitException.OUT_OF TLV_
fi ndAndConpar eVal ue() BOUNDARIES is thrown

val ueCf fset = 2
conpareBuffer.length = 15
conpareCf fset = 0
conparelLength = 5

11 Invalid parameter ToolkitException.BAD_INPUT_P
fi ndAndConpar eVval ue() ARAMETER is thrown
occurrence = 0

12 Select a TLV (tag 02h)

findAndCompareValue() ToolkitException.UNAVAILABLE
tag = 06h _ELEMENT is thrown
occurrence = 2
13 Call the getValueLength() method ToolkitException.UNAVAILABLE
ELEMENT is thrown.

14 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F5

findAndCompareValue() Result is 00h

tag = 06h, occurrence =1
valueOffset = 0
conpareCffset = 0
conparelLength = 6

15 Verify current TLV Result is 0006
get Val uelLengt h()
16 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F4
Compare buffers with same parameters Resultis +1
17 Initialize compareBuffer
conpareBuffer = 81 11 22 33 44 F6
Compare buffers with same parameters Resultis -1
18 Initialize compareBuffer

conpareBuffer =
55 55 55 22 33 44 F5 55 55 55 55

Compare buffers Result is 00h
fi ndAndConpar eVal ue()
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

3
4

conpar ef f set
conpar eLengt h

val ueCf fset = 2
li

19 Initi
conpareBuffer =
55 55 55 22 33 45 F5 55 55 55 55

ze compareBuffer

Compare buffers with same parameters Resultis -1

20 Initialize compareBuffer
conpareBuffer =
55 55 55 22 33 43 F5 55 55 55 55

Compare buffers with same parameters Resultis +1

21 Initialize compareBuffer
conpar eBuf fer =
83 81 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Result is 00h
tag = 02h, occurrence =1
valueOffset =0
conpareCffset = 0
conpar eLengt h 2

22 Initialize compareBuffer
conpar eBuf fer =
22 44 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Result is 00h
tag = 02h, occurrence = 2
valueOffset = 0
conpareCffset = 0
conpar eLengt h 2

23 Initialize compareBuffer
conpar eBuf fer =
22 45 55 55 55 55 55 55 55 55 55 55

findAndCompareValue() Resultis -1
tag = 02h, occurrence = 2
valueOffset = 0
conpareCffset = 0
conpar eLengt h 2

24 Initialize compareBuffer
conpar eBuffer =
83 81 55 55 55 55 55 55 55 55 55 55

Successful call (with tag 02h) Result is 00h
f i ndAndConpar eVal ue()
tag = 02h, occurrence =1
valueOffset = 0
conpareBuffer.length = 12
compareCffset = 0
conparelLength = 2

25 Initialize compareBuffer
conpareBuffer = 01 02 ...C4

Successful call (with tag B3h) Result is 00h
fi ndAndConpar eVal ue()
tag = B3h, occurrence =1
valueOffset = 0
conpareBuffer.length = 00C4
conpar ef f set 0
conpar eLengt h 004

26 | Successful call, findAndCompareValue() with |Result of findAndCompareValue()
length =0 is 00h

DstBuf fer.length = C4

DstOffset = C4

DstLength = 0

5.2.2.17 Method findAndCopyValue(byte tag, byte[] dstBuffer, short dstOffset)

Test Area Reference: Api_2 Ueh Facyb Bs

5.2.2.17.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,
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byte[] dstBuffer,
short dstOffset)
throws java.lang. Nul | Poi nt er Excepti on,
java.l ang. Arrayl ndexCQut O BoundsExcept i on,
Tool ki t Excepti on

5.2.2.17.1.1 Normal execution

- CRRNZ1: looks for the first occurrence of aTLV element from the beginning of a TLV list and copy its value into
a destination buffer.

- CRRNZ2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

- CRRNS3: if the method is successful then the corresponding TLV becomes current and dstOffset + length of the
copied value is returned.

- CRRN4: The search method is comprehension required flag independent.

5.2.2.17.1.2 Parameter errors
- CRRPL: if dstBuffer is null NullPointerException shall be thrown.

- CRRP2: if dstOffset would cause access outside array bounds Arrayl ndexOutOf BoundsException shall be
thrown.

52.217.1.3 Context errors

- CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.17.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Facyb Bsjava
Test Applet: Api_2 Ueh Facyb Bs 1java

Cap File: Api_2 Ueh Facyb Bs.cap
5.2.2.17.3 Test coverage
CRR number Test case number
N1 9,11,13
N2 6,7
N3 8,10, 12
N4 14, 15, 16, 17
P1 1
P2 2,3,4,5
C1 Does not apply for
USATEnvelopeHandler
5.2.2.17.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 81 11 22 3344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...

1 FindAndCopyValue() with a null dstBuffer NullPaointerException is thrown
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
2 dstOffset > dstBuffer.length ArraylndexOutOfBoundsExceptio
fi ndAndCopyVal ue() n is thrown
tag = 06h

dstBuffer.length = 06
dst O fset = 06

3 dstOffset <0
fi ndAndCopyVal ue()
dstBuffer.length = 06
dstOffset = -1

ArraylndexOutOfBoundsExceptio
n is thrown

4 length > dstBuffer.length
fi ndAndCopyVal ue()
dstBuffer.length = 05

dstOffset = 0

ArraylndexOutOfBoundsExceptio
n is thrown

5 DstOffset + length >dstBuffer.length
fi ndAndCopyVal ue()

Dst Buf fer.length = 06

DstOffset = 1

ArraylndexOutOfBoundsExceptio
n is thrown

6 Select a TLV (tag 02h)

findAndCopyValue()

ToolkitException.UNAVAILABLE

tag = 03h _ELEMENT is thrown
7 Call the getValueLength() method ToolkitException.UNAVAILABLE
_ELEMENT is thrown.
8 Successful call Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0006
Tag = 06h

DstBuf fer.l ength = 06
DstOffset = 0

9 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5
10 Initialize dstBuffer

dstBuffer = 55 55 ...55

Successful call
fi ndAndCopyVal ue()
dstBuffer.length = 12
dstOffset = 2

Result of findAndCopyValue () is
0008

11 Compare buffer
buffer =
55 55 81 11 22 33 44 F5 55 55 55 55

Result is 00h

12 Successful call
fi ndAndCopyVal ue()

tag = 02h

dstBuffer.length = 2
dstOFfset = 0

Result of findAndCopyValue () is
0002

13 Compare buffer Result is 00h
buffer = 83 81

14 Successful call (with tag 82h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 82h

dstBuffer.length = 02
dstOffset = 0

15 Compare buffer Result is 00h
buffer = 83 81

16 Successful call (with tag B3h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 00C4
tag = B3h

dstBuffer.length = C4
dstOffset = 0

17 Compare buffer
buffer = 01 02 ...C4

Result is 00h

5.2.2.18

byte[] dstBuffer, short dstOffset, short dstLength)

Test Area Reference: Api_2 Ueh Facybbs Bss
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5.2.2.18.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short findAndCopyVal ue(byte tag,

byt e occurrence,
short val ueOf f set,
byte[] dstBuffer,
short dstOff set,
short dstLength)
throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcept i on,
Tool ki t Excepti on

5.2.2.18.1.1 Normal execution

CRRN1: looks for the indicated occurrence of a TLV element from the beginning of aTLV list and copy its
value into a destination buffer.

CRRN2: if no TLV element isfound, the UNAVAILABLE_ELEMENT exception is thrown and the current
TLV isno longer defined.

CRRNS: if the method is successful then the corresponding TLV becomes current and dstOffset + dstLength is
returned.

CRRN4: The search method is comprehension required flag independent.

5.2.2.18.1.2 Parameter errors

CRRPL1: if dstBuffer is null NullPointerException shall be thrown.

CRRP2: if dstOffset or dstLength or both would cause access outside array bounds, or if dstLength is negative
Arrayl ndexOutOfBoundsException shall be thrown.

CRRP3: if valueOffset, dstLength or both are out of the current TLV an instance of ToolkitException shall be
thrown. The reason code shall be ToolkitException.OUT_OF TLV_BOUNDARIES.

5.2.2.18.1.3 Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.18.2 Test area files

Specific triggering: Unrecognized Envelope

Test Source: Test Api_2 Ueh Facybbs Bssjava

Test Applet: Api_2 Ueh Facybbs Bss 1.java

Cap File: Api_2 Ueh Facybbs Bss.cap
5.2.2.18.3 Test coverage

CRR number Test case number
N1 14, 15, 17, 19, 20
N2 11,12
N3 13, 15,17, 19, 25
N4 21, 22,23, 24
P1 1
P2 2,3,45,6
P3 7,8,9,10
C1 Does not apply for

USATEnvelopeHandler
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Id

Description

API/(U)SAT Framework
Expectation

APDU Expectation

Fill the Unrecognized Envelope with TLV: Tag
02, Value 83 81, Tag 06, Value 81 11 22 3344
F5, Tag 02 Value 22 44 Tag 33, Length C4
Value 01 02 ...

findAndCopyValue() with a null dstBuffer

NullPointerException is thrown

dstOffset > dstBuffer.length
fi ndAndCopyVal ue()
tag = 06h, occurrence =1
valueCffset = 0
dstBuffer.length =5
dstOffset =5
dst Lengt h 1

ArraylndexOutOfBoundsExceptio
n is thrown

dstOffset <0
fi ndAndCopyVal ue()
dstBuffer.length = 5
dstOffset = -1
dstlLength =1

ArraylndexOutOfBoundsExceptio
n is thrown

dstLength >dstBuffer.length
fi ndAndCopyVal ue()
dstBuffer.length = 5
dstOffset = 0
dstlLength = 6

ArraylndexOutOfBoundsExceptio
n is thrown

dstOffset + dstLength >dstBuffer.length
fi ndAndCopyVal ue()
dstBuffer.length =5
dstOffset = 3
dstLength = 3

ArraylndexOutOfBoundsExceptio
n is thrown

dstLength <0
fi ndAndCopyVal ue()
dstBuffer.length =5
dstOffset = 0
dstLength = -1

ArraylndexOutOfBoundsExceptio
n is thrown

valueOffset > Value Length
fi ndAndCopyVal ue()
tag = 06h, occurrence =1
valueOffset = 6
dstBuffer.length = 15
dst O f set 0
dst Lengt h 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

valueOffset <0
fi ndAndCopyVal ue()
valueOffset = -1
dstBuffer.length = 15
dstOffset = 0
dstlLength = 1

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

dstLength > Value length
fi ndAndCopyVal ue()
valueOffset =0
dstBuffer.length = 15
dstOffset = 0
dstlLength = 7

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

10

valueOffset + dstLength > Text String length
fi ndAndCopyVal ue()

valueCf fset = 2

dstBuffer.length = 15

dstOffset = 0

dstLength = 5

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

11

Select a TLV (tag 02h)

findAndCopyValue()
tag = 06h
occurrence = 2

ToolkitException.UNAVAILABLE
_ELEMENT is thrown

12

Call the getValueLength() method

ToolkitException.UNAVAILABLE
ELEMENT is thrown.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
13 Successful call Result of findAndCopyValue() is

fi ndAndCopyVal ue()

tag = 06h, occurrence =1
valueOffset = 0
dstBuffer.length = 06

6

dstOffset = 0
dstLength = 06

14 Compare buffer Result is 00h
buffer = 81 11 22 33 44 F5

15 Initialize dstBuffer

dstBuffer = 55 55 ...55

Successful call
fi ndAndCopyVal ue()
tag = 06h, occurrence =1
val ueCf fset = 2
dstBuffer.length = 12
dstOffset = 3
dstLength = 04

Result of findAndCopyValue () is
0007

16 Compare buffer Result is 00h
buffer =
55 55 55 22 33 44 F5 55 55 55 55 55
17 Successful call Result of findAndCopyValue() is

fi ndAndCopyVal ue()

tag = 02h, occurrence =1
valueOffset = 0
dstBuffer.length = 12
dstOffset = 0

dstLength = 2

0002

18 Compare buffer Result is 00h
buffer = 83 81 55 ...55
19 Successful call Result of findAndCopyValue() is

fi ndAndCopyVal ue()

tag = 02h, occurrence = 2
valueOffset =0
dstBuffer.length = 12
dstOffset = 0

dstLength = 2

0002

20 Compare buffer Result is 00h
buffer = 22 44 55 ...55

21 Successful call (with tag 82h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 82h

occurrence = 1
valueOffset = 0
dstBuffer.length = 12

dstOfset = 0
dstLength = 02
22 Compare buffer Result is 00h
buffer = 83 81 55 ...55
23 Successful call (with tag 82h) Result of findAndCopyValue () is
fi ndAndCopyVal ue() 0002
tag = 82h

occurrence = 2
valueOffset =0
dstBuffer.length = 12
dst O f set 0

dst Lengt h 02

24 Compare buffer
Buf fer = 22 44 55 ...55

Result is 00h

25 Successful call, findAndCopyValue() with

length =0
Dst Buf fer.length = 12
dst Offset = 12
dst Lengt h 0

Result of findAndCopyValue () is
12

5.2.2.19 Method findTLV

Test Area Reference: Api_2 Ueh Find
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5.2.2.19.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte findTLV(byte tag,
byt e occurrence)
throws Tool ki t Excepti on

5.2.2.19.11 Normal execution
Looks for the indicated occurrence of a TLV element from the beginning of the TLV list (handler buffer):
- CRRNZ1: the method is successful if the required occurrence exists then the corresponding TLV becomes current.

- CRRNZ2: if the method is successful then it returns TLV_FOUND_CR_SET when Comprehension Required flag
is set.

- CRRNS3: if the method is successful then it returns TLV_FOUND_CR_NOT_SET when Comprehension
Required flag is not set.

- CRRN4: if the required occurrence of the TLV element does not exist, the current TLV is no longer defined and
TLV_NOT_FOUND isreturned.

- CRRNS5: The search method is comprehension required flag independent.

5.2.2.19.1.2 Parameter errors

- CRRPL: if aninput parameter is not valid (e.g. occurrence = 0) an instance of ToolkitException shall be thrown.
The reason code shall be ToolkitException.BAD _INPUT_PARAMETER.

5.2.2.19.1.3 Context errors

- CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.19.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Find.java
Test Applet: Api_2 Ueh Find_1.java

Cap File: Api_2 Ueh Find.cap
5.2.2.19.3 Test coverage
CRR number Test case number
N1 3,5
N2 2,4
N3 10,11
N4 6,7,89
N5 12,13
P1 1
C1 Does not apply for
USATEnvelopeHandler
5.2.2.19.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Trigger the applet with Unrecognized Envelope
including:
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Id Description

API/(U)SAT Framework
Expectation

APDU Expectation

Tag 82, tag 86, tag 8B, tag 02 and tag 04

1 Invalid input parameter
findTLV()
Cccurrence = 0

ToolkitException.BAD_INPUT_P
ARAMETER is thrown

2 Search 1st TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 02h
Cccurrence = 1

3 Call the getValueLength() method Result is 0x02

4 Search 2nd TLV Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 06h
Cccurrence = 1

5 Call the getValueLength() method Result is 0x05h

6 Select a TLV (tag 02h)

Search awrong tag Resultis TLV_NOT_FOUND

findTLV()
Tag = 03h
Cccurrence = 1

7 Call the getValueLength() method ToolkitException.UNAVAILABLE

ELEMENT is thrown.

8 Search a tag with wrong occurrence Resultis TLV_NOT_FOUND
findTLV()
Tag = 02h
Cccurrence = 3

9 Call the getValueLength() method ToolkitException.UNAVAILABLE

_ELEMENT is thrown.

10 Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 02h
Cccurrence = 2

11 Search the TLV Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 04h
Cccurrence = 1

12 Search tag 86h Resultis TLV_FOUND_CR_SET
findTLV()
Tag = 86h
Cccurrence = 1

13 Search tag 84h Result is
findTLV() TLV_FOUND_CR_NOT_SET
Tag = 84h

Qccurrence = 1

5.2.2.20 Method getCapacity
Test Area Reference: Api_2 Ueh Gceap

5.2.2.20.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getCapacity()

5.2.2.20.1.1 Normal execution

- CRRNZ1: The method shall return the maximum size of the Comprehension TLV list managed by the handler.

5.2.2.20.1.2 Parameter Errors

No reguirements
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5.2.2.20.1.3 Context errors

No requirements
5.2.2.20.2 Test area files

Test Source: Test Api_2 Ueh Gcap.java
Test Applet: Api_2 Ueh Gcap 1.java

Cap File: Api_2 Ueh Gcap.cap
5.2.2.20.3 Test coverage
CRR number Test case number
N1 1
5.2.2.20.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 USATEnvelopeHandler available
1 - Send envelope Menu Selection 1 - Applet is triggered
2 - The applet calls the getLength() method 2 - No exception is thrown
3 - The applet calls the getCapacity() method 3 - No exception is thrown; the
capacity is greater than the BER
TLV Length

5.2.2.21 Method getLength

Test Area Reference: Api_2_Ueh Glen

5.22.21.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getlLength()
throws Tool ki t Excepti on

5.2.2.21.1.1 Normal execution

- CRRNZ1: returns the length in bytes of the TLV list.

5.2.2.21.1.2 Parameter Errors

No requirements.

5.22.21.1.3 Context errors

- CRRC1: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

5.2.2.21.2 Test area files

Specific triggering: Unrecognized envelope
Test Source: Test Api_2 Ueh Glenjava
Test Applet: Api_2 Ueh Glen 1.java

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 65 ETSI TS 131 213 V18.1.0 (2025-04)

Cap File: Api_2 Ueh Glen.cap
5.2.2.21.3 Test coverage
CRR number Test case number
N1 1,2,3,4
C1 Does not apply for
USATEnvelopeHandler
5.2.2.21.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 |[Send an Unrecognized Envelope with BER length of  |Result of getLength() is 0x0031
0x31
2 |Send an Unrecognized Envelope with BER length of  |Result of getLength() is 0x007Fh
Ox7F
3 |Send an Unrecognized Envelope with BER length of  |Result of getLength() is 0x0080h
81 80
4 |Send an Unrecognized Envelope with BER length of  |Result of getLength() is 0xO0FCh
81 FC

5.2.2.22 Method getValueByte
Test Area Reference: Api_2 Ueh Gvby

5.2.2.22.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.

public byte getVal ueByte(short val ueCkfset)
throws Tool ki t Exception

5.2.2.22.1.1 Normal execution
- CRRNZ1: Gets abyte fromthelast TLV element which has been found in the handler and returnsits value
(1 byte).
5222212 Parameter errors

- CRRPL: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF _TLV_BOUNDARIES.

5.2.2.22.1.3 Context errors

- CRRCL1.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

- CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE ELEMENT.

5.2.2.22.2 Test area files

Specific triggering: Unrecognized Envelope
Test Source: Test Api_2 Ueh Gvby.java
Test Applet: Api_2 Ueh Gvby 1ljava
Cap File: Api_2 Ueh Gvby.cap
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5.2.2.22.3 Test coverage
CRR number Test case number
N1 3,4,56,7,8
P1 2
C1 Does not apply for
USATEnvelopeHandler
C2 1
5.2.2.22.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
Fill the Unrecognized envelope with TLV: Tag 02,
length 02, value 83 81, Tag 06, length 06, Tag
0B, length 21, Tag 33, Length C8 Value 01 02 ...
1 |getValueByte(0) ToolkitException.UNAVAILABLE
ELEMENT is thrown
2 Search TLV 02h
get Val ueByt e( 2) ToolkitException.OUT_OF TLV_
BOUNDARIES is thrown
3 Search TLV 02h
get Val ueByt e(1) Result is 0x81
4 Search TLV 02h (Device Identities TLV)
get Val ueByt e(0) Result is 83h (Source)
5 Search TLV 33h
get Val ueByt e( 7E) Result is 0x7F
6 Search TLV 33h
get Val ueByt e(80) Result is 0x81
7 |get Val ueByt e( 7F) Result is 0x80
8 Search TLV B3h
get Val ueByt e( C7) Result is 0xC8
5.2.2.23 Method getValuelLength

Test Area Reference: Api_2 Ueh Gvle

5.2.2.23.1

Conformance requirement

The method with following header shall be compliant to its definition in the API.

public short getVal ueLength()

t hrows Tool ki t Exception

CRRN1: gets and returns the binary length of the value field for the last TLV element which has been found in

5.2.2.23.1.1 Normal execution
the handler.
5.2.2.23.1.2 Parameter errors

No reguirements.

5.2.2.23.1.3

Context errors

CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.

CRRC2: in case of unavailable TLV element an instance of ToolkitException shall be thrown. The reason code
shall be ToolkitException.UNAVAILABLE ELEMENT.
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5.2.2.23.2 Test area files
Specific triggering: Unrecognized Envelope
Test source: Test Api_2 Ueh_Gvlejava

Test Applet: Api_2 Ueh Gvle 1java

Cap File: Api_2 Ueh Gvle.cap
5.2.2.23.3 Test coverage
CRR number Test case number
N1 2,3,4
C1 Does not apply for
USATEnvelopeHandler

C2 1

5.2.2.23.4 Test procedure

Id Description API/(U)SAT Framework APDU Expectation

Expectation

Fill the Unrecognized envelope with TLV: Tag 02,
length 02, Tag 06, length 05, Tag OB, length 24,
Tag 33, Length C8

1 getValueLength() ToolkitException.UNAVAILABLE
ELEMENT is thrown

2 Search TLV 02h

get Val ueLengt h() Result is 0X0002
3 Search TLV 0Bh

get Val ueLengt h() Result is 0X0024
4 Search TLV 33h

get Val ueLengt h() Result is 0X00C8

5.2.2.24 Method getValueShort

Test Area Reference: Api_2 Ueh Gvsh

5.2.2.24.1 Conformance requirement

The method with following header shall be compliant to its definition in the API.
public short getVal ueShort(short val ueOfset)

t hrows Tool ki t Exception

5.2.2.24.1.1 Normal execution

- CRRN1: Gets ashort from the last TLV e ement which has been found in the handler and returns its value
(1 short).

5.2.2.24.1.2 Parameter errors

- CRRP1L: if valueOffset is out of the current TLV an instance of ToolkitException shall be thrown. The reason
code shall be ToolkitException.OUT_OF _TLV_BOUNDARIES.

5.2.2.24.1.3 Context errors

- CRRCL.: if the handler is busy an instance of ToolkitException shall be thrown. The reason code shall be
ToolkitException.HANDLER_NOT_AVAILABLE.
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shall be ToolkitException.UNAVAILABLE_ELEMENT.

5.2.2.24.2 Test area files

Specific triggering: Unrecognized Envelope

Test Source: Test_ Api_2 Ueh Gvsh.java
Test Applet: Api_2 Ueh Gvsh 1java
Cap File: Api_2 Ueh Gvsh.cap
5.2.2.24.3 Test coverage
CRR number Test case number
N1 3,456,738
P1 2
C1 Does not apply for
USATEnvelopeHandler
C2 1
5.2.2.24.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
Fill the Unrecogni zed envel ope with TLVs:

Tag 02, Length 02 Value 83 81

Tag 33, Length C9 Value 01 02 ...

Tag 06, Length 06 Value 81 11 22 33 44 F5

1 |get Val ueShort (0)

ToolkitException.UNAVAILABLE
ELEMENT is thrown

2 |Search TLV 02h

get Val ueShort ( 2)

ToolkitException.OUT_OF_TLV_
BOUNDARIES is thrown

3 |Search TLV 02h

get Val ueShort (0)

Result is 0x83 0x81

4 |Search TLV 06h

get Val ueShort (1)

Result is 0x11 0x22

5 |Search TLV 33h

get Val ueShort ( 7E)

Result is 0x7F 0x80

6 |Search TLV 33h

get Val ueShort (80)

Result is 0x81 0x82

7 |get Val ueShort (7F)

Result is 0x80 0x81

8 |Search TLV B3h

get Val ueShort ( C7)

Result is 0xC8 0xC9

The constantsin Java are resolved at compilation time, therefore a runtime test is not useful. No test of constants will be

5.2.3 Interface USAT TerminalProfile
performed

5.2.4  Class USATEnvelopeHandlerSystem
5.24.1 Method getTheHandler

Test Area Reference: Api_ 2 Ues Gthd

52411

Conformance requirements
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The method with following header shall be compliant to its definition in the API.

public static USATEnvel opeHandl er get TheHandl er ()
throws uicc.tool kit. Tool ki t Exception

524.1.1.1 Normal execution

- CRRNZ1: The method shall return the single system instance of the class implementing the
USATEnvelopeHandler interface.

- CRRN2: The USATEnNnvelopeHandler isa Temporary JCRE Entry Point Object (see Java Card 2.2.1 Runtime
Environment (JCRE) Specification [])

5.241.1.2 Parameter Errors

No requirements.

5.24.1.1.3 Context errors

- CRRC1: The method shall throw ToolkitException.HANDLER_NOT_AVAILABLE if the handler is busy.

5.24.1.2 Test area files
Test Source: Test_ Api_2 Ues Gthd.java
Test Applet: Api_2 Ues Gthd 1java

Cap File: Api_2 Ues Gthd.cap
5.24.1.3 Test coverage
CRR number Test case number
N1 1,2,3
N2 Tested in clause 5.3.7.1, other parts transferred to (U)SAT framework
from API.
C1 Tested in clause 5.3.1.5, Minimum Handler Availability on
USATEnvelopeHandler.
5.24.1.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Call GetTheHandler() method twice The returned objects shall be the
same
2 Verify that getTheHandler() method returns an  |The reference returned shall be an
USATEnvelopeHandler object implementing the
USATEnvelopeHandler interface
(check cast)
3 Verify the returned value is not null The reference returned shall not
be null.

5.2.5 Interface ToolkitRegistry

5.25.1 Method clearEvent
Test Area Reference: Api_2 Tkr_Cevt

5.25.1.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.
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public void clearEvent(short event)
throws Tool ki t Excepti on,
javacard. franewor k. Tr ansact i onExcepti on

525111 Normal execution
- CRRN1: A call toisEventSet() method for a cleared event should return false after a call to clearEvent.
- CRRN2: The (U)SAT Framework shall not trigger the applet on the occurrence of the cleared event anymore.

- CRRNS3: if event wasEVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and after the call, no applet is
registered to it, The (U)SAT Framework shall alow an applet to register to this event.

- CRRN4: if event was EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM and one applet is till
registered to thisevent, The (U)SAT Framework shall not allow an applet to register to this event.

5.251.1.2 Parameter Errors

No requirements.

5.25.1.1.3 Context errors

- CRRC1.: shall throw javacard.framework.TransactionException - if the operation would cause the commit
capacity to be exceeded.

5.2.5.1.2 Test area files
Test Source: Test_Api_2 Tkr_Cevt.java

Test Applet: Api_2 Tkr_Cevt_1.java

Cap File: Api_2 Tkr_Cevt.cap
5.25.1.3 Test coverage
CRR number Test case number
N1 1
N2 2
N3 Framework
N4 Framework
C1 not testable
5.25.1.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation
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1 Clear ALLOWED events

Install Applet registered to
EVENT_FORMATTED _SM5_PP_ENV event

For events (2 to 6, 10 and 24) defined in
TS 31.130 [2]:

EVENT FORMATTED SMB_PP_ENV
EVENT_FCRMATTED _SM5_PP_UPD 1- No exception is thrown each
EVENT_UNFORVATTED SMS_PP_ENV time
EVENT_UNFORMATTED_SMS_PP_UPD :
EVENT_UNFORVATTED_SME_CB .
EVENT MO SHORT MESSAGE CONTROL BY SI'M 2- Shall return false each time.
EVENT_FORMATTED SMS_CB
EVENT_FORVATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOARLOAD | W.AN ACCESS_STATUS
The appl et calls:

1- Call clearEvent() nethod

2- Call isEventSet() nethod

2 Checking applet isn't triggered by an
ENVELOPE(EVENT_FORMATTED_SMS_PP_E
NV) command

1 - reset and initialize the card

2 - An . .
ENVELOPE( EVENT_FORMATTED_SMB_PP_ENV) is  |APPletis not triggered by an
sent . ENVELOPE(EVENT_FORMATTE
D_SMS_PP_ENV) command
5.25.2 Method isEventSet

Test Area Reference: Api_2 Tkr_levs

5.25.2.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

publ i c bool ean i sEvent Set (short event)

5.25.211 Normal execution
- CRRNZ1: shall return trueif the event is set in the Toolkit Registry for the applet.

- CRRNZ2: shall return falseif the event is not set in the Toolkit Registry for the applet.

5.25.2.1.2 Parameter errors

No requirements.

5.25.2.1.3 Context errors

No requirements.

5.25.2.2 Test area files
Test Source: Test Api_2 Tkr_levsjava
Test Applet: Api_2 Tkr_levs ljava

Cap File: Api_2 Tkr_levs.cap
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5.25.2.3 Test coverage
CRR number Test case number
N1 2
N2 1
5.25.24 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Install Applet only registered to

EVENT_EVENT_DOWNLOAD_USER_ACTIVITY
Test that events are not set

Appl et calls isEventSet() method for each .
event ranging from (2 to 6, 10 and 24) Shall return false each time.

2 Setting events

For the follow ng events defined in TS 31.130
[2] for setEvent() nethod:

EVENT_FORMATTED _SMS_PP_ENV
EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_PP_ENV
EVENT_UNFORVATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_CB
EVENT_FORMATTED_USSD
EVENT_UNFORVATTED_USSD
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
EVENT_FORVATTED_SMS_CB
EVENT_DOMNLOAD_| W.AN_ACCESS_STATUS
appl et calls:

1- Call setBvent() method 1- No exception shall be thrown.

2- Call isEventSet() nethod

2- Shall return true each time.

5.2.5.3 Method setEvent
Test Area Reference: Api_2 Tkr_Sevt

5.25.3.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void setEvent(short id)
throws Tool ki t Excepti on,
javacard. franewor k. Tr ansact i onExcepti on

5.25.311 Normal execution
- CRRNZ1: afollowing call to isEventSet() method with the same event id shall answer true for the applet.

- CRRNZ2: the (U)SAT Framework shall trigger the applet if an occurrence of the set event happens.

5253.1.2 Parameter errors

No reguirements.

5.253.1.3 Context errors

- CRRCL.: shall throw a ToolkitException with EVENT_ALREADY_REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.
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- CRRC2: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet that it is not in selectable stateis
aready registered to it.

- CRRCa: shall throw a ToolkitException with TAR_NOT_DEFINED if event isFORMATTED_SMS _PP_ENV
and the applet has no TAR defined.

- CRRC4: shall throw a ToolkitException with TAR_NOT_DEFINED if event is FORMATTED_SMS PP_UPD
and the applet has no TAR defined.

- CRRCES: shall throw a ToolkitException with TAR_NOT_DEFINED if eventisFORMATTED_SMS_CB and
the applet has no TAR defined.

- CRRCEG6: shall throw a ToolkitExceptin TAR_NOT_DEFINED if event isFORMATTED_USSD and the appl et
has no TAR defined.

5.25.3.2 Test area files
Test Source: Test Api_2 Tkr_Sevt.java
Test Applet: Api_2 Tkr_Sevt ljava
Api_2 Tkr_Sevt 2.java
Api_2 Tkr_Sevt 3.java
The load script installs the 3 instances.
Cap File: Api_2 Tkr_Sevt.cap

5.25.3.3 Test coverage

CRR number Test case number
N1 1
N2 2,3
C1
C2
C3
C4
C5
C6

[e3[ex i [ep)[epR SN F

5.25.34 Test procedure
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Id Description API/(U)SAT Framework APDU
Expectation Expectation

1 Setting events

1- For events (2 to 6, 10 and 24) defined in
TS 31.130 [2]:

EVENT_FORMATTED_SM5_PP_ENV
EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_CB
EVENT_MD_SHORT_MESSAGE._CONTROL_BY_SI M
EVENT_FORMATTED SM5_CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD

EVENT_| WLAN_ACCESS_STATUS

1.1- Cal |l cl earEvent (event)
1.1- No exception shall be thrown.
1. 2- Cal | isEvent Set (event)
1.2-  Shall return false.
1. 3- Cal |l setEvent(event)
1. 4- Call isEvent Set (event) 1.3- No exception shall be thrown.
1.5- Call clearEvent (event) 1.4-  Shall return true.
1.5- No exception shall be thrown.
2 Setting
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI
M
No Exception shall be thrown
Cal |
set Event (EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
)
3 Check applet is triggered by an ENVELOPE —
Applet is triggered by an ENVELOPE
(EVENT_MO_SHORT_MEMS)SAGE_CONTROL_BY_SI (EVENT_MO_SHORT MESSAGE_

Trigger the applet CONTROL_BY_SIM)

4 Applet2 registers to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI
M
but it is already assigned

1- Trigger Applet2 by
ENVELOPE( EVENT_FORMATTED_SMS_PP_ENV)
2- Applet2 call 2- Shall throw a ToolkitException

set Event ( EVENT_MD_SHORT MESSAGE_CONTROL_BY_SIM |With
) EVENT_ALREADY_REGISTERED

reason code.
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Id Description API/(U)SAT Framework APDU
Expectation Expectation
5 Applet2 registers to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI
M

but it is already assigned to another applet in not
selectable state

1- Set the Appletl in the |lock state

2- Applet2 call setEvent
( EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI'M

3- Set the Appletl in the make sel ectable
state

2- Shall throw a ToolkitException
with
EVENT_ALREADY_REGISTERED
reason code.

6 Applet3 with no TAR defined registers to
EVENT_UNFORMATTED_SMS_CB event

1- send unformatted

ENVELOPE( CELL_BROADCAST DATA DOWKLQAD)

2- set Event (EVENT_FORVATTED_SMS_PP_ENV)

3- set Event ( EVENT_FORMATTED SMS_PP_UPD)

4- set Event (EVENT_FORMATTED SM5_CB)

5- set Event ( EVENT_FORMATTED USSD)

1- Applet3 shall be triggered

2- ToolkitException with reason code
TAR_NOT_DEFINED shall be
thrown

3- ToolkitException with reason code
TAR_NOT_DEFINED shall be
thrown

4- ToolkitException with reason code
TAR_NOT_DEFINED shall be
thrown

5- ToolkitException with reason code
TAR_NOT_DEFINED shall be
thrown

5.254 Method setEventList

Test Area Reference: Api_2 Tkr_Sevl

5.25.4.1 Conformance requirement:

The method with following header shall be compliant to its definition in the API.

public void setEventlList(short[] eventlList,
short offset,
short | ength)

throws java.lang. Nul | Poi nt er Excepti on,
java. | ang. Arrayl ndexQut Of BoundsExcepti on,

Tool ki t Excepti on,

javacard. franewor k. Transact i onExcepti on

5254.1.1 Normal execution

- CRRNZ1: for al events set successfully by this method, a call to isEventSet() method should return true.

- CRRNZ2: the (U)SAT Framework shall trigger the applet if an occurrence of one of the successfully registered

events happens.

5254.1.2 Parameter errors

No reguirements.
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5.25.4.1.3 Context errors

CRRC1: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if eventList contains
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet is already registered to it.

CRRC?2: shall throw a ToolkitException with EVENT_ALREADY _REGISTERED if event is
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM but another applet that it is not in selectable stateis
aready registered to it.

CRRC3: shall throw a ToolkitException with TAR_NOT_DEFINED if eventisFORMATTED_SMS PP_ENV
and the applet has no TAR defined.

CRRCA4: shall throw a ToolkitException with TAR_NOT_DEFINED if eventis FORMATTED_SMS PP_UPD
and the applet has no TAR defined.

CRRCS: shall throw a ToolkitException with TAR_NOT_DEFINED if eventis FORMATTED_SMS _CB and
the applet has no TAR defined.

CRRCS6: shall throw a ToolkitException with TAR_NOT_DEFINED if eventis FORMATTED_USSD and the
applet hasno TAR defined

5.2.5.4.2 Test area files

Test Source: Test Api_2 Tkr_Sevl.java

Test Applet: Api_2 Tkr_Sevl 1ljava

Api_2 Tkr_Sevl_2.java

Cap File: Api_2 Tkr_Sevl.cap

5.25.4.3 Test coverage

CRR number Test case number
N1 1,2
N2 3,4
C1
C2
C3
C4
C5
C6

(63}

ENIEN]ENIENTTS))

ETSI



3GPP TS 31.213 version 18.1.0 Release 18 77 ETSI TS 131 213 V18.1.0 (2025-04)

5.25.44 Test procedure

Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 Appletl registers all eventList buffer

EventList = events (2 to 6, 10 and 24)
defined in TS 31.130 [2]:

EVENT_FORMATTED _SMS_PP_ENV
EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMB_PP_ENV
EVENT_UNFORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_CB
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M
EVENT_FORMATTED SMS_CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOWNLOAD_| W.AN_ACCESS_STATUS

1-  For each event in EventlList 1- No exception shall be thrown.
cl ear Event (event)

2- Call setEventlList(eventlList) 2- No exception shall be thrown.

Ofset =0 3- Each time shall return true.
Length = eventList.length
3- For all events in eventList 4- No exception shall be thrown.

i sEvent Set (event)

4- For each event in EventlList
cl ear Event (event)

2 Registering part of eventList buffer

EventList = events (2 to 6, 10 and 24)
defined in TS 31.130 [2]:

EVENT_FORMATTED_SM5S_PP_ENV
EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_CB
EVENT_MD_SHORT_MESSAGE._ CONTROL_BY_SI M
EVENT_FORMATTED SM5_CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOWNLOAD_| WLAN_ACCESS_STATUS

1- For each event in EventList 1- No exception shall be thrown.
cl ear Event (event)

2- setEventlList(eventList, offset, |ength) 2- No exception shall be thrown

Ofset >0
Length = eventList.lentgh — of fset

3- For all events in eventlList: 3- Each time shall return true for
events ranging from offset to
offset+length else shall return
false.

Cal | isEvent Set (event)

4- For each event in EventlList:
cl ear Event (event) .
4- No exception shall be thrown.

3 Setting EVENT_MO_SHORT_MESSAGE_
CONTROL_BY_SIM

Cal | setEventlList(MnoEventList, 0, 1) with

MonoEvent Li st cont ai ni ng

EVENT_MO SHORT_MESSAGE_CONTROL_BY_SI M

Shall not throw an exception

4 Check appletl is triggered by an ENVELOPE Applet is triggered by an

(EVENT_MO_SHORT_MESSAGE_ ENVELOPE
CONTROL_BY_SIM) (EVENT_MO_SHORT_MESSAG
Reset and initialize the card E_CONTROL_BY_SIM)
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
Trigger the applet
5 Applet 2 registers to
EVENT_MO_SHORT_MESSAGE_
CONTROL_BY_SIM
but it is already assigned
Cal | set EventList(MnoEventList,0,1) with Shall throw a ToolkitException
MonoEvent Li st cont ai ni ng with
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M EVENT_ALREADY_REGISTERE
D reason code.
6 Applet2 registers to
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI
M
but it is already assigned to another applet in not
selectable state
1- Set the Appletl in the lock state
2- Applet2 calls 2- Shall throw a ToolkitException
set Event Li st (MonoEvent Li st,0,1) with with
MonoEvent Li st cont ai ni ng EVENT_ALREADY_REGISTERE
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SI M D reason code.
3- Set the Appletl in the make sel ectable
state
7 Applet3 with no TAR defined registers to

EVENT_UNFORMATTED_SMS_CB event

1- send unformatted
ENVELOPE( CELL_BRQADCAST _DATA_DOWNLQAD)

2- setEventlList(EventList,0,1) with EventlList
cont ai ni ng EVENT_FORVATTED_SM5_PP_ENV

3- setEventList (EventList,1,1) with
Event Li st cont ai ni ng
EVENT_FORMATTED _SMS_PP_UPD

4- setEventList (EventList,2,1) with
Event Li st contai ning EVENT_FORVATTED SMs CB

5- i sEvent Set (EVENT_FORMATTED_SMS_PP_ENV)
6- i sEvent Set (EVENT_FORMATTED _SMS_PP_UPD)
7- i sEvent Set (EVENT_FORMATTED SMS_CB)

8- i sEvent Set ( EVENT_FORMATTED_USSD)

1- Applet3 shall be triggered

2- ToolkitException with reason
code TAR_NOT_DEFINED shall
be thrown

3- ToolkitException with reason
code TAR_NOT_DEFINED shall
be thrown

4- ToolkitException with reason
code TAR_NOT_DEFINED shall
be thrown

5- method shall return FALSE
6- method shall return FALSE
7- method shall return FALSE

8- method shall return FALSE
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5.3

(U)SAT Framework

5.3.1 Minimum handler availability

5311 ProactiveHandler

Test Area Reference: Ufw_Mha Pahd

5.3.1.1.1 Conformance requirements

53.1.1.1.1 Normal execution

ETSI TS 131 213 V18.1.0 (2025-04)

CRRNZ1: If aproactive session is not ongoing the ProactiveHandler is available from the invocation to the

termination of the processToolkit() method for the following events:

EVENT_FORMATTED_SMS PP ENV
EVENT_FORMATTED_SMS PP _UPD
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS CB
EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM
EVENT_FORMATTED_SMS CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOWNLOAD_IWLAN_ACCESS STATUS

CRRN2: A ProactiveHandler is considered available when no HANDLER _NOT_AVAILABLE
ToolkitException is thrown when the corresponding getTheHandler() method is called or a method of the handler

iscalled.

CRRN3: When available the ProactiveHandler shall remain available until the termination of the

processToolkit() method.

CRRNA4: If a proactive command is pending the ProactiveHandler may not be available.

53.1.1.1.2 Parameter errors

No reguirements.

53.1.1.1.3 Context errors

CRRC1: The ProactiveHandler shall not be available if the Terminal Profile command has not yet been

processed by the (U)SAT Framework.

5.3.1.1.2 Test area files

Test Source: Test_Ufw_Mha Pahd.java

Test Applet: Ufw_Mha _Pahd 1.java

Ufw_Mha Pahd 2java

Cap File: Ufw_Mha_Pahd.cap
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5.3.1.1.3 Test coverage
CRR Number Test Case Number

N1 1t010

N2 11 to 20

N3 1to 11

N4 Not testable

C1 12 to 17 and also tested in Test Cases 8 to 14 in Ufw_Mha_Prhd.
Applicable only if the applet is triggerred when no terminal profile

has been previously received.

5.31.14 Test procedure

Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 ProactiveHandler availability with

EVENT_FORMATTED_SMS_PP_ENV

1- Envel ope SMs-PP Downl oad formatted is
sent to the (USIM 1- Appletl is triggered

2- Appletl gets the ProactiveHandl er

2- No exception is thrown.

Appletl finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
2 ProactiveHandler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsw instruction
formatted is sent to the (USIM 1- Appletl is triggered
2- letl gets the P ti veHandl
Appletl gets the Proactivebandl er 2- No exception is thrown.
Appletl finalizes
3 ProactiveHandler availability with
EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope SM5-PP Downl oad unfornmatted 1- Appletl is triggered
is sent to the (USIM
2- Appletl gets the ProactiveHandl er
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the ProactiveHandl er Applet2 is triggered
3- No exception is thrown.
4 ProactiveHandler availability with
EVENT_UNFORMATTED_SMS_PP_UPD
1- Update Record EFsws instruction
unformatted is sent to the (USIM 1- Appletl is triggered
2- Appletl gets the ProactiveHandl er o
2- No exception is thrown.
Appletl finalizes
3- Applet2 gets the ProactiveHandl er
3- Applet2 is triggered
4- No exception is thrown.
5 ProactiveHandler availability with
EVENT_UNFORMATTED_SMS_CB
1- Envel ope Cel| Broadcast Downl oad 1- Appletl is triggered
unformatted is sent to the (USIM
2- Appletl gets the ProactiveHandl er
2- No exception is thrown
Appletl finalizes
3- Applet2 gets the ProactiveHandl er Applet2 is triggered
3- No exception is thrown
6 ProactiveHandler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM
1- Appletl is triggered
1- Envel ope MO short nessage control by
SIMis sent to the (USIM
2- Appletl gets the ProactiveHandl er 2- No exception is thrown
7 ProactiveHandler availability with

EVENT_FORMATTED_SMS_CB

1- Envel ope Cel | Broadcast Downl oad
formatted is sent to the (USIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
2- Appletl gets the ProactiveHandl er 1- Appletl is triggered

2-No exception is thrown

Appletl finalizes

8 ProactiveHandler availability with
EVENT_FORMATTED_USSD

1- Envel ope USSD formatted is sent to the
QOERY 1- Appletl is triggered

2- Appletl gets the ProactiveHandl er 2- No exception is thrown

Appletl finalizes

9 ProactiveHandler availability with
EVENT_UNFORMATTED_USSD

1- Envel ope USSD unformatted is sent to 1- Appletl is triggered
the (UySIM

2- Appletl gets the ProactiveHandl er o
2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- Applet2 gets the ProactiveHandl er 3- No exception is thrown.

10 ProactiveHandler availability with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT

us
1- Envel ope DOANLOAD | WL.AN_ACCESS_STATUS Appletl is triggered
is sent to the (USIM

2- letl gets the ProactiveHandl er L
Aop 9 2- No exception is thrown.

Appletl finalizes
Applet2 is triggered

3- let2 gets the ProactiveHandl er L
App g 3- No exception is thrown.

11 | The ProactiveHandler is not available before
the Terminal Profile with 2- Appletl is triggered
EVENT_FORMATTED_SMS_PP_ENV

1- R_eset t he _card wi t hout sending the 3- A ToolkitException
Termnal Profile HANDLER_NOT_AVAILABLE is
thrown

2- Envel ope SMS-PP Downl oad formatted is
sent to the (USIM o
Appletl finalizes

3- Appletl gets the ProactiveHandl er

12 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsws instruction 2- A ToolkitException
formatted is sent to the (USIM HANDLER NOT AVAILABLE is
thrown

2- Appletl gets the ProactiveHandl er

Appletl finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
13 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope SMs- PP Downl oad unfornatted 2- A ToolkitException
is sent to the (USIM HANDLER_NOT_AVAILABLE is
2- Appletl gets the ProactiveHandl er thrown
Appletl finalizes
Applet2 is triggered
3- A ToolkitException
3- Applet2 gets the ProactiveHandl er HANDLER_NOT_AVAILABLE is
thrown
Applet2 finalizes
14 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_UNFORMATTED_SMS_PP_UPD
1- Update Record EFsw instruction 2- A ToolkitException
2- Appletl gets the ProactiveHandl er thrown
Appletl finalizes
Applet2 is triggered
3- A ToolkitException
3- Applet2 gets the ProactiveHandl er HANDLER_NOT_AVAILABLE is
thrown
Applet2 finalizes
15 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_UNFORMATTED_SMS_CB
1- Envel ope Cel |l Broadcast Downl oad 2- A ToolkitException
unformatted is sent to the (USIM HANDLER NOT AVAILABLE is
2- Appletl gets the ProactiveHandl er thrown
Appletl finalizes
Applet2 is triggered
3- A ToolkitException
3- Applet2 gets the ProactiveHandl er HANDLER_NOT_AVAILABLE is
thrown
Applet2 finalizes
16 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM
2- A ToolkitException
1- Envel ope MO short nessage control by HANDLER NOT AVAILABLE is
SIMis sent to the (USIM thrown - -
2- letl gets the ProactiveHandl er
App 9 Appletl finalizes
17 | The ProactiveHandler is not available before

the Terminal Profile with
EVENT_FORMATTED_SMS_CB

1- Envel ope Cel | Broadcast Downl oad
formatted is sent to the (USIM

2- Appletl gets the ProactiveHandl er

1- Appletl is triggered

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

18 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_FORMATTED_USSD
1- Envelpe USSD formatted is sent to the |1- Appletl is triggered

(USIM

. 2- A ToolkitException
2- Applet gets the ProactiveHandl er HANDLER_NOT AVAILABLE is
thrown

Appletl finalizes

19 | The ProactiveHandler is not available before
the Terminal Profile with 1- Appletl is triggered
EVENT_UNFORMATTED_USSD

1- Envel ope USSD unformatted is sent to 2- A ToolkitException
the (USIM HANDLER_NOT AVAILABLE is

2- Appletl gets the ProactiveHandl er thrown

Appletl finalizes
Applet2 is triggered

3- Applet2 gets the ProactiveHandl er 3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Applet2 finalizes

20 The ProactiveHandler is not available befor
the Terminal Profile with
EVENT_DOWNLOAD_IWLNA_ACCESS_STAT
us
1- Envel ope Downl oad IwW an Access Status |1- Appletl is triggered
h nis sent to the (USIM

2- Appletl gets the ProactiveHandl er 2- A ToolkitException

HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
Applet2 is triggered
3- Applet2 gets the ProactiveHandl er 3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Applet2 finalizes

53.1.2 ProactiveResponseHandler

Test Area Reference: Ufw_Mha Prhd
53.1.2.1 Conformance requirements

5.3.1.2.1.1 Normal execution

- CRRNZ1: The ProactiveResponseHandler is available as soon as the ProactiveHandler is available and remains
available until the termination of the processToolkit() method for the following events:

EVENT_FORMATTED_SMS_PP_ENV
EVENT_FORMATTED_SMS_PP_UPD
EVENT_UNFORMATTED_SMS_PP_ENV
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EVENT_UNFORMATTED_SMS PP_UPD

EVENT_UNFORMATTED_SMS _CB

EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

EVENT_FORMATTED_SMS CB

EVENT_FORMATTED_USSD

EVENT_UNFORMATTED_USSD

EVENT_DOWNLOAD_IWLAN_ACCESS_STATUS

- CRRN2: A ProactiveResponseHandler is considered available when no HANDLER_NOT_AVAILABLE
ToolkitException is thrown when the corresponding getTheHandler() method is called or a method of the
handler is called.

5.3.1.2.1.2

No requirements.

53.1.2.1.3

Parameter errors

Context errors

- CRRC1: The ProactiveResponseHandler shall not be available if the ProactiveHandler is not available.

5.3.1.2.2
Test Source:

Test Applet:

Cap File:

5.3.1.2.3

Test area files

Test_ Ufw_Mha Prhd.java

Ufw_Mha _Prhd_1.java

Ufw_Mha Prhd 2.java

Ufw_Mha_Prhd.cap

Test coverage

CRR Number Test Case Number
N1 1to 10
N2 1to 20
C1 8 to 20.

Applicable only if the applet is triggerred when no terminal
profile has been previously received.
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5.3.1.2.4 Test procedure
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 ProactiveResponseHandler availability with
EVENT_FORMATTED_SMS_PP_ENV

1- Envel ope SMS-PP Downl oad formatted is |1- Appletl is triggered
sent to the (USIM

Appl et builds a proactive command DI SPLAY

TEXT .
2- A proactive command
2- ProactiveHandl er.send() nmethod is DISPLAY TEXT is fetched
call ed
TERMINAL RESPONSE
3- No exception is thrown
3-

Proact i veResponseHandl er . get TheHandl er ()
method is called

2 ProactiveResponseHandler availability with
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsws instruction 1- Appletl is triggered
formatted is sent to the (USIM

Appl et builds a proactive comrand DI SPLAY

TEXT .

2- A proactive command
2- ProactiveHandl er.send() nethod is DISPLAY TEXT is fetched
cal l ed

TERMINAL RESPONSE
3-

Proact i veResponseHandl er . get TheHandl er ()

method is cal | ed 3- No exception is thrown

3 ProactiveResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_ENV

1- Envel ope SMs-PP Downl oad unformatted 1- Appletl is triggered
is sent to the (USIM

Appletl builds a proactive conmmand

DI SPLAY TEXT .

2- A proactive command
2- ProactiveHandl er.send() nethod is DISPLAY TEXT is fetched
cal l ed

TERMINAL RESPONSE
3-

Proact i veResponseHandl er . get TheHandl er () 3- No exception is thrown

method is called

Appletl finalizes
Applet2 is triggered

Appl et 2 builds a proactive command

DI SPLAY TEXT

4- ProactiveHandl er.send() nethod is 4- A proactive CO_mmand
call ed DISPLAY TEXT is fetched
5- 5- No exception is thrown TERMINAL RESPONSE

Proacti veResponseHandl er . get TheHandl er ()
nethod is called
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

ProactiveResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsw instruction
unformatted is sent to the (USIM

Appl etl builds a proactive comrand
DI SPLAY TEXT

2- ProactiveHandl er.send() method is
cal |l ed

3-
Proact i veResponseHandl er . get TheHandl er ()
nethod is called

Appl et2 builds a proactive comrand
DI SPLAY TEXT

4- ProactiveHandl er.send() method is
call ed

5-
Proact i veResponseHandl er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

ProactiveResponseHandler availability with
EVENT_UNFORMATTED_SMS_CB

1- Envel ope Cel | Broadcast Downl oad
unformatted is sent to the (USIM

Appl etl builds a proactive comrand
DI SPLAY TEXT

2- ProactiveHandl er.send() method is
call ed

3-
Proact i veResponseHandl er . get TheHandl er ()
nethod is called.

Appl et2 builds a proactive comand
DI SPLAY TEXT

4- ProactiveHandl er.send() method is
call ed

5-
Proacti veResponseHand! er . get TheHandl er ()
nethod is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

6 ProactiveResponseHandler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM
1- Appletl is triggered
1- Envel ope MO short message control by

SIMis sent to the (USIM

Appl et builds a proactive comrand DI SPLAY

TEXT i

2- A proactive command
2- ProactiveHandl er.send() nethod is DISPLAY TEXT is fetched
called 3- No exception is thrown TERMINAL RESPONSE
3-

Proact i veResponseHandl er . get TheHandl er ()
nethod is called

7 ProactiveResponseHandler availability with
EVENT_FORMATTED_SMS_CB

1- Envel ope Cel |l Broadcast Downl oad 1- Appletl is triggered
formatted is sent to the (USIM

Appl etl builds a proactive comrand

DI SPLAY TEXT

2- ProactiveHandl er.send() method is 2- A proactive command
cal l ed DISPLAY TEXT is fetched
3 3- No exception is thrown TERMINAL RESPONSE

Proact i veResponseHandl er . get TheHandl er ()
nethod is called.

8 ProactiveResponseHandler availability with
EVENT_FORMATTED_USSD
1- Envelope USSD formatted is sent to the |1- Appletl is triggered

(USIM

Appl et builds a proactive conmand DI SPLAY

TEXT

2- ProactiveHandl er.send() method is 2- A proactive command

cal | ed DISPLAY TEXT is fetched
TERMINAL RESPONSE

3-

Proacti veResponseHandl er . get TheHandl er () 3- No exception is thrown

method is called
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

ProactiveResponseHandler availability with
EVENT_UNFORMATTED_USSD
1- Envel ope USSD unformatted is sent to
the (USIM

Appletl builds a proactive command
DI SPLAY TEXT

2- ProactiveHandl er.send() method is
cal |l ed

3-
Proacti veResponseHand! er . get TheHandl er ()
nethod is called

4- Applet2 builds a proactive comrand
DI SPLAY TEXT

4- ProactiveHandl er.send() method is
cal l ed

5-
Proact i veResponseHandl er . get TheHandl er ()
method is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

5- No exception is thrown

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINA RESPONSE

10

ProactiveResponseHandler availability with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us
1- Envel ope USSD unformatted is sent to

the (USIM

Appletl builds a proactive command
DI SPLAY TEXT

2- ProactiveHandl er.send() method is
cal |l ed

3-
Proacti veResponseHandl er . get TheHandl er ()
nethod is called

4- Applet2 builds a proactive comrand
DI SPLAY TEXT

4- ProactiveHandl er.send() method is
call ed

5-
Proact i veResponseHandl er . get TheHandl er ()
method is called

1- Appletl is triggered

3- No exception is thrown

Appletl finalizes
Applet2 is triggered

2- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

4- A proactive command
DISPLAY TEXT is fetched

TERMINAL RESPONSE

11

The ProactiveHandler is not available before
the Terminal Profile with
EVENT_FORMATTED_SMS_PP_ENV

1- Reset the card without sending the
Term nal Profile

2- Envel ope SMS-PP Downl oad formatted is
sent is sent to the (USIM

3- Appletl gets the ProactiveHandl er

4- Appletl gets the
Proacti veResponseHand| er

2- Appletl is triggered

3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
12 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsws instruction 1- Appletl is triggered
formatted is sent to the (USIM
2- Appletl gets the ProactiveHandl er akﬁ\lgi(égtixgﬁ'pu:\?AlLABLE is
thrown B B
3- Appletl gets the 3- A ToolkitException
Proact i veResponseHand! er HANDLER_NOT_AVAILABLE is
thrown
Appletl finalizes
13 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_UNFORMATTED_SMS_PP_ENV
1- Appletl is triggered
1- Envel ope SMs- PP Downl oad unfornatted
I's sent to the (USIM 2- A ToolkitException
2- Appletl gets the ProactiveHandl er HANDLER_NOT_AVAILABLE is
thrown
3- A ToolkitException
3- Appletl gets the HANDLER_NOT_AVAILABLE is
Proact i veResponseHand| er thrown
Appletl finalizes
Applet2 is triggered
4- A ToolkitException
HANDLER_NOT_AVAILABLE is
4- Applet2 gets the ProactiveHandl er thrown
5- A ToolkitException
5- Applet2 gets the HANDLER_NOT_AVAILABLE is
Proact i veResponseHand| er thrown
Applet2 finalizes
14 | The ProactiveHandler is not available before

the Terminal Profile with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsw instruction
unformatted is sent to the (USIM

2- Appletl gets the ProactiveHandl er

3- Appletl gets the
Proacti veResponseHand| er

4- Appl et2 gets the ProactiveHandl er

5- Applet2 gets the
Proacti veResponseHandl er

1- Appletl is triggered

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
Applet2 is triggered

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

5- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Applet2 finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
15 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_UNFORMATTED_SMS_CB
1- Appletl is triggered
1- Envel ope Cel |l Broadcast Downl oad
unformatted is sent to the (USIM 2- A ToolkitException
2- Appletl gets the ProactiveHandl er HANDLER_NOT_AVAILABLE is
thrown
3- A ToolkitException
3- Appletl gets the HANDLER_NOT_AVAILABLE is
Proact i veResponseHand| er thrown
Appletl finalizes
Applet2 is triggered
4- A ToolkitException
HANDLER_NOT_AVAILABLE is
4- Applet2 gets the ProactiveHandl er thrown
5- A ToolkitException
5- Applet2 gets the HANDLER_NOT_AVAILABLE is
Proact i veResponseHandl er thrown
Applet2 finalizes
16 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM 1- Appletl is triggered
1- E_nvel ope MO short message control by 2- A ToolkitException
SIMis sent to the (USIM HANDLER_NOT_AVAILABLE is
2- Appletl gets the ProactiveHandl er thrown
3- A ToolkitException
HANDLER_NOT_AVAILABLE is
3- Appletl gets the thrown
Proact i veResponseHandl er
Appletl finalizes
17 | The ProactiveHandler is not available before

the Terminal Profile with
EVENT_FORMATTED_SMS_CB

1- Envel ope Cel |l Broadcast Downl oad
formatted is sent to the (USIM

2- Appletl gets the ProactiveHandl er

3- Appletl gets the
Proact i veResponseHand| er

1- Appletl is triggered

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
18 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_FORMATTED_USSD
1- Envelope USSD formatted is sent is 1- Appletl is triggered
sent to the (USIM
2- Appletl gets the ProactiveHandl er 2- A ToolkitException .
HANDLER_NOT_AVAILABLE is
thrown
3- Appletl gets the 3- A ToolkitException
Proacti veResponseHand| er HANDLER NOT AVAILABLE is
thrown
Appletl finalizes
19 | The ProactiveHandler is not available before

the Terminal Profile with
EVENT_UNFORMATTED_USSD

1- Envel ope USSD unformatted is sent to
the (USIM

2- Appletl gets the ProactiveHandl er

3- Appletl gets the

Proacti veResponseHandl er

4- Appl et2 gets the ProactiveHandl er

5- Applet2 gets the
Proacti veResponseHandl er

1- Appletl is triggered

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

3- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
Applet2 is triggered

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

5- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Applet2 finalizes
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

20 | The ProactiveHandler is not available before
the Terminal Profile with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us
1- Envel ope Downl oad Iw an Access Status |(1- Appletl is triggered
is sent to the (USIM
2- A ToolkitException

2- Appletl gets the ProactiveHandl er HANDLER _NOT AVAILABLE is

thrown

3- Appletl gets the 3- A ToolkitException

Proact i veResponseHand| er HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes
Applet2 is triggered

4- Applet2 gets the ProactiveHandl er 4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

5- Applet2 gets the

Proacti veResponseHandl er 5- A ToolkitException

HANDLER_NOT_AVAILABLE is
thrown

Applet2 finalizes

5.3.1.3 EnvelopeHandler
Test Area Reference: Ufw_Mha Enhd

5.3.1.3.1 Conformance requirements

5.3.1.3.1.1 Normal execution

- CRRNZ1: The EnvelopeHandler and its content are available for all toolkit applets triggered from the invocation
to the termination of their processToolkit() method for the following events:

EVENT_FORMATTED_SMS PP ENV
EVENT_FORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS CB
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM
EVENT_FORMATTED_SMS CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOWNLOAD_IWLAN_ACCESS

- CRRN2: An EnvelopeHandler is considered available when no HANLDER_NOT_AVAILABLE
ToolkitException is thrown when the corresponding getTheHandler() method is called or a method of the
handler is called.
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Parameter errors

No requirements.

5.3.1.3.1.3

Context Errors

No requirements.
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5.3.1.3.2 Test area files
Test Source: Test_Ufw_Mha Enhd.java
Test Applet: Ufw_Mha Enhd_1.java
Ufw_Mha Enhd_2.java
Cap File: Ufw_Mha_Enhd.cap
5.3.1.3.3 Test coverage
CRR Number Test Case Number
N1 1to 10
N2 1to 10
5.3.1.34 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 EnvelopeHandler availability with

EVENT_FORMATTED_SMS_PP_ENV
1- Envel ope SMs- PP Downl oad formatted is
sent to the (USIM

2- Envel opeHandl er. get TheHandl er () met hod
is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

2 EnvelopeHandler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsws instruction
formatted is sent to the (USIM 1- Appletl is triggered
2- Envel opeHandl er. get TheHandl er () net hod o
is called by Appletl 2- No exception is thrown.
3 EnvelopeHandler availability with

EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope SMs- PP Downl oad unformatted
is sent to the (USIM

2- Envel opeHandl er. get TheHandl er () net hod
is called by Appletl

3- Envel opeHandl er. get TheHandl er () net hod
is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

4 EnvelopeHandler availability with
EVENT_UNFORMATTED_SMS_PP_UPD

) ) 1- Appletl is triggered
1- Update Record EFsws instruction

unformatted is sent to the (USIM

2- Envel opeHandl er. get TheHandl er () nethod |2- No exception is thrown.
is called by Appletl
Appletl finalizes

Applet2 is triggered

3- Envel opeHandl er. get TheHandl er () met hod

i's called by Applet? 3- No exception is thrown.

5 EnvelopeHandler availability with
EVENT_UNFORMATTED_SMS_CB

1- Envel ope Cel| Broadcast Downl oad 1- Appletl is triggered
unformatted is sent to the (USIM

2- Envel opeHand! er . get TheHand! er () method |2- NO exception is thrown
is called by Appletl
Appletl finalizes

3- Envel opeHandl er. get TheHandl er () method |3. Applet2 is triggered
is called by Applet2

4- No exception is thrown
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
6 EnvelopeHandler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM
1- Appletl is triggered
1- Envel ope MO short nessage control by
SIMis sent to the (USIM
2- Envel opeHand! er . get TheHandl er () method |2- NO exception is throw
is called by Appletl
7 EnvelopeHandler availability with
EVENT_FORMATTED_SMS_CB
1- Envel ope Cell Broadcast Downl oad 1- Appletl is triggered
formatted is sent to the (USIM
2- Envel opeHand! er . get TheHand! er () met hod |2-No exception is thrown
is called by Appletl
8 EnvelopeHandler availability with
EVENT_FORMATTED_USSD
1- Envel ope USSD formatted is sent to the (1- Appletl is triggered
(ysi™m
2- Envel opeHandl er. get TheHandl er () met hod 2-No exception is thrown
is called by Appletl
9 EnvelopeHandler availability with
EVENT_UNFORMATTED_USSD
1- Envel ope USSD unfornatted is sent to 1- Appletl is triggered
the (USIM
2- Envel opeHandl er. get TheHandl er () net hod o
is called by Appletl 2- No exception is thrown.
Appletl finalizes
3- Envel opeHandl er. get TheHandl er () method |3- Applet2 is triggered
is called by Applet2
4- No exception is thrown
10 EnvelopeHandler availability with
DOWNLOAD_IWLAN_ACCESS_STATUS
1- Envel ope Downl oad Iw an Access Status |1- Appletl is triggered
is sent to the (USIM
2- Envel opeHandl er. get TheHandl er () met hod L
is called by Appletl 2-No eX(_;ept_lon is thrown.
Appletl finalizes
3- Envel opeHand! er. get TheHandl er () nmethod |3- Applet2 is triggered
is called by Applet2
4- No exception is thrown
53.14 EnvelopeResponseHandler

Test Area Reference: Ufw_Mha_Erhd
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5.3.14.1 Conformance requirements

53.14.1.1 Normal execution

- CRRNZ1: The handler isavailable for al triggered toolkit applets from the invocation of the processToolkit()
method of the toolkit applet until atoolkit applet has posted an envel ope response or the first invocation of the
ProactiveHandler.send() method for the following events:

EVENT_FORMATTED_SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD

- CRRN2: An EnvelopeResponseHandler is considered available when no HANLDER_NOT_AVAILABLE
ToolkitException is thrown when the corresponding getTheHandler () method is called or a method of the
handler is called.

53.1.4.1.2 Parameter errors

No reguirements.

53.1.4.1.3 Context Errors
- CRRC1: The handler is not available for the following events:
EVENT_FORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS CB
EVENT_FORMATTED _SMS CB
EVENT_DOWNLOAD_IWLAN_ACCESS STATUS

5.3.1.4.2 Test area files
Test Source: Test_ Ufw_Mha_Erhd.java
Test Applet: Ufw_Mha Erhd_1.java
Ufw_Mha Erhd 2.java

Cap File: Ufw_Mha_Erhd.cap
5.3.1.4.3 Test coverage
CRR Number Test Case Number
N1 5to 10
N2 1to 10
C1 lto11l
5.3.1.4.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation
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EnvelopeResponseHandler availability with
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsws instruction
formatted is sent to the (USIM

2-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

1- The appletl is triggered.

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

EnvelopeResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsw instruction
unformatted is sent to the (USIM

2-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

1- Appletl is triggered.

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

EnvelopeResponseHandler availability with
EVENT_FORMATTED_SMS_CB

1- Envel ope Cel | Broadcast Downl oad
formatted is sent to the SIM

2-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

1- The appletl is triggered.

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

EnvelopeResponseHandler availability with
EVENT_UNFORMATTED_SMS_CB

1- Envel ope Cel |l Broadcast Downl oad
unformatted is sent to the SIM

2-
Envel opeResponseHandl er. get TheHandl er ()
method is called by Appletl

1- Appletl is triggered.

2- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown
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EnvelopeResponseHandler availability with
EVENT_FORMATTED_SMS_PP_ENV

1- Envel ope SMs-PP Downl oad formatted is
sent to the (USIM

2-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

3- Appletl builds an additional
informati on for response packet and it
calls the post() nethod

4- Appletl calls all methods of the
Envel opeResponseHandl er (i ncl udi ng
i nherited nethods)

5- A EVENT_FORMATTED_SMs_PP_ENV envel ope
is sent to the (USIM

6-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

7- Appletl builds a proactive conmand and
it calls the send() nethod

8- Appletl calls all nethods of the
Envel opeResponseHandl er (i ncl uding
i nherited nethods)

1- Appletl is triggered

2- No exception is thrown.

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Appletl is triggered

6- No Exception is thrown

8- ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

3- The response packet is
sent

7- The proactive command
is sent
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EnvelopeResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_ENV

1- Envel ope SMs- PP Downl oad unformatted
is sent to the (USIM

2-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

3- Appletl builds the envel ope response
and it calls the post() nethod

4- Appletl calls all methods of the
Envel opeResponseHandl er (i ncl udi ng
i nherited nethods)

5-
Envel opeResponseHandl er. get TheHandl er ()
nethod is called

6- An unformatted SMS PP envel ope is sent
to the (USIM

7-
Envel opeResponseHandl er . get TheHandl er ()
method is called

8- Appletl builds a proactive command and
it calls the send() method

9- Appletl calls all nethods of the
Envel opeResponseHandl er (i ncl uding
i nherited nethods)

10-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Applet2

1- Appletl is triggered

2- No exception is thrown.

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes

5- Applet2 is triggered.

A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown.

Applet2 finalizes

6- Appletl is triggered.

7- No exception is thrown.

9- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method.

Appletl finalizes

10- Applet2 is triggered.

A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown.

3- The envelope response
is sent

9- The proactive command
is fetched and the Terminal
response is issued.
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EnvelopeResponseHandler availability with

EVENT_MO_SHORT_MESSAGE_CONTROL_B

Y_SIM
1- Envel ope MO short nessage control by
SIMis sent to the (U SIM

2-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

3- Appletl builds the envel ope response
and it calls the post AsBERTLV() method

4- Appletl calls all nethods of the
Envel opeResponseHandl er (i ncl udi ng
i nherited nethods)

5- Envel ope MO short nessage control by
SIMis sent to the (USIM

6-
Envel opeResponseHandl er. get TheHandl er ()
nmethod is called by Appletl

7- Appletl builds a proactive command and

it calls the send nethod

8- Appletl calls all nethods of the
Envel opeResponseHandl er (i ncl uding
i nherited met hods)

1- Appletl is triggered

2- No exception is thrown.

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Appletl is triggered

6- No exception is thrown

8- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

3-The envelope response
is sent

7- The proactive command
is fetched and the Terminal
Response is issued
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8 EnvelopeResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_ENV in
case of multi-triggering

1- Appletl is triggered
1- Envel ope SMs- PP Downl oad unformatted
is sent to the (USIM

5. 2- No exception is thrown.
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl o
3- Appletl finalizes

4- Applet2 is triggered.

5- 5- No Exception is thrown 6- The response is

Envel opeResponseHandl er . get TheHandl er () checked.
method is called by Applet 2

6- Applet2 calls the post() nethod

Applet2 finalizes
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EnvelopeResponseHandler availability with
EVENT_FORMATTED_USSD

1- Envel ope USSD formatted is sent to the
(ysi™m

2-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

3- Appletl builds an additional
informati on for response packet and it
calls the post() nethod

4- Appletl calls all methods of the
Envel opeResponseHandl er (i ncl udi ng
i nherited nethods)

5- EVENT_FORMATTED_USSD envel ope is sent
to the (USIM

6-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

7- Appletl builds a proactive conmand and
it calls the send() nethod

8- Appletl calls all nethods of the
Envel opeResponseHandl er (i ncl uding
i nherited nethods)

1- Appletl is triggered

2- No exception is thrown.

4- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

Appletl finalizes
5- Appletl is triggered

6- No Exception is thrown

8- ToolkitException
HANDLER_NOT_AVAILABLE is
thrown for each method

3- The response packet is
sent

7- The proactive command
is sent
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10

EnvelopeResponseHandler availability with
EVENT_UNFORMATTED_SMS_PP_ENV in
case of multi-triggering

1- Envel ope USSD unformatted is sent to
the (USIM

2-
Envel opeResponseHandl er . get TheHandl er ()
nethod is called by Appletl

5-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Applet 2

6- Applet2 calls the post() nethod

1- Appletl is triggered

2- No exception is thrown.

3- Appletl finalizes

4- Applet2 is triggered.

5- No Exception is thrown

Applet2 finalizes

6- The response is
checked.
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11 | EnvelopeResponseHandler availability with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us
1- Envel ope Downl oad IwW an Access Status |1- The appletl is triggered.
is sent to the (USIM

2. 2- A ToolkitException
Envel opeResponseHand! er . get TheHand! er () HANDLER_NOT_AVAILABLE is
method is called by Appletl thrown

5.3.1.5 USATEnvelopeHandler

Test Area Reference: Ufw_Mha Uehd
5.3.1.5.1 Conformance requirements

5.3.15.1.1 Normal execution

- CRRNZ1: The UsatEnvelopeHandler and its content are available for all toolkit applets triggered from the
invocation to the termination of their processToolkit() method for the following events:

EVENT_FORMATTED_SMS PP_ENV
EVENT_FORMATTED_SMS PP _UPD
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS CB
EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM
EVENT_FORMATTED_SMS CB
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD
EVENT_DOWNLOAD_IWLAN_ACCESS STATUS

- CRRN2: An UsatEnvelopeHandler is considered available when no HANLDER_NOT_AVAILABLE
ToolkitException is thrown when the corresponding getTheHandler () method is called or a method of the
handler is called.

53.1.5.1.2 Parameter errors

No reguirements.

5.3.1.5.1.3 Context Errors

No reguirements.

5.3.1.5.2 Test area files
Test Source: Test_ Ufw_Mha Uehd.java
Test Applet: Ufw_Mha Uehd_1.java
Ufw_Mha Uehd_2.java
Cap File: Ufw_Mha_Uehd.cap
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5.3.1.5.3 Test coverage
CRR Number Test Case Number

N1 1to 10

N2 1to 10
5.3.1.54 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

1 USATEnvelopeHandler availability with

EVENT_FORMATTED_SMS_PP_ENV
1- Envel ope SMsS-PP Downl oad formatted is
sent to the (USIM

2- USATEnvel opeHandl er. get TheHandl er ()
nethod is called by Appletl

1- Appletl is triggered

2- No exception is thrown.

2 USATEnvelopeHandler availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Update Record EFsws instruction
formatted is sent to the (USIM 1- Appletl is triggered
2- USATEnvel opeHandl er . get TheHandl er () o
method is called by Appletl 2- No exception is thrown.
3 USATEnvelopeHandler availability with

EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope SMs- PP Downl oad unformatted
is sent to the (USIM

2- USATEnvel opeHandl er . get TheHandl er ()
method is called by Appletl

3- USATEnvel opeHandl er . get TheHandl er ()
method is called by Applet2

1- Appletl is triggered

2- No exception is thrown.
Appletl finalizes

3- Applet2 is triggered

4- No exception is thrown.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

4 USATEnvelopeHandler availability with
EVENT_UNFORMATTED_SMS_PP_UPD

) ) 1- Appletl is triggered
1- Update Record EFsws instruction

unformatted is sent to the (USIM

2- USATEnvel opeHand| er. get TheHand| er () 2- No exception is thrown.
method is called by Appletl
Appletl finalizes

Applet2 is triggered

3- USATEnvel opeHandl er. get TheHandl er ()

method is called by Applet?2 3- No exception is thrown.

5 USATEnvelopeHandler availability with
EVENT_UNFORMATTED_SMS_CB

1- Envel ope Cel| Broadcast Downl oad 1- Appletl is triggered
unformatted is sent to the (USIM

2- USATEnvel opeHand! er . get TheHandl er () 2- No exception is thrown
method is called by Appletl
Appletl finalizes

3- USATEnvel opeHandl er. get TheHandl er () 3- Applet2 is triggered
method is called by Applet2

4- No exception is thrown
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
6 USATEnvelopeHandler availability with
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM
1- Appletl is triggered
1- Envel ope MO short nessage control by
SIMis sent to the (USIM
2- USATEnvel opeHandl er . get TheHandl er () 2- No exception is throw
method is called by Appletl
7 USATEnvelopeHandler availability with
EVENT_FORMATTED_SMS_CB
1- Envel ope Cell Broadcast Downl oad 1- Appletl is triggered
formatted is sent to the (USIM
2- USATEnvel opeHand! er . get TheHandl er () 2-No exception is thrown
nethod is called by Appletl
8 USATEnvelopeHandler availability with
EVENT_FORMATTED_USSD
1- Envel ope USSD formatted is sent to the (4. Appletl is triggered
(Ysi™m
2- USATEnvel opeHandl er . get TheHandl er () 2- No exception is thrown.
nethod is called by Appletl
9 USATEnvelopeHandler availability with
EVENT_UNFORMATTED_USSD
1- Envel ope USSD unformatted is sent to 1- Appletl is triggered
the (USIM
2- USATEnvel opeHandl er. get TheHandl er () o
method is called by Appletl 2- No exception is thrown.
Appletl finalizes
3- Applet2 is triggered
3- USATEnvel opeHandl er. get TheHandl er ()
thod i Iled b let2 L
method s called by Apple 4- No exception is thrown.
10 USATEnvelopeHandler availability with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us
1- Envel ope USSD unformatted is sent to 1- Appletl is triggered
the (USIM
2- USATEnvel opeHandl er. get TheHandl er () L
method is called by Appletl 2- No exception is thrown.
Appletl finalizes
3- USATEnvel opeHandl er . get TheHandl er () 3- Applet2 is triggered
nethod is called by Applet2
4- No exception is thrown
5.3.1.6 Applet triggering with ongoing proactive session

Test Area Reference: Ufw_Mha Rent
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5.3.1.6.1 Conformance requirements

5.3.1.6.11 Normal execution

- CRRNZ1: EnvelopeHandler and USATEnvelopeHandler are available for all events.

- CRRNZ2: EnvelopeResponseHandler is available for the following events:
EVENT_FORMATTED_SMS PP_ENV
EVENT_UNFORMATTED_SMS PP_ENV
EVENT_MO_SHORT _MESSAGE_CONTROL_BY_SIM
EVENT_FORMATTED_USSD
EVENT_UNFORMATTED_USSD

- CRRNS3: Reply busy is not allowed for following events:
EVENT_FORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

53.1.6.1.2 Parameter errors

No reguirements.

5.3.1.6.1.3 Context Errors
- CRRC1: EnvelopeResponseHandler is not available for the following events:
EVENT_FORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS PP_UPD
EVENT_UNFORMATTED_SMS_CB
EVENT_FORMATTED_SMS_CB
EVENT_DOWNLOAD_IWLAN_ACCESS STATUS

5.3.1.6.2 Test area files
Test Source: Test Ufw_Mha Rent.java

Test Applet: Ufw_Mha Rent_1.java

Cap File: Ufw_Mha_Rent.cap
5.3.1.6.3 Test coverage
CRR Number Test Case Number
N1 1,2,3,456,7,8
N2 3,4,5,89
N3 1,23
Cl 1,2,6,7,10
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5.3.1.6.4 Test procedure

ETSI



3GPP TS 31.213 version 18.1.0 Release 18

112

ETSI TS 131 213 V18.1.0 (2025-04)

Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Handlers availability with
EVENT_FORMATTED_SMS_PP_UPD
1- Envel ope unrecogni zed is sent to the 1- Appletl is triggered
(ysiMm
2- Appletl builds a proactive comrand and
calls the send() method 2-91 XX
3- Update Record EFsw instruction
formatted is sent to the (USIM 3- Appletl is triggered again
4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHand!| er . get TheHandl er () B PP
met hods are called by Appletl 4- No exception is thrown
5- . .
Envel opeResponseHandl er . get TheHand| er () 5- A ToolkitException
nethod is called by Appletl HANDLER_NOT_AVAILABLE is
thrown 6- The proactive command is
fetched and the Terminal
Appletl finalizes Response is issued.
2 Handlers availability with
EVENT_UNFORMATTED_SMS_PP_UPD
1- Envel ope unrecogni zed is sent to the 1- Appletl is triggered
(UYSIM
2- Appletl builds a proactive comrand and
calls the send() method 2- 91 XX
3- Update Record EFsw instruction
unformatted is sent to the (U)SIM 3- Appletl is triggered again
4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er () B PR
net hods are called by Appletl 4- No exception is thrown
5- . .
Envel opeResponseHand! er . get TheHand| er () 5- A ToolkitException
nmethod is called by Appletl HANDLER_NOT_AVAILABLE is
thrown 6- The proactive command is
fetched and the Terminal
Appletl finalizes Response is issued.
3 Handlers availability with

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM

1- Envel ope unrecogni zed is sent to the

(U SIM

2- Appletl builds a proactive comrand and
calls the send() nethod

3- Envel ope MO short nessage control by
SIMis sent to the (USIM

4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er ()
met hods are called by Appletl

5-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

1- Appletl is triggered

3- Appletl is triggered again

4- No exception is thrown

5- No exception is thrown

Appletl finalizes

2- 91 XX

6- The proactive command is
fetched and the Terminal
Response is issued.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
4 Handlers availability with
EVENT_FORMATTED_SMS_PP_ENV
1- Envel ope unrecogni zed is sent to the 1- Appletl is triggered
(ysiMm
2- Appletl builds a proactive comrand and
calls the send() method 2-91 XX
3- Envel ope SMS-PP Downl oad formatted is
sent to the (USIM 3- Appletl is triggered again
4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHand!| er . get TheHandl er () B PP
met hods are called by Appletl 4- No exception is thrown
5- . .
Envel opeResponseHand| er . get TheHand| er () 5- No exception is thrown
method is called by Appletl
Appletl finalizes 6- The proactive command is
fetched and the Terminal
Response is issued.
5 Handlers availability with
EVENT_UNFORMATTED_SMS_PP_ENV
1- Envel ope unrecognized is sent to the 1- Appletl is triggered
(UYSIM
2- Appletl builds a proactive comrand and
calls the send() method 2- 91 XX
3- Envel ope SMS-PP Downl oad unfornmatted
is sent to the (UYSIM 3- Appletl is triggered again
4- Envel opeHandl| er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er () B PR
net hods are called by Appletl 4- No exception is thrown
5_ . .
Envel opeResponseHand! er . get TheHandl er () 5- No exception is thrown
method is called by Appletl
Appletl finalizes 6- The proactive command is
fetched and the Terminal
Response is issued.
6 Handlers availability with

EVENT_FORMATTED_SMS_CB

1- Envel ope unrecogni zed is sent to the

(U SIM

2- Appletl builds a proactive comrand and
calls the send() nethod

3- Envel ope CB Downl oad formatted i s sent
to the (USIM

4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er ()
met hods are called by Appletl

5-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

1- Appletl is triggered

3- Appletl is triggered again

4- No exception is thrown

5- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes

2- 91 XX

6- The proactive command is
fetched and the Terminal
Response is issued.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
7 Handlers availability with
EVENT_UNFORMATTED_SMS_CB
1- Envel ope unrecogni zed is sent to the 1- Appletl is triggered
(ysiMm
2- Appletl builds a proactive comrand and
calls the send() method 2-91 XX
3- Envel ope CB Downl oad unformatted is
sent to the (USIM 3- Appletl is triggered again
4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHand!| er . get TheHandl er () B PP
met hods are called by Appletl 4- No exception is thrown
5- . .
Envel opeResponseHand! er . get TheHandl er () 5- A ToolkitException
nethod is called by Appletl HANDLER_NOT_AVAILABLE is
thrown 6- The proactive command is
fetched and the Terminal
Appletl finalizes Response is issued.
8 Handlers availability with
EVENT_FORMATTED_SMS_USSD
2-91 XX
1- Envel ope unrecogni zed is sent to the 1- Appletl is triggered
(YsIm
2- Appletl builds a proactive comrand and
calls the send() nethod
3- Envel ope USSD formatted is sent to the |3-Appletlis triggered again
(USIM
4- Envel opeHandl er. get TheHandl er () and 4- No exception is thrown
USATEnvel opeHandl er. get TheHandl er ()
net hods are called by Appletl
5. 5- No exception is thrown 6- The proactive command is
Envel opeResponseHand! er . get TheHandl er () fetched and the Terminal
method is called by Appletl Appletl finalizes Response is issued.
9 Handlers availability with

EVENT_UNFORMATTED_USSD

1- Envel ope unrecogni zed is sent to the

(U SIM

2- Appletl builds a proactive comrand and
calls the send() nethod

3- Envel ope USSD unformatted is sent to
the (USIM

4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er ()
met hods are called by Appletl

5-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

1- Appletl is triggered

3- Appletl is triggered again

4- No exception is thrown

5- No exception is thrown

Appletl finalizes

2- 91 XX

6- The proactive command is
fetched and the Terminal
Response is issued.
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Id

Description

API/(U)SAT Framework
Expectation

APDU Expectation

10

Handlers availability with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us

1- Envel ope unrecogni zed is sent to the

(U SIM

2- Appletl builds a proactive comrand and
calls the send() nethod

3- Envel ope Downl oad |w an Access Status
is sent to the (USIM

4- Envel opeHandl er. get TheHandl er () and
USATEnvel opeHandl er. get TheHandl er ()
met hods are called by Appletl

5-
Envel opeResponseHandl er . get TheHandl er ()
method is called by Appletl

1- Appletl is triggered

3- Appletl is triggered again

4- No exception is thrown

5- A ToolkitException
HANDLER_NOT_AVAILABLE is
thrown

Appletl finalizes

2- 91 XX

6- The proactive command is
fetched and the Terminal
Response is issued.

5.3.2

5.3.2.1

Handler integrity

Test Area Reference: Ufw_Hin_Prhd

53.2.11

53.2111

53.2.11.2

Normal execution

ProactiveResponseHandler

Conformance requirements

- CRRNZ1: The ProactiveResponseHandler TLV list shall be empty before the first call to the

ProactiveHandler.send() method.

Parameter errors

No reguirements.

53.2.1.1.3

Context Errors

No reguirements.

Test Case Number

5.3.2.1.2 Test area files
Test Source: Test_Ufw_Hin_Prhd.java
Test Applet: Ufw_Hin_Prhd_1.java
Cap File: Ufw_Hin_Prhd.cap
5.3.2.1.3 Test coverage
CRR Number
N1

1
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5.3.2.14 Test procedure

Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 Applet registration and

ProactiveResponseHandler obtaining

1- Applet is registered to all events
defined in TS 31.130 [2].

Using the nethod setEventList() for all
the events.

Terminal Profile comand is sent to the
(USIMwithout the facilities of 1- No exception is thrown
SET_EVENT_LI ST , SETUP_I DLE_MODE_TEXT,
SETUP_MENU and POLL_| NTERVAL.

2- For each event/triggering: L

99 g 2- Applet is triggered.
3_
Proact i veResponseHand| er . get TheHandl er () 3- No exception is thrown
is called

4- ProactiveResponseHandl er. get Lengt h()
is called

4- The return value is 0

5.3.2.2 EnvelopeHandler

Test Area Reference: Ufw_Hin_Enhd
5.3.2.2.1 Conformance requirements

5.3.2.2.1.1 Normal execution

- CRRN1: When available, the EnvelopeHandler shall remain available and its content shall remain unchanged
from the invocation to the termination of the processToolkit() method.

- CRRNZ2: The EnvelopeHandler TLV list isfilled with the Comprehension TLV data objects of the ENVELOPE
APDU command. The Comprehension TLV data objects shall be provided in the order given in the ENVELOPE
command data.

5.3.2.2.1.2 Parameter errors

No requirements.

5.3.2.2.1.3 Context Errors

No reguirements.

5.3.2.2.2 Test area files
Test Source: Test_Ufw_Hin_Enhd.java

Test Applet: Ufw_Hin_Enhd_1.java

Cap File: Ufw_Hin_Enhd.cap
5.3.2.2.3 Test coverage
CRR Number Test Case Number
N1 1to 10
N2 1to 10
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5.3.2.24 Test procedure
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 EnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_PP_ENV

1- Aformatted SM5 PP envel ope is sent to (1. Applet is triggered
the (U SIM

2- Envel opeHandl er. get TheHandl er () met hod o
is called 2- No exception is thrown.

3- Copy the content of the 3- No exception is thrown.
Envel opeHandl er in bufferl using

Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG SM5_TPDU

4- 91 XX
4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control by SIMis sent 5- Applet is triggered
to the (USIM

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6- No exception is thrown and the
handler contains the envelope call
control by SIM

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
call ed with TAG DEVI CE_| DENTI TI ES

Call Control execution is finished. Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM

Check that the TAG SMS TPDU is the TLV
sel ected

7- The content of Envel opeHandler is

conpared with bufferl using 7- The contents of the
Uil .arrayConpare() EnvelopeHandler shall be the

same as stored in bufferl
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

EnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsw i nstruction single
and formatted is sent to the (USIM

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- Copy the content of the
Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG SM5_TPDU

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
to the (USIM

by SIMis sent

Envel opeHandl er. get TheHandl er () nethod is
call ed

6- Checked that Envel opeHandl er content
is the same as in envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG SMS_TPDU
Cal |

Control execution is finished.

Checked that the TAG SM5 TPDU is the TLV
sel ected

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl

4- 91 XX

Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

3 EnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_PP_ENV

1- A unformatted SM5 PP envel ope is sent 1- Applet is triggered
to the (USIM

2- Envel opeHandl er. get TheHandl er () met hod o
is called 2- No exception is thrown.

3- Copy the content of the
Envel opeHandl er in bufferl using

Envel opeHandl er . copy() 3- No exception is thrown.

The Envel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES 4- 91 XX

4- A proactive conmand DI SPLAY TEXT is
sent 5- Applet is triggered
5- Envel ope call control by SIMis sent
to the (USIM

Envel opeHandl| er. get TheHandl er () nethod is
called 6- No exception is thrown and the
handler contains the envelope call

6- Check that Envel opeHandl er content is control by SIM

the sanme as in the envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

) . o Proactive command
Call Control execution is finished. Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM

Check that the TAG DEVICE IDENTITIES is
the TLV sel ected

7- The content of Envel opeHandler is
conmpared with bufferl using 7- The contents of the
Uil . arrayConpare() EnvelopeHandler shall be the

same as stored in bufferl.
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

EnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsw i nstruction single
and unformatted is sent to the (USIM

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- Copy the content of the
Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV nmethod is
called with TAG SM5_TPDU

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
to the (USIM

by SIMis sent

Envel opeHandl| er. get TheHandl er () nethod is
call ed

6- Check that Envel opeHandl er content is
the sanme as in envel ope call control

usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

Check that the SM5_ TPDU is the TLV
sel ected

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

EnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_CB

1- An unformatted cell
is sent to the (USIM

br oadcast envel ope

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- Copy the content of the
Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG CELLBROADCAST PAGE

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
to the (USIM

by SIMis sent

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6- Checked that Envel opeHandl er content
is the same as in envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

Check that the TAG CELLBROADCAST PACE is
the TLV sel ected

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
6 EnvelopeHandler integrity checks with
EVENT_

MO_SHORT_MESSAGE_CONTROL_BY_SIM
1- Applet is triggered
1- A MO short nessage control by SIM
envel ope is sent to the (USIM

2- No exception is thrown.

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- No exception is thrown.
3- Copy the content of the

Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called w th TAG ADDRESS 4- 91 XX

4- A proactive conmand DI SPLAY TEXT is
sent 5- Applet is triggered

5- Envel ope call control by SIMis sent
to the (USIM

Envel opeHandl er. get TheHandl er () nethod is
called 6- No exception is thrown and the

handler contains the envelope call
6- Checked that Envel opeHandl er content control by SIM

is the same as in envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES

S Proactive command
Call Control execution is finished. Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM

Check that the TAG ADDRESS is the TLV
sel ected

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

EnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_CB

1- Aformatted cell
sent to the (USIM

br oadcast envel ope is

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- Copy the content of the
Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG CELLBROADCAST PAGE

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
to the (USIM

by SIMis sent

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6- Checked that Envel opeHandl er content
is the same as in envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

Check that the TAG CELLBROADCAST PACE is
the TLV sel ected

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

EnvelopeHandler integrity checks with
EVENT_FORMATTED_USSD

1- A formatted USSD envel ope is sent to
the (U SIM

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- Copy the content of the
Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is
called with TAG USSD_STRI NG

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
to the (USIM

by SIMis sent

Envel opeHandl| er. get TheHandl er () nethod is
cal |l ed

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
cal l ed with TAG DEVI CE_| DENTI TI ES
Cal |

Control execution is finished.

Check that the TAG USSD STRING is the TLV
sel ected

7- The content of Envel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl

4- 91 XX

Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

9 EnvelopeHandler integrity checks with
EVENT_UNFORMATTED_USSD

1- A unformatted USSD envel ope is sent to (1. Applet is triggered
the (U SIM

2- Envel opeHandl er. get TheHandl er () met hod o
is called 2- No exception is thrown.

3- Copy the content of the
Envel opeHandl er in bufferl using

Envel opeHandl er . copy() 3- No exception is thrown.

The Envel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES 4- 91 XX

4- A proactive conmand DI SPLAY TEXT is

sent 5- Applet is triggered

5- Envel ope call control by SIMis sent
to the (USIM

Envel opeHandl| er. get TheHandl er () nethod is

called 6- No exception is thrown and the
handler contains the envelope call

6- Check that Envel opeHandl er content is control by SIM

the sanme as in the envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. findTLV() nethod is
called with TAG DEVI CE_| DENTI Tl ES

. . . Proactive command
Call Control execution is finished. Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to

the (U)SIM
Check that the TAG DEVICE IDENTITIES is
the TLV sel ected

7- The contents of the

7- The content of Envel opeHandler is EnvelopeHandIe_r shall be the
conpared with bufferl using same as stored in bufferl.

Util.arrayConpare()
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
10 EnvelopeHandler integrity checks with
EVENT_DOWNLOAD_IWLAN_ACCESS_STAT
us

1- Applet is triggered
1- An Downl oad |Iw an Access Status
envel ope is sent to the (USIM

2- No exception is thrown.

2- Envel opeHandl er. get TheHandl er () met hod
is called

3- No exception is thrown.
3- Copy the content of the

Envel opeHandl er in bufferl using
Envel opeHandl er. copy()

The Envel opeHandl er. findTLV() nethod is 4- 91 XX
called with TAG W.AN_ACCESS_STATUS (0x4B)
4- A proactive conmand DI SPLAY TEXT is 5- Applet is triggered
sent

5- Envel ope call control by SIMis sent
to the (USIM

Envel opeHand! er . get TheHandl er () nethod is |6- No exception is thrown and the
called handler contains the envelope call

control by SIM
6- Checked that Envel opeHandl er content
is the same as in envel ope call control
usi ng Envel opeHandl er. copy() and
Util.arrayConpare() nethods

The Envel opeHandl er. fi ndTLV() method is
called with TAG DEVI CE_| DENTI Tl ES

Call Control execution is finished. Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
Check that the TAG W.AN ACCESS STATUS i s the (U)SIM

the TLV sel ected
7- The contents of the
EnvelopeHandler shall be the

7- The content of Envel opeHandler is same as stored in bufferl.

conpared with bufferl using
Util.arrayConpare()

5.3.2.3 USATEnvelopeHandler

Test Area Reference: Ufw_Hin_Uehd
5.3.23.1 Conformance requirements

5.3.2.3.1.1 Normal execution

- CRRN1: When available, the USATEnvel opeHandler shall remain available and its content shall remain
unchanged from the invocation to the termination of the processToolkit() method.

- CRRN2: The USATEnvelopeHandler TLV list isfilled with the Comprehension TLV data objects of the
ENVELOPE APDU command. The Comprehension TLV data objects shall be provided in the order givenin the
ENVEL OPE command data.

- CRRN3: The (U)SAT Framework shall convert the UPDATE RECORD EFsus APDU into a
COMPREHENSION TLV List containing Device Identities TLV, Address TLV, SMSTPDU TLV and AID
TLV (only if the EFsus file updated is under an ADF).
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- CRRN4: The getEnvelopeTag() method shall return BTAG_SMS_PP_DOWNLOAD.

- CRRNS5: The getLength() method shall return the Comprehension TLV list length.

- CRRNG6: The Device Identity Simple TLV is used to store the information about the absolute record number in
the EFsus file and the value of the EFsus record status byte.

5.3.2.3.1.2

No reguirements.

5.3.23.13

No requirements.

5.3.2.3.2
Test Source:
Test Applet:

Cap File:

5.3.2.3.3

Parameter errors

Context Errors

Test area files
Test_ Ufw_Hin_Uehd.java
Ufw_Hin_Uehd 1.java
Ufw_Hin_Uehd.cap

Test coverage

CRR Number Test Case Number
N1 1to 7, 14, 15, 16
N2 1to 7, 14, 15, 16
N3 8,11
N4 10, 13
N5 9,12
N6 8,11
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5.3.2.34 Test procedure
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_PP_ENV

1- Aformatted SM5 PP envel ope is sent to
the (U SIM

2- USATEnvel opeHandl er. get TheHandl er ()
nmethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG SMS_TPDU

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control

the (U SIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl! er. fi ndTLV() et hod
is called with TAG DEVI CE_I DENTI Tl ES

Call Control execution is finished.

Check that the TAG SMS TPDU is the TLV
sel ected

7- The content of USATEnvel opeHandl er is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl

4- 91 XX

Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_PP_UPD

1- Update Record EFsw i nstruction single
and formatted is sent to the (USIM

2- USATEnvel opeHandl er. get TheHandl er ()
nethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG SMS_TPDU

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
the (USIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Checked that Envel opeHandl er content is
the sane as in envelope call control using
USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() nethod
is called with TAG SM5_TPDU
Cal |

Control execution is finished.

Checked that the TAG SM5 TPDU is the TLV
sel ected

7- The content of USATEnvel opeHandl er is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl

4- 91 XX

Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_PP_ENV

1- A unformatted SM5 PP envel ope is sent
to the (USIM

2- USATEnvel opeHandl er. get TheHandl er ()
nmethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control

the (USIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() met hod
is called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG DEVICE IDENTITIES is
the TLV sel ected

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_PP_UPD

1- Update Record EFsw i nstruction single
and unformatted is sent to the (USIM

2- USATEnvel opeHandl er. get TheHandl er ()
nmethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. findTLV nmethod is
called with TAG SM5_TPDU

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
the (U SIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Check that Envel opeHandl er content is
the sanme as in envel ope call control using
USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() met hod
is called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG DEVICE IDENTITIES is
the TLV sel ected

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_UNFORMATTED_SMS_CB

1- An unformatted cell
is sent to the (USIM

br oadcast envel ope

2- USATEnvel opeHandl er. get TheHandl er ()
nethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG CELLBROADCAST PAGE

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
the (USIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Checked that Envel opeHandl er content is
the sane as in envelope call control using
USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() nethod
is called with TAG DEVI CE_I DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG CELLBROADCAST PACE is
the TLV sel ected

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

6 USATEnvelopeHandler integrity checks with
EVENT_
MO_SHORT_MESSAGE_CONTROL_BY_SIM
1- Applet is triggered
1- A MO short nessage control by SIM

envel ope is sent to the (USIM

2- No exception is thrown.

2- USATEnvel opeHandl er. get TheHandl er ()
nethod is called

3- No exception is thrown.
3- Copy the content of the Envel opeHandl er
in bufferl using

USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG ADDRESS 4- 91 XX

4- A proactive conmand DI SPLAY TEXT is
sent 5- Applet is triggered

5- Envel ope call control by SIMis sent to
the (USIM

USATEnvel opeHandl er. get TheHandl er () net hod
is called 6- No exception is thrown and the

handler contains the envelope call
6- Checked that Envel opeHandl er content is |control by SIM

the sane as in envelope call control using
USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() nethod
is called with TAG DEVI CE_| DENTI TI ES

S Proactive command
Call Control execution is finished. Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM

Check that the TAG ADDRESS is the TLV
sel ected

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()
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Description

API/(U)SAT Framework
Expectation

APDU Expectation

USATEnvelopeHandler integrity checks with
EVENT_FORMATTED_SMS_CB

1- Aformatted cell
sent to the (USIM

br oadcast envel ope is

2- USATEnvel opeHandl er. get TheHandl er ()
nethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG CELLBROADCAST PAGE

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control
the (USIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Checked that Envel opeHandl er content is
the sane as in envelope call control using
USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() nethod
is called with TAG DEVI CE_I DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG CELLBROADCAST PACE is
the TLV sel ected

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

8 Check the TLV list conversion for
EVENT_FORMATTED_SMS_PP_UPD

1- An EVENT_FORMATTED SMS_PP_UPD is sent

to the (U)SIM 1- Applet is triggered.

2- The findTLV(tag == device identities

Tag) method is called. 2- No exception is thrown.

3- The get Val ueByte(offset == 0) method is

call ed. 3- return the absolute record.
4- The get Val ueByte(offset == 1) method is

cal I ed. 4- return the record status.
5- The findTLV(tag == address Tag) nethod o

is called. 5- No exception is thrown.

6- Check the content.

7- The findTLV(tag == SM5 TPDU Tag) nethod

Is called. 7- No exception is thrown.

8- Check the content.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
9 getLength() call return the Comprehension TLV list
length
Call getlength() method
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

10 getEnvelopeTag() call return

BTAG_SMS_PP_DOWNLOAD
Cal | getTag() nethod
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

11 Check the TLV list conversion for
EVENT_UNFORMATTED_SMS_PP_UPD

1- An EVENT_UNFORMATTED SMS_PP_UPD is sent

to the (U)SIM 1- Applet is triggered.

2- The findTLV(tag == device identities

Tag) method is called. 2- No exception is thrown.

3- The get Val ueByte(offset == 0) method is

call ed. 3- return the absolute record.
4- The get Val ueByte(offset == 1) method is

cal I ed. 4- return the record status.
5- The findTLV(tag == address Tag) nethod o

is called. 5- No exception is thrown.

6- Check the content.

7- The findTLV(tag == SM5 TPDU Tag) nethod

Is called. 7- No exception is thrown.

8- Check the content.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
12 getLength() call
return the Comprehension TLV list
Cal |l getlLength() method length
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
13 getEnvelopeTag() call
Cal | get Envel opeTag() nethod return

BTAG_SMS_PP_DOWNLOAD
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Id

Description

API/(U)SAT Framework
Expectation

APDU Expectation

14

USATEnvelopeHandler integrity checks with
EVENT_FORMATTED_USSD

1- A formatted USSD envel ope is sent to
the (U SIM

2- USATEnvel opeHandl er. get TheHandl er ()
nmethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. fi ndTLV() et hod
is called with TAG USSD_STRI NG

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control

the (U SIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl! er. fi ndTLV() et hod
is called with TAG DEVI CE_I DENTI Tl ES

Call Control execution is finished.

Check that the TAG USSD STRING is the TLV
sel ected

7- The content of USATEnvel opeHandl er is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl

4- 91 XX

Proactive command
Display Text is fetched
The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id

Description

API/(U)SAT Framework
Expectation

APDU Expectation

15

USATEnvelopeHandler integrity checks with
EVENT_UNFORMATTED_USSD

1- A unformatted USSD envel ope is sent to
the (U SIM

2- USATEnvel opeHandl er. get TheHandl er ()
nmethod is called

3- Copy the content of the Envel opeHandl er
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES

4- A proactive conmand DI SPLAY TEXT is
sent

5- Envel ope call control

the (USIM

by SIMis sent to

USATEnvel opeHandl er. get TheHandl er () net hod
is called

6- Check that Envel opeHandl er content is
the sanme as in the envel ope call control
usi ng USATEnvel opeHandl er. copy() and
Util.arrayConpare() nethods

The USATEnvel opeHandl er. fi ndTLV() met hod
is called with TAG DEVI CE_| DENTI Tl ES
Cal |

Control execution is finished.

Check that the TAG DEVICE IDENTITIES is
the TLV sel ected

7- The content of USATEnvel opeHandler is
conpared with bufferl using
Util.arrayConpare()

1- Applet is triggered

2- No exception is thrown.

3- No exception is thrown.

5- Applet is triggered

6- No exception is thrown and the
handler contains the envelope call
control by SIM

7- The contents of the
EnvelopeHandler shall be the
same as stored in bufferl.

4- 91 XX

Proactive command
Display Text is fetched

The terminal Response of
DISPLAY TEXT is sent to
the (U)SIM
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

16 | USATEnvelopeHandler integrity checks with
EVENT_DOWNLOAD_IWLAN_ACCESS_STATU
S

1- Applet is triggered
1- A Downl oad Iw an Access Status envel ope

is sent to the (USIM

2- USATEnvel opeHandl er . get TheHandl er () 2- No exception is thrown.
nethod is called

3- Copy the content of the Envel opeHandl er |3.Ng exception is thrown.
in bufferl using
USATEnvel opeHandl er. copy()

The USATEnvel opeHandl er. findTLV nmethod is
called with TAG DEVI CE_| DENTI Tl ES 4- 91 XX

4- A proactive command DI SPLAY TEXT is 5- Applet is triggered
sent

5- Envel ope call control by SIMis sent to
the (USIM

USATEnvel opeHandl er. get TheHandl er () nethod |6- No exception is thrown and the
is called handler contains the envelope call

6- Check that Envel opeHandl er content is control by SIM

the sanme as in the envel ope call control
usi ng USATEnvel opeHandl er. copy() and
Util.arrayConpare() mnethods

The USATEnvel opeHandl er. fi ndTLV() et hod Proactive command
is called with TAG DEVI CE_| DENTI Tl ES D|sp|ay Text is fetched

Call Control execution is finished. The terminal Response of

DISPLAY TEXT is sent to
the (U)SIM

Check that the TAG DEVICE IDENTITIES is
the TLV sel ected 7- The contents of the
EnvelopeHandler shall be the

7- The content of USATEnvel opeHandler is same as stored in bufferd.

conpared with bufferl using
Util.arrayConpare()

5.3.3 Exception handling

5.33.1 General Behaviour

Test Area Reference: Ufw_Exh_Genb
5.3.3.1.1 Conformance requirement

5.3.3.1.1.1 Normal execution

- CRRNZ1: If more than one Applet shall be triggered by the currently processed event all Exceptions shall be
caught by the USAT Framework and shall not be sent to the terminal. The USAT Framework shall proceed with
the triggering.

- CRRNZ2: If only one Applet shall be triggered by the currently processed event and an | SOException with the
reason code REPLY _BUSY isthrown, it shall be sent to the terminal using the Status Word 0x9300.

- CRRNS3: If only one Applet shall be triggered by the currently processed event other Exceptions than an
| SOException with the reason code REPLY _BUSY shall not be propagated to the terminal.
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5.3.3.1.1.2 Parameter errors

No requirements.

5.3.3.1.1.3 Context errors

No requirements.

5.3.3.1.2 Test area files
Test Source: Test Ufw_Exh_Genb.java
Test Applet: Ufw_Exh_Genb_1.java
Ufw_Exh Genb_2.java

Cap File: ufw_exh_genb.cap
5.3.3.1.3 Test coverage
CRR Number Test Case Number
CRRN1 1,2,3,4
5.3.3.14 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

0 |Appletl is installed and registers to
EVENT_FORMATTED_SMS_PP_ENV
EVENT_UNFORMATTED_SMS_PP_ENV
EVENT_FORMATTED_USSD

and

Applet2 is installed and registers to
EVENT_UNFORMATTED_SMS_PP_ENV and
EVENT_UNFORMATTED_SMS_CB
EVENT_UNFORMATTED_USSD

1 ISOException REPLY_BUSY is not sent to the
terminal in multi triggering

1- Send an envelope Event Unformatted SMS PP |1- Appletl is triggered
ENV (multi triggering event, multi registered
applets) 2- Appletl sends a ISOException
with the reason code
REPLY_BUSY then finalizes

Applet2 is triggered, does nothing

and finalizes
3-SW =9000
4- Appletl is triggered, does
4- Send an envelope Event Unformatted SMS PP |nothing and finalizes
ENV (multi triggering event, multi registered
applets) Applet2 is triggered, sends a
ISOException with the reason
code REPLY_BUSY then finalizes
5- SW =90 00
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
2 ISOException REPLY_BUSY is sent to the
terminal in single triggering SMS PP
1- Send an envelope Event formatted SMS PP 1- Appletl is triggered, sends a 1- SW =93 00
ENV to trigger Appletl (single triggering event) ISOException with the reason
code REPLY_BUSY then finalizes
2- Send an envelope Event Unformatted SMS CB |2- Applet2 is triggered, sends a 2- SW =93 00
(multi triggering event, single registered applet) ISOException with the reason
code REPLY BUSY then finalizes
3 Other exception than ISOException
REPLY_BUSY are not sent to the terminal
1- Send an envelope Event formatted SMS PP 1- Appletl is triggered, sends a 1- SW =90 00
ENV to trigger Appletl (single triggering event) ISOException with reason code
different to REPLY_BUSY then
finalizes
2- Send an envelope Event formatted SMS PP 2- Appletl is triggered, sends a 2-SW =9000
ENV to trigger Appletl (single triggering event) ToolkitException then finalizes
4 ISOException REPLY_BUSY is sent to the
terminal in single triggering USSD
1- Send an envelope Event formatted USSD to 1- Appletl is triggered, sends a 1- SW =93 00
trigger Appletl (single triggering event) ISOException with the reason
code REPLY_BUSY then finalizes
2- Send an envelope Event unformatted SMS CB |2- Applet2 is triggered, sends a 2-SW =9300
(multi triggering event, single registered applet) ISOException with the reason
code REPLY_BUSY then finalizes
5.3.3.2 Interaction with Multiple Triggering

Test Area Reference: Ufw_Exh_Imtg

5.3.3.21

5.3.3.21.1

5.3.3.2.1.2

Conformance requirement

Normal execution:

- CRRNZ1: An exception thrown by atoolkit applet, will not influence toolkit applets registered to the same event.

Parameter errors

No reguirements.

5.3.3.2.1.3

Context errors

No reguirements.

5.3.3.2.2 Test area files
Test Source: Test Ufw_Exh_Imtg.java
Test Applet: Ufw_Exh Imtg_1.java
Ufw_Exh Imtg_2.java
Cap File: ufw_exh_imtg.cap
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5.3.3.2.3 Test coverage
CRR Number Test Case Number
CRRN1 1,2,3/4
5.3.3.24 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
0 Load/install 2 toolkit applets registered to
EVENT_UNFORMATTED_SMS_PP_ENYV,
EVENT_UNFORMATTED_SMS_PP_UPD,
EVENT_UNFORMATTED_SMS_CB,
EVENT_UNFORMATTED_USSD
Appletl: Priority= 0x01,
Applet2: Priority= 0x02,
(i.e. Appletl is triggered before Applet2)
1 UNFORMATTED_SMS_PP_ENV is sent
1- Appletl is triggered
2- NullPointerException is thrown
3- Applet2 is triggered
2 UNFORMATTED_SMS_PP_UPD is sent
1- Appletl is triggered
2- NullPainterException is thrown
3- Applet2 is triggered
3 UNFORMATTED_SMS_CB is sent
1- Appletl is triggered
2- NullPainterException is thrown
3- Applet2 is triggered
4 UNFORMATTED_USSD is send 1- Appletl is triggered
2- NullPointerException is thrown
3- Applet2 is triggered

5.3.4  Applet triggering

5.34.1 EVENT_FORMATTED_SMS_PP_ENV

Test Area Reference: Ufw_Apt_Efse
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5.34.11 Conformance requirement

534.111 Normal execution
- CRRNZ1: Theapplet istriggered by the EVENT_FORMATTED_SMS_PP_ENV once:
- it has been registered to this event;

- aShort Message Point to Point (Single or Concatenated) is received by Envelope APDU(s) and is formatted
according to TS 31.115 [10];

- thetoolkit applet to be triggered is registered with the corresponding TAR in the SMS TPDU;
- the security is verified.

- CRRN2: The applet is not triggered by the EVENT_FORMATTED_SMS PP_ENV once it has deregistered
from this event.

534.1.1.2 Parameters error

No requirements.

5.34.1.1.3 Context Errors

No requirements.

5.34.1.2 Test area files
Test Source: Test_ Ufw_Apt Efsejava

Test Applet: Ufw_Apt_Efse 1.java

Cap File: ufw_apt_efse.cap
5.34.1.3 Test coverage
CRR Number Test Case Number
CRRNL1 (See note) 1,2
CRRN2 2

NOTE: The security checks are not relevant to the test designed in thistest area; they will be checked in the
"Framework Security Management” clause.
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5.34.14 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to EVENT

FORMATTED_SMS_PP_ENV and triggering

Applet is registered to
EVENT_FORMATTED _SMS_PP_ENV and
EVENT_UNRECOGNI ZED_ENVEL OPE

1- A Single Short Message SMs-PP
Formatted Data Downl oad is sent to the
usi M

2- A Concatenated Short Message SMS- PP 1- Applet is triggered
Formatted Data Download is sent to the
USI M (conposed of 2 Short Messages. The
UDL for the first Short Message is 70 and |(2- Applet is triggered
for the second 70)

2 Applet deregistration

Tool ki t Regi stry. cl earEvent() nethod is
call ed for EVENT FORVATTED SVS_PP_ENV

1- A Single Short Message SMs-PP Data . .
Downl oad is sent to the USIM 1- Applet is not triggered

2- A Concatenated Short Messages SMS-PP
Data Downl oad is sent to the USIM
(composed of 2 Short Messages. The UDL
for the first Short Message is 70 and for

the second 70). 2- Applet is not triggered

An unrecogni zed envel ope is sent to the
USI M

Tool kit Regi stry. setEvent() nethod is
call ed for EVENT_FORMATTED_SMs_PP_ENV

3- A Single Short Messages SMs-PP Data
Downl oad is sent to the USIM

3- Applet is triggered
4- A Concatenated Short Messages SMs- PP
Data Downl oad is sent to the USIM
(conposed of 2 Short Messages. The UDL
for the first Short Message is 70 and for

the second 70). 4- Applet is triggered

5.3.4.2 EVENT_UNFORMATTED_SMS_PP_ENV

Test Area Reference: Ufw_Apt_Euse
5.3.4.21 Conformance requirement

5.34.2.1.1 Normal execution

- CRRNZ1: The appletsregisters are triggered by the EVENT_UNFORMATTED_SMS PP_ENV once a Short
Message Point to Point (Single or Concatenated) is received by Envelope APDU(s) and is unformatted.

- CRRN2: The applet is not triggered by the EVENT_UNFORMATTED_SMS_PP_ENV once it has deregistered
from this event.
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5.34.2.1.2 Parameters error

No requirements.

5.3.4.2.1.3 Context Errors

No requirements.

5.3.4.2.2 Test area files
Test Source: Test_ Ufw_Apt_Eusejava

Test Applet: Ufw_Apt_Euse 1.java

Cap File: ufw_apt_euse.cap
5.34.2.3 Test coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2
5.34.24 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to
EVENT_UNFORMATTED_SMS_PP_ENV and
triggering

Applet is registered to the
EVENT_UNFORVATTED_SMS_PP_ENV and
EVENT_FORMATTED_SMS_PP_ENV. 1- The method returns true

1-Tool kit Regi stry. i sEventSet() nethod is
cal l ed for EVENT_UNFORMATTED SMS_PP_ENV

2- Applet is triggered

2- A Single and Unformatted SMS-PP Data
Downl oad Envel ope is sent to the USIM

3- Applet is triggered
3- A Concatenated and Unformatted SMs-PP
Dat a Downl oad Envel ope is sent to the

USI M (conposed of 2 Short Messages. The
UDL for the first Short Message is 70 and
for the second 70)
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

2 Applet deregistration

Tool ki t Regi stry. cl earEvent ()method is
cal l ed for EVENT_UNFORMATTED_ SMS_PP_ENV

1- A Single and Unformatted SMs-PP Data 1- Appletisn't triggered
Downl oad Envel ope is sent to the USIM

2- A Concatenated and Unformatted SMS-PP
Dat a Downl oad Envel ope is sent to the 2- Applet isn't triggered
USI M (conposed of 2 Short Messages. The
UDL for the first Short Message is 70 and
for the second 70)

An unrecogni zed envel ope is sent to the
usi M

Tool ki t Regi stry. setEvent () method is
cal l ed for EVENT_UNFORMATTED SMS_PP_ENV

3- A Single and Unformatted SMs-PP Data 3- Applet is triggered
Downl oad Envel ope is sent to the USIM

4- A Concatenated and Unformatted SMs-PP  (4- Applet is triggered
Dat a Downl oad Envel ope is sent to the

USI M (conposed of 2 Short Messages. The
UDL for the first Short Message is 70 and
for the second 70)

5.3.4.3 EVENT_FORMATTED_SMS_PP_UPD

Test Area Reference: Ufw_Apt_Efsu
5.3.4.31 Conformance requirement

5.34.311 Normal execution
- CRRNZ1: The applet istriggered by the EVENT_FORMATTED_SMS PP_UPD once:
- it has been registered to this event,

- aShort Message Point to Point (Single or Concatenated) is received by Update Record EFsus APDU(s) and
isformatted according to TS 31.115[10],

- thetoolkit applet to be triggered is registered with the corresponding TAR in the SMS TPDU,

- CRRNZ2: The applets are not triggered by the EVENT_FORMATTED_SMS _PP_UPD once it has deregistered
from this event.

5.3.4.3.2 Test area files
Test Source: Test Ufw_Apt_Efsujava
Test Applet: Ufw_Apt_Efsu_l.java

Cap File: ufw_apt_efsu.cap
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CRR Number Test Case Number
CRRN1 (See note) 1,2
CRRN2 2

The security checks are not relevant to the test designed in thistest area; they will be checked in the

"Framework Security Management” clause.
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5.34.34 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to EVENT

Applet is registered to
EVENT_FORMATTED _SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVEL OPE

1. Tool kitRegistry.isEventSet() nethod
cal l ed for EVENT_FORMATTED_SMs_PP_UPD

2. Short Message Point to Point Single
and Formatted is received by Update
Record EFsws APDU.

3. Short Message Point to Point
Concatenated Formatted is received by
Updat e Record EFsw APDU(S) (The

Concat enat ed Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

FORMATTED_SMS_PP_UPD and triggering

is

1- The method returns true.

2- Applet is triggered.

3- Applet is triggered on reception
of the last concatenated SMS

2 Applet deregistration

Tool kit Regi stry. cl earEvent() nmethod is
cal l ed for EVENT_FORVATTED SMS_PP_UPD

1. Short Message Point to Point Single
and Formatted is received by Update
Record EFsws APDU.

2. Short Message Point to Point
Concat enated and Formatted is received
Update Record EFsws APDU(S). (The
Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

An unrecogni zed envelope is sent to the
Usi M

Tool ki t Regi stry. set Event() nethod is
call ed for EVENT_FORMATTED SVS_PP_UPD

3. Short Message Point to Point Single
and Formatted is received by Update
Record EFsws APDU.

4. Short Message Point to Point
Concatenated Formatted is received by
Update Record EFsws APDU(S). (The
Concat enat ed Message i s conposed of 2
Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

by

1- Applet is not triggered

2- Applet is not triggered

3- Applet is triggered

4- Applet is triggered on reception
of the last concatenated SMS.

5.34.4

Test Area Reference: Ufw_Apt_Eusu

EVENT _UNFORMATTED_SMS_PP_UPD
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5.3.4.41 Conformance requirement

534.4.1.1 Normal execution

- CRRNZ1: The appletsregisters are triggered by the EVENT_UNFORMATTED_SMS_PP_UPD once a Short
Message Point to Point (Single or Concatenated) is received by Update Record EFsus APDU(s) and is
unformatted.

- CRRN2: The applets are not triggered by the EVENT_UNFORMATTED_SMS_PP_UPD onceit has
deregistered from this event.

5.3.4.4.2 Test area files
Test Source: Test_Ufw_Apt_Eusu.java

Test Applet: Ufw_Apt_Eusu 1.java

Cap File: ufw_apt_eusu.cap
5.3.4.4.3 Test coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2
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5.3.4.44 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to EVENT

UNFORMATTED_SMS_PP_UPD and triggering

Applet is registered to
EVENT_UNFORMATTED_SMS_PP_UPD and
EVENT_UNRECOGNI ZED_ENVEL OPE

1. Tool kitRegistry.isEventSet() nethod is
cal l ed for EVENT_UNFORMATTED SMS_PP_UPD

2. Short Message Point to Point Single
and Unformatted is received by Update
Record EFsws APDU

3. Short Message Point to Point

Concat enated and Unformatted is received
by Update Record EFsw APDU (The

Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

1- Applet is not triggered

2- Applet is triggered.

3- Applet is triggered on reception
of the last concatenated SMS.

Applet deregistration

Tool ki t Regi stry. cl earEvent() method is
cal l ed for EVENT_UNFORVATTED_SMs_PP_UPD

1. Short Message Point to Point Single
and Unformatted is received by Update
Record EFsws APDU

2. Short Message Point to Point

Concat enated and Unfornatted is received
by Update Record EFsw APDU(S) (The
Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

An unrecogni zed envelope is sent to the
usi M

Tool ki t Regi stry. setEvent () nethod is
cal l ed for EVENT_UNFORVATTED SMS_PP_UPD

3. Short Message Point to Point Single
and Unformatted is received by Update
Record EFsws APDU

4. Short Message Point to Point

Concat enated and Unformatted is received
by Update Record EFsw APDU(S) (The
Concat enat ed Message i s conposed of 2

Short Messages. The UDL for the first
Short Message is 70 and for the second
70) .

1- Applet is not triggered

2- Applet is not triggered.

3- Applet is triggered

4- Applet is triggered on reception
of the last concatenated SMS
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5.3.4.5 EVENT_FORMATTED_SMS_CB

Test Area Reference: Ufw_Apt_Efcb
5.3.451 Conformance requirement

5.345.1.1 Normal execution

- CRRNZ1: Theapplet istriggered by the EVENT_FORMATTED_SMS_CB once:

it has been registered to this event;

- anenvelope APDU carrying a Cell Broadcast Page, formatted according to TS 31.115[10] , is received,

the toolkit applet to be triggered is registered with the corresponding TAR in the CB page;
- the security is verified.

- CRRNZ2: The applet is not triggered by the EVENT_FORMATTED_SMS CB once it has deregistered from this
event.

5.3.45.1.2 Parameters error

No requirements.

5.3.45.1.3 Context Errors

No requirements.

5.3.45.2 Test area files
Test Source: Test_Ufw_Apt_Efch.java

Test Applet: Ufw_Apt_Efcb_1.java

Cap File: ufw_apt_efch.cap
5.34.53 Test coverage
CR Number Test Case Number
CRRNL1 (See note) 1,2
CRRN2 2

NOTE:  The security checks are not relevant to the test
designed in this test area; they will be checked in

clause 6.3.6.
5.3.454 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to

EVENT_FORMATTED_SMS_CB and triggering

Applet is registered to
EVENT_FORMATTED SMS_CB and
EVENT_FORMATTED_SMS_PP_ENV
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

1- An Envel ope EVENT_FORMATTED SMS CB i s 1-Applet is triggered
sent to the USIM

2 Applet deregistration

Tool ki t Regi stry. cl earEvent () nethod is
called for EVENT_FORMATTED SMs CB

1-A formatted SMS CB envel ope is sent to . .
the USIM 1- Applet is not triggered

2-An envel ope SMs-PP formatted is sent to
the USIM 2- Applet is triggered

Tool ki t Regi stry. setEvent () method is
called for EVENT_FORMATTED SMS_CB

3-An Envel ope FORMATTED SMS5 CB is sent to
the USIM

3- Applet is triggered

5.3.4.6 EVENT_UNFORMATTED_SMS_CB

Test Area Reference: Ufw_Apt_Eucb
5.3.4.6.1 Conformance requirement

5.34.6.1.1 Normal execution

- CRRNZ1: The applet istriggered by the EVENT_UNFORMATTED_SMS CB once it has registered to this event
and an Envelope Cell Broadcast Download is received.

- CRRN2: The applet is not triggered by the EVENT_UNFORMATTED_SMS CB once it has deregistered from
this event.

53.4.6.1.2 Parameters error

No requirements.

5.3.4.6.1.3 Context Errors

No requirements.

5.3.4.6.2 Test area files
Test Source: Test_ Ufw_Apt_Euch.java

Test Applet: Ufw_Apt_Eucb_1.java

Cap File: ufw_apt_euch.cap
5.34.53 Test coverage
CRR Number Test Case Number
CRRN1 1,2
CRRN2 2
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5.3.4.6.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Applet registration to
EVENT_UNFORMATTED_SMS_CB and
triggering

Applet is registered to the
EVENT_UNFORMATTED SMS_CB and
EVENT_FORMATTED SMS_PP_ENV.

event = EVENT_UNFORVATTED_SMS_CB
1- Tool ki t Registry. i sEvent Set () nethod is 1- Method returns true.
cal | ed.
) 2- Applet is triggered
2- An Envel ope UNFORMATTED SMS CB i s sent
to the USIM

2 Applet deregistration

Tool ki t Regi stry. C earEvent () method is
called for EVENT_UNFORMATTED SMS_CB

1- Applet isn't triggered

1- An Envel ope UNFORMATTED SMS _CB is sent
to the USIM

An Envel ope formatted SMS pp envel ope is
sent to the USIM
event = EVENT_UNFORVATTED_SMS_CB

Tool ki t Registry. set Event () method is call ed
for EVENT_UNFORMATTED_SMsS_CB

. 2- Applet is triggered
2- An Envel ope UNFORVATTED SMS CB is sent

to the USIM

5.3.4.7 Void

5.3.4.8 Void
5.35 Envelope response posting

5.3.5.1 EVENT_MO_SHORT_MESSAGE_CONTROL_BY_SIM

Test Area Reference: Ufw_Erp_ Emcn
5.3.5.1.1 Conformance requirement

5.35.1.1.1 Normal execution

- CRRNZ1: The (U)SAT Framework can't reply busy when an Envelope(M O-Short Message Control) is sent to the
(U)SAT.

5.3.5.1.2 Test area files

Test Source: Test Ufw_Erp_Emcn.java
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Test Case Number

Cap File: Ufw_Erp_Emcn.cap
5.3.5.1.3 Test coverage
CRR Number
CRRN1

1,2
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5.35.14 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Appletlis registered on the

EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM; Applet2 is registered and triggered on
the EVENT_MENU_SELECTION.

1- Applet2 invokes the method send() and no
fetch is performed

2- Envelope(MO-SM control) is sent to the
(U)SAT

3- Appletl calls the method
EnvelopeResponseHandler.postASBERTLV() to
change any incoming TP_Destination_Address
and any RP_Destination_Address of the Service
Center into +11 22 33 44

4- A Fetch command is sent to the (U)SAT

5- A Terminal Response command is sent to the
(U)SAT

6- Delete Appletl & Applet2

7- Install Applet3

1- Applet2 is suspended

2- Appletl is triggered.

5- Applet2 execution shall
continue.

3- The U(SAT) answers
91xx to the Envelope(MO-
Short Message Control)
The new
TP_Destination_Address
and
RP_Destination_Address
are retrieved.

2 Applet3is registered on both the events
EVENT_MO_SHORT_MESSAGE_CONTROL_B
Y_SIM and EVENT_MENU_SELECTION.
1- Applet3 invokes the method send()and no 1- Applet3 is suspended on the
fetch is performed send() method
2- Envelope(MO-SM control) is sent to the 2- Applet3 is triggered on the
(U)SAT EVENT_MO_SHORT_MESSAGE
_CONTROL_BY_SIM.
3- The U(SAT) answers
3- Applet3 calls the method 91xx to the Envelope(MO-
EnvelopeResponseHandler.postAsBERTLV() to Short Message Control)
change any incoming TP_Destination_Address The new
and any RP_Destination_Address of the Service TP_Destination_Address
Center into +11 22 33 44. and
RP_Destination_Address
are retrieved.
4- A Fetch command is sent to the (U)SAT
5- Applet3 execution shall
5- A Terminal Response command is sent to the |continue.
(U)SAT
5.3.6  Toolkit installation
5.3.6.1 Minimum security level

Test Area Reference: ufw_tin_mgl
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5.3.6.1.1 Conformance requirements

5.3.6.1.1.1 Normal execution

- CRRNZ1: The Receiving Entity shall check the Minimum Security Level during processing the security of the
Command Packet.

- CRRN2: The Receiving Entity shall reject the message if the MSL check fails.

- CRRNS3: If the MSL check fails, a Response Packet with the 'Insufficient Security Level' Response Status Code
shall be sent if required.

- CRRN4: If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level is
used to specify the minimum level to be applied to Secured Packets. The first byte shall be the MSL Parameter,
other bytes shall be the MSL Data.

- CRRNS5: If the length of the Minimum Security Level field is zero, no minimum security level check shall be
performed by the receiving entity.

5.3.6.1.2 Test area files
Test source: Test_ Ufw_Tin_Mdl.java

Test Applet: Ufw_Tin_Md_1java

Capfile: ufw_tin_mdl.cap
5.3.6.1.3 Test coverage
CRR number Test case number
CRRN1 Not applicable
CRRN2 2,4
CRRN3 2,4
CRRN4 2,4
CRRN5 1,4
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5.3.6.1.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Installation with MSL length of O
FORMATTED_SMS_PP_ENV
1- SW = 9000
1- Install (install) applet with a MSL
| ength = 0 , 2- Applet is triggered
2- Send formatted SM5 PP ENV with no
RC/ CC/ DS, no G phering and counter node O
(not checked) o
3- Send a formatted SMS PP ENV with CC, 3- Applet is triggered
ci phering and counter node 1 (counter
avai |l abl e and no checki ng)
4- Del ete the appl et instance
2 Installation with correct MSL value
FORMATTED_SMS_PP_ENV
1- SW = 9000
1- Install (install) applet with MSL
field set to 02 (CC needed). 2- Applet is not triggered 2- SW = 61 XX, Response
2- Send format t ed SM5 PP ENV wi t h no status code shall be '0A"
RC/ CC/ DS, no G phering and counter node O insufficient security Ievel,
(not checked) L :
3- Send a formatted SVB PP ENV with cc,  |3- Appletis triggered or
no ciphering and counter node 1 counter SW = 9000
avail abl e and no checki ng) 4- Applet is not triggered
4- Send a formatted SM5 PP ENV with PoR
required and no CC, ciphered with DES and 4- SW = 61 00, Response
Cﬁun}(gr node O counter avail able and no status code shall be '0A,
g- e(I:De: gfq)e the appl et instance icr:rsufficient security level
SW = 9000
3 Installation with MSL length of O
FORMATTED_USSD
1- Install (install) applet with a MSL 1- SW = 9000
length = 0 )
2- Send formatted USSD with no RC/ CU DS, ; ; -
n(ﬁ O’kpgeri ng and counter node 0 (not 2- Applet is not triggered it_a?:g C_Og]é éﬁéﬁ;;?g:?e
g_ egeﬁd)a formatted USSD with CC, insufficient security level.
ci phering and counter node 1 (counter 3- Applet is triggered or
avai | abl e and no checki ng) SW = 9000
4- Delete the applet instance 4- Applet is not triggered
4- SW = 61 XX, Response
status code shall be '0A',
insufficient security level.
or
SW = 9000
4 Installation with correct MSL value
FORMATTED_USSD
1- Install (install) applet with MSL 1- SW = 9000
field set to 02 (CC needed).
2- Send formatted SM5 PP ENV with no ; ; -
RC/ CC/ DS, no Ciphering and counter node 0 2- Applet is not triggered it_a?lﬁ/ C_Og]é éﬁéﬁ;:%?;se
not checked !
g- Send a fo)r matted SMS PP ENV with CC, insufficient security level.
no ciphering and counter node 1 counter 3- Applet is triggered or
avai | abl e and no checki ng) SW = 9000
4- Send a formatted SMs PP ENV wi th PoR 4- Applet is not triggered
required and no CC, ciphered with DES and 4- SW = 61 00, Response
Cﬁun}(gr node O counter avail able and no status code shall be '0A",
g- e(I:De: gfq)e the appl et instance icr:rsufficient security level
SW = 9000
5.3.6.2 TAR

Test Area Reference: ufw_tin_tar
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- CRRNZ1: Itispossible to define several TAR values at the installation of the Toolkit Application .

- CRRN2: If the length of the TAR valueis zero, the TAR may be taken out of the AID if any.

- CRRN3: If thelength of the TAR valueis greater than zero then the application instance shall be installed with
the TAR vaue field defined in parameter and the TAR indicated in the AID if any shall be ignored.

- CRRN4: If the TAR value(s) is already assigned on the card for the Toolkit Application instance the card shall
return the status word '6A 80", incorrect parameter in datafield.

- CRRNS5: If the length of the TAR value(s) field isincorrect, the card shall return the status word '6A 80',
incorrect parameter in datafield.

5.3.6.2.1.2

No reguirements.

5.3.6.2.1.3

No reguirements.

5.3.6.2.2
Test source:
Test Applet:

Capfile:

5.3.6.2.3

Parameter errors

Context errors

Test area files
Test Ufw_Tin_Tar.java
ufw_tin_tar_1.java

ufw_tin_tar.cap

Test Coverage

CRR number Test case number

CRRN1

CRRN2

CRRN3

CRRN4

AW IN(F

CRRN5
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5.3.6.2.4 Test procedure
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

1 Installation with several TAR value
FORMATTED_SMS_PP_ENV

1- SW =9000
1- Install (install) applet with no TAR
defined in the AID but TAR values set to |o. Applet is triggered
11 11 11, 22 22 22

2- Send fornmatted SM5 PP ENV with TAR set
to 11 11 11. . .
3- Send formatted SMS PP ENV with TAR set |3- Appletis triggered
to 22 22 22.

4- Del ete the appl et instance.

2 Installation without TAR value in install
parameter
FORMATTED_SMS_PP_ENV 1- SW = 9000

1- Install (install) applet with TAR 2- Applet is triggered
value length set to O in install
paraneters.

2- Send formatted SMS PP ENV with the TAR
val ue defined in applet AlD.

3- Delete the applet instance

3 Installation with TAR value within AID
different from the one define in install
parameters
FORMATTED_SMS_PP_ENV

1- Install (install) applet with applet
AID TAR set to XX YY ZZ and TAR val ue set |p_ Applet is not triggered.
to 11 11 11.

2- Send fornmatted SMS PP ENV with the TAR
val ue set to the one defined in applet .
Al D. 3- Applet is triggered
3- Send formatted SMS PP ENV with the TAR
val ue set to 11 11 11.

4 | Installation with TAR value already assigned
FORMATTED_SMS_PP_ENV

1- Applet is not installed 1- SW = 6A80
1- Install (install) applet with no TAR
in applet AID and TAR value in install
paranmeters set to 11 11 11.

5 |Installation with incorrect TAR value length in
install parameters

FORMATTED_SMS_PP_ENV

1- Applet is not installed 1- SW = 6A80

1- Install (install) applet with no TAR

in applet AID and TAR value length set to

02 and TAR val ue set to 11 11.

2- Install (install) applet with no TAR

in applet AID and TAR val ue length set to

05 and TAR value set to 11 11 11,22 22.

2- Applet is not installed

7 Installation with several TAR value
FORMATTED_USSD

1- SW = 9000
1- Install (install) applet with no TAR
defined in the AID but TAR values set to 2- Applet is triggered
33 33 33, 44 44 44

2- Send formatted USSD with TAR set to 33
33 33. L
3- Send formatted USSD with TAR set to 44 |3- Appletis triggered
44 44,

4- Delete the applet instance.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
8 Installation without TAR value in install
parameter
FORMATTED_USSD 1- SW =9000

1- Install (install) applet with TAR
value length set to O in install 2- Applet is triggered
parameters.
2- Send formatted USSD with the TAR val ue
defined in applet AID.

3- Delete the applet instance

9 Installation with TAR value within AID
different from the one defined in install
parameters
FORMATTED_USSD

1- Install (install) applet with applet
AID TAR set to XX YY ZZ and TAR val ue set |p_ Applet is not triggered.
to 33 33 33.

2- Send formatted USSD with the TAR val ue
set to the one defined in applet AlD. .
3- Send formatted USSD with the TAR val ue |3- Appletis triggered
set to 33 33 33.

10 | Installation with TAR value already assighed
FORMATTED_USSD

1- Install (install) applet with no TAR  |1- Appletis not installed 1- SW = 6A80
in applet AID and TAR value in install
paraneters set to 33 33 33.

11 |Installation with incorrect TAR value length in
install parameters
FORMATTED_USSD

1- Install (install) applet with no TAR  |1- Appletis not installed 1- SW = 6A80
in applet AID and TAR value length set to
02 and TAR val ue set to 11 11.

2- Install (install) applet with no TAR
in applet AID and TAR val ue length set to
05 and TAR value set to 11 11 11,22 22.

2- Applet is not installed

5.3.6.3 Access domain

Test Area Reference: ufw_tin_acdo
5.3.6.3.1 Conformance requirements

5.3.6.3.1.1 Normal execution

- CRRN1: The USAT framework shall grant files access to the application instance according to the USAT
Framework access parameters.

- CRRNZ2:The access rights granted to an application and defined in the access parameter shall be independent
from the accessrights granted at the USAT Framework/Terminal interface level.

- CRRNS3: If an application with access domain parameter set to 'FF' triesto access afile, the USAT framework
shall throw an exception.

- CRRN4: An application with access domain parameter set to ‘00" can perform all actions on files, except the ones
with NEV ER access conditions.

- CRRNS5: If arequested Access Domain is not supported, the card shall return the Status word '6A 80' to the
Install(install) command.
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- CRRNG6: The card shall at least support the following Access Domain Parameter values:
'00" : Full accessto thefile system
- '02': UICC access mechanism

- 'FF': No accessto the file system

5.3.6.3.2 Test area files
Test source: Test_ Ufw_Tin_Acdo.java

Test Applet: Ufw_Tin_Acdo_1.java

Capfile ufw_tin_acdo.cap
5.3.6.3.3 Test coverage
CRR number Test case number

CRRN1 1,2,3
CRRN2 1
CRRN3 2
CRRN4 3
CRRN5 Not testable
CRRN6 1,2,3

5.3.6.3.4 Test procedure

Id Description API/(U)SAT Framework APDU Expectation

Expectation

1 | The access granted to an application shall be
independent from the USAT
Framework/Terminal interface

1- Install (install) applet with Access
donmi n paranmeter set to PINL

2- Block PIN1 by sending unsuccessful
verify pin command.

3- Trigger the installed applet and try
to increase EF_CUAC file with

ui cc. access. i ncrease() nethod.

4- Del ete the appl et instance.

3- no exception is thrown

2 Access domain parameter set to 'FF'

1- Install (install) applet with access
domai n paraneter set to 'FF' .
2- Trigger the installed applet and try 2- UICCException

to access EF_TARU file with
ui cc. access. readBi nary() method. SECURITY_STATUS_NOT_SATI

3- Delete the applet instance SFIED is thrown

3 Access domain parameter set to '00'

1- Install (install) applet with access
domai n paraneter set to '00'.

2- Trigger the installed applet and try
to access EF_TARU file using

ui cc. access. readBi nary() nethod.

3- Trigger the applet and try to access

2- No exception is thrown.

the EF_TNU file using 3- UICCEXxception.
ui cc. access. updat eBi nary() net hod. SECURITY_STATUS_NOT_SATI
4- Delete the applet instance SFIED is thrown
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5.3.7 Other parts transferred to (U)SAT framework from API

5.3.7.1 A handler is a temporary JCRE Entry Point object

Test Area Reference: Ufw_Api_Hepo
5.3.7.11 Conformance requirement

53.7.1.1.1 Normal execution

- CRRNZ1: The USATEnvelopeHandler is a Temporary JCRE Entry Point Object (see Java Card 2.2.1 Runtime
Environment (JCRE) Specification [13]).

53.7.1.1.2 Parameter errors

No reguirements.

5.3.7.1.1.3 Context errors

No requirements.
5.3.7.1.2 Test area files

Test Source: Test_ Ufw_Api_Hepo.java
Test Applet: Ufw_Api_Hepo_1.java

Cap File: Ufw_Api_Hepo.cap
5.3.7.1.3 Test coverage
CRR number Test case number
CRRN1 1,2
5.3.7.1.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Storage in a static object SecurityException is thrown
Cal | USATEnvel opeHandl er. get TheHandl er ()
net hod and store it in a static field of
the tool kit appl et
2 Storage in a non-static object SecurityException is thrown
Cal | USATEnvel opeHandl er. get TheHandl er ()
net hod and store it in a non-static field
of the tool kit appl et

5.3.8 Framework security management
Security parameters

The table that follows contains the security parameters that shall be used when the TS 31.115[10] security isrequiredin
the test cases developed in the current clause.

Parameter Value in hexadecimal
KIC Value as described in the TS 31.115 [10] (recommended value: 15)
KID Value as described in the TS 31.115 [10] (recommended value: 15)
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CNTR 00 00 00 00 01
Key for ciphering Corresponding to KIC (recommended value: 01 41 42 7F DA E8 91 A7 02 41 42 7F DA E8 91
A7)
Key for RC/CC/DS |Corresponding to KID (recommended value: 01 23 45 67 89 AB CD EF EF CD AB 89 67 45 23
01)

If aparameter is not listed explicitly in the above table, the default values of Annex B apply.

5.3.8.1 Input data

Test Area Reference: ufw_fws inda
5.3.8.1.1 Conformance requirements

5.3.8.1.1.1 Normal execution

- CRRNZ1: If the USAT Framework receives an envelope APDU containing a Short Message Point to Point
formatted according to TS 31.115 [10], it shall verify the security of the SMS TPDU and trigger the applet
registered with the corresponding TAR.

- CRRNZ2: Thetoolkit applet will only be triggered if the TAR is known and the security verified.

- CRRN3: If the USAT Framework receives an envelope APDU containing a Short message Cell Broadcast
formatted according to TS 31.115 [10], it shall verify the security of the cell broadcast page and trigger the
applet registered with the corresponding TAR.

- CRRN4: If the USAT Framework receives an Update Record EFsus instruction formatted according to
TS 31.115[10], it shall verify the security of the SMS and trigger the applet registered with the corresponding
TAR.

- CRRNS5: The USAT Framework shall provide the input data deciphered.

53.8.1.1.2 Parameter errors

No reguirements.

5.3.8.1.1.3 Context errors

No reguirements.

5.3.8.1.2 Test area files
Test source: Test_ufw_fws indajava
Test Applet: ufw_fws inda_1.java
ufw_fws inda 2.java
ufw_fws inda 3.java
ufw_fws inda 4.java
ufw_fws inda 5.java

ufw_fws inda 6.java

Capfile: ufw_fws_inda.cap
5.3.8.1.3 Test coverage
CRR Number Test Case Number
CRRN1 1,2,3
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CRR Number Test Case Number
CRRN2 3,6,9
CRRN3 4,56
CRRN4 7,8,9
CRRN5 1,245,7,8
5.3.8.1.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

1 Framework checks the Cryptographic
checksum and deciphers the data
SMS-PP

Appletl is |oaded and installed

1- Envel ope(SMs- PP) single and formatted
is sent to the USAT Framework with this

features: . 1- Appletl is triggered and the

G phering; value integrity is checked.

’C\l:roypt og][ ap][n ¢ checksum 1- The USAT Framework
proof of receipt; answers to the Envelope

E)QFaOf: érlJpl etl; with status words 9000

2- Short Message concat enated and
formatted is sent to the USAT Franework
by an Envel ope (SM5 PP)with these

features: P
G pheri ng: 2- Appletl is triggered and the

Crypt ogr aphi ¢ checksum value integrity is checked
No proof of receipt;
TAR of Appletl;

Data length is 150.

2- The USAT Framework
answers to the Envelope
with status words 9000
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cryptographic checksum

1- Envel ope 03.48 single and formatted is
sent to the USAT Framework with this
features:

No ci pheri ng;

Wong cryptographi ¢ checksum

No proof of receipt;

TAR of Appletl

Data = 07

2- Short Message concatenated and
formatted is sent to the USAT Franework
by an Envel ope (SM5 PP)with these
features:

No ci phering;

Wong cryptographi ¢ checksum

No proof of receipt;

TAR of Appletl

Data | ength = 150

1- No applet is triggered.

2- No applet is triggered.

Id Description API/(U)SAT Framework APDU Expectation
Expectation
2(Triggering two different applets with
different security
Applet2 is installed
1- Envel ope(SMs-PP) single and formatted o
is sent to the USAT Framework with this 1- Appletl is triggered and the
features: value integrity is checked 1- The USAT Framework
G pheri ng; answers to the Envelope
Cryptographi ¢ checksum with status words 9000
No proof of receipt;
TAR of Appletl
Data = 03
2- Short Message concatenated and
formatted is sent to the USAT Franework
by an Envel ope (SM5 PP)with these 2- Appletl is triggered and the 2- The USAT Framework
features: value integrity is checked answers to the Envelope
G phering; with status words 9000
Crypt ogr aphi ¢ checksum
No proof of receipt;
TAR of Appletl
Data | ength = 150
3- The USAT Framework
answers to the Envelope
3- Envel ope(SMS-PP) single and formatted with status words 9000
is sent to the USAT Framework with this
features:
No ci pheri ng; L
No cryptographi c checksum 3- Applet2 is triggered and the
No pr oof of recei pt; value mtegrlty is checked
TAR of Appl et2
Data = 05 4- The USAT Framework
4- Short Message concat enated and answers to the Envelope
formatted is sent to the USAT Framework with status words 9000
by an Envel ope (SM5 PP)with these
features:
No ci pheri ng;
No crypt ographi c checksum 4- Applet2 is triggered and the
No proof of receipt; value integrity is checked
TAR of Appl et2
Data | ength = 150.
3 Envelope(SMS-PP) formatted with wrong 1- The USAT Framework

answers to the Envelope
with status words 9000
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

4 Framework checks the Cryptographic
checksum and deciphers the data

Appl et3 is | oaded and installed

1- Envel ope(SMs-CB) formatted is sent to
the USAT Franmework with this features:
Ci pheri ng;

Crypt ogr aphi ¢ checksum N
No proof of receipt; 1- Applet3 is triggered and the

_ value integrity is checked
Data = 01 gnty 1- The USAT Framework

answers to the Envelope
with status words 9000

5 | Triggering two different applets with different
security on Envelope(SMS-CB) formatted

Applet4 is installed

1- Envel ope(SM5-CB) formatted is sent to

the USAT Framework with this features: 1- Applet3 is triggered and the 1- The USAT Framework
G pheri ng; ' value integrity is checked answers to the Envelope
Crypt ogr aphi ¢ checksum with status words 9000

No proof of receipt;
TAR of Applet3
Data = 02

2-Envel ope(SM5-CB) formatted is sent to

the USAT Framework with this features: 2. The USAT Framework

No ci pheri ng; L
No glrspteglg?gphi ¢ checksum 2- Applet4 is triggered and the answers to the Envelope
No proof of receipt; value integrity is checked with status words 9000
TAR of Applet4d
Data = 03
6| Envelope(SMS-CB) formatted with wrong No applet is triggered 1- The USAT Framework
cryptographic checksum answers to the Envelope
with status words 9000
No ci pheri ng;

Wong Cryptographi c checksum
No proof of receipt;

TAR of Applet3

Data = 04
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

7 Framework checks the Cryptographic
checksum and deciphers the data

Applet5 is installed
1- Short Message single and formatted is

sent to the USAT Framewor k by Update
Record EFsw instruction with these

fo.e::]:: Ieﬁg 1- Applet5 is triggered and the

Crypt ographi ¢ checksum value integrity is checked. 1. The USAT Eramework
*Rpgg Oprglf e: g-cel Pt answers to the Update
Data = 01 ' Record EFswms instruction

with status words 9000
2- Short Message concatenated and
formatted is sent to the USAT Franework
by Update Record EFsw instruction with
these features:

< pheri ng: 2- Applet5 is triggered and th

Crypt ogr aphi ¢ checksum - Applet5 is triggered an e

No proof of receipt; value integrity is checked 2- The USAT Framework
TAR of Appl et 5; answers to the Update
Data | ength = 150. Record EFsws instruction

with status words 9000
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
8 | Triggering two different applets with different
security
Applet6 is installed 1- Applet5 is triggered and the
1- Short Message single and formatted is value integrity is checked. 1- The USAT Framework
sent to the USAT Framework by Update answers to the.Update.
Record EFsw instruction with these Record EFsws instruction
feat ures: with status words 9000
Ci pheri ng;
Crypt ographi ¢ checksum
No proof of receipt;
TAR of Applet5
Data = 03 2- The USAT Framework
2- Short Message concatenated and 2- AppletS i_s tr?ggered and the answers to the.Update.
formatted is sent to the USAT Franmework value integrity is checked. Record EFsws instruction
by Update Record EFss i nstruction with with status words 9000
these features:
Ci pheri ng;
Crypt ogr aphi ¢ checksum
No proof of receipt;
E?aolf eﬁgflhetjwo. 3- The USAT Framework
answers to the Update
3- Short Message single and formatted is |3- Applet6 is triggered and the Record EFsws instruction
sent to the USAT Franework by Update value integrity is checked. with status words 9000
Record EFsw instruction with these
features:
No ci pheri ng;
No crypt ographi c checksum
No proof of receipt;
TAR of Appl et 6;
Data = 05 4- The USAT Framework
answers to the Update
Record EFswms instruction
?E)r ﬁg?: ;dwibzsggﬁt Cfgcﬁﬂgnﬁtsi? la;?gmewor Cx Applet6 is triggered and the with status words 9000
by Update Record EFsw instruction with value integrity is checked.
these features:
No ci pheri ng;
No cryptographic checksum
No proof of receipt;
TAR of Appl et 6;
Data | ength = 150.
9 Update Record EFsws instruction formatted

with wrong cryptographic checksum
1- Short Message single and formatted is
sent to the USAT Framework by Update
Record EFsw instruction with these
features: No ciphering;
Wong Cryptographi c checksum
No proof of receipt;
TAR of Applet5
Data = 07

2- Short Message concat enated and
formatted is sent to the USAT Framework
by Update Record EFsw instruction with
these features:

No ci pheri ng;

Wong Cryptographic checksum

No proof of receipt;

TAR of Applet5

Data | ength = 150

1- No applet is triggered.

2- No applet is triggered.

1- The USAT Framework
answers to the Update
Record EFsws instruction
with status words 9000

2- The USAT Framework
answers to the Update
Record EFsws instruction
with status words 9000
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
10 Framework checks the Cryptographic
checksum and deciphers the data
USsD

Appletl is |oaded and installed

1- Envel ope(USSD) single and formatted is
sent to the USAT Framework with this
features:

Ci pheri ng;

Crypt ographi ¢ checksum

No proof of receipt; )
TAR of Appleti; 1- The USAT Framework

answers to the Envelope
Data = 01 .
with status words 9000

1- Appletl is triggered and the
value integrity is checked.

2- USSD Message concatenated and
formatted is sent to the USAT Franework
by an Envel ope (USDD)with these features:

C phering;

Crypt ogr aphi ¢ checksu L

NoyBrogf 2f receipt; m 2- Appletl is triggered and the
TAR of Appl et 1; value integrity is checked

Data length is 150.

2- The USAT Framework
answers to the Envelope
with status words 9000
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Id Description API/(U)SAT Framework APDU Expectation
Expectation

11 | Triggering two different applets with different

security
USSD

Applet2 is installed

1- Envel ope(USSD) single and formatted is
sent to the USAT Framework with this
features:

G pheri ng;

Crypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appletl

Data = 03

2- Short Message concatenated and
formatted is sent to the USAT Franework
by an Envel ope (USSD)with these features:
Ci phering;

Cr ypt ogr aphi ¢ checksum

No proof of receipt;

TAR of Appletl

Data | ength = 150

3-Envel ope(USSD) single and formatted is
sent to the USAT Franework with this
features:

No ci pheri ng;

No cryptographi ¢ checksum

No proof of receipt;

TAR of Appl et2

Data = 05

4- Concatenated and formatted USSD is
sent to the USAT Framework by an Envel ope
(USSD)wi th these features:

No ci pheri ng;

No cryptographi ¢ checksum

No proof of receipt;

TAR of Appl et2

Data | ength = 150.

1- Appletl is triggered and the
value integrity is checked

2- Appletl is triggered and the
value integrity is checked

3- Applet2 is triggered and the
value integrity is checked

4- Applet2 is triggered and the
value integrity is checked

1- The USAT Framework
answers to the Envelope
with status words 9000

2- The USAT Framework
answers to the Envelope
with status words 9000

3- The USAT Framework
answers to the Envelope
with status words 9000

4- The USAT Framework
answers to the Envelope
with status words 9000
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
12 USSD formatted with wrong cryptographic 1- The USAT Framework
checksum answers to the Envelope
USSD with status words 9000

1-Formatted USSD is sent to the USAT
Framework with this features: L
No ci pheri ng: 1- No applet is triggered.
Wong cryptographi ¢ checksum
No proof of receipt;

TAR of Appletl

Data = 07

2- USSD concatenated and formatted is
sent to the USAT Framework by an Envel ope
(USSD)wi th these features:

No ci phering;

W ong cryptographi ¢ checksum

No proof of receipt; 2- No applet is triggered.
TAR of Appletl
Data | ength = 150

13 Framework checks the Cryptographic
checksum and deciphers the data
USSD

Applet3 is | oaded and installed

1-USSD formatted is sent to the USAT
Framework with this features:

gs;sg‘g:‘gbhi ¢ checksum 1- IApplet3 is tr!gge;]redkagd the
NS value integrity is checke
xt pr gog lof receipt; gty 1- The USAT Framework
as= answers to the Envelope
with status words 9000
5.3.8.2 Output data

Test Area Reference: ufw_fws_ouda
5.3.8.2.1 Conformance requirements

5.3.8.2.1.1 Normal execution

- CRRN1: The USAT Framework Toolkit Framework shall secure and send the response packet.

5.3.8.2.1.2 Parameters errors

No requirements.

5.3.8.2.1.3 Context errors

No requirements.

5.3.8.2.2 Test Area Files
Test source: Test Ufw_Fws Ouda.java

Test Applet: Ufw_Fws Ouda 1.java
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Test Case Number

1,2,3, 4

Capfile: Ufw_Fws_Ouda.cap
5.3.8.2.3 Test coverage
CRR Number
CRRN1
5.3.8.24 Test procedure

Id Description API/(U)SAT Framework APDU Expectation
Expectation
1 Envelope(SMS-PP) formatted The applet is triggered and sends |The USAT Framework
G phering; a "Display Text" proactive answers to the Envelope
Cryptographi ¢ checksum command with the data received  |with a PoR which is
E;io;";] g];vs[ eDgle: Sgrfazggff? shall be sent in the Envelope. retrieved and checked.
no security applied to proof of receipt The _POR has no
Data in plain text = "APPLET1" application data.
The USAT Framework
answers with status words
91xx to issue a Display
Text "APPLET1".
2 Envelope(SMS-PP) formatted The applet posts application data. |The USAT Framework
G pheri ng; It does not call the answers to the Envelope
Crypt ographi ¢ checksum ProactiveHandler.send() method  |with a PoR which is
proof of receipt response shall be sent retrieved and checked.
usi ng SI\/_B- Del i ver- Report; _ The PoR has the
no security applied to proof of receipt .
Data in plain text = "APPLET1" application data posted by
the application.
3 Envelope(SMS-PP) formatted The applet posts application data |The USAT Framework
G phering; and calls the answers to the Envelope
Crypt ographi ¢ checksum ProactiveHandler.send() method  |with a POR which is
proof of receipt response shall be sent to send a "Display Text" proactive |retrieved and checked. The
usi ng SMs- Del i ver - Report; . . N
no security applied to proof of receipt _command with the data received PoR has the application
Data in plain text = "TEST" in the Envelope. data posted by the
application.
The USAT Framework
answers with status words
91xx to issue the Display
Text "TEST".
4 Envelope(SMS-PP) formatted The applet posts application data  |[The USAT Framework
G phering; and calls the answers to the Envelope
G yptographi ¢ checksum ProactiveHandler.send() method  |with a PoR which is
proof of receipt response shall be sent to send a "Display Text" proactive |retrieved and checked. The
usi ng SMs- Del i ver - Report; . . e
proof of receipt shall be ciphered pommand with the data received PoR has the application
Data in plain text = "TEST" in the Envelope. data posted by the
application.
The USAT Framework
answers with status words
91xx to issue the Display
Text "TEST".
5 Envelope(USSD) formatted The applet is triggered and sends |The USAT Framework
G phering; a "Display Text" proactive answers to the Envelope
Crypt ographi ¢ checksum command with the data received  |with a PoR which is
g;goaoogegﬁfﬂ St ngfFogzeaEB?! Iedbe sent in the Envelope. retrieved and checked.
The PoR has no
Data in plain text = "APPLET1" application data.
The USAT Framework
answers with status words
91xx to issue a Display
Text "APPLET1".
6 Envelope(USSD) formatted The applet posts application data. |The USAT Framework

Ci pheri ng;
Crypt ogr aphi ¢ checksum

proof of receipt response shall be sent
usi ng SMs- Del i ver - Report;
no security applied to proof of receipt

It does not call the
ProactiveHandler.send() method

answers to the Envelope
with a PoR which is
retrieved and checked.
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Id Description API/(U)SAT Framework APDU Expectation
Expectation
Data in plain text ="APPLET1" The PoR has the
application data posted by
the application.
7 Envelope(USSD) formatted The applet posts application data |The USAT Framework
G phering; and calls the answers to the Envelope
Crypt ographi ¢ checksum ProactiveHandler.send() method  |with a PoR which is

proof of receipt response shall be sent
and no security applied to proof of
recei pt

to send a "Display Text" proactive |retrieved and checked. The
command with the data received  [PoR has the application
in the Envelope. data posted by the

Data in plain text = "TEST" application.

The USAT Framework
answers with status words
91xx to issue the Display
Text "TEST".

Data in plain text = "TEST"

Envelope(USSD) formatted The applet posts application data |The USAT Framework

G pheri ng; and calls the answers to the Envelope

Cryptographi ¢ checksum ProactiveHandler.send() method  |with a PoR which is
proof of receipt response shall be sent

and it shall be ciphered

to send a "Display Text" proactive |retrieved and checked. The
command with the data received  [PoR has the application

in the Envelope. data posted by the
application.

The USAT Framework
answers with status words
91xx to issue the Display
Text "TEST".

5.3.9 Concatenated SMS

5.3.9.1 Concatenation processing

Test Area Reference: Ufw_Csm _Proc

5.3.9.1.1 Conformance requirements:

5.39.1.1.1 Normal execution

CRRN1: When a Short Message is received as a Concatenated Short Message as defined in TS 23.040 [11], it is
the responsibility of the (U)SAT Framework to link single Short Messages to reassemble the original message
before any further processing.

CRRN2: The concatenation control headers, used to reassembl e the short messages in the correct order, shall not
be present in the SMS TPDU.

CRRNS: The TP-elements of the SMS TPDU and the Address (T S-Service-Centre-Address) shall correspond to
the onesin the last received Short M essage (independently of the Sequence number of Information-Element-
Data).

CRRN4: The origina Short Message shall be placed in one SMS TPDU TLV (with TP-UDL field coded on one
octet) included in the USATEnvelopeHandler.

CRRNS5: The (U)SAT Framework shall be able to process messages with the following properties as a minimum
requirement:

- the Information Element Identifier is equal to the 8-bit reference number

- it contains uncompressed 8 bit data or uncompressed UCS2 data

5.39.2 Test area files

Test Source: Test_Ufw_Csm_Proc.java
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Test Applet: Ufw_Csm Proc 1java
Cap File: ufw_csm_proc.cap
5.3.9.3 Test coverage
CRR number Test case number
N1 1,2,3,4,,7,8,9,10, ,
13, 14, 15, 18, 19, 21, 22
N2 5,17
N3 8,11, 20, 19
N4 5,17
N5 12,24
5.3.94 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Applet registration to
EVENT_FORMATTED_SMS_PP_ENV and triggering

Applet is registered to
EVENT_FORMATTED _SMS_PP_ENV and
EVENT_UNFORMATTED SMS_PP_ENV event s

A concatenated formatted SM5 PP is sent to the
(U)SIM (conposed of three segnents).

1 The second segnent of a concatenated short Applet is not triggered.
nessage is sent to the (USIM

2 The first segment of the concatenated short Applet is not triggered.
nessage is sent to the (USIM

3 |The third segment of the concatenated short Applet is triggered.
nessage is send to the (U SIM

4 Cal | USATEnvel opeHandl| er Syst em get TheHandl er (). No exception is thrown.

5 Cal | the USATEnvel opeHandl er.findTLV() to sel ect Check that the message has
the Dev 1d, the address and the TPDU TLV and the [heen re-assembled in the
USATEnvel opeHandl er . conpar eVal ue() to check each correct order. Check that TP-
content. UDL field is coded in one octet.

Check that the concatenation
control header is not present in
the message. Check the
integrity of the message.

6 |A new concatenated formatted short nessage is Applet is triggered.
sent to the USI M conposed of three segnents. The
Address fields of the first, second and the third
segnent are different.

7 Cal | USATEnvel opeHandl er Syst em get TheHandl er (). No exception is thrown.

8 [Call USATEnvel opeHandl er System findTLV() to Check that the address field of
sel ect the address TLV and the the message is equal to the
USATEnvel opeHandl er. conpareVal ue() to check its address field of the third
content.

segment.
9 A new concatenated formatted short nessage is Applet is triggered.
sent to the (U)SI M conposed of three segnents.
Some TP el ements of the TPDU of the first, second
and third segnment are different anong thensel ves.
10 |Call USATEnvel opeHandl er Syst em get TheHandl er (). No exception is thrown.
11 |Call USATEnvel opeHandl er.findTLV() to select the |Check thatthe TP elements of

TP_DU TLV and USATEnvel opeHandl er. conpar eVal ue()
to check its TP el ements.

the message are equal to the
ones of the third segment.
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12 |Send a concatenated fornmatted short nessage Applet is triggered.

(conmposed of 3 segnents) w th unconpressed 8 bit

dat a.

Applet registration to

EVENT_UNFORMATTED_SMS_PP_ENYV and triggering

Sane test as above but with an unformatted SMS_PP

envel ope.

A concatenated unformatted SM5 PP is sent to the

(U)SIM (conposed of three segnents).

13 The second segnent of a concatenated short Applet is not triggered.
nessage is sent to the (U SIM

14 The first segment of the concatenated short Applet is not triggered.
nessage is sent to the (U SIM

15 The third segment of the concatenated short Applet is triggered.
nessage is sent to the (U SIM

16 Cal | USATEnvel opeHanl der Syst em get TheHandl er () No exception is thrown.

17 Cal | USATEnvel opeHandl er. findTLV() to select the |Check thatthe message has
Dev Id, the address and the TPDU TLV and the been reassembled in the
USATEnvel opeHandl er . conpar eVal ue() to check each correct order. Check that TP-
content. UDL field is coded one octet.

Check that the concatenation
control header is not present in
the message. Check the
integrity of the message.

18 A new concatenated formatted short message is Applet is triggered.
sent to the (U)SIM conposed of three segnents.

The Address field of the first segnment is
different fromthe address field in the second
segnent .

19 Cal | USATEnvel opeHandl| er Syst em get TheHandl er (). No exception is thrown.

20 Cal | USATEnvel opeHandl er.findTLV() to select the [Check thatthe address field of
address TLV and the , the message is equal to the
USATEnvel opeHandl er. conpareVal ue() to check its address field of the second
content.

segment.

21 A new concatenated unfornatted short nessage is Applet is triggered.
sent to the (U)SIMconposed of two segnents. Sone
TP_el ements of the TPDU of the first, second and
third segnment are different.

22 Cal | USATEnvel opeHandl er Syst em get TheHandl er () No exception is thrown.

23 Cal | USATEnvel opeHandl er. findTLV()to sel ect the Check that the TP elements of
TPDU TLV and the _ the message are equal to the
USATEnvel opeHandl er . conpar eVal ue() to check its ones of the third seament
TP el ement s. 9 )

24 Send a concatenated unformatted short nmessage Applet is triggered.

(conposed of 3 segnents) with unconpressed UCS2
dat a.

5.3.10 Cell Broadcast Service

5.3.10.1 Multiple message reassembling

Test Area Reference: Ufw_Cbs Mmra
5.3.10.1.1 Conformance requirements:
5.3.10.1.1.1 Normal execution

CRRN1: When a Cell Broadcast Message is received as multiple pages as defined in TS 23.041 [6], it isthe
responsibility of the (U)SAT Framework to link single pages together to re- assemble the original message

before any further processing.

ETSI




3GPP TS 31.213 version 18.1.0 Release 18 184 ETSI TS 131 213 V18.1.0 (2025-04)

- CRRN2: The original Cell Broadcast message shall be placed in one Cell Broadcast page TLV included in the
USATEnvelopeHandler.

- CRRN3: The message parameters shall correspond to the onesin the last received Cell Broadcast page
(independently of the Page Parameter).

5.3.10.2 Test area files
Test Source: Test_ Ufw_Cbs Mmrajava
Test Applet: Ufw_Cbs Mmra_1.java

Cap File: Ufw_Cbs Mmra.cap

5.3.10.3 Test coverage

CRR number Test case number
N1 1-10
N2 5,10
N3 5,10
5.3.10.4 Test procedure
Id Description API/(U)SAT Framework APDU Expectation

Expectation

Applet registration to EVENT_FORMATTED_SMS_CB
and triggering

Applet is registered to
EVENT_FORMATTED _SMS_CB_ENV and
EVENT_UNFORMATTED SMS_CB_ENV event s

A multi page formatted SMS5_CB is sent to the
(U)SIM (conposed of three segnents).

1 |[The first segment of a multi page formatted CB Applet is not triggered.
short message is sent to the (USIM

2 |The second segment of a multi page formatted CB |Appletis not triggered.
short message is sent to the USIM

3 |[The third segment of the nulti page formatted CB [Appletis triggered.
short nmessage is sent to the USIM

4 Cal | USATEnvel opeHandl er Syst em get TheHandl er (). No exception is thrown.

5 |[Call USATEnvel opeHandl er. conpareVal ue() to check [The message is re- assembled
message paraneter, nessage integrity and nessage |in the correct order with
content. Message Parameter of the third
SMS_CB which was sent at
last.

Applet registration to
EVENT_UNFORMATTED_SMS_CB and triggering

A multi page unformatted SMS5_CB is sent to the
(U) SI'M (conposed of three segnents).

6 |The second segnent of a multi page unfornatted Applet is not triggered.
SM5 CB is sent to the (USIM

7 The third segment of a nulti page unfornatted Applet is not triggered.
SM5 CB is sent to the (USIM

8 The first segnent of a concatenated unfornatted Applet is triggered.
SM5 CB is sent to the (USIM

9 Cal | USATEnvel opeHandl er Syst em get TheHandl er (). No exception is thrown.
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10 |Call USATEnvel opeHandl er. conpareVal ue() to check |The message is re- assembled
message parameter, nmessage integrity and message |in the correct order with Page
content. Parameter of first SMS_CB

which was sent at last.

5.3.11 Void

54 Package uicc.usim.gba_u package

54.1 Class GBAUCIipher

541.1 Method getinstance (byte, boolean)

Test Area Reference: Api_3 Gci_Ginl

54.1.1.1 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public static GBAUC pher getlnstance(byte algorithm
bool ean ext ernal Access)
throws javacard. security. Crypt oException

544111 Normal execution
- CRRNZ1: The method shall return the single system instance of the GBAUCipher class.
- CRRN2: The GBAUCipher isa Temporary JCRE Entry Point Object.

5441.1.2 Parameter Errors

- CRRP1: The method throws javacard.security.CryptoException with reason
CryptoException.NO_SUCH_ALGORITHM when the requested algorithm is an asymmetric algorithm.

5441.1.3 Context errors

No requirements.

54.1.1.2 Test area files
Test Source: Test Api_3 Gci_Ginjava
Test Applet: Api_3 Gci_Ginl 1java
Api_3 Gci_Gin2_1.java

Cap File: Api_3 Gci_Gin.cap
54.1.1.3 Test coverage
CRR number Test case number
N1 1,2,3
N2 Tested in clause 5.3.7.1, other parts transferred to (U)SAT framework
from API.
P1 4
54114 Test procedure
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Id Description API Expectation APDU Expectation

1 Call getinstance() method twice The returned objects shall be the same
algorithm parameter is set to
javacardx.crypto.Cipher.CIPHER_AES_CBC
externalAccessparameter is set to false

2 Verify that getinstance() method The reference returned shall be an object
returns an GBAUCipher class instance of GBAUCipher class (check cast)
algorithm parameter is set to
javacardx.crypto.Cipher.CIPHER_AES_CBC
externalAccessparameter is set to false

3 Verify the returned value is not null The reference returned shall not be null.
algorithm parameter is set to
javacardx.crypto.Cipher.CIPHERAES_CBC
externalAccessparameter is set to false

4 Verify that getinstance() throws The reference returned shall not be null.
javacard.security.CryptoException algorithm parameter is set to
with reason javacardx.crypto.Cipher.CIPHER_RSA
CryptoException.NO_SUCH_ALGO externalAccessparameter is set to false
RITHM
5.4.2.1 Method doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff,

short outOffset)

Test Area Reference: Api_3_Gci_Dfin

54211 Conformance requirements

The method with following header shall be compliant to its definition in the API.

public abstract short doFinal (byte[] inBuff,
short inCffset,
short inLength,
byte[] outBuff,
short outOffset)
throws javacard. security. Crypt oException

542111 Normal execution

- CRRNZ1: The method shall return encrypted/decrypted output from all/last input datausing Ks_int_ NAF linked
to NAF ID givenininit()..

- CRRN2: This method shall process any remaining input data buffered by one or more calls to the update()
method as well asinput data supplied in the inBuff parameter.

- CRRN3: After acdl to this method, this Cipher object shall bereset to the state it wasin when previously
initialized viaacall to init() methods. Theinitial vector(1V) used in AES, DES, Korean SEED and SM4
algorithms will be reset to 0.

- CRRN4: When using block-aligned data (multiple of block size), if the input buffer, inBuff and the output
buffer, outBuff are the same array, then the output data area must not partially overlap the input data area such
that the input datais modified beforeiit is used; if inBuff==outBuff and inOffset < outOffset <
inOffset+inLength, incorrect output may result.

542112 Parameter errors
- CRRP1: The method throws java.lang.NullPointerException if inBuff or outOffset is null.

- CRRP2: The method throws java.lang.Arrayl ndexOutOf BoundsException if the check operation on inBuff or
outOffset would cause access of data outside array bounds.

5421.1.3 Context errors

- CRRC1: The method throws javacard.security.CryptoException with the reason code
CryptoException.UNINITIALIZED_KEY if the key (Ks_int_NAF key) isuninitialized.

ETSI




3GPP TS 31.213 version 18.1.0 Release 18 187 ETSI TS 131 213 V18.1.0 (2025-04)

CRRC2: The method throws javacard.security.CryptoException with the reason code
CryptoException.INVALID_INIT if this GBAUCipher object is not initialized.

CRRC3: The method throws javacard.security.CryptoException with the reason code
CryptoException.|LLEGAL_USE if this GBAUCipher algorithm does not pad the message and the message is
not block aligned.

CRRCH4: The method throws javacard.security.CryptoException with the reason code
CryptoException.|LLEGAL_USE if this GBAUCipher algorithm does not pad the message and no input data has
been provided in inBuff or viathe update() method.

CRRC5: The method throws javacard.security.CryptoException with the reason code
CryptoException.|LLEGAL_USE if the decrypted datais not bounded by appropriate padding bytes.

54.2.1.2 Test area files

Test Source: Test Api_3 Gci_Dfin.java

Testcase Api_3_Gci_Dfin_1.java

Test Applet: Api_3 Gci_Dfin_1.java

Cap File: Api_3 Gci_Dfin_1.cap
54.2.1.3 Test coverage
CRR number Test case number
N1 10
N2 12
N3 10
N4 11
P1 1,2
P2 34
Cl 5
C2 6
C3 7
C4 8
C5 9
54214 Test procedure
Id Description API Expectation APDU Expectation
0 The content of EF for Access Control to
GBA_U_APIs include NAF_ID1 and the
AID of appl, which means NAF_ID1 is
corresponding to appl.
Parameter errors
1 |1- Execute GBA _U Procedure with 5- Throw java.lang.NullPointerException
NAF_ID1 and select app1. 7- Throw java.lang.NullPointerException
2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode of
MODE_ENCRYPT.

5- Call doFinal() method, the inBuff is set
to null, and the other parameters are
correct.

6- Call init() method with theMode of
MODE_DECRYPT.

7- Call doFinal() method, the inBuff is set
to null, and the other parameters are
correct..

ETSI




3GPP TS 31.213 version 18.1.0 Release 18 188 ETSI TS 131 213 V18.1.0 (2025-04)

2 |1- Execute GBA_U Procedure with 5- Throw java.lang.NullPointerException
NAF_ID1 and select app1. 7- Throw java.lang.NullPointerException
2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode of
MODE_ENCRYPT.

5- Call doFinal() method, the outOffset is
set to null, and the other parameters are
correct.

6- Call init() method with theMode of
MODE_DECRYPT.

7- Call doFinal() method, the outOffset is
set to null, and the other parameters are

correct.

3 |1- Execute GBA_U Procedure with Step 5 to 8 - Throw
NAF_ID1 and select app1. java.lang.ArraylndexOutOfBoundsExcepti
2- Create the NAF key and set the key on
value. Step 11 to 13 - Throw
3- Create a GBAUCIipher object instance. |java.lang.ArraylndexOutOfBoundsExcepti
4- Call init() method with theMode of on

MODE_ENCRYPT.

5- Call doFinal() method, inOffset is equal
to inbuff.length, and the other parameters
are correct.

6- Call doFinal() method,inOffset is equal
to -1, and the other parameters correct.

7- Call doFinal() method,inLength is equal
to inbuff.length+1, and the other
parameters are correct.

8- Call doFinal() method, inOffset is equal
to 1, inLength is equal to inbuff.length, and
the other parameters correct.

9- Call init() method with theMode of
MODE_DECRYPT.

10- Call doFinal() method, inOffset is
equal to the length of inbuff, and the other
parameters are correct.

11- Call doFinal() method, inOffset is
equal to -1, and other parameters are
correct.

12- Call doFinal() method, inLength is
equal to inbuff.length+1, and the other
parameters are correct.

13- Call doFinal() method, inOffset is equal
to 1, inLength is equal to inbuff.length, and
the other parameters are correct.
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1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode of
MODE_ENCRYPT.

5- Call doFinal() method, outOffset is
equal to outbuff.length, and the other
parameters are correct.

6- Call doFinal() method, outOffset is
equal to -1, and the other parameters are
correct.

7- Call doFinal() method, the length of the
return value is equal to outbuff.length+1,
and the other parameters are correct.

8- Call doFinal() method, outOffset is
equal to 1, the length of the return value is
equal to outbuff.length, and the other
parameters are correct.

9- Call init() method with theMode of
MODE_DECRYPT.

10- Call doFinal() method, the outOffset is
equal to outbuff.length, and the other
parameters are correct.

11- Call doFinal() method, the outOffset is
equal to -1, and the other parameters are
correct.

12- Call doFinal() method, the length of
the return value is equal to
outbuff.length+1, and the other parameters
are correct.

13- Call doFinal() method, the outOffset is
equal to 1, the length of the return value is
equal to inbufflength, and the other
parameters are correct.

Step 5 to 8 - Throw
java.lang.ArraylndexOutOfBoundsExcepti
on

Step 11 to 13 - Throw
java.lang.ArraylndexOutOfBoundsExcepti
on

Context errors

1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create the NAFkey and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode of
MODE_ENCRYPT.

5- Clear the NAFkey value.

6- Call doFinal() method.

7- Set the NAFkey value.

8- Call init() method with theMode of
MODE_DECRYPT.

9- Call doFinal() method.

6 - Throw
javacard.security.CryptoException with
the reason code
CryptoException.UNINITIALIZED_KEY
9 - Throw
javacard.security.CryptoException with
the reason code
CryptoException.UNINITIALIZED_KEY

1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create a GBAUCIipher object instance.
3- Call doFinal() method.

4- Call init() method to initialize the
GBAUCipher object with the key object
with theMode value OxFF.

5- Call doFinal() method.

3-Throw
javacard.security.CryptoException with
the reason code
CryptoException.INVALID_INIT.

5- Throw
javacard.security.CryptoException with
the reason code
CryptoException.INVALID _INIT
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7 |1- Execute GBA _U Procedure with 5- Throw
NAF_ID1 and select app1. javacard.security.CryptoException with
2- Create the NAF key and set the key the reason code
value. CryptoException.ILLEGAL_USE
3- Create a GBAUCIipher object instance.
4- Call init() method to initialize
GBAUCipher object with key object, and
theMode value is set to
MODE_ENCRYPT.
5- Call doFinal() method, and the value of
inLength is set t010.
8 |1- Execute GBA_U Procedure with 5- Throw
NAF_ID1 and select app1. javacard.security.CryptoException with
2- Create the NAF key and set the key the reason code
value. CryptoException.ILLEGAL_USE
3- Create a GBAUCipher object instance. |7- Throw
4- Call init() method to initialize javacard.security.CryptoException with
GBAUCIipher object with key object, and the reason code
theMode value is set to CryptoException.ILLEGAL_USE
MODE_ENCRYPT.
5- Call doFinal() method, and the value of
inLength is set to 0.
6- Call updata() method, and the value of
inLength is set to 0.
7- Call doFinal() method, and the value of
inLength is set to 0.
9 |1- Execute GBA _U Procedure with 5- Throw
NAF_ID1 and select app1. javacard.security.CryptoException with
2- Create the NAF key and set the key the reason code
value. CryptoException.ILLEGAL_USE
3- Create a GBAUCipher object instance. |6- Throw
4- Call init() method to initialize javacard.security.CryptoException with
GBAUCIipher object with key object, and the reason code
theMode value is set to CryptoException.ILLEGAL_USE
MODE_DECRYPT. 7- Throw
5- Call doFinal() method, and the value of |javacard.security.CryptoException with
inLength is equal to the value of the the reason code
correct length minus one. CryptoException.ILLEGAL_USE
6- Call doFinal() method, and the value of
inLength is equal to the value of the
correct length plus one.
7-Call doFinal() method, and the value of
inLength is set to 0.
Normal execution
10 |Note:The test of symmetric algorithm 4- The return value of dofinal is n, and

supports all key types, and when the
algorithm supports padding, the value of
input plaintext n is 1, and when the
algorithm does not support padding, the
block size of the input plaintext is n.

the decryption result is consistent with the
input plaintext.

5- Two return values of dofinal() method
should be correct.

6- Two return values of dofinal() method
should be same and correct.
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1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode value of
MODE_ENCRYPT,call dofinal() method to
encrypt n-byte plaintext. Call init() method
with theMode value of MODE_DECRYPT,
call dofinal method to decrypt the
encryption datas.

5- Call init() method with theMode value of
MODE_ENCRYPT, call dofinal() method
to encrypt n bytes plaintext, Call init()
method with theMode value of
MODE_ENCRYPT, call dofinal() method
to encrypt n+6 bytes plaintext.

6- Call init() method with theMode value of
MODE_ENCRYPT, call dofinal() method
to encrypt n byte plaintext, call init()
method with theMode value of
MODE_ENCRYPT, call dofinal() method
to encrypt the same n byte plaintext.

11

1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode value of
MODE_ENCRYPT(using block-aligned
data), call dofinal() method to encrypt 8
bytes plaintext, inoffset=5, outoffset=1,
inbuff=outbuff, call init() method with
theMode value of MODE_DECRYPT, call
dofinal() method to decrypt the encryption
result, inoffset=5, outoffset=4,
inbuff=outbuff.

5- Call init() method with theMode value of
MODE_ENCRYPT(using block-aligned
data), call dofinal() method to encrypt 8
bytes plaintext, inoffset=1, outoffset=18,
inbuff=outbuff, call init() method with
theMode value of MODE_DECRYPT, call
dofinal() method to decrypt the encrypted
result, inoffset=1, outoffset=18,
inbuff=outbuff

4- The decryption result of dofinal()
method should be consistent with the
plaintext.

5- The decryption result of dofinal()
method should be consistent with the
plaintext.

12

1- Execute GBA_U Procedure with
NAF_ID1 and select app1.

2- Create the NAF key and set the key
value.

3- Create a GBAUCIipher object instance.
4- Call init() method with theMode value of
MODE_ENCRYPT, call update() method
to accumulate 5 bytes of plaintext, call
dofinal() method to encrypt n bytes of
plaintext.

5- Call init() method with theMode value of
MODE_DECRYPT, call update() method
to accumulate 5 bytes of ciphertext, call
dofinal() method to decrypt the encryption
result.

4- The return of dofinal() method should
be correct.

5- The return value’ length of dofinal()
method is n+5, and the decryption result
should be consistent with the plaintext.
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Annex A (normative):
Class, methods and USATFramework tests acronyms

A.1  Toolkit part

USATEnvel opeHandl er Ueh
USATEnvel opeHandl er Syst em Ues
Tool ki t Regi stry Tkr

A.1.1 USATEnvelopeHandler interface

Method name Acronyms
short get Secur edDat aLengt h() Gsdl
short get Secur edDat aOf f set () Gsdo
short get Short MessagelLengt h() Gsml
short get Short MessageO f set () Gsmo
short get TPUDLOf f set () Gtpo
short get User Dat aLengt h() Gudl

Inherited method name: EnvelopeHandler Acronyms
byt e get Channel I dentifier() Gceid
short get Channel Status(byte channel | dentifier) Gcest
byte getltem dentifier() Giid

Inherited method name: BERTLVViewHandler
short getSize() Gtsz

byte get Tag() Gttg

Inherited method name: ViewHandler
byt e conpareVal ue(short val ueO fset, byte[] Cprv
conpar eBuffer, short conpareOfset, short
conpar eLengt h)

short copy(byte[] dstBuffer, short dstOfset, short Copy
dst Lengt h)

short copyVal ue(short valueOfset, byte[] dstBuffer, Cpyv
short dstOffset, short dstlLength)

byt e fi ndAndConpar eVal ue(byte tag, byte[] Facrb Bs
conpar eBuffer, short conpareOfset) B
byte findAndConpareVal ue(byte tag, byte occurrence, Facrbbs Bss

short valueOfset, byte[] conpareBuffer, short
conpareOfset, short conparelength)

short findAndCopyVal ue(byte tag, byte[] dstBuffer, Facyb_Bs
short dstOffset) B
short findAndCopyVal ue(byte tag, byte occurrence, Facybbs_Bss

short valueOfset, byte[] dstBuffer, short
dst O fset, short dstlLength)

byte findTLV(byte tag, byte occurrence) Find
short get Capacity() Gceap
short getLength() Glen
byt e get Val ueByt e(short val ueO fset) Gvby
short get Val ueLengt h() Gvle
short getVal ueShort (short val ueOfset) Gvsh

A.1.2 USATEnvelopeHandlerSystem method

Method Name Acronyms
public static USATEnvel opeHandl er get TheHandl er () Gthd
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Method Name Acronyms
voi d cl ear Event (short event) Cevt
bool ean i sEvent Set (short event) levs
voi d set Event (short event) Sevt
voi d set EventList(short[] eventList, short offset, Sevl
short |ength)

A.2  Acronyms for USATFramework tests
Minimum handler availability Mha
Handler integrity Hin
Applet triggering Apt
Exception handling Exh
Envelope response posting Erp
Toolkit installation Tin
Other parts transferred from APl to CAT RE Api
Framework Security Ufs
Concatenated SMS Csm
Cell Broadcast Service Chbs
A.2.1  Minimum handler availability
Test Area within the chapter Acronyms
ProactiveHandler Pahd
ProactiveResponseHandler Prhd
EnvelopeHandler Enhd
EnvelopeResponseHandler Erhd
USATEnvelopeHandler Uehd
Applet triggering with ongoing proactive session Rent
A.2.2 Handler integrity
Test Area within the chapter Acronyms
ProactiveResponseHandler Prhd
EnvelopeHandler Enhd
USATEnvelopeHandler Uehd
A.2.3 Applet triggering
Test Area within the chapter Acronyms
A.2.4 Exception handling

Method Name Acronyms
General Behaviour Genb
Interaction with Multiple Triggering Imtg
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A.2.5 Envelope response posting

Method Name Acronyms
EVENT_MO_SHORT_MESSAGE_CONTROL _BY_SIM Emcn

A.2.6 Toolkit installation

Method Name Acronyms
Access Domain Acdo
Minimum Security Level Mslv
TAR Value(s) of the Toolkit Application instance Tarv

A.2.7 Other parts transferred from API to CAT RE

Method Name Acronyms
A handler is a temporary JCRE Entry Point object Hepo

A.2.8 Framework security

Method Name Acronyms
Input Data Inda
Output Data Ouda

A.2.9 Concatenated SMS

Method Name Acronyms
Concatenation processing Proc

A.2.10 Cell Broadcast Service

Method Name Acronyms
Multiple message reassembling Mmra

A.3  Acronyms for GBAU U API part (uicc.usim.gba_u)

GBAUCI pher Gei
GBAUSI gnat ure Gsi

A.3.1 GBAUCIipher method

Method name Acronyms
GBAUCI pher get | nstance(byte, bool ean) Ginl
GBAUC pher get | nstance( byt e, byt e, bool ean) Gin2
void init(byte, byte[],short,short, byte[], short, short) Inil
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void init(byte, byte[], short, short, byte[], short, short, Ini2
byte[], short, short)
short update(byte[], short, short, byte[], short) Updt
short doFinal (byte[], short, short, byte[], short) Dfin
byte get Al gorithm() Galg
byt e get G pher Al gorithmn() Gcal
byt e get Paddi ngAl gorithmn() Gpal
GBAUSignature method

Method name Acronyms
GBAUSI gnat ure get | nstance(byt e, bool ean) Ginl
GBAUSI gnat ure get | nstance(byt e, byt e, bool ean) Gin2
void init(byte, byte[],short,short, byte[], short, short) Ini1
void init(byte, byte[], short, short, byte[], short, short, Ini2
byte[], short, short)
short update(byte[], short, short) Updt
short sign(byte[], short, short, byte[], short) Sign
bool ean verify(byte[], short,short, byte[], short, short) Veri
byte get Al gorithm() Galg
byt e get Ci pher Al gorithm() Gcal
short getLength() Glen
byt e get MessageDi gest Al gorithmn() Gmda
byt e get Paddi ngAl gorithmn() Gpal
voi d Sidi
setlnitial Di gest(byte[], short,short, byte[], short, short
)
short Spch
si gnPr eConput edHash(byte[], short, short, byte[], short)
bool ean Vpch
veri f yPreConput edHash(byte[], short, short, byte[], short,
short)
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Annex B (normative):
Global prepersonalization

The file system used to pass the test suiteis described in ETSI TS 102 268 [15] Annex B, with one exception for file
EFsus.

B.1 Under MF and DFteLEcom

The file system used to pass the test suiteis described in ETSI TS 102 268 [15] Annex B, with following exception.

Name Identifier Description Special Notes
EFbir 2F00 Record 1. 61 12 4F 10 AID 1 Where:
Record 2: 61 12 4F 10 AID 2 - xxis the length of ADFusim AID
Record 3: 61 yy 4F xx ADF USIM Al D _ Yy = XX+ 2
EFswms 6F3C  |1% record: 00 FF ...FF(length 176) The file EFswvs should be present under both
2n record: 00 FF ...FF(length 176)  IMF/DFrececom and directly under ADF1. One
3'¢ record: 00 FF ...FR(length 176) o ihese two EFsus files must be linked to the

other one.
Additionally, the following values must be used:
Parameter Value in hexadecimal
KIC Value as described in the TS 31.115 [10] (recommended value: 15)
KID Value as described in the TS 31.115 [10] (recommended value: 15)
CNTR 00 00 00 00 01
Key for ciphering Corresponding to KIC (recommended value: 01 41 42 7F DA E8 91 A7 02 41 42 7F DA E8
91 A7)
Key for RC/CC/DS | Corresponding to KID (recommended value: 01 23 45 67 89 AB CD EF EF CD AB 89 67 45
23 01)

The value for Application PIN 1(Global PIN 1) shall be "0x31 0x31 0x31 0x31 OxFF OxFF OxFF OxFF" and its state
shall be ‘disabled’ during test applets execution.

The value for Application PIN 1 block shall be "0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33" and its state shall be
'disabled' during test applets execution.

B.2 ADF USIM

B.2.1 ADF USIM Files

This clause contains a figure depicting the file structure the ADFysim. ADFusim shall be selected using the AID and
information in EFpir. The USIM AID is defined in the Annex O of 3GPP TS 31.101 [17].
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ADFusim
|
[ [ [ [ |
EFL EFarr EFivsi EFkeys EFkeysps
'6F05' '6F06' '6F07' '6F08' '6F09'
[ [ [ [ |
EFnpPLMN EFust EFsTART-HFN EFTHRESHOLD EFpsLoci
'6F31' '6F38' '6F5B' '6F5C' '6F73'
[ [ [ [ |
EFacc EFFpLMN EFLoc EFap EFecc
'6F78' '6F7B' '6F7E' '6FAD' '6FB7'
[ [ [ [ |
EFHiddenkey EFNeTPAR EFGBap EFGBanL EFurc
'6FC3' '6FC4' '6FD6' '6FDA' '6FE6'
[ [ | |
EFips EFirp EFeaka EFac_cBauAP
I
'6FF1' '6FF2' '6F01' '6F0A'

Figure B.2.1: File identifiers and directory structures of USIM

B.2.2 EFu (Language Indication)

Asdefined in TS 31.102 [4] clause 4.2.1 for the file detail and Annex E for the file content.

B.2.3 EFarr (Access Rule Reference)

Asdefined in TS 31.102 [4] clause 4.2.55 for the file detail and Annex E for the file content.

B.2.4 EFs (IMSI)
Asdefined in TS 31.102 [4] clause 4.2.2 for the file detail.

The file content is as follow:

Logically: 2460813579
Coding: B1 B2 B3 B4 B5 B6 B7 B8 B9
Hex 06 21 64 80 31 75 F9 FF FF

B.2.5 EFkeys (Ciphering and Integrity Keys)

Asdefined in TS 31.102 [4] clause 4.2.3 for the file detail and Annex E for the file content.

B.2.6 EFkeysps (Ciphering and Integrity Keys for Packet Switched
domain)

Asdefined in TS 31.102 [4] clause 4.2.4 for the file detail and Annex E for the file content.

B.2.7 EFnppuvn (Higher Priority PLMN search period)

Asdefined in TS 31.102 [4] clause 4.2.6 for the file detail and Annex E for the file content.
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B.2.8 EFust (USIM Service Table)

Asdefined in TS 31.102 [4] clause 4.2.8 for the file detail.
Thefile content is as follow:

Contents:
Service n°68 Generic Bootstrapping Architecture (GBA) available
Service n°33 shall be set to '1' available
All other services shall be set to "not available”.

B.2.9 EFstarT-Hrn (Initialisation values for Hyperframe number)

Asdefined in TS 31.102 [4] clause 4.2.51 for the file detail and Annex E for the file content.

B.2.10 EFtHresHoLp (Maximum value of START)

Asdefined in TS 31.102 [4] clause 4.2.52 for the file detail and the file content set to 'F1 00 00":

B.2.11 EFpsLoci (Packet Switched location information)

Asdefined in TS 31.102 [4] clause 4.2.23 for the file detail and Annex E for the file content.

B.2.12 EFacc (Access Control Class)

Asdefined in TS 31.102 [4] clause 4.2.15 for the file detail.
Thefile content is as follow:

Logically: One and one access class from 0 — 9, e.g. class 7 for which the coding is 00 80".

B.2.13 EFrpmun (Forbidden PLMNS)

Asdefined in TS 31.102 [4] clause 4.2.16 for the file detail and Annex E for the file content.

B.2.14 EFLoci (Location Information)

Asdefined in TS 31.102 [4] clause 4.2.17 for the file detail and Annex E for the file content.

B.2.15 EFap (Administrative Data)

Asdefined in TS 31.102 [4] clause 4.2.18 for the file detail.

The file content is as follow:

Logically:
Mode of operation: normal operation
Additional information: ciphering indicator feature disabled

Length of MNCintheIMSI: 3 digit

Coding: Bl B2 B3 B4
Hex 00 00 00 03

B.2.16 EFecc (Emergency Call Codes)

Asdefined in TS 31.102 [4] clause 4.2.21 for the file detail.
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The file content is as follow:

Logically: Emergency call code: "122";
Emergency call code aphaidentifier: "TEST";
Emergency call Service Category: Mountain Rescue.
Coding: B1 B2 B3 B4 B5 B6 B7 B8
Hex 21 F2 FF 54 45 53 54 10

B.2.17 EF+iddenkey (Key for hidden phone book entries)

Asdefined in TS 31.102 [4] clause 4.2.42 for the file detail and Annex E for the file content.

B.2.18 EFnetrar (Network Parameters)

Asdefined in TS 31.102 [4] clause 4.2.57 for the file detail and Annex E for the file content.

B.2.19 EFceasr (GBA Bootstrapping parameters)

Asdefined in TS 31.102 [4] clause 4.2.79 for the file detail and Annex E for the file content.

B.2.20 EFcsan. (GBA NAF List)

Asdefined in TS 31.102 [4] clause 4.2.83 for the file detail and Annex E for the file content.

B.2.21 EFurc (USAT Facility Control)

Asdefined in TS 31.102 [4] clause 4.2.93 for the file detail and Annex E for the file content.

B.2.22 EFps (IMEI(SV) Pairing Status)

Asdefined in TS 31.102 [4] clause 4.2.101 for the file detail and Annex E for the file content.

B.2.23 EFrp (IMEI(SV) of Pairing Device)

Asdefined in TS 31.102 [4] clause 4.2.102 for the file detail and Annex E for the file content.

B.2.24 EFeaka (enhanced AKA support)

Asdefined in TS 31.102 [4] clause 4.2.1 for the file detail and the file content set to '00' (enhanced SQN cal culation not
supported).

B.2.25 EFac ceauari (Access Control to GBA U _API)
Asdefined in TS 31.102 [4] clause 4.2.116 for the file detail.
The file content is as follow:
Record 1:
Logically:
Applet Test_api_3 Gci_Ginl: AID A0000000 871005FF FFFFFF89 30010102

NAF ID : FQDN of the NAF, concatenated with the Ua security protocol identifier, with
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FQDN: "naf01"

Ua security protocol identifier: 0x01,0x00,0x00,0x00,0x00 (3GPP Ua security protocol according to
TS33.221 [TS33.221))

Coding: Bl B2 B3 B4 B5 B6 B7 B8 B9 B10
80 1D 10 AO 00 00 00 87 10 05
Bl11 B12 B13 B14 B15 B16 B17 B18 B19 B20
FF FF FF FF 89 30 01 01 02 0B
B21 B22 B23 B24 B25 B26 B27 B28 B29 B30
05 6E 61 66 30 31 01 00 00 00
B31
00

B.2.26 EFu (Language Indication)

Asdefined in TS 31.102 [4] clause 4.2.1 for the file detail and Annex E for the file content.
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Annex C (normative):
Test file description

Every test source iswrittenin JAVA™ and shall use methods defined in Annex D interfaces to communicate with the
card, or to check status word or received data.

In order to be more readable, data specified as method string parameters shall be presented in 4 blocks of 4 bytes per
line. Every block is separated by a space character. Every string line is appended to previous one and shall be aligned.
An exampleis provided in Annex D.

Every test file shall start with acall to reset() method.
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Annex D (normative):
uicc.usim.test.util package, (U)SIM interfaces and testing
script example
See attached files:
- Annex_D_UsimTestUtil.zip
- Annex_D_Usiminterfaces.zip
- Annex_D_Example.zip

NOTE: Since version 18.1.0 the export files are delivered in export format version 2.3.
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Annex E (normative):
Test Area files

See attached file:

- Annex_E_SourceCode.zip

NOTE: Since version 18.1.0 the Ant build file is available in root of "Annex_E_SourceCode.zip" to facilitate generation

of attached files from Annex C, D and E.
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Annex F (informative):
Change history

Change history

Date Meeting |TDoc CR R [Cat |Subject/Comment New

e version

\'
2007-03 [ CT-35 |CP-070066 |- - 2.0.0
2007-03 [ CT-35 |CP-070066 |- - 6.0.0
2007-06 - - - - Update to Rel-7 version (MCC) 7.0.0
2008-09 [ CP-41 |CP-080589 |002 - Correction and completion of JavaTM files in Annex D 7.1.0
2009-03 - - - - Update to Rel-8 version (MCC) 8.0.0
2009-12 - - - - Update to Rel-9 version (MCC) 9.0.0
2010-03 | CP-47 |CP-100180 |005 |1 References update and cleanup 9.1.0
2010-03 [ CP-47 |CP-100182 |007 |1 Addition of Rel-7 tests 9.1.0
2011-03 [ SP-51 - - - Update to Rel-10 version (MCC) 10.0.0
2012-09 [ SP-57 - - - Update to Rel-11 version (MCC) 11.0.0
2013-06 | CP-60 |CP-130373 |0009 |1 Improvement of results reporting 11.1.0
2013-09 [ CP-61 |CP-130529 |0015 |2 Modification of the statements on security parameters 11.2.0
2014-10 [ SP-65 - - - Update to Rel-12 version (MCC) 12.0.0
2015-12 | SP-70 - - - Update to Rel-13 version (MCC) 13.0.0
2016-12 | CP-74 |CP-160791 |0016 | - Correction of CB download command coding 13.1.0
2017-03 | -SA-75 - - Update to Rel-14 version (MCC) 14.0.0
2018-07 | SA-80 Update to Rel-15 version (MCC) 15.0.0
2019-12 | CP-86 |CP-193078 |0017 |2 Test case 5.2.2.3, Id 22: correction of envelope content 15.1.0
2020-07 |CP-88e - - Update to Rel-16 version (MCC) 16.0.0
2020-09 |CP-89e |CP-202136 |0020 | - Correction Test Case 5.3.6.1 Minimum security level 16.1.0
2022-04 - - - - | - |Update to Rel-17 version (MCC) 17.0.0
2024-03 - - - - | - |Update to Rel-18 version (MCC) 18.0.0
2025-03 |CT#107 |CP-250062 [0024 | - | F |Corrections on document vs code discrepancy and cleaning |18.1.0

on test case without source code

2025-03 |CT#107 |CP-250062 |0025 | - | F |Corrections on document test cases without source code 18.1.0
2025-03 |CT#107 |CP-250063 |0022 |5 | B |GBA_U API test case 18.1.0
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History
Document history
V18.0.0 May 2024 Publication
V18.1.0 April 2025 Publication
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