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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.

ETSI
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1 Scope

The present document specifies the security and privacy aspects of AloT servicesin the 5G System (5GS), complying
to the requirementsin TS 22.369 [4], applicable to the AloT Device types, traffic types, use cases and connectivity
topologies defined in TS 38.300 [3], and based on the architecture defined in TS 23.369 [2].

The AloT system is defined as private network, i.e. isolated network deployment that does not interact with a public
network, e.g. an SNPN.

Security features for AloT servicesinclude:
1. Network Layer Authentication between AloT device and 5G core
a. AIOTF isthe endpoint in the 5G core
b. Credentials are securely stored in the ADM on the network side

NOTE 1: The credentials are assumed to be stored in a secure environment in the ADM. How thisisrealized is | eft
to implementation. The requirements will reflect this.

¢. Secure storage and processing of credentialsin the AloT device.
NOTE 2: Void

d. Security aspects of the storage of the credentials at the ADM
2. Confidentiality, anti-replay and integrity protection of information during AloT service communication
3. Privacy of AloT device identifiers using the AloT temporary identifier.

4. Security to protect the permanent disabling RF transmission capabilities of AloT device(s).

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.369: "Architecture support for Ambient power-enabled Internet of Things'.

[3] 3GPP TS 38.300: "NR; NR and NG-RAN Overall description; Stage-2".

[4] 3GPP TS 22.369: " Service requirements for Ambient power-enabled 10T".

[5] 3GPP TS 33.501: "Security architecture and procedures for 5G System".

[6] 3GPP TS 38.391: "Ambient loT Medium Access Control Protocol specification™.

[7] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture
(GBA)".

[8] 3GPP TS 23.003: "Numbering, addressing and identification".
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3 Definitions of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in
the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

AloT Device: as specified in TS 23.369 [2].

3.2 Symbols

Void

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

ADM AloT Data Management
AloT Ambient Internet of Things
AIOTF Ambient loT Function
D2R Device to Reader

R2D Reader to Device

ETSI



3GPP TS 33.369 version 19.2.0 Release 19 9 ETSI TS 133 369 V19.2.0 (2026-04)

4 Security requirements for AloT service

4.1 General

Two functional cases are supported: inventory, command.

The AloT RAN reader is assumed to be trusted, i.e., authorized from network side to communicate with the AloT
device.

4.2 Security Requirements

4.2.1 Requirements on the device

4211 Secure storage and processing of credentials

The long-term credentials used for authentication shall be securely stored and processed on the AloT device.
The long-term credentials shall be protected against cloning when stored or processed.

Thelong-term credentials shall be confidentiality and integrity protected when stored and processed.

In the present document, the AloT system is defined as private network (isolated network deployment that does not
interact with a public network) e.g. SNPN, and the AloT device credential's storage follows 3GPP defined requirements,
the exact mechanism is out of scope of 3GPP (similar to Annex [.2.2 of TS 33.501 [5]). This means that no
interconnection exists between AloT systems and PLMNSs.

NOTE 1: In case UICC is used, the exact form factor and whether it is removable, non-removable or integrated is
out of scope of 3GPP.

NOTE 2: UICC provides protection for long-term credential s against physical and logical attacks.

42.1.2 Requirements related to authentication between device and network
The AloT device shall support:

- amethod for pseudo-random bit generation.

4.2.1.3 Requirements for command protection

The AloT device shall support confidentiality protection of AloT NAS messages between the AloT device and the
AIOTF.

Confidentiality protection of AloT NAS messages between the AloT device and the AIOTF is optional to use.
The AloT device shall support the following ciphering algorithms:
NEAO and 128-NEA?2 as specified in Annex D of TS 33.501 [5].

The AloT device shall support integrity protection and replay protection of AloT NAS messages between the AloT
device and the AIOTF.

Integrity protection of AloT NAS messages between the AloT device and the AIOTF is mandatory to use.
The AloT device shall support the following integrity algorithms:
128-NIA2 as specified in Annex D of TS 33.501 [5].
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4.2.1.4 Requirements for identifier privacy

- Thedevice shall support a mechanism for the use of temporary 1Ds.

4.2.2 Requirements on the AIOTF

4221 Requirement on Authentication

The AIOTF shall authenticate the AloT device.

4222 Requirements on Communication Protection

The AIOTF shall support confidentiality protection of AloT NAS Command request and response between the AloT
device and the AIOTF.

The AIOTF shall support the following ciphering a gorithms:
NEAO, 128-NEAZ2 as defined in Annex D of the TS 33.501 [5].

Confidentiality protection of AloT NAS Command request and response between the AloT device and the AIOTF is
optional to use.

The AIOTF shall support integrity protection of AloT NAS Command reguest and response between the AloT device
and the AIOTF.

The AIOTF shall support the following integrity algorithms:
128-NIA2 as defined in Annex D of the TS 33.501 [5].

Integrity protection of AloT NAS Command request and response between the AloT device and the AIOTF is
mandatory to use.

The AIOTF shall support selection of confidentiality and integrity algorithms for protecting AloT NAS Command
request and response between the AloT device and the AIOTF based on operator’ s local policy.

4.2.2.3 Requirements on Privacy

The AIOTF shall support a mechanism for the use of temporary IDsand it is optional for network to use.

4.2.3 Requirements on the ADM

For network layer authentication between AloT device and 5G core, credentials shall be securely stored in the ADM. In
case of SNPN, AloT device credential can be stored in the credential holder instead of ADM.

NOTE:  Security mechanisms for storage of AloT device credentialsin the ADM are left to implementation.

4.2.4  Security Requirements on the NG-RAN
AlOT2 isthe reference point between the AIOTF and the NG-RAN.

NG-RAN shall support the use of integrity, confidentiality and replay protection with the AIOTF over the AIOT2
interface.

5 Security procedures for Ambient 10T service

5.1 General

This clause describes the security procedures for Ambient 10T service. The requirements can be found in clause 4.
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5.2 Authentication procedure

5.2.1 General

This clause describes the authentication procedure for Ambient 10T devices for both Inventory procedure and
Command procedure when authentication is triggered by the network. Device authentication shall always be performed
for the Inventory Procedure.

NOTE: Kaior root iS the long-term key.

5.2.2 Authentication procedure

The authentication procedure is aligned with inventory procedure and command procedure in 6.2.2 and 6.2.3 of TS
23.369[2].

AloT

; NG-RAN AIOTF ADM NEF AF
Device

[ [ [ [

0. Step 1-6 of clause 6.2.2 for inventory or 6.2.3 for Command as in TS 23.369

la. Nadm_SecRAND_Get Request

>

1b. Generate RAND o1 n

1c. Nadm_SecRAND_Get Response
(RANDaoT n)

A

3 Paging message < 2. Inventory Request

(RANDAa(0T n) (RAND o n)

4. Derive RESp o7 for network
authenticating AloT Device

5. D2R message
(RANDaot_d, RESai0T)

6. Inventory Report
(RAND ot _d, RESaioT)

A

7. Nadm_SecAuthentication_Get Request

»|
»

8. Derive XRESa0o1

9. Nadm_SecAuthentication_Get Response

<
<

10. Verify RESA|0T

11a. Nadm_SecSessionKey_Get Request

Figure 5.2.2-1: Authentication procedure

0. Step 1-6 of clause 6.2.2 for the inventory procedure or clause 6.2.3 for the command procedurein TS 23.369 [2] is
performed.

1. AIOTF shall invoke Nadm_SecRAND_Get service operation towards ADM. ADM shall generate and return
RANDaiot ntowards AIOTF.

2. AIOTF shall send an Inventory Request message including RANDaior_n in addition to the AloT Identification
Information specified in clause 31.7 of TS 23.003 [8]to NG-RAN.

3. NG-RAN shall include RANDajor nin the paging message to the AloT Device in addition to the AloT Identification
Information.

NOTE 1: An active attack may send a new paging message to the AloT Device while there is an ongoing procedure
inthe AloT Device. The AloT Device will abort the ongoing procedure and respond to the new paging
message. The security measure to such Denial-of-Service attack is not specified in present document.
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NOTE 2: While alegitimate network is performing an inventory operation, an attacker may cause amplification of
resource exhaustion at the legitimate network side by sending AloT paging messages for all AloT
Devices or to alarge group of AloT Devices, which causes large number of AloT Devices sending D2R
messages to the legitimate network that the legitimate network does not expect to receive. The security
measure to such amplification of resource exhaustion attack is not specified in present document.

4. Upon receiving the paging message, if the AloT Device determinesit needs to respond based on the AloT Device
Identification Information, the AloT Device shall generate a pseudo-random number RANDajor ¢, calculate RESaior
using Kaior rooty RANDajoT_n, @nd RANDAajor o (See Annex A.2) for network authenticating the AloT Device.

5. AloT Device shall send a D2R message including an AIOT NAS message to the NG-RAN. The AIOT NAS message
includes RESaior and RANDA|0T_d.

6. NG-RAN shall send an Inventory Report message to AIOTF, including the AIOT NAS message containing RESajor
and RANDA|OT_d.

7. AIOTF shall invoke Nadm_SecAuthentication_Get service operation with the AloT Device Identification
Information, RANDaior n, and RANDajor g towards ADM.

NOTE 3: The authentication is expected to be run more often than normal UE, (e.g., during each inventory
procedure), which has load impact on the ADM.

8. ADM shall calculate XRESx ot using the same method asin AloT Device (see Annex A.2).
9. ADM shall return XRESaior and AloT Device Permanent Identifier if not included in step 7 to AIOTF.
10. AIOTF shdll Verify RESaioT.

11. If the verification is successful, for command case, the AIOTF shall invoke Nadm_SecSessionKey_Get service
operation with AloT Device Permanent Identifier, RANDaor_n, and RANDAaor_q towards ADM. ADM shall calculate
and return Kajorr if it receives arequest from AIOTF (see AnnexA.3).

The steps 12-14 in clause 6.2.2 for inventory procedure or the step 8-11 of clause 6.2.3 for command procedurein TS
23.369 [2] continue.

For the command procedure, the AloT device implicitly authenticates the network viaintegrity check of the AIOT NAS
Command Reguest message as specified in clause 5.3.2 of present document.

5.3 Protection of information during AloT service
communication

531 General

This clause describes the security procedures for the information protection in command message. The protection of
information is provided as part of the AloT NAS protocol between AloT device and AIOTF. The AIOTF acts asthe
security termination point for AloT information protection.
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5.3.2 Security procedure on information protection during command

procedure
AloT device NG-RAN AIOTF ADM AF
1. AloT_Command Request
2. Inventory procedure
3. Command Request
4. R2D message Protected NAS Command
(Protected NAS Command Request)
Request) <
5. Process the
protected message
6. D2R message 7. Command Response
(Protected NAS Command |(Protected NAS Command
Response) _ Response)
8. Process the
protected message
9. AloT_Command Notify

Figure 5.3.2-1: Security procedure on the information protection during command procedure

1. The command procedureisinitiated as specified in step 1-6 of clause 6.2.3 of TS 23.369 [2].

2. The procedure as described in clause 5.2.2 shall be performed. The device and AIOTF acquire the K aiorr key to
be used for command protection. The derivation of Kaiorr key is specified in Annex A.3.

3. The AIOTF shall construct a AIOT NAS Command Request and protect the message based on the K command enc,
K command_int, and the confidentiality and integrity algorithms for the AloT device. The AIOTF shall send the
protected AIOT NAS Command Request containing an indication on whether cyphering is activated or not to
NG-RAN. The derivation of KCommand_enc and KCommand_int is specified in Annex A.4. The ciphering
indication shall only be integrity protected.

NOTE 1: Thewhole AIOT NAS Command Request message is integrity protected. If ciphering is activated (i.e., the
ciphering algorithm is 128-NEA?2), the AIOT NAS Command Request message is partly ciphered with
the ciphering indication remaining in clear text.

4. The NG-RAN shall send a R2D message containing the protected AIOT NAS Command Request as specified in
TS38.300[3] and TS 38.391 [6].

NOTE 1a It isleft to implementation when Kajorris derived on the device.

5. TheAloT device shall derive the Kcommand enc, K command int and process the protected AIOT NAS command
Request. If the verification of integrity is successful, the AloT device shall decipher the protected AIOT NAS
Command Request if ciphering is activated. The AloT device shall construct an AIOT NAS Command
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Response and protect it based on the derived key(s) and the received indication on whether ciphering is activated
or not.

6. The AloT device shall send a D2R message containing the protected AIOT NAS Command Response to the NG-
RAN as specified in TS 38.300 [3] and TS 38.391 [6].

7. The NG-RAN shall forward the protected AIOT NAS Command Response to the AIOTF.

8-9. The AIOTF shall processthe protected AIOT NAS Command Response. If the verification of integrity is
successful, the AIOTF shall decipher the protected AIOT NAS Command Response if ciphering is activated.
Then, the AIOTF shall continue the procedure as specified in clause 6.2.3 of TS 23.369 [2].

NOTE 2: It is assumed that there is only one round of command procedure per device following an inventory
procedure. Since the Kaiore key is fresh, there is no need for additional freshness parameters for replay
protection.

NOTE 3: It is assumed that in the present document no new algorithms will ever be introduced for information
protection during command procedure.
5.3.3 Input and output parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[5] shall be set as follows.
The KEY input is equal to the K command int KeY.
The MESSAGE is set to the content of AIOT NAS Command Request or AIOT NAS Command Response.
The DIRECTION bit is set to O for uplink and 1 for downlink.
The BEARER is set to all zeros.
The COUNT issetto all zeros.

The output is a 32-bit message authentication code used for integrity verification.

5.3.4 Input parameters to ciphering algorithm

The input parameters for the ciphering algorithms shall be the same as the ones used for NAS integrity protection as
described in clause 5.3.3, with the exception that there is an additional input parameter, namely the length of the key
stream to be generated by the ciphering algorithms and the KEY input is equal to the Kcommand_enc key.

54 Protection of AloT Device identifier privacy

54.1 General

This clause describes the mechanismsto protect AloT Device identifier privacy during the inventory procedure. The
mechanism is based on the use of a Temporary ID (i.e., T-ID). The T-ID is generated based on the key (i.e., KaioT root)
shared between AloT Device and ADM. Depending on the situation and deployment scenario, the network operator can
choose which paging procedure to use.

When privacy protection is not used during the inventory procedure, the T-1D is not used. The AloT Deviceincludesits
AloT Device Permanent Identifier as a device identification information in the procedure specified in clause 5.2.2.

54.2 The AloT Device ldentifier protection for inventory with filtering
information

For the protection of AloT Device Permanent Identifier during the inventory procedure described in clause 5.2.2, the
following change shall apply:

- Instep 4, the AloT Device determinesit needs to reply to the NG-RAN based on the received filtering
information.
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NOTE 1: The attacker may obtain an AloT Device ID by performing a bitwise enumeration in multiple paging

messages. To mitigate the attack, the AloT Device need to be configured with filtering information to
match by limiting which bits of AloT Device Identifier is allowed for filtering information (guidance
would beto limit to the leftmost n bits of the AloT Permanent Device Identifier, e.g., only alow filtering
information for the leftmost 64 bits and not respond otherwise).

In steps 5 and 6, the AloT Identification Information is not included in the D2R message and Inventory Report
message.

In step 7, Filtering Information is used asthe AloT Identification Information.

In step 9, ADM shall send the AloT Device Permanent |dentifier corresponding to XRESa ot to AIOTF.

NOTE 2: The AIOTF identifies the AloT device by checking the received RESa or. Therefore, AloT Device

Identification Information is not needed in the D2R and Inventory Report message.

NOTE 3: When inventory with filtering information is used, after receiving the D2R message, the ADM has to

exhaustively derive XRESaiors with al the long-term keys (i.e., Kaior root) Of the AloT devicesin the
group that was paged for every RAND ot _dreceived. The AIOTF then, need to check XRESa ot with the
received RESaiot. Therefore, the size of the group should be chosen accordingly to reduce the energy
consumption, inter NF interaction, and latency.

5.4.3 Procedure for AloT Device Identifier protection with T-ID update

during Individual inventory

For the protection of AloT device permanent identifier during the inventory procedure with AloT Device Identifier
described in clause 5.2.2, the following changes shall apply:

Instep 1, AIOTF shall invoke Nadm_SecTID_Get service operation to retrieve a T-1D (T-1D_n) in addition to
the RANDaior_» from ADM using the AloT Device Permanent Identifier. The ADM shall, based on T-ID
handling information stored in the AloT device profile, either fetch the stored T-ID in the AloT Device profile or
generate the T-1D based on the AloT Device Permanent Identifier as specified in Annex B.1, and send the T-ID
to the AIOTF.

In steps 2, 3, and 4, the T-ID shall be used asthe AloT Identification Information.

In step 2 the AIOTF includes the T-1D handling information in the Inventory Request message. T-ID handling
information includes:

- T-ID typethat can be either a concealed type or a stored type. If the T-1D type is the concealed type, the T-1D
is generated based on the AloT Device Permanent Identifier. If the T-1D isthe stored type, the T-ID is
generated based on the stored T-1D as specified in Annex B.1.

- Whether the stored T-ID type is updated with a command via a Command procedure or without a command
during step 4.

NOTE A: If the T-ID is of stored type, theinitial value of the T-ID isto be computed based on the AIOT Device

Permanent 1D.
In step 3, NG-RAN includes the T-1D handling information in the paging message.

In step 4, the AloT device, based on the T-1D handling information in the paging message, generatesthe T-1D in
the same way asthe ADM did in step 1 if the T-1D typeis concealed type, or retrievesthe T-ID if the T-1D type
is stored type. The AloT device determinesit needsto reply to the NG-RAN if the generated or retrieved T-1D
matches the received T-ID. In case the stored T-1D update shall be done without a command, the AloT Device
generatesanew T-1D_n+1 as specified in Annex B.1 and storesthe new T-ID_n+1asT-ID_n.

In steps 5 and 6, the AloT Identification Information is not included in the D2R message and the Inventory
Report message.

In step 7, the AloT Device Permanent Identifier is used asthe AloT Identification Information.

In step 10, if the verification of RESAIOT is successful and if the T-ID type is stored type, then AIOTF shall
instruct the ADM to derive anew T-ID (T-1D_n+1) as specified in Annex B.1 and to storeit as T-ID_ninthe
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AloT Device profile. If the T-1D isto be updated by command, the AIOTF shall also obtain the newly derived T-
ID from the ADM.

NOTE 1: The AIOTF identifiesthe AloT Device by checking the received RESaior parameter. Therefore, the AloT
Identification Information is not needed in the D2R message and the Inventory Report message.

NOTE 2: In case of concealed T-ID type, every AloT Device that receives an Inventory Request with T-1D needsto
perform aT-1D matching by generating a T-ID based on the Kaior root and check if the generated T-ID
matches the received T-ID. It is assumed that the AloT Device that receives the Inventory Request has
enough energy to perform this T-1D matching in addition to the Inventory procedure specified in clause
5.2.2.

NOTE 3: Inthe case of stored T-ID type, the stored T-IDs on the device side and network side can get out of synch.
The handling of such situation is described in clause 5.4.4.

NOTE 4: When the T-1D is updated using the command procedure, protection of AloT device identifier privacy is
only realized if the Command Request is encrypted.

- After step 10, if the stored T-1D update is performed viaa Command procedure and the AloT Device supports
this, the AIOTF sends an encrypted AIOT NAS Command Request message containing the new T-1D requested
from the ADM to the AloT Device. Upon receipt of the Command Request message, the AloT Device stores the
new T-ID.

5.4.4  Out-of-Synch detection and Resynchronization of T-1D

In case the network does not receive an Inventory Response from an AloT Device after an Individual Inventory
Request, it may occur because that the AloT Device and the network are out of synch with the T-1Ds. The out-of-synch
can happen if e.g.:

- TheInventory Response or Command Response from the Device was lost during transmission due to radio link
issues e.g. interference, range, etc. in that case the AloT Device would generate the T-1D_n+1, but the ADM would
not generate the T-ID_n+1 or not know that the device has received the T-ID_n+1 asit did not get any response.

- Something went wrong during the Inventory or Command procedure e.g., the AloT Device managed to write to
the NVM but not send the inventory response or command response, or the AloT Device sent the inventory response
or command response but was not able to write to the NVM.

If the AIOTF performed Individual Inventory with the stored T-ID and did not receive the response from the AloT
device, the AIOTF invokes Nadm_SecTID_Get service operation with Resynchronization indicator and the
RANDajoT ntoindicate T-1D seguence recovery to the ADM, and retrieves the T-1D of the concealed T-ID type from
the ADM. Then, the AIOTF performs Individual Inventory to the AloT device with the concealed T-ID. The AIOTF
may use the command request message to update the stored type T-1D with anew T-ID in the device. The AIOTF
requests the ADM to update the T-ID and retrieves this T-ID from the ADM. After the successful command procedure,
the T-IDsin the device and the ADM arein sync.

Editor’s Note: The T-1D update service operation is to be updated.

5.5 Protection between AloT network elements

For the interfaces specified in clause 4.3 of TS 23.369 [2], the security procedures specified in clause 13 in TS 33.501
[5] appliesto the service-based interfaces within 5G core network for Ambient 10T. The mechanism described in clause
12.3 of TS 33.501 [5] appliesto the NEF-AF interface.

The security mechanism specified for N2, between 5G-AN and AMF defined in clause 9.2 of TS 33.501 [5], appliesto
the AIOT2 interface between AIOTF and NG-RAN.

5.6 Protection of the disabling RF transmission capabilities

For the protection of the permanent disabling RF transmission capabilities of AloT device(s), the security procedure for
the information protection in clause 5.3 in the present document applies to the protection of the disabling messages.
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6 Security related services

6.1 Services provided by ADM

6.1.1 General

The following table shows the Nadm_Sec service and Service Operations related to AloT security.

Table 6.1.1-1: List of ADM Services

Service Name Service Operations Operation Example
Semantics Consumer(s)
Nadm_Sec RAND_Get Request/Response | AIOTF
Authentication_Get Request/Response | AIOTF
SessionKey_Get Request/Response | AIOTF
TID_Get Request/Response | AIOTF

6.1.2 Nadm_SecRAND _Get service operation
Service operation name: Nadm_SecRAND _Get.

Description: Requester NF gets the RANDajor n(S) from ADM.

Input, Required: None.

Input, Optional: None.

Output, Required: RANDaior n.

Output, Optional: None.

6.1.3 Nadm_SecAuthentication_Get service operation
Service operation name: Nadm_SecAuthentication_Get.

Description: Requester NF gets the authentication datafrom ADM.

Input, Required: RANDAaior_d(S), RANDaior n,.

Input, Optional: AloT Device Permanent |dentifier or filtering information.

Output, Required: XRESaot(9).

Output, Optional: AloT Device Permanent Identifier(s) .

6.1.4 Nadm_SecSessionKey Get service operation
Service operation name: Nadm_ SecSessionKey _Get.

Description: Requester NF gets the Kajore from ADM.

Input, Required: AloT Device Permanent Identifier, RANDaior_n, RANDAioT 4.
Input, Optional: None.

Output, Required: Kajorr.

ETSI



3GPP TS 33.369 version 19.2.0 Release 19 18 ETSI TS 133 369 V19.2.0 (2026-04)

Output, Optional: None.

6.1.5 Nadm_SecTID_Get service operation

Service operation name: Nadm_SecTID_Get.

Description: Requester NF gets the Temporary ID (T-ID) for agiven AloT device from ADM.
Input, Required: AloT Device Permanent ID.

Input, Optional: Resynchronization indicator, RANDaior n

Output, Required: T-ID, T-ID handling type.
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Annex A (normative):
Key derivation functions

A.1  KDF interface and input parameter construction

A.1.1 General

All key derivations (including input parameter encoding) for 5GC shall be performed using the key derivation function
(KDF) specified in Annex B.2.0 of TS 33.220[7].

This clause specifies how to construct the input string, S, and the input key, KEY/, for each distinct use of the KDF.
Notethat "KEY" is denoted "Key" in TS 33.220 [7].

A.1.2 FC value allocations

The FC number space used is controlled by TS 33.220 [7], FC va ue allocated for the present document is Ox8F-0x92.

A.2 RESaior and XRESaior derivation function

When deriving a RESajor and XRESa ot from Kajor reot (Of at least 128 bit length), the following parameters shall be
used to form the input Sto the KDF:

- FC=0x8F,

-  PO=RANDaior n,

- LO = length of RANDaor n (i.€. 0X00 0x10),

- P1=RANDaor d.

- L1 =length of RANDaor 4 (i.€. 0X00 0x10),

- P2 =AloT device permanent identifier,

- L2 =length of AloT device permanent identifier,

Theinput key KEY shall be Kaior root- The RESaior and XRESa ot are defined as the 64 least significant bits of the
output of the KDF.

A.3 Kaiote derivation function

When deriving a 128-bit K ajorr from Kaior _roat, the following parameters shall be used to form the input S to the KDF:
- FC=0x90,
- PO=RANDaior n,
- LO=length of RANDAajor n (i.€. 0x00 0x10),
- P1=RANDaor d.
- L1 =length of RANDaor 4 (i.€. 0X00 0x10),
The input key KEY shall be the Kaior oot

The Kaiore isidentified with the 128 least significant bits of the output of the KDF.
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A4 KCommand_enc and KCommand_int del’lvatlon funCtlon

When deriving a 128-bit K command_enc OF 128-bit K command int from Kajorr, the following parameters shall be used to form
theinput Sto the KDF:

- FC=0x91,
- PO =agorithm type distinguisher as specified in Table A.4-1.
- LO=length of agorithm type distinguisher (i.e. 0x00 0x01)

Table A.4-1: Algorithm type distinguishers

Algorithm distinguisher Value
Encryption algorithm 0x01
Integrity algorithm 0x02

Theinput key KEY shall be the Kajorr.
The K command_enc / Kcommand_int 1S identified with the 128 least significant bits of the output of the KDF.
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Annex B (normative):
Temporary ldentifier generation functions

B.1 T-ID generation

When generating atemporary identifier (i.e., T-ID) from Kaior root, the following parameters shall be used to form the
input Sto the KDF:

- FC=0x92,

- PO=T-ID_nor AloT device Permanent ID,
- LO=lengthof T-ID_n,

- P1=RANDaior n,

- L1 =Ilength of RANDAaiort n

Theinput key KEY shall be Kaior root- The PO input is either the stored T-1D_n or AloT device Permanent ID. The T-ID
is defined as the 128 least significant bits of the output of the KDF.
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