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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the security architecture, i.e., the security features and the security mechanisms for the
Evolved Packet System and the Evolved Packet Core, and the security procedures performed within the evolved Packet
System (EPS) including the Evolved Packet Core (EPC) and the Evolved UTRAN (E-UTRAN).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universa
Terrestrial Radio Access Network (E-UTRAN) access'.

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 33.102: "3G security; Security architecture'.

[5] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); I P network layer security”.

[6] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7] IETF RFC 4303: "1P Encapsulating Security Payload (ESP)".

[8] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.

[9] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[10] —[11] Void.

[12] 3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data
Convergence Protocol (PDCP) specification”

[13] 3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

[14] 3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2
and UIA2 specifications'

[15] NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "

[16] NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of
Operation”.

[17] NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of

Operation: The CMAC Mode for Authentication".

[18] —[20] Void.
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[21]

[22]
[23]

[24]

[25]

[26]

[27]

[28]
[29]

[30]

[31]

[32]

[33]

[34]
[35]

[36]
[37]
[38]
[39]

[40]

[41]

[42]

[43]
[44]

3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control
(RRC); Protocol specification”.

3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Service aspects; Service principles'.

3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio
Access Network; Radio Resource Control (RRC); Protocol Specification .

3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group
GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Maobile Station (MS)
- Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC)
protocol.

3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in
idle mode".

3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

(void)

ETSI TS 102 484 VV10.0.0: "Smart Cards; Secure channel between a UICC and an end-point
terminal”.

3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

3GPP TS 31.116 "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM
Toolkit applications’.

ETSI TS 102 221 V9.2.0: "Smart Cards; UICC-Terminal interface; Physical and logical
characteristics’'.

3GPP TS 35.221: "Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3
and EIA3 specifications'.

RFC 4301.: " Security Architecture for the Internet Protocol”.

3GPP TS 22.346: "Isolated Evolved Universal Terrestrial Radio Access Network (E-UTRAN)
operation for public safety; Stage 1".

3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
3GPP TS.33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
IETF RFC 7296: " Internet Key Exchange Protocol Version 2 (IKEv2)".

|EEE 802.11, Part 11: "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
specifications, |IEEE Std.".

3GPP TS 36.463: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and
Wireless LAN (WLAN); Xw application protocol (XwAP)".

3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP
accesses'.

3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1
Application Protocol (S1AP)".

3GPP TS 33.501: " Security architecture and procedures for 5G system".
3GPP TS 38.300: "NR; Overall description; Stage-2".

ETSI



3GPP TS 33.401 version 19.2.0 Release 19 13 ETSI TS 133 401 V19.2.0 (2026-02)

[45] 3GPP TS 36.423: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); X2
Application Protocol (X2AP)".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1], in TS 33.102 [4] and the
following apply. A term defined in the present document takes precedence over the definition of the same term, if any,
in TR 21.905 [1].

Access Security Management Entity: entity which receives the top-level keysin an access network from the HSS. For
E-UTRAN access networks, the role of the ASME is assumed by the MME

Activation of security context: the process of taking into use a security context.
Authentication data: Datathat is part of a security context or of authentication vectors.
Chaining of Keng: derivation of anew Keng from another Kens (i-€., at cell handover)

Current EPS security context: The security context which has been activated most recently. Note that a current EPS
security context originating from either a mapped or native EPS security context may exist simultaneously with a native
non-current EPS security context.

ECM-CONNECTED state: Thisisasdefined in TS 23.401 [2]. The term ECM-CONNECTED state corresponds to
the term EMM-CONNECTED mode used in TS 24.301 [9].

ECM-IDLE state: Asdefinedin TS 23.401 [2]. The term ECM-IDLE state corresponds to the term EMM-IDLE mode
used in TS24.301 [9].

EPS-Authentication Vector: Kasue, RAND, AUTN, XRES

EPS security context: A state that is established locally at the UE and a serving network domain. At both ends "EPS
security context data’ is stored, that consists of the EPS NAS security context, and the EPS AS security context.

NOTE 1: An EPS security context has type "mapped"”, "full native" or "partial native". Its state can either be
"current” or "non-current”. A context can be of one type only and be in one state at atime. The state of a
particular context type can change over time. A partial native context can be transformed into a full
native. No other type transformations are possible.

EPS AS security context: the cryptographic keys at ASlevel with their identifiers, the Next Hop parameter NH, the Next
Hop Chaining Counter parameter NCC used for next hop access key derivation, the identifiers of the selected AS level
cryptographic algorithms, counters used for replay protection and SCG Counter used as freshness input into S-Keng
derivations. Note that the EPS AS security context only exists when cryptographically protected radio bearers are
established and is otherwise void.

NOTE 2: NH and NCC need to be stored also at the MME during connected mode.

EPS AS Secondary Cell security context: This context consists of the cryptographic keys for SeNB (Kupenc), the
identifier of the selected AS SC level cryptographic agorithm and counters used for replay protection.

EPS NAS security context: This context consists of Kasve with the associated key set identifier, the UE security
capabilities, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT vaues are
used for each EPS NAS security contexts, respectively. The distinction between native and mapped EPS security
contexts also appliesto EPS NAS security contexts. The EPS NAS security context is called "full” if it additionally
contains the keys Knasine and Knasenc @nd the identifiers of the selected NAS integrity and encryption algorithms.

Feeder link: asdefined in TS 36.300 [5].

Full native EPS security context: A native EPS security context for which the EPS NAS security context is full
according to the above definition. A full native EPS security context is either in state "current” or state "non-current”.
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Forward security: In the context of Kene key derivation, forward security refers to the property that, for an eNB with
knowledge of a Keng, shared with a UE, it shall be computationally infeasible to predict any future Keng, that will be used
between the same UE and another eNB. More specifically, n hop forward security refers to the property that an eNB is
unable to compute keys that will be used between a UE and another eNB to which the UE is connected after n or more
handovers (n=1 or 2).

IAB-node: Asdefinedin TS 23.401 [2].
|AB-donor: Asdefined in TS 23.401 [2].
L egacy security context: A security context which has been established according to TS 33.102 [4].

Mapped security context: Security context created by converting the current security context in the source system to a
security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys. The EPS NAS
security context of a mapped security context is full and current.

Native EPS security context: An EPS security context whose Kasve was created by arun of EPS AKA.

Non-current EPS security context: A native EPS security context that is not the current one. A non-current EPS security
context may be stored along with a current EPS security context in the UE and the MME. A non-current EPS security
context does not contain an EPS AS security context. A non-current EPS security context is either of type "full native'" or
of type "partial native".

Partial native EPS security context: A partia native EPS security context consists of Kaswe with the associated key set
identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which areinitially set to zero
before the first NAS SMC procedure for this security context. A partial native EPS security context is created by an EPS
AKA, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-
current”.

Re-derivation of NAS keys: derivation of new NAS keys from the same Kasve but including different algorithms (and
no freshness parameter)

Refresh of Kens: derivation of a new Keng from the same Kasve and including a freshness parameter

Re-keying of Keng: derivation of anew Keng from anew Kasve in ECM-CONNECTED (i.e,, . to activate a partial
native EPS security context, or to re-activate a non-current full EPS security context)

Re-keying of NAS keys: derivation of new NAS keys from anew Kasve
Servicelink: asdefined in TS 36.300 [5].
Store and Forward Satellite operation: asdefined in TS 23.401 [2].

UE security capabilities. The set of identifiers corresponding to the ciphering and integrity algorithms implemented in
the UE. Thisincludes capabilities for EPS AS and NAS, and includes capabilities for UTRAN and GERAN if these
access types are supported by the UE.

UE EPS security capabilities: The UE security capabilities for EPS AS and NAS.

User plane: Within the context of TS 33.401, this means the data path between UE and Serving Gateway that does
NOT go viathe MME.

(User) DataviaMME: User Data sent to or from the UE that uses an RRC connection established using the Control
Plane CloT EPS optimisation specified in TS 23.401[2].

| OPS-capable eNB: an eNB that has the capability of |OPS mode operation, which provides local | P connectivity and
Public Safety servicesto |OPS-enabled UEs viaa Local EPC when the eNB has lost backhaul to the Macro EPC or it
has no backhaul to the Macro EPC.

|OPS network: an |OPS network consists of one or more eNBs operating in IOPS mode and connected to a Local EPC.

Local EPC: aLoca EPC isan entity which provides functionality that eNBs in IOPS mode of operation use, instead of
the Macro EPC, in order to support Public Safety services.

Macro EPC: the EPC which serves an eNB when it is not in |OPS mode of operation.
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Nomadic EPS: a deployable system which has the capability to provide radio access (via deployable |OPS-capable
eNB(9)), local IP connectivity and Public Safety services to |OPS-enabled UEs in the absence of nhormal EPS.

|OPS-enabled UE: isan UE that is configured to use networks operating in | OPS mode.

3.2 Symbols

For the purposes of the present document, the following symbols apply:
Il Concatenation

@ Bitwise Exclusive Or (XOR) operation

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

AES Advanced Encryption Standard

AK Anonymity Key

AKA Authentication and Key Agreement
AMF Authentication Management Field
AN Access Network

AS Access Stratum

AUTN Authentication token

AV Authentication Vector

ASME Access Security Management Entity
Cdl-ID Cell Identity asused in TS 36.331 [21]
CHO Conditional Handover

CK Cipher Key

CKSN Cipher Key Sequence Number
C-RNTI Cell RNTI asused in TS 36.331 [21]
CRL Certificate Revocation List

DeNB Donor eNB

DoS Denial of Service

DSCP Differentiated Services Code Point
EARFCN-DL  E-UTRA Absolute Radio Frequency Channel Number-Down Link
ECM EPS Connection Management

EDT Early Data Transmission

EEA EPS Encryption Algorithm

EIA EPS Integrity Algorithm

eKSl Key Set Identifier in E-UTRAN
EMM EPS Mobility Management

eNB Evolved Node-B

EPC Evolved Packet Core

EPS Evolved Packet System

EPS-AV EPS authentication vector
E-UTRAN Evolved UTRAN

gNB Next Generation Node-B

GERAN GSM EDGE Radio Access Network
GUTI Globally Unique Temporary Identity
HE Home Environment

HFN Hyper Frame Number

HO Hand Over

HSS Home Subscriber Server

IAB Integrated Access and Backhaul

IK Integrity Key

IKE Internet Key Exchange

IMEI International Mobile Station Equipment |dentity
IMEISV International Mobile Station Equipment Identity and Software Version number
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IMSI
|OPS
IRAT
ISR
KDF
KSI
LWIP
LSB
LSM
LWA
MAC-|
MACT
MeNB
ME
MME
MME-RN
MS
MSC
MSIN
NAS
NAS-MAC
NASDVM
NCC
NH
OCSP
OTA
PCl
PDCP
PLMN
PRNG
PSK
P-TMSI
RAND
RAU
RLOS
RN
RRC
SCG
SEG
SGSN
SIM
SMC
SeNB
SgNB
SN
SNid
SON
SRB
SRVCC
STMS|
TAI
TAU
UE
UEA
UIA
uicc
UMTS
uP
USIM
UTRAN
WT
XRES

International Mobile Subscriber Identity
Isolated E-UTRAN Operation for Public Safety
Inter-Radio Access Technology

Idle Mode Signaling Reduction

Key Derivation Function

Key Set Identifier

LTE WLAN RAN Levd Integration using | PSec
Least Significant Bit

Limited Service Mode

LTE-WLAN Aggregation

Message Authentication Code for Integrity (terminology of TS36.323 [12])
Message Authentication Code T used in AES CMAC calculation
Master eNB

Mobile Equipment

Mobility Management Entity

MME serving the RN

Mobile Station

Mobile Switching Center

Mobile Station Identification Number

Non Access Stratum

Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])
Non Access Stratum - Datavia MME

Next hop Chaining Counter

Next Hop

Online Certificate Status Protocol
Over-The-Air (update of UICCs)

Physical Cell Identity asused in TS 36.331 [21]
Packet Data Convergence Protocol

Public Land Mobile Network

Pseudo Random Number Generator
Pre-shared Key

Packet- Temporary Mobile Subscriber |dentity
RANDom number

Routing Area Update

Restricted Local Operator Services

Relay Node

Radio Resource Control

Secondary Cell Group

Security Gateway

Serving GPRS Support Node

Subscriber Identity Module

Security Mode Command

Secondary eNB

Secondary gNB

Serving Network

Serving Network identity

Sequence Number

Source Route Bridge

Single Radio Voice Call Continuity
S-Temporary Mabile Subscriber Identity
Tracking Area ldentity

Tracking Area Update

User Equipment

UMTS Encryption Algorithm

UMTS Integrity Algorithm

Universal Integrated Circuit Card

Universal Mobile Telecommunication System
User Plane

Universal Subscriber Identity Module
Universal Terrestrial Radio Access Network
WLAN Termination asused in TS 36.300 [30]
Expected Response
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3.4 Conventions

All data variables in the present document are presented with the most significant substring on the left hand side and the
least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring.
Where avariable is broken down into a number of substrings, the leftmost (most significant) substring is numbered O,
the next most significant is numbered 1, and so on through to the least significant.

4 Overview of Security Architecture

Figure 4-1 gives an overview of the complete security architecture.

Application

|
1
|
I Home
stratum/

Serving
Stratum

Transport
stratum

0

Figure 4-1: Overview of the security architecture

Five security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain
security objectives:

- Network access security (1): the set of security features that provide users with secure access to services, and
which in particular protect against attacks on the (radio) accesslink.

- Network domain security (11): the set of security features that enable nodes to securely exchange signalling
data, user data (between AN and SN and within AN), and protect against attacks on the wireline network.

- User domain security (I11): the set of security features that secure access to mobile stations.

- Application domain security (IV): the set of security features that enable applicationsin the user and in the
provider domain to securely exchange messages.

- Visibility and configurability of security (V): the set of features that enables the user to inform himsel f
whether a security feature isin operation or not and whether the use and provision of services should depend on
the security feature.

NOTE 1: Relay nodes are not explicitly shown in Figure 4-1. They combine the functionalities of ME and AN in a
way described in TS 36.300 [30]. The present document describes how to apply security featuresto relay
nodes.

NOTE 2: Thereisan option for some uplink and downlink user data to be sent viathe MME. Thisisreferred to as
"dataviaMME" and within the context of TS 33.401 the abbreviation NASDVM is used.
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5 Security Features

5.1 User-to-Network security

51.0 General

The statements relating to eNBsin clause 5.1 apply also to RNs regarding the security between a UE and arelay node.
The statements relating to UEs in clause 5.1 apply aso to RNs regarding the security between arelay node and a Donor
eNB and between arelay node and its MME unless stated otherwise.

5.1.1 User identity and device confidentiality

User identity confidentiality is asdefined by TS 33.102 [4] clause 5.1.1

From subscriber's privacy point of view, the MSIN, the IMEI, and the IMEISV should be confidentiality protected.

The UE shall provide its equipment identifier IMEI or IMEISV to the network, if the network asks for it in an integrity-
protected request.

The IMEI and IMEISV shall be securely stored in the terminal.

The UE shall not send IMEI or IMEISV to the network on a network request before the NAS security has been
activated.

NOTE 1: When the UE has no IMSI, no valid GUTI, or no valid P-TMSI during emergency attach, the IMEI is
included before the NAS security has been activated.

The IMEI or IMEISV shall be sent in the NAS protocol.

NOTE 2: In some cases, e.g., the very first attach procedure, MSIN hasto be sent to network in cleartext. When
NAS confidentiality protection is beyond an operator option, IMEI and IMEISV can not be
confidentiality protected.

51.2 Entity authentication

Entity authentication is as defined by TS 33.102 [4] clause 5.1.2
5.1.3 User data and signalling data confidentiality

5.1.3.1 Ciphering requirements

Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports,
handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.

All S1 and X2 messages carried between RN and DeNB shall be confidentiality-protected.
NOTE O: Encryption is subject to national regulation.
Synchronization of the input parameters for ciphering shall be ensured for the protocolsinvolved in the ciphering.
The NAS signalling may be confidentiality protected. NAS signalling confidentiality is an operator option.
NOTE 1: RRC and NAS signalling confidentiality protection is recommended to be used.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in
the TS 23.401 [2], can not be successfully performed, the confidentiality protection of the RRC and NAS signaling, and
user plane shall be omitted (see clause 15). This shall be accomplished by the network by selecting EEAOQ for
confidentiality protection of NAS, RRC and user plane.
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User plane confidentiality protection over the access stratum shall be done at PDCP layer and is an operator option.
NOTE 2: User plane confidentiality protection is recommended to be used.

NOTE 3: Confidentiality protection for RRC and UP is applied at the PDCP layer, and no layers below PDCP are
confidentiality protected. Confidentiality protection for NASis provided by the NAS protocol.

User data sent via MME may be confidentiality protected

NOTE 4: Confidentiality protection of user data sent viaMME is recommended to be used.

5.1.3.2 Algorithm Identifier Values
All agorithms specified in this clause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE: Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list
below.

Each EPS Encryption Algorithm (EEA) will be assigned a4-bit identifier. Currently, the following values have been
defined for NAS, RRC and UP ciphering:

"0000.,* EEAO  Null ciphering agorithm
"0001;" 128-EEA1  SNOW 3G based algorithm
"0010," 128-EEA2  AES based algorithm
"0011," 128-EEA3  ZUC based agorithm

The remaining val ues have been reserved for future use.

UEs and eNBs shall implement EEAOQ, 128-EEA1 and 128-EEAZ2 for both RRC signalling ciphering and UP ciphering.
UEs and eNBs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering.

UEs and MMEs shall implement EEAOQ, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may
implement 128-EEA3 for NAS signalling ciphering.

5.1.4 User data and signalling data integrity

5.14.1 Integrity requirements

Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the
integrity protection.

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected.
All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in
the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling
shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIAOQ for integrity protection of
NAS and RRC. EIAQ shall only be used for unauthenticated emergency calls.

User plane packets between the eNB and the UE may be integrity protected on the Uu interface. User plane packets
between the RN and the UE may be integrity protected. All user plane packets carrying S1 and X2 messages between
RN and DeNB shall be integrity-protected. Integrity protection for al other user plane packets between RN and DeNB
may be supported.

All user data packets sent viathe MME shall be integrity protected.
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5.1.4.2 Algorithm Identifier Values
All agorithms specified in this clause are algorithms with a 128-bit input key.

NOTE: Deviations from the above requirement have to be indicated explicitly in the agorithm identifier list
below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been
defined:

"0000." EIAO  Null Integrity Protection algorithm
"0001," 128-EIA1  SNOW 3G based agorithm
"0010" 128-EIA2  AES based agorithm
"0011," 128-EIA3 ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. UEs and eNBs may
implement 128-E1A3 for RRC signalling integrity protection.

UEs shall and eNBs may implement 128-E1A1 and 128-EIA2 for the user plane integrity protection. UEs and eNBs
may implement 128-E1A3 for the user plane integrity protection.

NOTE: NRPDCPisused for user plane integrity protection in eNB and UE, as specified in TS 36.331 [21].

UEs and MMEs shall implement 128-EIA1 and 128-EI1A2 for NAS signalling integrity protection. UEs and MMEs may
implement 128-EIA3 for NAS signalling integrity protection.

UEs shall implement EIAQ for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this
specification, EIAQ is only allowed for unauthenticated emergency calls. EIAQ shall not be used for integrity protection
between RN and DeNB.

Implementation of EIAO in MMEs, RNs and eNBsiis optional, EIAQ, if implemented, shall be disabled in MMES, RNs
and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory reguirement.

5.2 Security visibility and configurability

Although in general the security features should be transparent to the user, for certain events and according to the user's
concern, greater user visibility of the operation of following security feature shall be provided:

- indication of access network encryption: the property that the user isinformed whether the confidentiality of user
datais protected on the radio access link, in particular when non-ciphered calls are set-up;

The ciphering indicator feature is specified in TS 22.101 [23].

Configurability is the property that the user can configure whether the use or the provision of a service should depend
on whether a security featureisin operation. A service can only be used if all security features, which are relevant to
that service and which are required by the configurations of the user, are in operation. The following configurability
features are suggested:

- enabling/disabling user-USIM authentication: the user should be able to control the operation of user-USIM
authentication, e.g., for some events, services or use.

5.3 Security requirements on eNodeB

531 General

The security requirements given in this clause apply to all types of eNodeBs. More stringent requirements for specific
types of eNodeBs may be defined in other 3GPP specifications.
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5.3.2 Requirements for eNB setup and configuration

Setting up and configuring eNBs shall be authenticated and authorized so that attackers shall not be able to modify the
eNB settings and software configurations vialocal or remote access.

1. The support of security associationsis required between the Evolved Packet Core (EPC) and the eNB and
between adjacent eNBs, connected via X2. These security association establishments shall be mutually
authenticated and used for user and control plane communication between the entities. However, in cases when a
DeNB acts as proxy for control or user plane messages to and from a RN, hop-by-hop security associations shall
be used for user and control plane. The security associations shall be realized according to clauses 11 and 12 of
the present document except for the Un interface between RN and DeNB. The decision on whether or not to use
the certificate enrolment mechanism specified in TS 33.310 [6] for eNB isleft to operators.

2. Communication between the O&M systems and the eNB shall be confidentiality, integrity and replay protected
from unauthorized parties. The support of security associationsis reguired between the eNB and an entity in the
Evolved Packet Core (EPC) or in an O&M domain trusted by the operator. These security association
establishments shall be mutually authenticated. The security associations shall be realized according to clause 13
for eNBsand clause D.2.5 for RNs.

The eNB shall be able to ensure that software/data change attempts are authorized
The eNB shall use authorized data/software.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment.

Confidentiality of software transfer towards the eNB shall be ensured.

N oo 0o &~ W

Integrity protection of software transfer towards the eNB shall be ensured.

5.3.3 Requirements for key management inside eNB

TheEPC provides subscriber specific session keying material for the eNBs, which also hold long term keys used for
authentication and security association setup purposes. Protecting all these keys isimportant.

1. Keysstored inside eNBs shall never leave a secure environment within the eNB except when done in accordance
with this or other 3GPP specifications.
5.34 Requirements for handling User plane data for the eNB

It iseNB'stask to cipher and decipher user plane packets between the Uu reference point and the S1/X 2 reference
points and to handle integrity protection for user plane packets for the S1/X 2 reference points.

1. User plane data ciphering/deciphering and integrity handling shall take place inside the secure environment
where the related keys are stored.

2. Thetransport of user dataover S1-U and X2-U shall be integrity, confidentially and replay-protected from
unauthorized parties. If thisis to be accomplished by cryptographic means, clause 12 shall be applied except for
the Un interface between RN and DeNB.

NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been
placed in a physically secured environment then the 'secure environment' may include other nodes and
links beside the eNB.

5.3.4a Requirements for handling Control plane data for the eNB

It iseNB'stask to provide confidentiality and integrity protection for control plane packets on the S1/X2 reference
points.

1. Control plane data ciphering/deciphering and integrity handling shall take place inside the secure environment
where the related keys are stored.

ETSI



3GPP TS 33.401 version 19.2.0 Release 19 22 ETSI TS 133 401 V19.2.0 (2026-02)

2. Thetransport of control plane data over S1-MME, E1 and X2-C shall be integrity-, confidentiality- and replay-
protected from unauthorized parties. If thisisto be accomplished by cryptographic means, clause 11 shall be
applied except for the Un interface between RN and DeNB.

NOTE: The use of cryptographic protection on S1-MME, E1 and X2-C is an operator's decision. In case the eNB
has been placed in a physically secured environment then the 'secure environment’ may include other
nodes and links beside the eNB.

5.35 Requirements for secure environment of the eNB

The secure environment islogically defined within the eNB and is a composition of functions for the support of
sensitive operations.

1. The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and
vital configuration data.

2. The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and
the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

Sensitive data used within the secure environment shall not be exposed to external entities.
The secure environment shall support the execution of sensitive parts of the boot process.

The secure environment's integrity shall be assured.

o o &~ w

Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to
functions executed within.

5.4 Void

6 Security Procedures between UE and EPC Network
Elements

6.0 General

The statements relating to eNBsin clause 6 apply also to RNs regarding the security between a UE and arelay node.

The statements relating to UEs and MEs in clause 6 apply aso to RNs regarding the security between arelay node and a
Donor eNB and between arelay node and its MME unless stated otherwise.

6.1 Authentication and key agreement

6.1.1  AKA procedure
NOTE 1: Authentication data in this clause stands for EPS Authentication vector(s).
EPS AKA isthe authentication and key agreement procedure that shall be used over E-UTRAN.

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN, provided the USIM
application does not make use of the separation bit of the AMF in away described in TS 33.102 [4] Annex F. Accessto
E-UTRAN with a2G SIM or a SIM application on a UICC shall not be granted.

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [13]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as
RRC and NAS integrity protection keys.
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NOTE 2: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1.

The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network
authentication from the selected authentication vector. It aso includes a KSl asve for the ME which will be used to
identify the Kasve (and further keys derived from the K asve) that results from the EPS AKA procedure.

At receipt of this message, the USIM shall verify the freshness of the authentication vector by checking whether AUTN
can be accepted as described in TS 33.102[4]. If so, the USIM computes aresponse RES. USIM shall compute CK and

IK which are sent to the ME. If the USIM computes aKc (i.e. GPRS Kc) from CK and IK using conversion function c3
asdescribed in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS K¢ and not store the GPRS

Kcon USIM or in ME. If the verification fails, the USIM indicates to the ME the reason for failure and in the case of a
synchronisation failure passes the AUTS parameter (see TS 33.102 [4]).

An ME accessing E-UTRAN shall check during authentication that the " separation bit" in the AMF field of AUTN is
set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE 3: This separation bit in the AMF can not be used anymore for operator specific purposes as described by
TS33.102 [4], Annex F.

NOTE 4: If the keys CK, IK resulting from an EPS AKA run were stored in the fields already available on the
USIM for storing keys CK and IK this could lead to overwriting keys resulting from an earlier run of
UMTS AKA. Thiswould lead to problems when EPS security context and UM TS security context were
held ssimultaneoudly (as is the case when security context is stored e.g. for the purposes of Idle Mode
Signaling Reduction). Therefore, "plastic roaming" where a UICC isinserted into another ME will
necessitate an EPS AKA authentication run if the USIM does not support EMM parameters storage.

UE shall respond with User authentication response message including RES in case of successful AUTN verification
and successful AMF verification as described above. In this case the ME shall compute K aswe from CK, 1K, and
serving network's identity (SN id) using the KDF as specified in clause A.2. SN id binding implicitly authenticates the
serving network's identity when the derived keys from K asue are successfully used.

NOTE 5: Thisdoes not precludeaUSIM (see TS 31.102 [13]) in |ater rel eases having the capability of deriving
KasmEe.

Otherwise UE shall send an authentication failure message with a CAUSE value indicating the reason for failure. In
case of asynchronisation failure of AUTN (as described in TS 33.102 [4]), the UE also includes AUTS that was
provided by the USIM. Upon receipt of an authentication failure message, the MME may initiate further identity
requests and authentications towards the UE. (see TS 24.301 [9]).

The MME checks that the RES equals XRES. If so the authentication is successful. If not, depending on type of identity
used by the UE in theinitial NAS message, the MME may initiate further identity requests or send an authentication
reject message towards the UE (see TS 24.301 [9]).

Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following keys
are shared between UE and HSS:

o K isthe permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

. CK, IK isthe pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled
differently depending on whether they are used in an EPS security context or alegacy security context, as
described in clause 6.1.2.

As aresult of the authentication and key agreement, an intermediate key K asve shall be shared between UE and MME
i.e. the ASME for EPS.
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ME/USM MME

User authentication request (RAND, AUTN, KSlasuE)

-

User authentication response (RES)

v

Figure 6.1.1-1: Successful EPS AKA authentication

6.1.2 Distribution of authentication data from HSS to serving network
NOTE 1: Authentication data in this clause stands for EPS Authentication vector(s).

The purpose of this procedure is to provide the MME with one or more EPS authentication vectors (RAND, AUTN,
XRES, Kasve) from the user's HE (HSS) to perform user authentication. Each EPS authentication vector can be used to
authenticate the UE.

NOTE 2: It isrecommended that the MME fetch only one EPS authentication vector at atime as the need to perform
AKA runs has been reduced in EPS through the use of a more elaborate key hierarchy. In particular,
service requests can be authenticated using a stored K aswe without the need to perform AKA.
Furthermore, the sequence number management schemesin TS 33.102, Annex C [4], designed to avoid
re-synchronisation problems caused by interleaving use of batches of authentication vectors, are only
optional. Re-synchronisation problemsin EPS can be avoided, independently of the sequence number
management scheme, by immediately using an authentication vector retrieved from the HSS in an
authentication procedure between UE and MME.

MME HE

Authentication data request
IMSI, SN identity, Network Type

v

Authentication data response
EPS-Authentication Vector (9)

P
<«

Figure 6.1.2-1: Distribution of authentication data from HE to MME

An EPS authentication vector is derived from the authentication vector defined in TS 33.102 [4] clause 6.3.2. To derive
the key Kasve inthe HE, the KDF as specified in clause A.2 is used which shall contain following mandatory input
parameters: CK, IK and SN identity.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate
to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to O, the
vector is usable in a non-EPS context only (e.g. GSM, UMTYS). For authentication vectors with the "separation bit" set
to 1, the secret keys CK and IK generated during AKA shall never leave the HSS.

The MME invokes the procedures by reguesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the
Network Type (i.e. E-FUTRAN). In the case of a synchronisation failure, the MME shall aso include RAND and AUTS.
In this case the HE checks the AUTS parameter before sending new authentication vectorsto the MME (see TS 33.102

[4]).

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required
number of EPS authentication vectors and retrieve them from the HSS database or may compute them on demand.

NOTE 3: For Kasuve the possibilities for pre-computation are restricted due to the PLMN-binding.
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NOTE 4: The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used
to calculate Kasve. The exact details of how to achieve this are not covered in this specification.

The HE sends an authentication response back to the MME that contains the requested information. If multiple EPS
authentication vectors had been requested then they are ordered based on their sequence numbers. The MME shall be
aware of the order of the EPS authentication vectors and shall use that the EPS authentication vectors in order.

6.1.3 User identification by a permanent identity

The user identification mechanism should be invoked by the serving network whenever the user cannot be identified by
means of atemporary identity (GUTI). In particular, it should be used when the serving network cannot retrieve the
IMSI based on the GUTI by which the user identifiesitself on the radio path.

The mechanism described in figure 6.1.3-1 allows the identification of a user on the radio path by means of the
permanent subscriber identity (IMSI).

ME/USIM MME
| dentity Request

<
<

| dentity Response (IMSI)

v

Figure 6.1.3-1: User identity query

The mechanism isinitiated by the MME that requests the user to send its permanent identity. The user's response
containsthe IMSI in cleartext. This represents a breach in the provision of user identity confidentiality.

6.1.4 Distribution of IMSI and authentication data within one serving
network domain

NOTE 1: Authentication data in this clause stands for EPS security contexts and EPS authentication vector(s).

The purpose of this procedure is to provide a newly visited MME with authentication data from a previously visited
MME within the same serving network domain.

NOTE 2: The following procedurein this clause is based on TAU procedure and it can also be applied for Attach
procedure where al the corresponding texts for "TAU" in the following procedure should be replaced
with "Attach".

The procedureis shown in Figure 6.1.4-1

MMEn MMEo

GUTlo || Complete TAU message

A 4

IMSI || authentication data

Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain
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The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the
user wherein the user is identified by means of atemporary user identity GUTIo and the Tracking areaidentity TAlo
under the jurisdiction of a previoudly visited MMEo that belongs to the same serving network domain as the newly
visited MMEn.

The protocol steps are as follows:;
a) The MMEn sends a message to the MM Eo, this message contains GUTIo and the received TAU message.
b) The MMEo searches the user datain the database and checks the integrity protection on the TAU message.
If the user is found and the integrity check succeeds, the MMEO shall send a response back that:
i) shall include the IMSI,
ii) may include a number of unused EPS-authentication vectors ordered on afirst-in/ first-out basis, and
iii) may include any EPS security contextsit holds

The MMEo subsequently deletes the EPS-authentication vectors and any EPS security contexts which have been
sent.

If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that
the user identity cannot be retrieved.

c) If the MMEn receives aresponse with an IM S, it creates an entry and stores any EPS-authentication vectors and
any EPS security context that may be included.

If the MM En receives a response indicating that the user could not be identified, it shall initiate the user
identification procedure described in clause 6.1.3 during the Initial E-UTRAN Attach procedure, or it shall reject
the TAU Reguest message initiated by UE during the TAU procedure (see clause 4.4.4.3 in TS24.301[9)).

The same procedure does not apply to distribution of EPS authentication data between MME and SGSN in the same
serving network domain, i.e. EPS authentication data shall not be forwarded from an MME towards an SGSN.

NOTE 3: Thisisdueto the fact that EPS authentication data does not contain CK and IK and, hence, is not useful
for the SGSN.

6.1.5 Distribution of IMSI and authentication data between different
serving network domains

NOTE 1: Authentication data in this clause stands for EPS security contexts and EPS authentication vector(s).

In general, the distribution of IMSI and authentication data between MM Es belonging to different serving network
domains of shall be performed as described for the distribution of IMS| and authentication data within the same service
network domain in clause 6.1.4. In particular, the current EPS security context data may be transferred between MMEs
belonging to different serving network domains. However, there is the following restriction:

- Unused EPS authentication vectors, or non-current EPS security contexts, shall not be distributed between
MMEs belonging to different serving domains (PLMNS).

The same procedure does not apply to distribution of EPS authentication data between MME and SGSN in different
serving network domains, i.e. EPS authentication data shall not be forwarded from an MME towards an SGSN.

NOTE 2: Thisisdue to the fact that EPS authentication data does not contain CK and IK and, hence, is not useful
for the SGSN.

6.1.6 Distribution of IMSI and UMTS authentication vectors between
MMEs or between MME and SGSN

This clause applies to both distribution of UM TS authentication vectors within one serving network domain and
distribution of UMTS authentication vectors between different serving network domains. The following rules apply to
the distribution of UMTS authentication vectors between two MMEs, and between an SGSN and an MME:
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a)

b)

©)

6.2

MME to MME

UMTS authentication vectors that were previously received from an SGSN shall not be forwarded between
MME's.

SGSN to MME

An SGSN may forward unused UM TS authentication vectorsto an MME. only if MME and SGSN are in the
same serving network domain.

MME to SGSN
UMTS AVswhich were previoudly stored in the MME may be forwarded back towards the same SGSN.

UMTS AVswhich were previously stored in the MME shall not be forwarded towards other SGSNs.

EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)

b)

The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS
protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support
256 bit keys.

The keys used for UP, NAS and A S protection shall be dependent on the algorithm with which they are used.

USIM / AuC K
CK, IK
UE / HSS
Kasme
UE/MME___—="
Knasenc Knasint
Keng / NH _
UE / eNB
A . ~
i K upint i Kupenc KRrRcint KRrrcenc

Figure 6.2-1: Key hierarchy in E-UTRAN

The key hierarchy (see Figure 6.2-1) includes following keys: Keng, Knasint, Knasenc, K upenc, Krrcint, Krrcene @nd K upint

Kensisakey derived by ME and MME from K aswe or by ME and target eNB.
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Keysfor NAS traffic:

- Knasint isakey, which shall only be used for the protection of NAS traffic with a particular integrity algorithm
Thiskey isderived by ME and MME from K asue, as well as an identifier for the integrity algorithm using the
KDF as specified in clause A.7.

- Knasenc isakey, which shall only be used for the protection of NAS traffic with a particular encryption
agorithm. Thiskey isderived by ME and MME from Kasue, as well as an identifier for the encryption algorithm
using the KDF as specified in clause A.7.

Keysfor UP traffic:

- Kurencisakey, which shall only be used for the protection of UP traffic with a particular encryption algorithm.
Thiskey isderived by ME and eNB from Keng, aswell as an identifier for the encryption algorithm using the
KDF as specified in clause A.7.

- Kurintisakey, which shall only be used for the protection of UP traffic with a particular integrity algorithm.
Thiskey isderived by RN and DeNB and between ME and eNB, from Keng, as well as an identifier for the
integrity algorithm using the KDF as specified in clause A.7.

Keysfor RRC traffic:

- Krracintisakey, which shall only be used for the protection of RRC traffic with a particular integrity agorithm.
Krreint is derived by ME and eNB from Keng, as well as an identifier for the integrity algorithm using the KDF
as specified in clause A.7.

- Krreencisakey, which shall only be used for the protection of RRC traffic with a particular encryption
agorithm. Krreenc is derived by ME and eNB from Keyg as well as an identifier for the encryption algorithm
using the KDF as specified in clause A.7.

Intermediate keys:
- NH isakey derived by ME and MME to provide forward security as described in clause 7.2.8.

-  Kens* isakey derived by ME and eNB when performing an horizontal or vertical key derivation as specified in
clause 7.2.8 using a KDF as specified in clause A5.

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes
point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. Two dashed
inputs to a KDF means one of the inputsis used depending on the circumstances of the key derivation.

NOTE: Figures 6.2-2 and 6.2-3 do not cover the derivations at IRAT mobility (see clauses 9 and 10).
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network
nodes.
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

Asthe figures 6.2-2 and 6.2-3 show, the length of Kasve, Kens and NH is 256 bits, 256-bit NAS, UP and RRC keys are
aways derived from Kasve and Keyg respectively. In case the encryption or integrity algorithm used to protect NAS,
UP or RRC requires a 128-hit key asinput, the key is truncated and the 128 least significant bits are used. Figures 6.2-2
and 6.2-3 illustrate the truncation to 128 hits keys.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex A.7.

6.3 EPS key identification

The key Kasve shall be identified by the key set identifier eKSl. eKSl may be either of type KSIasue or of type
KSlsesn. An eK Sl shall be stored in the UE and the MME together with Kasve and the temporary identifier GUTI, if
available.

NOTE 1: The GUTI points to the MME where the Kasue is stored.

The key set identifier KSIasve is a parameter which is associated with the Kasve derived during EPS AKA
authentication. The key set identifier KSlasve is alocated by the MME and sent with the authentication request
message to the mobile station where it is stored together with the Kaswe. The purpose of the KSl asve isto make it
possible for the UE and the MME to identify a native K asve without invoking the authentication procedure. Thisis used
to allow re-use of the Kasve during subsequent connection set-ups.

The key set identifier KSIsgsy is a parameter which is associated with the mapped K aswe derived from UMTS keys
during inter-RAT mobility, cf. clauses 9 and 10 of the present specification. The key set identifier KSlsgsy iS generated
in both the UE and the MME respectively when deriving the mapped K asvwe during idle proceduresin E-UTRAN and
during handover from GERAN/UTRAN to E-UTRAN. The KSlsesy is stored together with the mapped Kaswve.
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The purpose of the KSlsasy isto make it possible for the UE and the MME to indicate the use of the mapped Kasve in
inter-RAT mobility procedures (for details cf. clauses 9 and 10).

The format of eK Sl shall allow arecipient of such a parameter to distinguish whether the parameter is of type 'K Slasue'
or of type 'KSlsssn'. The format shall further contain avalue field. KSIasve and KSlsgsny have the same format. The
value fields of KSlasve and KSlsgsn are three bits each. Seven values are used to identify the key set. A value of '111'is
used by the UE to indicate that avalid Kasue is not available for use. Format of eKSl is described in [9].

The value '111' in the other direction from network to mobile station is reserved.

NOTE 2: In addition to EPS security contexts, the UE may also cache UMTS security contexts. These UMTS
security contexts are identified by the KSI, as defined in TS 33.102 [4].

6.4 Handling of EPS security contexts

Any EPS security context shall be deleted from the ME if:
a) the UICC isremoved from the ME when the ME isin power on state;

b) the ME is powered up and the ME discoversthat a UICC different from the one which was used to create the EPS
security context has been inserted to the ME;

¢) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

Kasme shall never be transferred from the EPC to an entity outside the EPC , with the exception of the following
scenario(s):

- interworking from EPS to 5G as described in clause 8.2 and 8.4 of TS 33.501 [43].

Both the ME and MME shall be capable of storing one non-current EPS security context and one current EPS security

context in volatile memory. In addition, while connected to E-UTRAN the ME and MME shall be capable of storing in
volatile memory the NCC, NH and the related Kasve used to compute keying material for the current EPS AS security

context.

Any successful run of an EPS AKA creates, by the definition in clause 3, a partial native EPS security context. This
context shall overwrite any existing non-current EPS security context.

UE shall useits current EPS security context to protect the TAU Request or Attach Request. However, there may be
cases in which this EPS security context is not the current one in the MME. In such cases, if the MME receivesa TAU
Request or Attach Request protected with a non-current full EPS security context, then this context becomes the current
EPS security context and the MME shall delete any existing current EPS security context.

After asuccessful run of aNAS SMC relating to the eK Sl associated with an EPS security context, this context
becomes the current EPS security context and shall overwrite any existing current EPS security context.

NOTE 1: The ME ensuresthat, whenever the native EPS NAS security context stored on the USIM (if supported by
USIM) or in non-volatile memory of the ME is marked as valid during the process of changing state to
EMM-DEREGISTERED, it is consistent with the security context stored in the volatile memory of the
ME. Thisisdescribed in clause 7.2.5.

The rules for handling security contexts after a handover to E-UTRAN are givenin clause 9.2.2.1.

The full native EPS NAS security context (except for Knasenc and Knasint) shall be stored on the USIM (if the USIM
supports EMM parameters storage) or in the non-volatile memory of the ME (if the USIM does not support EMM
parameters storage) only during the process of transitioning to EMM-DEREGISTERED state or when an attempt to
transition away from EMM-DEREGISTERED state fails, as described in clause 7.2.5. The ME shall under no other
circumstances store the EPS NAS security context parameters on the USIM or non-volatile ME memory.

NOTE 2: Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-
volatile ME memory. A mapped EPS NAS security context is never stored in these two places.
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6.5 Handling of NAS COUNTSs

Each separate Kasve has a distinct pair of NAS COUNTS, one NAS COUNT for uplink and one NAS COUNT for
downlink, associated with it.

It isessential that the NAS COUNTSs for aparticular Kasve are not reset to the start values (that isthe NAS COUNTs
only have their start value when anew Kaswe is created). This prevents the security issue of using the same NAS
COUNTSs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two MMEs
and the same NA S keys are re-derived.

The NAS COUNTs shall only be set to the start value in the following cases:
- for apartial native EPS NAS security context created by a successful AKA run,

NOTE: TheNAS COUNTsare not actually needed at the UE for a native context until it has successfully
received the first NAS Security Mode Command for that security context. The NAS COUNTSs are not
needed at the MME until it sendsthe first NAS Security Mode Command for that security context. Before
the MME sends the first NAS Security Mode Command for a given partial native security context, the
MME setsthe NAS COUNTSs for the security context to 0. After the NAS SMC message is sent for that
partial native security context the NAS COUNTSs for that partial native context are increased for each
following sent NAS message as specified in TS 24.301.

- orfor an EPS NAS security context created through a context mapping during a handover from
UTRAN/GERAN to E-UTRAN,

- or for an EPS NAS security context created through a context mapping during idle mode mobility from
UTRAN/GERAN to E-UTRAN.

The NAS COUNT s shall not be reset during idle mode mobility or handover for an already existing native EPS NAS
security context.

The start value of NAS COUNT shall be zero (0).
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7 Security procedures between UE and EPS access
network elements

7.0 General

The statements relating to eNBsin clause 7 apply aso to RNs regarding the security between a UE and arelay node.

The statements relating to UEs in clause 7 apply aso to RNs regarding the security between arelay node and a Donor
eNB and between arelay node and its MME unless stated otherwise.

7.1 Mechanism for user identity confidentiality

The MME shall allocate a GUTI to a UE in order to support the subscriber identity confidentiality. The GUTI is defined
in TS 23.003[3].

S-TMS, the shortened form of the GUTI, is used to support the subscriber identity confidentiality with more efficient
radio signalling procedures (e.g. paging and Service Request).

A new GUTI shall be sent to the UE only after a successful activation of NAS security.

M-TMSI generation should be following the best practices of unpredictable identifier generation. It is recommended
that operator policy is set to frequently update the M-TMSI.

7.2 Handling of user-related keys in E-UTRAN

7.2.1 E-UTRAN key setting during AKA

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be
initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the
mobile subscriber (i.e. GUTI or IMSI) is known by the MME. A successful run of AKA resultsin anew Kasue that is
stored in the UE and MME.

NAS keys, Keng and the RRC and UP keys are derived from K asve using the KDFs specified in Annex A.

The NAS keys derived from the new Kasve are taken in use in the MME and the UE by means of the NAS security
mode set-up procedure (see clause 7.2.4.4). The AS keys are taken into use with the AS security mode set-up procedure
(see clause 7.2.4.5) or with the key change on the fly procedure (see clause 7.2.9.2).

7.2.2 E-UTRAN key identification

Clause 6.3 of this specification states how the key Kasve is identified, namely by the key set identifier eKSl. Keys
Knasenc and Knasine in the E-UTRAN key hierarchy specified in clause 6.2, which are derived from K asue, can be
uniquely identified by eKSI together with those parameters from the set { algorithm distinguisher, algorithm identifier},
which are used to derive these keys from K asve according to Annex A.

Theinitial Keng can be uniquely determined by the key set identifier, i.e. eKSl, together with the uplink NAS COUNT
are used to deriveit. The intermediate key NH as defined in clause 7 can be uniquely determined by the key set
identifier, i.e. eKSl, together with theinitial Kens derived from the current NAS security context for use during the
ongoing CONNECTED state and a counter counting how many NH-derivations have already been performed from this
initial Keng.according to Annex A.4. The next hop chaining count, NCC, represents the 3 least significant bits of this
counter.

Intermediate key Keng*, defined in clause 7, as well as keys non-initial Keng, Krrcint, Krrcene, Kupint, and Kypenc in the
E-UTRAN key hierarchy specified in clause 6.2 can be uniquely identified by eK Sl together with those parameters
from the set { Initial Kens or NH, algorithm distinguisher, algorithm identifier, and sequence of PCls and EARFCN-DLs
used in horizontal key derivations from the initial Keng or NH}, which are used to derive these keys from K asue
according to clause 7 and clause A.7.
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It is specified in the remainder of clause 7, aswell asin clause 9 and 10, which of the above parameters need to be
included in a security-relevant message to allow the entity receiving the message to uniquely identify a certain key.

7.2.3 E-UTRAN key lifetimes

All E-UTRAN keys are derived based on a Kasve. The key hierarchy which is described in clause 6.2 does not allow
direct update to RRC and UP keys, but fresh RRC and UP keys are derived based on afresh Keng, which is bound to
certain dynamic parameters (like PCI) or fresh key derivation parameter(s) in state transitions (like NAS uplink
COUNT). Thisresults as fresh RRC and UP keysin the eNB between inter-eNB handovers and state transitions (see
clauses 7.2.6 to 7.2.8). The handling (creation, modification and update) of the E-UTRAN keysin the various state
transitionsis described in clauses 7.2.5, 7.2.6, 7.2.7 and 7.2.8.

K asve shall be created only by running a successful AKA or by theinter-RAT procedures towards E-UTRAN (cf
clauses 9 and 10). In case the UE does not have a valid Kaswe, a KSlasve with value "111" shall be sent by the UE to
the network, which can initiate (re-)authentication procedure to get a new Kaswe based on a successful AKA
authentication.

7.2.4 Security mode command procedure and algorithm negotiation

7.24.1 Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for
- RRC ciphering and RRC integrity protection (to be used between UE and eNB)
- UP ciphering and integrity protection (to be used between UE and eNB)
- NAS ciphering and NAS integrity protection (to be used between UE and MME)
An active RN and a network serving the RN shall additionally agree upon algorithms for UP integrity.
b) The serving network shall select the algorithms to use dependent on
- the UE security capabilities of the UE,
- theconfigured allowed list of security capabilities of the currently serving network entity
¢) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is
ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden
down.

€) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level
message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the
ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command
procedure shall configure AS security (RRC and UP) and NAS level security mode command procedure shall
configure NAS security.

a) Bothintegrity protection and ciphering for RRC shall be activated within the same AS SMC procedure, but
not necessarily within the same message.

b) User plane ciphering shall be activated at the same time as RRC ciphering.

c) For Relay Node (RN), user plane integrity shall be activated at the same time as RRC ciphering. For normal
UE, user planeintegrity shall be activated during the RRC Connection Reconfiguration procedure . User
plane integrity shall be applied to a dataradio bearer if integrity protection is configured for that data radio
bearer at the time of data radio bearer set-up.

g) Itshall be possible that the selected AS and NAS algorithms are different at a given point of time.

h) The same integrity algorithm shall be used for both RRC integrity protection and UP integrity protection.
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i) The same ciphering algorithm shall be used for both RRC ciphering and UP ciphering.
7.24.2 Procedures for AS algorithm selection

72421 Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There
shall be onelist for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a
priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS
security capabilities to the eNB. The eNB shall choose the ciphering al gorithm which has the highest priority from its
configured list and is aso present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm
which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The
chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user
plane and RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic, and, if applicable, for
the integrity protection of user plane traffic between RN and DeNB and between UE and eNB.

7.2.4.2.2 X2-handover

At handover from a source eNB over X2 to atarget eNB, the source eNB shall include the UE EPS security capabilities
and ciphering and integrity algorithms used in the source cell in the handover request message. The target eNB shall
select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally
configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be
indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source
eNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same
algorithms as before the handover (see TS 36.331 [21]). In the path-switch message, the target eNB shall send the UE
EPS security capabilities received from the source eNB to the MME. The MME shall verify that the UE EPS security
capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored. If thereis
amismatch, the MME shall send itslocally stored UE EPS security capabilities to the target eNB in the response to the
path-switch message. In addition, the MME may log the event and may take additional measures, such asraising an
alarm. If the target eNB receives UE EPS security capabilities from the MME, the target eNB shall update the AS
security context of the UE with these UE EPS security capabilities. The target eNB shall select the algorithm with
highest priority from these UE EPS security capabilities according to the locally configured prioritized list of algorithms
(this applies for both integrity and ciphering agorithms). If the algorithms selected by the eNB are different from the
algorithms currently used at the target eNB, then the target eNB may take the proper actionsto change to the selected
algorithms.

NOTE: Transferring the ciphering and integrity algorithms used in the source cell to the target eNB in the
handover request message is for the target eNB to decipher and integrity verify the
RRCReestablishmentComplete message on SRB1 in the potential RRCConnectionRe-establishment
procedure. The information is also used by the target eNB to decideiif it is necessary to include a new
selection of security algorithmsin the handover command.

7.2.4.2.3 S1-handover

At handover from a source eNB to atarget eNB over S1 (possibly including an MME change and hence atransfer of the
UE security capabilities from source MME to target MME), the target MME shall send the UE EPS security capabilities
to the target eNB in the S1 AP HANDOVER REQUEST message. The target eNB shall select the algorithm with
highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms
(this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the
handover command if the target eNB selects different algorithms compared to the source eNB. If the UE does not
receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the
handover (see TS 36.331 [21]).

7.24.2.4 Intra-eNB handover
It is not required to change the AS security algorithm during intra-eNB handover. If the UE does not receive any

selection of new AS security algorithms during an intra-eNB handover, the UE continues to use the same algorithms as
before the handover (see TS 36.331 [21]).
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7.24.3 Procedures for NAS algorithm selection

7.2.4.3.1 Initial NAS security context establishment

Each MME shall be configured via network management with lists of algorithms which are allowed for usage. There
shall be onelist for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered
according to a priority decided by the operator.

To establish the NAS security context, the MME shall choose one NAS ciphering algorithm and one NAS integrity
protection algorithm. The MME shall then initiate a NAS security mode command procedure, and include the chosen
algorithms and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the
message to the UE (see clause 7.2.4.4). The MME shall select the NAS a gorithms which have the highest priority
according to the ordered lists.

7.2.4.3.2 MME change

In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security
mode command procedure and include the chosen algorithms and the UE security capabilities (to detect modification of
the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the
NAS agorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).

NOTE: After an S1-handover with MME change a TAU procedure is executed. The sameistrue for aninter-RAT
handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of
MMEs.

7.24.4 NAS security mode command procedure

The NAS SMC procedure consists of aroundtrip of messages between MME and UE. The MME sendsthe NAS
Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message. The primary
purpose of the NAS SMC procedure is to securely establish a NAS security context between the UE and MME.

NOTE 1: The NAS SMC procedure is designed such that it protects the establishment of the NAS security against a
man-in-the-middle attack where the attacker modifies the |Es containing the UE security capabilities
provided by the UE in the Attach or TAU Request. It works as follows: if the method completes
successfully, the UE is attached to the network knowing that no bidding down attack has happened. In
case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies
with areject message.

The NAS Security Mode Command message from MME to UE shall contain the replayed UE security capabilities, the
selected NAS algorithms, the eKSI for identifying Kasve, and both NONCEye and NONCEwmwme in the case of creating a
mapped context in idle mobility (see clause 9.1.2). The replayed UE security capabilities shall include the UE NR
security capabilitiesif the MME understands the UE NR security capabilities and received them from the UE In the
case of sending a NAS Security Mode Command during an Attach or TAU procedure (i.e. after receiving the
Attach/TAU Request but before sending a response to that message) where the relevant Reguest message either did not
have an integrity protection or did not successfully passitsintegrity protection, the MME shall calculate a HASHume of
the entire plain Request message and include the HASHwwme in the NAS security mode command message. The MME
shall calculate HASHwmme as decribed in Annex 1.2. This message shall be integrity protected (but not ciphered) with
NAS integrity key based on Kasve indicated by the eK Sl in the message (see figure 7.2.4.4-1).

The UE shall verify the integrity of the NAS Security Mode Command message. This includes ensuring that the UE
security capabilities sent by the MME match the ones stored in the UE to ensure that these were not modified by an
attacker. If the UE NR security capabilities are not included, the UE shall not consider this a mismatch of security
capabilities. The verification also includes checking the integrity protection using the indicated NAS integrity algorithm
and the NAS integrity key based on Kasve indicated by the eKSl. In addition, when creating a mapped context for the
case described in clause 9.1.2, the UE shall ensure the received NONCEye is the same as the NONCEye sent in the
TAU Request and also calculate K'asve from CK, IK and the two nonces (see Annex A.11).

In addition if the NAS Security Mode Command message includes a HASHwmwe, the UE shall compare HASHye with
HASHwmwme. The UE shall calculate HASHye as described in Annex 1.2 from the entire plain Attach Request or TAU
Request that it sends.
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NOTE 2: The UE could calculate the HASHye after it sends the Attach Request or TAU Request and before it
receives the NAS Security Mode Command message. Alternatively, the UE could calculate the HASHue
after successfully verifying a NAS security mode command message that includes a HASHwume.

If the MME receives no response to aNAS Security Mode Command that included nonces to create a mapped context
and it wishesto try again to create the mapped context, the MME shall use the same values of NONCEye and
NONCEwmmE.

If the UE receives are-transmitted NAS Security Mode Command, i.e one containing the nonces, after it has
successfully received a previous one (and hence created a mapped EPS NAS security context), the UE shall process the
message as above, except that it is not required to re-generate the K'aswe or check the NONCE e if it does not re-
generate the K'asve.

If the checks of the NAS Security Mode Command pass the UE shall respond with a NAS Security Mode Complete.
The UE shall delete NONCE e once the TAU procedure is compl ete.

If successfully verified, the UE shall start NAS integrity protection and ciphering/deciphering with this security context
and sends the NAS security mode complete message to MME ciphered and integrity protected The NAS Security Mode
Complete message shall include IMEISV in case MME requested it in the NAS Security Mode Command message. In
addition if HASHyue and HASHuwme are different, the UE shall include the complete Attach/ TAU Request message (that
the UE previously sent) in the NAS SecurityM ode Compl ete message.

NOTE3 : A failed Hash comparison does not affect the security establishment as the UE has still checked the UE
security capabilities that the MME sent in the NAS Security Mode Command message.

The MME shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and
algorithmsindicated in the NAS Security Mode Command. NAS downlink ciphering at the MME with this security
context shall start after receiving the NAS Security Mode Complete message. NAS uplink deciphering at the MME with
this context starts after sending the NAS Security Mode Command message. If the NAS Security Mode Compl ete
message contains an Attach/TAU Reguest message, the MME shall complete the on-going Attach/TAU procedure by
considering the contained Attach/TAU Request message as the message that triggered the procedure.

If any verification of the NAS Security Mode Command is not successful in the ME, the ME shall reply with aNAS
Security Mode Reject message (see TS 24.301 [9]). The NAS Security Mode Reject message and all following NAS
messages shall be protected with the EPS NAS security context, i.e., the EPS NAS security context used prior to the
NAS Security Mode Command that failed (until a new EPS NAS security context is established, e.g., viaanew NAS
security mode command procedure). If no EPS NAS security context existed prior to the NAS Security Mode
Command, the NAS Security Mode Reject message cannot be protected.

NOTE 4: If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE
releases the NAS connection as specified in TS 24.301 [9] instead of sending the Security Mode Reject

message.

ME MME
Start integrity
protection

NAS Security Mode Command (eK S, UE sec capabilities,
Ciphering algorithm, Integrity algorithm,
[IMEISV request,] [NONCEyg, NONCEmme] [HASHMME,]NAS-MAC)

\‘/erify NAS SMC integrity. Start uplink

If succesful, start ciphering/ deciphering
deciphering and integrity
protection and send NAS
Security Mode Compl ete.

NAS Security Mode Complete ([IMEISV,] [Attach/TAU Request,] NAS-MAC)

Start downlink ciphering

Figure 7.2.4.4-1: NAS Security Mode Command procedure
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7.245 AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security
mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.5-1.

The AS security mode command message from eNB to UE shall contain the selected AS agorithms. This message shall
be integrity protected with RRC integrity key based on the current Kasve.

NOTE: The selected EPS integrity algorithm indicated in the AS security mode command message is used for both
RRC integrity protection and user plane integrity protection, but user plane integrity protectionis
activated in RRC Connection Reconfiguration procedure.

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC agorithm
indicated in the AS security mode command message and RRC integrity key based on the current K asuve.

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command
message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving and successful verification
of the AS security mode complete message.

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode compl ete message.
RRC and UP downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the
AS security mode command message

If any control of the AS security mode command is not successful in the ME, the ME shall reply with an unprotected
security mode failure message (see TS 36.331[21]).

AS security mode command always changes the AS keys.

ME eNB

Stat RRC

integrity protedion

AS Security Mode Command (Integrity algorithm, Ciphering d gori thm,
MAC-I)

a
w

Verify AS SM C integrity. Start RRC/UP
If succesful, gart RRC integrity downlink ciphering
protecti on, RRC/UP downlink

deciphering, and send AS Security

Mode Complete.

AS Seaurity Mode Complete (MAC-1)

Stat RRC/UP Start RRC/UP
uplink ciphering uplink decipheing

Figure 7.2.4.5-1: AS security setup

7.2.4a Algorithm negotiation for unauthenticated UEs in LSM

UEsthat are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may
till be allowed to establish emergency calls by sending the emergency attach request message. It shall be possible to
configure whether the MME allows unauthenticated UEsin LSM to establish bearers for emergency calls or not. If an
MME alows unauthenticated UEsin LSM to establish bearers for an emergency call, the MME shall for the NAS
protocol use EIAO and EEAO as the integrity and ciphering algorithm respectively.

If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls after it has received the
emergency attach request message from the UE, the MME shall:

- Select EIAQ and EEAO, regardless of the supported algorithms announced previously by the UE asthe NAS
agorithms and signal thisto the UE viathe NAS security mode command procedure when activating the EPS
NAS security context.
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- Set the UE EPS security capabilities to only contain EIAO and EEAO when sending these to the eNB in the
following messages:
- S1UEINITIAL CONTEXT SETUP
- S1UE CONTEXT MODIFICATION REQUEST
- S1HANDOVER REQUEST

NOTE 1. Asaresult of that the MME only sends a UE EPS security capability containing EIAO and EEAO to the
eNB when selecting EIAQ for NAS integrity protection isthat the eNB is only capable of selecting EIAQ
for ASintegrity protection and EEAOQ for AS confidentiality protection. That is, if EIAQ is used for NAS
integrity protection, then EIAQ will always be used for AS integrity protection.

Therules for when the MME shall select EIAO for NAS integrity protection, and when the UE shall accept aNAS
security mode command selecting EIAO for NAS integrity protection depends on whether the UE and MME can be
certain that no EPS NAS security context can be established. The rules for determining thisis defined in clause 15 of
this specification. If the MME has selected EIAQ as the NAS integrity protection algorithm, the UE shall accept
selection of EIAQ asthe AS integrity protection algorithm. Selection of AS integrity protection agorithm happens via
the AS security mode command procedure or via a handover command. The UE shall under no other circumstances
accept selection of EIAQ asthe AS integrity protection algorithm.

NOTE 2: A Rel-8 eNB that isthe target eNB of a handover, where EIAQ isthe only integrity protection algorithm
in the UE's EPS security capabilities, rejects the handover since the eNB does not support EIAO.

7.2.5 Key handling at state transitions to and away from EMM-
DEREGISTERED

7.25.1 Transition to EMM-DEREGISTERED

There are different reasons for transition to the EMM-DEREGISTERED state. If aNAS messages leads to state
transition to EMM-DEREGISTERED, it shall be security protected by the current EPS NAS security context (mapped
or native), if such existsin the UE or MME.

NOTE: The present specification only considers the states EMM-DEREGISTERED and EMM-REGISTERED
and transitions between these two states. Other specifications define additional EMM states (see, e.g.,
TS24.301[9)]).

On transitioning to EMM-DEREGI STERED, the UE and MME shall do the following:

1) If they have afull non-current native EPS NAS security context and a current mapped EPS NAS security
context, then they shall make the non-current native EPS NAS security context the current one.

2) They shall delete any mapped or partial EPS NAS security contexts they hold.
Handling of the remaining authentication data for each of these cases are given below:
1. Attachreject: All authentication data shall be removed from the UE and MME
2. Detach:
a UE-initiated

i. If thereason isswitch off then all the remaining authentication data shall be removed from the UE and
MME with the exception of:

- the current native EPS NAS security context (asin clause 6.1.1), which should remain stored in the
MME and UE, and

- any unused authentication vectors, which may remain stored in the MME.
ii. If the reasonisnot switch off then MME and UE shall keep al the remaining authentication data.
b. MME-initiated
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i. Explicit: al the remaining authentication data shall be kept in the UE and MME if the detach typeisre-
attach.

ii. Implicit: all the remaining authentication data shall be kept in the UE and MME.

c. HSS-initiated: If the message is " subscription withdrawn™ then all the remaining authentication data shall be
removed from the UE and MME.

3. TAU regject: There are various reasons for TAU reject. The action to be taken shall be as givenin TS 24.301.

Storage of the full native EPS NAS security context, excluding the UE security capabilities and the keys Knasint and
Knasene, in the UE when the UE transitionsto EMM-DEREGISTERED state is done as follows:

a) If the ME does not have afull native EPS NAS security context in volatile memory, any existing native EPS
NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked as invalid.

b) If the USIM supports EMM parameters storage, then the ME shall store the full native EPS NAS security context
parameters on the USIM (except for Knasenc and Knasing), mark the native EPS NAS security context on the
USIM asvalid, and not keep any native EPS NAS security context in non-volatile ME memory.

¢) If the USIM does not support EMM parameters storage, then the ME shall store the full native EPS NAS
security context (except for Knasene and Knasine) in @ non-volatile part of its memory, and mark the native EPS
NAS security context in its non-volatile memory as valid.

For the case that the MME or the UE enter EMM-DEREGISTERED state without using any of the above procedures,
the handling of the remaining authentication data shall be as specified in TS 24.301 [9].

7.25.2 Transition away from EMM-DEREGISTERED

7.25.2.1 General

When starting the transition away from EMM-DEREGISTERED state with the intent to eventually transitioning to
EMM-REGISTERED state, if no current EPS NAS security context is available in the ME, the ME shall retrieve native
EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored native
EPS NAS security context on the USIM is marked as valid. If the USIM does not support EMM parameters storage the
ME shall retrieve stored native EPS NAS security context from its non-volatile memory if the native EPS NAS security
context is marked as valid. The ME shall derive the Knasint and Knasenc after retrieving the stored EPS NAS security
context; see clause A.7 on NAS key derivation. The retrieved native EPS NAS security context with the derived Knasint
and Knasenc shall then become the current EPS NAS security context.

When the ME is transitioning away from EMM-DEREGISTERED state with the intent to eventually transitioning to
EMM-REGISTERED dtate, if the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS
security context on the USIM asinvalid. If the USIM does not support EMM parameters storage, the ME shall mark the
stored EPS NAS security context in its non-volatile memory asinvalid.

If the ME uses an EPS NAS security context to protect NAS messages, the NAS COUNT values are updated in the
volatile memory of the ME. If the attempt to transition away from EMM-DEREGISTERED state with the intent to
eventually transitioning to EMM-REGISTERED state fails, the ME shall store the (possibly updated) EPS NAS
security context on the USIM or non-volatile ME memory and mark it as valid.

NOTE: The present specification only considers the states EMM-DEREGISTERED and EMM-REGISTERED
and transitions between these two states. Other specifications define additional EMM states (see, e.g.,
TS24.301[9)).

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two
cases to consider, either afull native EPS NAS security context exists, or it does not.

ETSI



3GPP TS 33.401 version 19.2.0 Release 19 41 ETSI TS 133 401 V19.2.0 (2026-02)

7.25.2.2 With existing native EPS NAS security context

The UE shall transmit aNAS Attach Request message. This message is integrity protected and for the case that the EPS
NAS security context used by the UE is non-current in the MME, the rulesin clause 6.4 apply. Furthermore provided
thereisno NAS SMC procedure beforethe AS SMC the NAS COUNT of the Attach Request message shall be used to
derive the Keng With the KDF as specified in clause A.3. As aresult of the NAS Attach Reguest, the eNB shall send an
AS SMC to the UE to activate AS security. The Keng Used, is derived in the current EPS NAS security context.

When the UE receives the AS SMC without having received aNAS Security Mode Command after the Attach Request,
it shall usethe NAS COUNT of the Attach Request message (i.e. the uplink NAS COUNT) that triggered the AS SMC
to be sent as freshness parameter in the derivation of the Keng. From this Kens the RRC protection keys and the UP
protection keys shall be derived as described in clause 7.2.1.

The same procedure for refreshing Kens can be used regardless of the fact if the UE is connecting to the same MME to
which it was connected previously or to adifferent MME. In case UE connectsto a different MME and this MME
selects different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input
using the KDF as specified in clause A.7.

In addition, there is a need for the MME to send aNAS SMC to the UE to indicate the change of NAS algorithms and
to take the re-derived NAS keys into use. The UE shall assure that the NA S keys used to verify the integrity of the NAS
SMC are derived using the algorithm 1D specified in the NAS SMC. The NAS SMC Command and NAS SMC
Complete messages are protected with the new NAS keys.

If thereisa NAS Security Mode Command after the Attach Request but before the AS SMC, the UE and MME use the
NAS COUNT of the most recent NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related Kasve as
the parameter in the derivation of the Kens. From this Kens the RRC protection keys and the UP protection keys are
derived as described in clause 7.2.1.

7.25.2.3 With run of EPS AKA

If in the process described in clause 7.2.5.2.2, thereis no full native EPS NAS security context available in the MME
(i.e. either the UE has sent an unprotected Attach Request message or the UE has protected the Attach Request message
with a current native EPS security context which no longer is stored in the MME) an EPS AKA runisrequired. If there
isafull native EPS NAS security context available in the MME, then the MME may (according to MME policy) decide
to run anew EPS AKA and aNAS SMC procedure (which activates the new EPS NAS security context based on the
Kasve derived during the EPS AKA run) after the Attach Request but before the corresponding AS SMC. The NAS
(uplink and downlink) COUNTSs are set to start values, and the start value of the uplink NAS COUNT shall be used as
freshness parameter in the Keng derivation from the fresh Kaswe (after AKA) when UE receives AS SMC the Keng i
derived from the current EPS NAS security context, i.e., the fresh Kasve is used to derive the Keng The KDF as
specified in clause A.3 shall be used to derive the Keng.

NOTE: Using the start value for the uplink NAS COUNT in this case cannot lead to the same combination of
Kasve and NAS COUNT being used twice. Thisis guaranteed by the fact that the first integrity protected
NAS message the UE sends to the MME after AKA isthe NAS SMC complete message.

The NAS SMC complete message shall include the start value of the uplink NAS COUNT that is used as freshness
parameter in the Keng derivation and the Kaswe is fresh. After an AKA, aNAS SMC needs to be sent from the MME to
the UE in order to take the new NAS keysinto use. Both NAS SMC and NAS SM C Complete messages are protected
with the new NAS keys.

7.2.6 Key handling in ECM-IDLE to ECM-CONNECTED and
ECM-CONNECTED to ECM-IDLE transitions

7.26.1 ECM-IDLE to ECM-CONNECTED transition

The UE sends aninitial NAS message to initiate transition from ECM-IDLE to ECM-CONNECTED state [9]. On
transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g.
because of prior inter-provider handover.

When cryptographic protection for radio bearersis established RRC protection keys and UP protection keys shall be
generated as described in clause 7.2.1 while K asve is assumed to be already available in the MME.
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Theinitial NAS message shall be integrity protected by the current EPS NAS security context if such exists. If no
current EPS NAS security context exists the ME shall signal "no key available" in theinitial NAS message.

Kasve may have been established in the MME as aresult of an AKA run, or as aresult of a security context transfer
from another MME during handover or idle mode mobility. When the eNB releases the RRC connection the UE and the
eNB shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained in
the MME.

7.2.6.2 Establishment of keys for cryptographically protected radio bearers

The procedure the UE uses to establish cryptographic protection for radio bearersisinitiated by an (extended) NAS
Service Reguest message or TAU Request message with the active flag set from the UE to the MME. The MME may
initiate the procedure to establish cryptographic protection for radio bearers when the "active flag" isnot set in the TAU
request and there is pending downlink UP data or pending downlink signalling.

Upon receipt of the NAS message, if the MME does not require aNAS SMC procedure before initiating the S1-AP
procedure INITIAL CONTEXT SETUP, the MME shall derive key Keng as specified in clause A.3 using the NAS
COUNT [9] corresponding to the NAS message and the Kasve of the current EPS NAS security context. The MME
shall further initialize the value of the Next hop Chaining Counter (NCC) to zero. The MME shall further derive a next
hop parameter NH as specified in clause A.4 using the newly derived Keye and the Kaswe as basis for the derivation.
The MME shall further set the value of the Next hop Chaining Counter (NCC) to one. This fresh { NH, NCC=1} pair
shall be stored in the MME and shall be used for the next forward security key derivation. The MME shall communicate
the Keng to the serving eNB in the S1-AP procedure INITIAL CONTEXT SETUP. The UE shall derive the Keng from
the Kasue of the current EPS NAS security context.

Asaresult of the NAS Service Request or TAU procedure, radio bearers are established, and the eNB sendsan AS

SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall
usethe NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of
the Kene. The KDF as specified in Annex A.3 shall be used for the Kengs derivation using the Kasve of the current EPS
NAS security context. The UE shall further derive the NH parameter from the newly derived Keng and the Kasve in the
same way as the MME. From the Keng the RRC protection keys and the UP protection keys are derived by the UE and
the eNB as described in clause 6.2.

NOTE: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover
performing vertical key derivation.

If the NAS procedure establishing radio bearers contains an EPS AKA run (which is optional), the NAS uplink and
downlink COUNT for the new Kasve shall be set to the start values (i.e. zero). If the NAS procedure establishing radio
bearers containsaNAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS
Security Mode Complete shall be used as freshness parameter in the Keng derivation from fresh Kasve of the current
EPS NAS security context when executing an AS SMC. The KDF as specified in Annex A.3 shall be used for the Kens
derivation also in this case.

The case that the UE is using Control Plane CloT EPS optimisation (with or without overhead reduction) to send data
over NAS and S1-U bearers are established (due to either arequest from the UE or decided by the MME - see 5.3.4B.3
of TS 23.401 [2]) works as follows. The UE and MME shall always use the value of the uplink NAS COUNT from the
Control Plane Service Regquest or EMM Transport message that was sent to transition the UE from idle to active as
freshness parameter in the derivation of the Keng Unless there has been a subsequent NAS Security Mode Complete. If
there was a subsequent NAS Security Mode Compl ete, then the UE and MME use the value of the uplink NAS COUNT
from the latest NAS Security Mode Complete message as freshness parameter in the derivation of the Keng.

7.2.6.3 ECM-CONNECTED to ECM-IDLE transition

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the
corresponding UE.

In particular, on ECM-CONNECTED to ECM-IDLE transitions:
- TheeNB and the UE shall release al radio bearers and delete the AS security context.

-  MME and the UE shall keep the EPS NAS security context stored with the following exception: if thereis anew
and an old Kasve according to rules 3, 4, 8 or 9 in clause 7.2.10 of this specification then the MME and the UE
shall delete the old Kaswe and the corresponding eKSl. The MME shall delete NH and NCC.
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7.2.7 Key handling for the TAU procedure when registered in E-UTRAN

Before the UE can initiate the TAU procedure, the UE needs to transition to ECM-CONNECTED state. The UE shall
use the current EPS security context to protect the TAU Request and include the corresponding GUTI and eK S value.
The TAU Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current EPS security
context algorithms to protect the TAU Request message. For the case that this security context is non-current in the
MME, the rulesin clause 6.4 apply.

If the "active flag" is set in the TAU request message or the MME chooses to establish radio bearers when there is
pending downlink UP data or pending downlink signalling, radio bearers will be established as part of the TAU
procedure and a Keng derivation is necessary.|f there was no subsequent NAS SMC, the uplink NAS COUNTof the
TAU request message sent from the UE to the MME is used as freshness parameter in the Keng derivation using the
KDF as specified in clause A.3. The TAU request shall be integrity protected.

In the case an AKA isrun successfully, the uplink and downlink NAS COUNT shall be set to the start values (i.e. zero).

In the case source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from Kasve
with the new agorithm identities as input and provides the new a gorithm identifiers within aNAS SMC. The UE shall
assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm identity specified
inthe NAS SMC.

If thereisaNAS Security Mode Command after the TAU Request but before the AS SMC, the UE and MME use the
NAS COUNT of the most recent NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related Kasve as
the parameter in the derivation of the Kens. From this Keng the RRC protection keys and the UP protection keys are
derived as described in clause 7.2.1.

7.2.8 Key handling in handover
7.28.1 General

7.2.8.1.1 Access stratum

The general principle of key handling at handoversis depicted in Figure 7.2.8.1-1.

NAS uplink COUNT | PCl, PCl,
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Figure 7.2.8.1-1 Model for the handover key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. The
detailed specification is provided in clauses 7.2.8.3 and 7.2.8.4.
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Whenever an initial AS security context needs to be established between UE and eNB, MME and the UE shall derive a
Keng and a Next Hop parameter (NH). The Keng and the NH are derived from the Kasve. A NH Chaining Counter
(NCC) isassociated with each Keng and NH parameter. Every Keng is associated with the NCC corresponding to the
NH value from which it was derived. At initial setup, the Keng is derived directly from Kasve, and is then considered to
be associated with avirtual NH parameter with NCC value equal to zero. At initia setup, the derived NH valueis
associated with the NCC value one.

NOTE 1: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover
performing vertical key derivation.

Whether the MME sends the Keng key or the { NH, NCC} pair to the serving eNB is described in detail in clauses
7.2.8.3and 7.2.8.4. The MME shall not send the NH value to eNB at the initial connection setup. The eNB shall
initialize the NCC value to zero after receiving S1-AP Initial Context Setup Request message.

NOTE 2: Since the MME does not send the NH value to eNB at theinitial connection setup, the NH value
associated with the NCC value one can not be used in the next X2 handover or the next intra-eNB
handover, for the next X2 handover or the next intra-eNB handover the horizontal key derivation (see
Figure 7.2.8.1-1) will apply.

NOTE 3: One of therules specified for the MME in clause 7.2.8.4 of this specification states that the MME always
computes afresh {NH, NCC} pair that is given to the target eNB. Animplication of thisisthat the first
{NH, NCC} pair will never be used to derive a Kens. It Only serves as aninitial value for the NH chain.

The UE and the eNB use the Keng to secure the communication between each other. On handovers, the basis for the
Kens that will be used between the UE and the target eNB, called Keng*, is derived from either the currently active Kens
or from the NH parameter. If Keng* is derived from the currently active Keng thisis referred to as a horizontal key
derivation (see Figure 7.2.8.1-1) and if the Kexg* is derived from the NH parameter the derivationisreferred to asa
vertical key derivation (see Figure 7.2.8.1-1). On handovers with vertical key derivation the NH is further bound to the
target PCI and its frequency EARFCN-DL beforeit istaken into use as the Keng in the target eNB. On handovers with
horizontal key derivation the currently active Kengs is further bound to the target PCI and its frequency EARFCN-DL
before it is taken into use as the Keng in the target eNB.

As NH parameters are only computable by the UE and the MME, it is arranged so that NH parameters are provided to
eNBs from the MME in such away that forward security can be achieved.

7.2.8.1.2 Non access stratum

A NAS aspect that needs to be considered is possible NAS algorithm change at MME change that could occur at a
handover. At an eNB handover with MME relocation, there is the possibility that the source MME and the target MME
do not support the same set of NAS algorithms or have different priorities regarding the use of NAS agorithms. In this
case, the target MME re-derives the NAS keys from K asue using the NAS algorithm identities asinput to the NAS key
derivation functions (see clause A.7) and sends NAS SMC. All inputs, in particular the Kasue, will be the same in the
re-derivation except for the NAS algorithm identity.

In case the target MME decides to use NAS algorithms different from the ones used by the source MME, aNAS SMC
including eKSl (new or current value depending on whether AKA was run or not) shall be sent from the MME to the
UE.

ThisNAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.

NOTE: Itisper operator's policy how to configure selection of handover types. Depending on an operator's
security requirements, the operator can decide whether to have X2 or S1 handovers for a particular eNB
according to the security characteristics of a particular eNB.

7.2.8.2 Void

7.2.8.3 Key derivations for context modification procedure

Asoutlined in clause 7.2.8.1, whenever a fresh Keng is calculated from the Kaswe (as described in Annex A.3), the

MME shall transfer the Keng to the serving eNB in a message modifying the security context in the eNB. The MME and
the UE shall also compute the NH parameter from the Kasue and the fresh Kens as described in Annex A.4 according to
therulesin clause 7.2.9.2. An NCC value 1 is associated with the NH parameter derived from the fresh Keng and NCC
value 0 with the Keng. The UE shall compute Kens and NH in the same way as the MME. From the newly computed
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Kens, the eNB and the UE shall compute the temporary Keng* and then the final Keng from that Keng* as described in
clause 7.2.9.2.

NOTE 1: Since MME does not send the NH valueto eNB in S1 UE CONTEXT MODIFICATION REQUEST, the
NH value associated with the NCC val ue one can not be used in the next X2 handover or the next intra-
eNB handover. So for the next X2 handover or the next intra-eNB handover the horizontal key derivation
(see Figure 7.2.8.1-1) will apply.

NOTE 2: One of the rules specified for the MME in clause 7.2.8.4 of this specification states that the MME always
computes afresh {NH, NCC} pair that is given to the target eNB. Animplication of thisisthat the first
{NH, NCC} pair, i.e., the one with NCC equal to 1 will never be used to derive a Keng. It ONly serves as
aninitial value for the NH chain.

NOTE 3: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing
vertical key derivation.

7.28.4 Key derivations during handovers

7.2.8.4.1 Intra-eNB Handover

When the eNB decides to perform an intra-eNB handover it shall derive Keng* asin Annex A.5 using target PCI, its
frequency EARFCN-DL, and either NH or the current Keng depending on the following criteria: the eNB shall use the
NH for deriving Keng* if an unused { NH, NCC} pair is availablein the eNB (thisis referred to asavertical key
derivation), otherwise if no unused { NH, NCC} pair isavailable in the eNB, the eNB shall derive Keng* from the
current Keng (thisis referred to as a horizontal key derivation).

The eNB shall use the Keng* asthe Keng after handover. The eNB shall send the NCC used for Keng* derivation to UE
in HO Command message.

NOTE: The key derivation mechanism described in this clause is also applicable to CHO defined in TS 36.300[30].

7.2.8.4.2 X2-handover

Asinintra-eNB handovers, for X2 handovers the source eNB shall perform avertical key derivation in case it has an
unused {NH, NCC} pair. The source eNB shall first compute Keng* from target PCl, its frequency EARFCN-DL, and
either from currently active Keng in case of horizontal key derivation or from the NH in case of vertical key derivation
as described in Annex A.5.

Next the source eNB shall forward the { Keng*, NCC} pair to the target eNB. The target eNB shall use the received
Keng* directly as Kens to be used with the UE. The target eNB shall associate the NCC value received from source eNB
with the Kens. The target eNB shall include the received NCC into the prepared HO Command message, which is sent
back to the source eNB in a transparent container and forwarded to the UE by source eNB.

When the target eNB has completed the handover signaling with the UE, it shall send a S1 PATH SWITCH REQUEST
to the MME. Upon reception of the S1 PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value
by one and compute a new fresh NH by using the Kaswe and itslocally kept NH value as input to the function defined
in Annex A.4. The MME shall then send the newly computed { NH, NCC} pair to the target eNB in the S1 PATH
SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received {NH, NCC} pair for further
handovers and remove other existing unused stored { NH, NCC} pairsif any.

NOTE 1. Because the path switch message is transmitted after the radio link handover, it can only be used to
provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key
separation happens only after two hops because the source eNB knows the target eNB keys. The target
eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has
arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.

NOTE 2: The key derivation mechanism described in this clause is also applicable to CHO defined in TS
36.300[30].

7.2.8.4.3 S1-Handover

Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value
by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The source MME shall
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store that fresh pair and send it to the target MME in the S10 FORWARD RELOCATION REQUEST message. The
S10 FORWARD RELOCATION REQUEST message shall in addition contain the K asve that is currently used to
compute { NH, NCC} pairs and its corresponding eK Sl.

Thetarget MME shall store locally the {NH, NCC} pair received from the source MME.

The target MME shall then send the received { NH, NCC} pair to the target eNB within the ST HANDOVER
REQUEST.

Upon receipt of the SL HANDOVER REQUEST from the target MME, the target eNB shall compute the Keng to be
used with the UE by performing the key derivation defined in Annex A.5 with the fresh{ NH, NCC} pair in the S1
HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. Thetarget eNB shall associate the NCC
value received from MME with the Keng. The target eNB shall include the NCC value from the received { NH, NCC}
pair into the HO Command to the UE and remove any existing unused stored { NH, NCC} pairs.

NOTE: The source MME may be the same as the target MME in the description in this clause. If so the single MME
performs the roles of both the source and target MME, i.e. the MME calculates and stores the fresh { NH,
NCC} pair and sendsthisto the target eNB.

For S1-handover, the source eNB shall include AS algorithms used in the source cell (ciphering and integrity
algorithms) in the source to target transparent container that shall be sent to the target eNB. The AS algorithms used by
in the source cell are provided to the target eNB so that it can decipher and integrity verify the
RRCReestablishmentComplete message on SRB1 in the potential RRCConnectionRe-establishment procedure.

7.2.8.4.4 UE handling

The UE behaviour is the same regardlessif the handover is S1, X2 or intra-eNB. The UE behaviour is also samein case
of Conditional Handover, as specified in TS 36.300 [30], i.e., the UE shall use the parameters of the selected target cell
in Keng* derivations.

If the NCC value the UE received in the HO Command message from target eNB via source eNB is equal to the NCC
value associated with the currently active Keng, the UE shall derive the Keng* from the currently active Keng and the
target PCI and its frequency EARFCN-DL using the function defined in Annex A.5.

If the UE received an NCC value that was different from the NCC associated with the currently active Keng, the UE
shall first synchronize the locally kept NH parameter by computing the function defined in Annex A .4 iteratively (and
increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message.
When the NCC values match, the UE shall compute the Keng* from the synchronized NH parameter and the target PCI
and its frequency EARFCN-DL using the function defined in Annex A.5.

The UE shall usethe Keng* as the Keng When communicating with the target eNB.
7.2.9 Key-change-on-the fly

7291 General

Key-change-on-the fly consists of re-keying or key-refresh.

Key refresh shall be possible for Keng, Krrc-enc, Krre-int, Kup-int, ahd Kupenc @and shall be initiated by the eNB when a
PDCP COUNTSs s about to be re-used with the same Radio Bearer identity and with the same Kens. The procedureis
described in clause 7.2.9.3.

Re-keying shall be possible for the Keng, Krrc-enc, Krre-int, Kupint, @nd Kup.enc. This re-keying shall beinitiated by the
MME when an EPS AS security context different from the currently active one shall be activated. The procedures for
doing this are described in clause 7.2.9.2.

Re-keying shall be possible for Knasenc and Knasini. Re-keying of Knasenc and Knasine shall be initiated by the MME
when a EPS NAS security context different from the currently active one shall be activated. The procedures for doing
this are described in clause 7.2.9.4.

Re-keying of the entire EPS key hierarchy including K aswe shal be achieved by first re-keying K aswe, then Knasenc and
Knasin, followed by re-keying of the Keng and derived keys. For NAS key change-on-on-the fly, activation of NAS
keysisaccomplished by aNAS SMC procedure.
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AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key
changes on-the-fly shall be possible: local Keng refresh (performed when PDCP COUNTS are about to wrap around),
Kens re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN.

7.2.9.2 Keng re-keying
The Keng re-keying procedure isinitiated by the MME. It may be used under the following conditions:
- after asuccessful AKA run with the UE as part of activating a partia native EPS security context, or

- aspart of re-activating a non-current full native EPS security context after handover from GERAN or UTRAN
according to clauses 9.2.2.1 and 10.3.2, or

- tocreate anew Keng from the current Kaswve

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the MME has to change the EPS NAS
security context before changing the AS security context..

In order to be able to re-key the Keng, the MME requires afresh uplink NAS COUNT from a successful NAS SMC
procedure with the UE. In the case of creating a new Keng from the current Kasue aNAS SMC procedure shall be run
first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parametersin
the current EPS NAS security context. T he MME derives the new Kens using the key derivation function as specified

in Annex A.3 using the Kaswe and the uplink NAS COUNT used in the most recent NAS Security Mode Complete
message. The Keng is sent to the eNB inan S1 AP UE CONTEXT MODIFICATION REQUEST message triggering the
eNB to perform the re-keying. The eNB runs the key-change-on-the-fly procedure with the UE. During this procedure
the eNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-
cell handover, and hence the same Keng derivation steps shall be taken asin a normal handover procedure.

When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a
temporary Keng by applying the key derivation function as specified in Annex A.3 using the Kasve from the current
EPS NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message.

From this temporary Keng the UE shall derive the Kene* as normal (see clause A.5). The eNB shall take the Keng it
received from the MME, which is equal to the temporary Keng, as basisfor its Keng* derivations. From this step
onwards, the key derivations continue asin anormal handover.

If the AS level re-keying fails, then the MME shall complete another NAS security mode procedure before initiating a
new AS level re-keying. This ensures that afresh Kens is used.

The NH parameter shall be handled according to the following rules:

- UE and MME shall use NH derived from old K asue before the context modification is complete, i.e. for the UE
when it sends the RRC Connection Reconfiguration Complete, and for the MME when it receives the UE
CONTEXT MODIFICATION 